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RESUMEN

La Universidad Nacional Abierta y a Distancia, durante el proceso de aprendizaje
del DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E IMPLEMENTACION
DE SOLUCIONES INTEGRADAS LAN / WAN) utilizando el aplicativo Cisco
PackerTracer y smartlab, programas que permite realizar la simulacion de redes,
se logré experimentar las diferentes configuraciones de una red.

En el desarrollo de los laboratorios, con las simulaciones se logra adquirir
conocimientos CCNA Hosting y Switching, médulos CCNA 1 y CCNA 2, con los
conocimientos obtenidos y puestos en practica se realiz6 el desarrollo de la
actividad final como prueba de las habilidades, donde mediante los escenarios
propuestos se coloca en habilidad los conocimientos previamente aprendidos
donde se realizan configuraciones NAT, DHCP, RIPV2, VLAN, configuracion de
direcciones IP y OSPFv2, usando a su vez comandos de para verificacion de
configuraciones y haciendo las respectivas pruebas de conectividad entre los
diferentes siendo asi, las soluciones mas apropiadas para los ejercicios planteados
para esta actividad
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ABSTRACT

The National Open and Distance University, during the learning process of the
CISCO DEEP DEPLOYMENT (DESIGN AND IMPLEMENTATION OF
INTEGRATED LAN / WAN SOLUTIONS) using the Cisco Packet Tracer application
and smartlab, programs that allow network simulation, it was possible to experience
the Different configurations of a network.

In the development of the laboratories, with the simulations it is possible to acquire
knowledge CCNA Hosting and Switching, modules CCNA 1 and CCNA 2, with the
knowledge obtained and put into practice the development of the final activity was
carried out as a test of the skills, where through The proposed scenarios are the
ability to learn previously learned skills where NAT, DHCP, RIPV2, VLAN, IP address
configuration and OSPFv2 configurations are performed, using in turn commands to
verify configurations and making the respective connectivity tests between the
different thus, the most appropriate solutions for the exercises proposed for this
activity
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INTRODUCCION

La necesidad de tener personal capacitado, competitivo, idoneo en el campo laboral
ha sido una de los objetivos més importantes hoy en dia para el mercado laboral,
porque deben a su vez contar con las competencias necesarias para desarrollar
actividades relacionas con las tecnologias de la informacion y la comunicacion
(TICS)

Es ahi donde la certificacibn CCNA permite dar a conocer las habilidades necesarias
para trabajar y establecerse en un escenario de redes.

Durante el desarrollo del diplomado de profundizacién cisco (disefio e
implementacion de soluciones integradas lan/wan), se lograron obtener
conocimientos y experiencias como el enrutamiento basados en elementos Cisco
(routers y switches), y evidencia del trabajo se realiza la presentacion de la solucién
de dos escenarios planteados en la guia de actividades, donde se us6 elaplicativo
Packer Tracert de Cisco, para practicar y simular los ejercicios propuestos para esta
actividad final del diplomado de cisco
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OBJETIVOS

Objetivo General
Genera las topologias de los diferentes escenarios, en el desarrollo de soluciones
LAN y WAN, reforzando nuestros conocimientos y aprendizaje para escalar en la

vida laboral y obtener el titulo de ingeniero que nos ayudara a tener un mejor futuro
tanto personal como profesional en el campo de desarrollo

Objetivo Especifico
Profundizar en aspectos de disefio e implementacién de soluciones LAN/WAN
Realizando diferentes configuraciones, conocer y complementar protocolos normas

Estandares de seguridad y adquirir conocimientos pertinentes hacia instalaciones
seguras

Enrutamientos basados en elementos teleméaticos Cisco (routers y switches)
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PRUEBA DE HABILIDADES PRACTICAS CCNA

ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y Cali
en donde el estudiante serd el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario, acorde
con los lineamientos establecidos para el direccionamiento IP, protocolos de enrutamiento
y demas aspectos que forman parte de la topologia de red.

Topologia de Red
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|192.1sa.1.o 27
o Pt J
22| 192.168.1.96 127 192.968.1.128 127 AN,
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Figura 1 -topologia red escenario 1
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Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).
Realizar la conexion fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

Configuracion Routers Sucursales ROUTER MEDELLIN

#en #config t

#no ip domain-lookup #enable secret cisco #line con 0 #password class #exit
#line vty 0 15 #password class #login

#exit

#service password-encryption #exit

#copy running-config startup-config

Router Bogota

#en #config t

#no ip domain-lookup #enable secret cisco
#line con 0 #password class #exit

#line vty 0 15 #password class #login
#exit

#service password-encryption #exit

#copy running-config startup-config

Router Cali

#en #config t

#no ip domain-lookup #enable secret cisco #line con 0 #password class #exit
#line vty 0 15 #password class #login

#exit

#service password-encryption #exit

#copy running-config startup-config
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Parte 1. Asignacion de direcciones IP:

A.Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para
permitir crecimiento futuro de la red corporativa.

Numero de

subredes Direccion subred Broadcast Mascara

1 192.168.1.0 192.168.1.31 255.255.255.224
2 192.168.1.32 192.168.1.63 255.255.255.224
3 192.168.1.64 192.168.1.95 255.255.255.224
4 192.168.1.96 192.168.1.127 255.255.255.224
5 192.168.1.128 192.168.1.159 255.255.255.224
6 192.168.1.160 192.168.1.191 255.255.255.224
7 192.168.1.192 192.168.1.223 255.255.255.224
8 192.168.1.224 192.168.1.255 255.255.255.224

Tabla 1 — subneteo red

A. Asignar una direccion IP a la red.

192.168.0.1

Parte 2: Configuracion Basica.

A. Completar la siguiente tabla con la configuracion basica de los routers, teniendo en
cuenta las subredes disefiadas.

Nombre de Host

Direccion de Ip en interfaz

Direccion de Ip en interfaz FA

Direccion de Ip en interfaz

Serial 0/1

Protocolo de enrutamiento

Sistema Autonomo
Afirmaciones de red

| NombredeHost |
Serial 0/0

| Protocolo de enrutamiento |
| Sistema Auténomo |
| Afirmacionesdered |
|

R1 R2 R3
MEDELLIN BOGOTA CALI
192.168.1.99  192.168.1.98  192.168.1.131

192.168.1.33

Eigrp
200
192.168.1.0

192.168.1.130

192.168.1.1 192.168.1.65
Eigrp Eigrp
200 200

192.168.1.0 192.168.1.0

Tabla 2 - direccionamiento switch
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Asignacion IP Router Medellin

#en #config t #int fa0/0

#ip add 192.168.1.33 255.255.255.224
#no shut #exit #int s1/0

#ip add 192.168.199 255.255.255.224
#no shut #end

Asignacion IP Router Cali

#en #config t #int fa0/0

#ip add 192.168.1.65 255.255.255.224
#no shut #exit #int s1/0

#ip add 192.168.131 255.255.255.224
#no shut #end

Asignacion IP Router Bogota

#en #config t #int fa2/0

#ip add 192.168.1.1 255.255.255.224
#no shut #exit #int sO/0

#ip add 192.168.1.98 255.255.255.224
#no shut #exit #int s1/0

#ip add 192.168.1.130 255.255.255.224

#no shut #end

17



A. Después de cargada la configuracién en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.

#show ip route

B2 ROUTER BOGOTA — (| >
Phys=sical Config CL Attributes
——
105 Command Line Interface
Ll
BOZOThRfen
BOZOTRgshow ip route
Codes: © — connected, 5 — static, I — IFRFPF, R — RIF, M — mokile, B —
B=P
D — EIZRP, EXN — EIGEFPF extermnal, O — OSPF, I& — OSPF inmter area
M1l — OSPF MSS5SA extermnal type 1, N2 — OSPF MNS5RA extermnal type 2
El — OSPF external type 1, EZ — OSPF external type 2, E — EGP
i — Is—Is5, L1 — IS—IS level—l, Lz — IS—I5 lewvel—2, ia — IS—IS
inter area
* — candidate default, U — per—user static route, o — ODR
P — periodic downloaded static route
FZateway of last resort is not set
152 . 1€2_1 0,27 is submetted, 5 subnets
c 192 1€=2.1 .0 is directly connected, FastEthernetZ/ 0
D 192 _1€2.1 .22 [90,/205145€0] wia 152 _1€2.1.55, 00:21:-45,
Serialo/s0
D 1z _ 12 .1 .€4 [90,/,205145€0] wia 1532 . 1€2.1.1321, 00:321:-4&,
Seriall/ 0
c 182 _1€2 .1 _59€ is directly comnected, Serialds,0
c 152 _1€2.1_128 is directly conmnected, Serialls SO
BOCOTRE| -
Ciri+F& to exit CLI focus Copy Paste
Figura 2 -asignacion ip router Bogota
= F
~
' 1
Phy=ical Config L Atftributes
——
105 Command Line Interface
-
HMEDELLIN# show ip route
Codes: ©C — connected, 5 — static, I — IGRP, R — RITP, M — mobile, B —
BT
D — EIRFPF, EX — EIGRP extermnal, o> — OSPF, In OSPF imter area
M1 — OSPF WNSSA external type 1, N2 — OSPF NSSAE external type 2
El1 — OSEF external Ttype 1, EZ — OSPF external type 2, E — ECD
i — Is-—Is, L1 — IS—IS lewvel-—1, Lz — IS—IS lewvel—Z, ia — IS-—IS
imter area
* — candidate defaults, T — per—-user sStatic route, o — ODR
P — pericdic downloaded static route I
B Cateway of last resort is not set r
q 152 . 1€2 .1 .0,/,27 is subnetted, 5 sukbnets
1 D 192 1€ .1 0 [S0,2051456€0] wia 152 _1€35_1 5S35, OO0 :-3&-05,
Serialls 0O
= 152 . 1€2.1 .22 is directly commnected, FastEthernetd/, 0
1 D 152 . 1€5.1.€4 [H0,/,2102€5€0]1 wia 1532 _1€5.1.55, 00136
Serialls 0O
L= 192 _1€=2.1.9&€ is directly comnnected, Seriall/s0
D 15z . 1ls=2.1.122 [S90,210240007 wia 192 .1sS.1.5=2, 00:36:-:05,
Serialls O
HMEDELLIN# el

Ctri+=F& to exit CLI focus Copyw Paste

] e

Figura 3 -asignacion ip router Medellin
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LB ROUTER CALI

— _
Physical Config oL Attributes
——
I0S Command Line Interface
CALTf#show ip route
Codes: © — commected, § — static, I — ICRP, R — RIP, M — mobile, B —
B=F
D — EIGREP, EX¥X — EIGRD external, o — OSDPFE, Ik — OSPF inter area
M1 — OSPF HNSSA external type 1, HN= OSPF MNSSA external type 2
= — OSPF external type 1, E2 — OSPF external twvpe 2, E — ECD
i — Is—IS, L1 — IS—IS lewvel-—1, Lz — IS—IS lewvel—2, ia — IS-—IS
inter area
* — candidate default, U — per—user static route, o — ODR
P — pericodic downloaded static route

Sateway of last resort is not set

19z _1&€8 _ 1 _OaO,27 = subnetted, 5 subnets
o 152 .1€8.1.0 [SO0,20S14S€0] wia 152 .1€5.1.130, oOO0:-4l:-44,
Seriallso
o 152 .1€8.1.32 [SO0,2102€5S€0] wia 152 .1€5.1.130, OO0:4l:-44,
Seriallso
c 152 12 _ 1 _ €4 is directly connected, FastEtherneto/0
o 18z.1€8.1.9€ [S0,-210240001 wia 152.1€5.1.130, O0:4l:44,
Seriall/s 0O
c 182 _.1€2_1.128 is directly comnnected, Seriallso
caT.T g

Ctri=F§ to exit CLI focus. Copy Paste

Figura 4-asignacion ip router Cali

a. Verificar el balanceo de carga que presentan los routers. #show ip route

L

e

Phys=ical Config N Attributes

105 Command Line Interface

MEDELLIN#show ip route

Codes: C — connected, S — static, I — IGRP, B — RIP, M — mobile, B —
B=P
D — EICRP, EX — EIGCRP extermnal, o> — DOSPF, IA — ©OSPF imter area
M1l — OSPF MSS5SA extermnal type 1, N2 — OSPF MNSS5SRE extermnal type 2
E1 OSPF extermal type 1, EZ2 OSPF extermnal type 2, E — EGEP
i — IsSs—-Is, L1 — I5—-IS5 lewvel—-1l, LZ — IS5—-IS lewvel—2Z, jia — IS5S—IS
inmter area
* — candidate default, T — per—-user static route, o — ODR
P — pericodic downloaded static route

FZateway of last resort is not set

152 . 1€2_1 0,27 is submetted, 5 subnets

D 192 _ 1s2.1 .0 [50,205145€0] =—wia 1592 _1l€=2.1._.932, 00:-23€:05,
Seriall/ 0

c 152 . 1€2.1 .22 is directly comnected, FastEthernetds0

D 1sz2 12 .1 .€4 [90,/2102€5€0] wia 152 _1l€=2_.1 .52, 00:2&:-02Z,
Seriall/ 0

c 152 _1€2 .1 _59€ is directly comnected, Serialls0

D 1sz _ 1ls2.1.122 [S0,/,210Z240007 ~wia 192 _1€2.1 .52, 00:32&:05,

Seriall/ 0

HMEDELLINS

Ciri+F& to exit CLI focus Copyw Paste

] Top
Figura 5-verification balance de cargas Medellin
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LB ROUTER BOWGOTS = —

Phws=sical Config L Attributes

1I0S Command Line Interface

BOSOTRASen
BOCOTAfshow ip route
Codes: C — connected, S — static, I — IGRP, R — RIPF, M — mobile, B —
BEEP
D — EICRP, EX — EICRP extermnal, © — OSPF, IA — OSPF inter area
N1 — OSPF NSSA extcermnal type 1, N2 — OSPF NSSA extcermal type 2
= — OSPF extermnal type 1, — OSPF external type 2, E ECEEP
i — IS—IS, L1 — IS-IS lewvel—1l, L2 — IS—IS lewel—2, ia — IS—IS
imcer area
* — candidate default, U — per—user static route, o — ODR
P — periodic downloaded static route
Sateway of last resortc is noc set.
152 1€2.1.0,27 is subnetted, 5 subnets
c 182 _1€=_.1 .0 is directly conmnecced, FascEthernecsZ/ O
o 12 _1€2.1 .32 [SO/20514S560] wia 1S2 _1629_1_.9%S, O00:31:49,
Serialoso
o 12 1€2.1.€4 [S0/205145601 wia 152 _1€s.1_.131, 00:31:4%,
Seriallsa
c 152 _1€8.1.%€ is directly comnected, Serialds0
= 152 165 .1.1238 is directly connected, Seriallso
BOGOTAH#
Ctri+F& to exit CLI focus Copy Paste

Figura 6-verificacion Balance de cargas Bogota

B ROUTER CALI — O

Physical Config Attributes

05 Command Line Interface

CARLI#show ip route

Codes: C — conmnnected, 5 — static, I — IFRF, R — RIF, M — mokile, B -—
B=P
D — EIGRP, E¥ — EIZRP external, © — OSPF, IR — OSPF inter area
M1l — OSPF MSSh external type 1, MZ — OSPF MNSS5h external type 2
El — ©OSPF extermnal type 1, EZ2 — OSPF external type =2, E — EGP
i — Is—-Is, L1 — I5—IS level—-1l, LZ — IS5—IS lewvel—2, jia — IS—IS
inter area
* — candidate default, U — per—user static route, o — ODR
P — pericdic downloaded static route

Sateway of last resort is not set

192 .13 .1 .0,/27 is subnetted, 5 subnets
D 19z _ 1s2_1 .0 [S90,,205145€0] -<wia 152 _.1€2.1_.1320, O00:-41:-44,
Seriall/ 0
D 152 .1€5.1 .32 [530,/,2102€5€0] wia 132 _1€5.1.130, 00:-41:-44,
Seriall/ 0
L= 152 . 1€2_1.€4 is directly connected, FastEthermetds, 0O
D 152 . 1€2 .1 .59 [20,/,21024000] wia 1532 _1€2.1.120, 00:-41:-44,
Seriall/ 0
L= 152 _.1€2_.1_.128 is directly connected, Serialls 0
ot i o |
Ciri=F& to exit CLI focus Copy Paste

Figura 7-verificacién balance de cargas Cali
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BT ROUTER PMEDELLIM

A .Realizar un diagnéstico de vecinos cuando el comando cdp. #sh cdp neighbors

—
Phys=sical Config CL Attributes
0SS Command Line Interface
=
MEDELLIMN>ermn
FPasswoxd o
MEDELLIN#cdpe neighbors
= Imwvalid inputc decected atT v marker .
MEDELLINEsh odp neighbors
Capakbility Codes: R — Router, T — Trans Bridge, B — Source Routse
Bridge
5 — Switch, H — Host, I — IGCHMP, = — Repeaterxr, P —
Phone
Local Imtrfce Holdtme Capalility Platform Port
Fas L=} ATE = ZS<0 =ig
Sex AL, S = PT1Oo00 Sexr
MEDELLINEg| bt
Figura 8-diagndstico de vecinos Medellin
B ROUTER BOGOTA — —_

Config CL
——

Physical Attributes

0SS Command Line Interface

BOGOTRA=an

Password =

BOCOTASsh odp neighbors

Capability Codes: R — Router, T — Tramns Bridge, B
Bridge

Phone
Dewrice I
D

BOGEOTR Fas =.-0 17a =
os L

MEDELLIN Sex oOs0 1=1 =
1,0

CRALT Sex 1,0 1== =
1r0

BOEOT RS

Local Imntrfce Holdtme Capalkility Platform
= =]
FTioo0

FTioo0

Source Route

S — Switch, H — Host, I — IGHMP, r — Repeatcer,

= —

Port

=ig

Sex

Sex

Ctri+F& to exit CLI focus Copy

[ Top

Figura 9-diagnéstico de vecindad Bogota
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BT ROUTER CALI — — ==

Phy=sical Config CL Attributes
—

OSsS Command Line Interface

'~
CALI-en
CALIf#sh odp neighbors
Capakbility Codes: B — Router, T — Trans Bridge, B — Source Route
Bridge

5 — Switoch, H — Host, I — IGMEP, »r — Repeater, DB —

Phorne
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Figura 10-diagnostico de vecinos Cali

E. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

192.168.1.99
192.168.1.131

BT ROUTER BOGOTA — —_ > ;

Physical Config CL Attributes

I0S Command Line Interface

-~
BOGCOTAen
Passworxd -
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Figura 11-prueba de conectividad tramo
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Parte 3. Configuracion de Enrutamiento.

A. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

Enrutamiento router Medellin
#en #config t

#router eigrp 200

#network 192.168.1.32 0.0.0.31
#network 192.168.1.96 0.0.0.31

#no auto-summary
Enrutamiento router Cali

#en #config t

#router eigrp 200

#network 192.168.1.64 0.0.0.31
#network 192.168.1.128 0.0.0.31

#no auto-summary

Enrutamiento router Medellin
#en #config t

#router eigrp 200

#network 192.168.1.96 0.0.0.31

#network 192.168.1.128 0.0.0.31
#network 192.168.1.0 0.0.0.31

#N0 auto-summary

A. Verificar si existe vecindad con los routers configurados con EIGRP. #sh ip eigrp

neighbors
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Figura 12-pruebas de vecindad router Medellin
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Figura 13-prueba de vecindad router Bogota
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Figura 14-prueba de vecindad router Cali

24



A. Realizar la comprobacion de las tablas de enrutamiento en cada uno de los routers
para verificar cada una de las rutas establecidas. #sh ip route

. ROUTER MEDELLIMN — ] =
Phys=ical Config CL| Attributes
—

0S5 Command Line Interface

[ Fessword - =
HMEDELLINgsh ip route
Codes: C — connected, S — static, I — ICGRDP, B — RIP, M — mokbile, B —
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D — EIRP, EX — EIGRP extermnal, o — OSPFE, Is — ©OSPF dinmter area
N1l — OSDPF MNSSA external type 1, N2 — OSDF NSSA extermal type 2
El1 — OSPF external type 1, E — OSPF external type 2, E — EGP
i — Is—-Is, L1 — IS—IS lewvel—1, Lz — IS—IS lewvel—2, ia — IS—IS
imter area
* — candidate default, U — per—user static route, o — ODR
P — pericodic downloaded static route

Fateway of last resort is not set

152 . 1€2.1.0,27 4is submnetted, 5 subnets

D 152 _1€2 _ 1 0O [90,205145&60] <wia 1592 _1&€23_1 592, O00:-08:-33_
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Seriallsa
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Figura 15-prueba de enrutamiento Medellin
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Ctri=FS to exit CLI focus Copy Paste
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Figura 16-prueba de enrutamiento Bogota
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Figura 17-prueba de enrutamiento Cali

Realizar un diagnéstico para comprobar que cada uno de los puntos de la red se pueda
ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red LAN del
router CALI, primero a la red de MEDELLIN y luego al servidor.

.82 pC calLl 1

~

Physical Config

Programming Attributes

Figura 18-ping host red Medellin
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Figura 19-ping servidor Bogota

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para
esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

A. Cada router debe estar habilitado para establecer conexiones Telnet con los demas
routers y tener acceso a cualquier dispositivo en la red.

Configuracion Telnet Medellin

#en

#config t #line vty 0 4
#password class #login
#exit
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Configuracion Telnet Bogota
#en

#config t #line vty 0 4
#password class #login
#exit

Configuracion Telnet Cali #en

#config t #line vty 0 4
#password class #login
#exit

B.El equipo WS1 y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracion debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.

Configuracion Router Medellin y Cali

#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
#access-list 110 permit icmp any any echo-reply

#access-list 110 deny ip any any

#int fast0/0

#ip access-group 110 in

Configuracion Router Bogota
#access-list 110 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
#access-list 110 deny ip any

#int fast0/0
#ip access-group 110 out

28



A. Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ningun dispositivo fuera de su subred, excepto para interconectar con el servidor

B pC MEDELLIN 2 — O *

Physical Config

Programming Aftributes

Command

mand Line 1.0

cimate round
nimam 1lms,

[ Top
Figura 20-ping equipo Medellin al servidor
¥ pC MEDELLIN 2 — O x
Phy=ical Config Programming Attributes

I
(Command Prompt

Finging

FhoFy R

Minimum =

Figura 21-ping equipo Medellin a equipo Cali
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ping 1

Pinging

Figura 22-ping entre equipos entre la misma subred

Parte 5. Comprobacion de lared instalada.

A. Se debe probar que la configuracién de las listas de acceso fue exitosa.

Router Medellin

#show access-list

Extended IP access list 110

10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 permit icmp any any echo-reply

30 deny ip any any
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Router Bogota

#show access-list

Extended IP access list 110

10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 deny ip any any

Router Cali

#show access-list

Extended IP access list 110

10 permit ip 192.168.1.0 0.0.0.255 host 192.168.1.2
20 permit icmp any any echo-reply

30eny ip any any
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Router MEDELLIN
WS_1
Servidor
Servidor

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router CALI
LAN del Router

MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

Servidor
Servidor
Router CALI
Router MEDELLIN

Router CALI
Router BOGOTA
Router CALI
Router MEDELLIN

Router CALI
Router CALI
Router MEDELLIN

Router MEDELLIN
WS 1

WS_1

LAN del Router CALI
Servidor
Servidor

LAN del Router
MEDELLIN
LAN del Router CALI
LAN del Router
MEDELLIN
LAN del Router CALI

Tabla 3-Telnet
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A. Comprobar y completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de lared E.

Permitido
Permitido
Permitido
Permitido
Denegado

Denegado
Denegado

Denegado
Denegado
Denegado

Denegado

Permitido
Permitido

Permitido

Permitido
Permitido

Permitido



ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben adaptarlo
para facilitar que sus routers y las redes que incluyen puedan, por esa via, conectarse a
internet, pero empleando las direcciones de la red LAN original.
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Figura 23-topologia escenario 2

Desarrollo
Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener el siguiente: Configuracion bésica.

ROUTER BUCARAMANGA

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BUCARAMANGA
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BUCARAMANGA (config)#no ip domain-lookup

BUCARAMANGA (config) #banner motd #ACCESO RESTRINGIDO#
BUCARAMANGA (config)#enable secret consola

BUCARAMANGA (config)#line console O

BUCARAMANGA (config-line) #password cisco

BUCARAMANGA (config-line) #login

BUCARAMANGA(config-line) #logging synchronous

BUCARAMANGA(config-line) #line vty 0 15

BUCARAMANGA (config-line) #password cisco

BUCARAMANGA(config-line) #login

BUCARAMANGA(config-line) #logging synchronous

BUCARAMANGA(config)#int f0/0.1

BUCARAMANGA(config-subif) #encapsulation dotlq 1
BUCARAMANGA(config-subif) #ip address 172.31.2.1 255.255.255.248
BUCARAMANGA(config-subif) #int f0/0.10

BUCARAMANGA(config-subif) #encapsulation dotlq 10
BUCARAMANGA(config-subif) #ip address 172.31.0.1 255.255.255.192
BUCARAMANGA(config-subif)#int f0/0.30

BUCARAMANGA(config-subif) #encapsulation dotlq 30
BUCARAMANGA(config-subif) #ip address 172.31.0.65 255.255.255.192
BUCARAMANGA(config-subif)#int fO/0

BUCARAMANGA(config-if) #no shutdown

BUCARAMANGA (config-if) #

BUCARAMANGA (config-if) #int s0/0/0

BUCARAMANGA (config-if) #ip address 172.31.2.34 255.255.255.252
BUCARAMANGA (config-if) #no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BUCARAMANGA(config-if) #

BUCARAMANGA(config-if) #router ospf 1

BUCARAMANGA(config-router) #network 172.31.0.0 0.0.0.63 area 0
BUCARAMANGA(config-router) #network 172.31.0.64 0.0.0.63 area 0
BUCARAMANGA(config-router) #network 172.31.2.0 0.0.0.7 area OBUCARAMANGA
(config-router)#network 172.31.2.32 0.0.0.3 area 0 BUCARAMANGA(config-router)#end
BUCARAMANGA#

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state
to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.10, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.10, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed
state to up
%SYS-5-CONFIG_I: Configured from console by console

ROUTER TUNJA

Router>en Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname TUNJA

TUNJA(config)#no ip domain-lookup
TUNJA(config)#banner motd #ACCESO RESTRINGIDO#
TUNJA(config)#enable secret cisco

TUNJA(config)#line console 0

TUNJA(config-line) #password consola
TUNJA(config-line)#login

TUNJA(config-line) #logging synchronous
TUNJA(config-line) #line vty 0 15

TUNJA(config-line) #password cisco

TUNJA(config-line) #login

TUNJA(config-line) #logging synchronous

TUNJA (config) #int f0/0.1

TUNJA (config-subif) #encapsulation dotlqg 1
TUNJA(config-subif) #ip address 172.3.2.9 255.255.255.248

TUNJA(config-subif) #int f0/0.20

TUNJA(config-subif) #encapsulation dotlqg 20
TUNJA(config-subif) #ip address 172.31.0.129 255.255.255.192
TUNJA(config-subif) #int f0/0.30

TUNJA(config-subif) #encapsulation dotlqg 30
TUNJA(config-subif) #ip address 172.31.0.193 255.255.255.192
TUNJA(config-subif) #int f0/0

TUNJA(config-if) #no shutdown

TUNJA(config-if) # TUNJA(config-if) #int s0/0/0
TUNJA(config-if) #ip address 172.31.2.33 255.255.255.252
TUNJA(config-if) #no shutdown

TUNJA(config-if) # TUNJA(config-if) #int s0/0/1
TUNJA(config-if) #ip address 172.31.2.37 255.255.255.252
TUNJA(config-ify#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA(config-if)#int fO/1

TUNJA(config-if) #ip address 209.165.220.1 255.255.255.0
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TUNJA(config-if) #no shutdown
TUNJA(config-if)#
TUNJA(config-if)#router ospf 1

TUNJA(config-router) #network 172.3.2.8 0.0.0.7 area 0
TUNJA(config-router) #network 172.31.0.128 0.0.0.63 area 0
TUNJA(config-router) #network 172.31.0.192 0.0.0.63 area 0
TUNJA(config-router) #network 172.31.2.32 0.0.0.3 area 0
TUNJA(config-router) #network 172.31.2.36 0.0.0.3 area O

TUNJA(config-router) #end

TUNJA# TUNJA#H

%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state
to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed
state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to up

%SYS-5-CONFIG_I: Configured from console by console

ROUTER CUNDINAMARCA

Router>en

Router#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname CUNDINAMARCA
CUNDINAMARCA(config)#no ip domain-lookup
CUNDINAMARCA(config)#banner motd #Cuidado Acceso Restringido#
CUNDINAMARCA(config)#enable secret consola
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line) #password ciscol23
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CUNDINAMARCA(config-line) #login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#password consola
CUNDINAMARCA(config-line)#login
CUNDINAMARCA(config-line)#logging synchronous
CUNDINAMARCA(config)#int f0/0.1
CUNDINAMARCA(config-subif)#encapsulation dotlq 1
CUNDINAMARCA(config-subif)#ip address 172.31.2.9 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0.20
CUNDINAMARCA(config-subif)#encapsulation dotlq 20
CUNDINAMARCA(config-subif)#ip address 172.31.1.65 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#encapsulation dotlq 30
CUNDINAMARCA(config-subif)#ip address 172.31.1.1 255.255.255.192
CUNDINAMARCA(config-subif)#int f0/0.88
CUNDINAMARCA(config-subif)#encapsulation dotlq 88
CUNDINAMARCA(config-subif)#ip address 172.31.2.25 255.255.255.248
CUNDINAMARCA(config-subif)#int f0/0

CUNDINAMARCA(config-ify#no shutdown

CUNDINAMARCA(config-ifj# CUNDINAMARCA(config-a)#int s0/0/0
CUNDINAMARCA(config-if)#ip address 172.31.2.38 255.255.255.252
CUNDINAMARCA(config-if)#no shutdown
CUNDINAMARCA(config-if)#router ospf 1
CUNDINAMARCA(config-router)#network 172.31.1.0 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.1.64 0.0.0.63 area 0
CUNDINAMARCA(config-router)#network 172.31.2.8 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.24 0.0.0.7 area 0
CUNDINAMARCA(config-router)#network 172.31.2.36 0.0.0.3 area 0
CUNDINAMARCA(config-router)#end

CUNDINAMARCA#
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%LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state
to up

%LINK-5-CHANGED: Interface FastEthernet0/0.1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.1, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.20, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.20, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.30, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.30, changed
state to up

%LINK-5-CHANGED: Interface FastEthernet0/0.88, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0.88, changed
state to up

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
%SYS-5-CONFIG_I: Configured from console by console

CUNDINAMARCA#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
CUNDINAMARCA#

00:14:55: %0OSPF-5-ADJCHG: Process 1, Nbr 209.165.220.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

SWITCH BUCARAMANGA

Switch>en Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW BUCARAMANGA
BUCARAMANGASW!/config)#vlan 1

BUCARAMANGASW/ (config-vlan)#vlan 10
BUCARAMANGASW!/config-vlan)#vlan 30
BUCARAMANGASW / (config-vlan)#int f0/20
BUCARAMANGASW!/config-if)#switchport mode access
BUCARAMANGASW (config-if)#switchport access vian 10
BUCARAMANGASW (config-if)#int f0/24

BUCARAMANGASW (config-if)#switchport mode access
BUCARAMANGASW!/config-if)#switchport access vian 30
BUCARAMANGASW / (config-if)#int fO/1

BUCARAMANGASW config-if)#switchport mode trunk
BUCARAMANGASW /(config-if)#int vian 1

BUCARAMANGASW /(config-if)#ip address 172.31.2.3 255.255.255.248
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BUCARAMANGASW!/config-if)#no shutdown

BUCARAMANGASW!/config-if)#ip default-gateway 172.31.2.1
BUCARAMANGASW(config)#

BUCARAMANGASW/(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up

SWITCH TUNJA

Switch>en Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWTUNJA

TUNJASW/((config)#vlan 1

TUNJASW/ (config-vlan)#vlan 20

TUNJASW/ (config-vlan)#vlan 30

TUNJASW/(config-vlan)#int f0/20

TUNJASW ((config-if)#switchport mode access

TUNJASW (config-if)#switchport access vlan 20

TUNJASW/((config-if)#int f0/24

TUNJASW/(config-if)#switchport mode access

TUNJASW (config-if)#switchport access vlan 30 TUNJASW/(config-if)#int fO/1
TUNJASW (config-if)#switchport mode trunk

TUNJASW (config-if)# TUNJASW/config-if)#int vlan 1

TUNJASW (config-if)#ip address 172.3.2.11 255.255.255.248

TUNJASW (config-if)#no shutdown

TUNJASW (config-if)#

TUNJASW (config-if)#ip default-gateway 172.3.2.9

TUNJASW/((config)#

TUNJASW/((config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
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SWITCH CUNDINAMARCA

Switch>en Switch#conf term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SWCUNDINAMARCA C
CUNDINAMARCASW!/(config)#vlan 1
CUNDINAMARCASW!/config-vlan)#vlan 20
CUNDINAMARCASW!/(config-vlan)#vlan 30
CUNDINAMARCASW(config-vlan)#vlan 88
CUNDINAMARCASW!/(config-vlan)#exit

CUNDINAMARCASW /config)#int f0/20

CUNDINAMARCASW (config-ify#switchport mode access
CUNDINAMARCASW(config-if)#switchport access vlan 20
CUNDINAMARCASW /(config-if)#int f0/24
CUNDINAMARCASW!/config-if)#switchport mode access
CUNDINAMARCASW (config-if)#switchport access vian 30
CUNDINAMARCASW config-if)#int f0/10

CUNDINAMARCASW config-ify#switchport mode access
CUNDINAMARCASW!/config-if)#switchport access vlan 88
CUNDINAMARCASW!/config-if)#int fO/1
CUNDINAMARCASW!/config-if)y#switchport mode trunk
CUNDINAMARCASW /(config-if)#

CUNDINAMARCASW(config-if)#int vlan 1
CUNDINAMARCASW!/config-if)#ip address 172.31.2.11 255.255.255.248
CUNDINAMARCASW /config-if)#no shutdown

CUNDINAMARCASW /(config-if)#

CUNDINAMARCASW /config-if)#ip default-gateway 172.31.2.9
CUNDINAMARCASW /config)#

CUNDINAMARCASW /(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0O/1, changed state
to up

%LINK-5-CHANGED: Interface Vlanl, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
CUNDINAMARCASW /config)#
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Autenticacion local con AAA.

BUCARAMANGA(config-line)#username admin secret cisco
BUCARAMANGA(config)#aaa new-model
BUCARAMANGA(config)#aaa authentication login AUTH local
BUCARAMANGA(config)#line console O
BUCARAMANGA(config-line)#login authentication AUTH
BUCARAMANGA(config-line)#line vty 0 15
BUCARAMANGA(config-line)#login authentication AUTH

TUNJA(config-line)#username administrador secret cisco12345
TUNJA(config)#aaa new-model

TUNJA(config)#aaa authentication login AUTH local
TUNJA(config)#line console 0

TUNJA(config-line)#login authentication AUTH
TUNJA(config-line)#line vty 0 15

TUNJA(config-line)#login authentication AUTH

CUNDINAMARCA(config-line)#username administrador secret cisco12345
CUNDINAMARCA(config)#aaa new-model

CUNDINAMARCA(config)#aaa authentication login AUTH local
CUNDINAMARCA(config)#line console 0
CUNDINAMARCA(config-line)#login authentication AUTH
CUNDINAMARCA(config-line)#line vty 0 15
CUNDINAMARCA(config-line)#login authentication AUTH

Cifrado de contrasefas.

BUCARAMANGA(config)#service password-encryption
TUNJA(config)#service password-encryption
CUNDINAMARCA(config)#service password-encryption

Un maximo de internos para acceder al router.
BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60

TUNJA(config-line)#login block-for 5 attempts 4 within 60
CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60
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Méaximo tiempo de acceso al detectar ataques.

BUCARAMANGA(config-line)#login block-for 5 attempts 4 within 60
TUNJA(config-line)#login block-for 5 attempts 4 within 60
CUNDINAMARCA(config-line)#login block-for 5 attempts 4 within 60

Establezca un servidor TFTP y almacene todos los archivos necesarios de los routers

? SERVIDOR INTERMO

= O >
Physical Config Services Desktop Programming Aftributes
SERVICES TFTP
HITF
DHCP Service ® on O off
DHCPvE
TFTP File G
DNS ‘asa842-ks.bin
ZiE=0E asa923-k8 bin
AAA c1841-advipserviceskB-mz.124-15.T1.bin
Er:'l-LPIL c1841-ipbase-mz.123-14.T7.kin
FTE c1841-ipbaseki-mz.124-12 bin
IoT c1800-universalki-mz.SPA.155-3.M4a.bin
WM Management c2600-advipserviceskB-mz. 124-15.T1.bin
Radius EAP ©2600--mz.122-28.bin
c2600-ipbasekd-mz. 124-8. bin
c2800nm-advipserviceskS-mz. 124-15.T1.bin
cZ2&00nm-advipserviceskS-mz. 151-4. M4 _bin
cZ2&00nm-ipbase-mz.123-14.T7.bin
cZ2300nm-inbaseks-mz. 124-8. bin hd
Remaowve File

[ Top

Figura 24-servidor tftp almacenamiento router
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El DHCP deberéa proporcionar solo direcciones a los hosts de Bucaramanga 'y
Cundinamarca

Tunja

TUNJA(config)#ip dhcp excluded-address 172.31.0.1
TUNJA(config)#ip dhcp excluded-address 172.31.0.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.65
TUNJA(config)#ip dhcp excluded-address 172.31.1.1
TUNJA(config)#ip dhcp pool V10B
TUNJA(dhcp-config)#network 172.31.0.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30B
TUNJA(dhcp-config)#network 172.31.0.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.0.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V20C
TUNJA(dhcp-config)#network 172.31.1.64 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.65
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#ip dhcp pool V30C
TUNJA(dhcp-config)#network 172.31.1.0 255.255.255.192
TUNJA(dhcp-config)#default-router 172.31.1.1
TUNJA(dhcp-config)#dns-server 172.31.2.28
TUNJA(dhcp-config)#

Bucaramanga

BUCARAMANGA(config)#int f0/0.10
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#int f0/0.30
BUCARAMANGA(config-subif)#ip helper-address 172.31.2.33
BUCARAMANGA(config-subif)#end

BUCARAMANGA#

BUCARAMANGA#

%SYS-5-CONFIG_I: Configured from console by console

Cundinamarca

CUNDINAMARCA(config)#int f0/0.20
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
CUNDINAMARCA(config-subif)#int f0/0.30
CUNDINAMARCA(config-subif)#ip helper-address 172.31.2.37
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CUNDINAMARCA(config-subif)#end
CUNDINAMARCA#
%SYS-5-CONFIG_I: Configured from console by console

B2 pC1 BUCARAMAMGA

Physical Config Desktop Programming Attributes

(®) DHCP () Static
IP Address
Subnet Mask

Default Gateway

DMS Server

IPvE Configuration

) DHCP () Auto Config (@) Static
IPvE Address [ | ]
Link Local Address [ FE2D::2E0:8FFF:FESS: 182

IPvE Gateway |

IPvE DNS Server [

B802.1X

[ use 802 1X Security

Authentication MDS
Username
Password
[ wp
Figura 25-comprobacion host Bucaramanga
P B e ><i
Physical Config Desktop Programming Agttributes

iP Configuration

Interface FastEthernet0
IP Configuration

(@ DHCP ) Static DHCP request successful_
IP Address 172.31.0.66

Subnet Mask 255 255 255192

Default Gateway 172.31.0.65

DMS Server 172.31.2.28

IPvE Configuration

) DHCP () Auto Config (@ Static
IPw6 Address [ |« [
Link Local Address |FESO::2GO:2FFF:FE31:C4EIG

IPv6 Gateway [

IPv6 DNS Server [

802 1X
[] Use 802 1X Security
Authentication MDS
Username

Passwaord

1 Top

Figura 26-comprobacion host Tunja
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B2 PC1 CUNDINAMARCA

Physical Config Desktop Programming Attributes
(® pDHCP O static
IP Address 172.31.1.66

Subnet Mask

IPv& Configuration

) DHCP () Aute Config

Default Gateway 172.31.1.65

DNS Server 172.31.2.28

(@) Static

IPVE Address [

Link Local Address | FES0::201:42FF:FE18:70E1

IPwE Gatewray |

IPvE DNS Server [

BOZ2 11X

[ use 802.1X Security
Authentication MDS
Username

Password

[ Top

Figura 27-comprobacion host Cundinamarca

3. El web server debera tener NAT estatico y el resto de los equipos de la

topologia emplearan NAT de sobrecarga (PAT).

TUNJA(dhcp-config)#ip nat inside source static 172.31.2.28 209.165.220.4

TUNJA(config)#access-list 1 permit 172.0.0.0 0.255.255.255
TUNJA(config)#ip nat inside source list 1 interface f0/1 overload

TUNJA(config)#int fO/1
TUNJA(config-if)#ip nat outside
TUNJA(config-if)#int f0/0.1
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int f0/0.20
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int f0/0.30
TUNJA(config-subif)#ip nat inside
TUNJA(config-subif)#int s0/0/0
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#int s0/0/1
TUNJA(config-if)#ip nat inside
TUNJA(config-if)#exit

TUNJA(config)#ip route 0.0.0.0 0.0.0.0 209.165.220.3

TUNJA(config)#router ospf 1
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TUNJA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 209.165.220.3 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

C 172.3.2.8 is directly connected, FastEthernet0/0.1
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.0.64/26 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
C 172.31.0.128/26 is directly connected, FastEthernet0/0.20

C 172.31.0.192/26 is directly connected, FastEthernet0/0.30

0 172.31.1.0/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.1.64/26 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.0/29 [110/65] via 172.31.2.34, 00:24:49, Serial0/0/0
0 172.31.2.8/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
0 172.31.2.24/29 [110/65] via 172.31.2.38, 00:23:33, Serial0/0/1
C 172.31.2.32/30 is directly connected, Serial0/0/0

C 172.31.2.36/30 is directly connected, Serial0/0/1

C 209.165.220.0/24 is directly connected, FastEthernet0/1

S* 0.0.0.0/0 [1/0] via 209.165.220.3

BUCARAMANGA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.33 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks
C 172.31.0.0/26 is directly connected, FastEthernet0/0.10
C 172.31.0.64/26 is directly connected, FastEthernet0/0.30

46



0 172.31.0.128/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.33, 00:25:08, Serial0/0/0
0 172.31.1.0/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.1.64/26 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.0/29 is directly connected, FastEthernet0/0.1

0 172.31.2.8/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
0 172.31.2.24/29 [110/129] via 172.31.2.33, 00:23:42, Serial0/0/0
C 172.31.2.32/30 is directly connected, Serial0/0/0

0 172.31.2.36/30 [110/128] via 172.31.2.33, 00:24:02, Serial0/0/0
O*E2 0.0.0.0/0 [110/1] via 172.31.2.33, 00:02:01, Serial0/0/0

CUNDINAMARCA#show ip route

Codes: C - connected, S - static, | - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.31.2.37 to network 0.0.0.0

172.3.0.0/29 is subnetted, 1 subnets

0 172.3.2.8 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
172.31.0.0/16 is variably subnetted, 11 subnets, 3 masks

0 172.31.0.0/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.64/26 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.128/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
0 172.31.0.192/26 [110/65] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.1.0/26 is directly connected, FastEthernet0/0.30

C 172.31.1.64/26 is directly connected, FastEthernet0/0.20

0 172.31.2.0/29 [110/129] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.8/29 is directly connected, FastEthernet0/0.1

C 172.31.2.24/29 is directly connected, FastEthernet0/0.88

0 172.31.2.32/30 [110/128] via 172.31.2.37, 00:24:15, Serial0/0/0
C 172.31.2.36/30 is directly connected, Serial0/0/0

O*E2 0.0.0.0/0 [110/1] via 172.31.2.37, 00:02:24, Serial0/0/0
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Figura 28-nat estatico pruebas Cundinamarca

TUNJA#show ip nat translation

Pro Inside global Inside local Outside local Outside global

icmp 209.165.220.1:1 172.31.1.2:1 209.165.220.3:1 209.165.220.3:1
icmp 209.165.220.1:2 172.31.1.2:2 209.165.220.3:2 209.165.220.3:2
icmp 209.165.220.1:3 172.31.1.2:3 209.165.220.3:3 209.165.220.3:3
icmp 209.165.220.1:4 172.31.1.2:4 209.165.220.3:4 209.165.220.3:4
--- 209.165.220.4 172.31.2.28 --- ---

4 El enrutamiento deberé tener autenticacion.

BUCARAMANGA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA(config)#int s0/0/0

BUCARAMANGA(config-if)#ip ospf authentication message-digest
BUCARAMANGA(config-if)#ip ospf message-digest-key 1 md>5 ciscol123
BUCARAMANGA(config-if)#

CUNDINAMARCA(config)#int s0/0/0

CUNDINAMARCA(config-if)#ip ospf authentication message-digest
CUNDINAMARCA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
CUNDINAMARCA(config-if)#
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TUNJA#

00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from FULL to
DOWN, Neighbor Down: Dead timer expired

00:30:20: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from FULL to
DOWN, Neighbor Down: Interface down or detached

TUNJA#

00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Dead timer expired

00:31:32: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Interface down or detached

TUNJA#conf t

Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config)#int s0/0/0

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
TUNJA(config-if)#int s0/0/1

TUNJA(config-if)#ip ospf authentication message-digest

TUNJA(config-if)#ip ospf message-digest-key 1 md5 ciscol23
TUNJA(config-if)#

00:31:40: %0OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.34 on Serial0/0/0 from
LOADING to FULL, Loading Done

TUNJA(config-if)#

00:31:42: %OSPF-5-ADJCHG: Process 1, Nbr 172.31.2.38 on Serial0/0/1 from
LOADING to FULL, Loading Done

TUNJA(config-if)#

5.Listas de control de acceso:
Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo alared
interna de Tunja.

CUNDINAMARCA(config-if)#access-list 111 deny ip 172.31.1.64 0.0.0.63 209.165.220.0
0.0.0.255

CUNDINAMARCA(config)#access-list 111 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA (config-subif)#ip access-group 111 in
CUNDINAMARCA(config-subif)#

49



Figura 29-hosts vlan 20 Cundinamarca

Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no alared interna
de Tunja.

CUNDINAMARCA(config-subif)#access-list 112 permit ip 172.31.1.0 0.0.0.63 209.165.220.0
0.0.0.255

CUNDINAMARCA(config)#access-list 112 deny ip any any

CUNDINAMARCA(config)#int f0/0.30

CUNDINAMARCA(config-subif)#ip access-group 112 in

CUNDINAMARCA(config-subif)#

Figura 30-host vlan 10 Cundinamarca
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Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 80

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255eq 21

TUNJA(config)#access-list 111 permit tcp 172.31.0.192 0.0.0.63 209.165.220.0
0.0.0.255 eq 20

TUNJA(config)#int f0/0.30

TUNJA(config-subif)#ip access-group 111 in

TUNJA(config-subif)#

Figura 31-hosts vlan 30 Tunja
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Los hosts de VLAN 20 en Tunja solo acceden ala VLAN 20 de Cundinamarcay
VLAN 10 de Bucaramanga.

TUNJA(config-subif)#access-list 112

permitip 172.31.0.128 0.0.0.63 172.31.1.64

0.0.0.63

TUNJA(config)#access-list 112 permit ip 172.31.0.128 0.0.0.63 172.31.0.0 0.0.0.63
TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 112 in

TUNJA(config-subif)#

Figura 32-host Vlan 20 Cundinamarca

Figura 33-vlan 10 Bucaramanga
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Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo
de VLAN 10.

BUCARAMANGA(config)#access-list 111 permit ip 172.31.0.64 0.0.0.63
209.165.220.0 0.0.0.255

BUCARAMANGA(config)#int f0/0.30

BUCARAMANGA(config-subif)#ip access-group 111 in
BUCARAMANGA(config-subif)#

Figura 34-vlan 30 Bucaramanga

Los hosts de VLAN 10 en Bucaramanga acceden a lared de Cundinamarca (VLAN
20) y Tunja (VLAN 20), no internet.

BUCARAMANGA(config-subif)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.1.64 0.0.0.63

BUCARAMANGA(config)#access-list 112 permit ip 172.31.0.0 0.0.0.63
172.31.0.128 0.0.0.63

BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 112 in
BUCARAMANGA(config-subif)#
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Figura 36-vlan 20 Tunja

Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.

BUCARAMANGA(config-subif)#access-list 113 deny ip 172.31.2.0 0.0.0.7
172.31.0.0 0.0.0.63

BUCARAMANGA(config)#access-list 113 deny ip 172.31.0.64 0.0.0.63 172.31.0.0
0.0.0.63

BUCARAMANGA(config)#access-list 113 permit ip any any
BUCARAMANGA(config)#int f0/0.10

BUCARAMANGA(config-subif)#ip access-group 113 out
BUCARAMANGA(config-subif)#
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TUNJA(config)#access-list 113 deny ip 172.3.2.8 0.0.0.7 172.31.0.128 0.0.0.63

TUNJA(config)#access-list 113 deny ip 172.3.0.192 0.0.0.63 172.31.0.128 0.0.0.63
TUNJA(config)#access-list 113 permit ip any any

TUNJA(config)#int f0/0.20

TUNJA(config-subif)#ip access-group 113 out TUNJA(config-subif)#

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.8 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.1.0 0.0.0.63 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 deny ip 172.31.2.24 0.0.0.7 172.31.1.64
0.0.0.63

CUNDINAMARCA(config)#access-list 113 permit ip any any
CUNDINAMARCA(config)#int f0/0.20

CUNDINAMARCA(config-subif)#ip access-group 113 out
CUNDINAMARCA(config-subif)#

Figura 37-vlan Bucaramanga
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Figura 38-vlan Tunja

Figura 39-vlan Cundinamarca

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.

BUCARAMANGA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
BUCARAMANGA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
BUCARAMANGA(config)#line vty 0 15
BUCARAMANGA(config-line)#access-class 3 in
BUCARAMANGA(config-line)#

TUNJA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
TUNJA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
TUNJA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
TUNJA(config)#line vty 0 15
TUNJA(config-line)#access-class 3 in
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CUNDINAMARCA(config-subif)#access-list 3 permit 172.31.2.0 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.3.2.8 0.0.0.7
CUNDINAMARCA(config)#access-list 3 permit 172.31.2.8 0.0.0.7
CUNDINAMARCA(config)#line vty 0 15
CUNDINAMARCA(config-line)#access-class 3 in
CUNDINAMARCA(config-line)#

LB SWITCH BUCARAMMGA — (|
Phy=ical Config L Attributes
—
05 Command Line Interface
To uap
SLINE—S—CHANGCED: Interface FastEthernetlds 24, changed state to up

SFLINEPROTO-S5-—TUPDOWN: Line protocol on Interface FastEthernetl/s,24
changed state to up

ELINE-S5—CHARNEED: Interface FastEthernetld/,=Z, changed state to up
FELINMEPROTO-S5-—TUPDOWN: Line protocol on Interface FastEthermnetO/,2,

changed state to up

SWEUCARAMOANGCA=an
SWEBEUCARRAMAEWNERFtelnets 172 _31 .2 .1
Tryinmg 172 _.31.2.1 ... . OpenhCCESO RESTRINGIDO
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Figura 40-comprobacion acceso

57



BT S TIC H TUNA — (]

Phwysical Config Atgtributes

0% Command Line Interface

SLINEPROTO—S—UPDOWH: Line protocol omn Interface FastEthermnecOs1,
changed state to uap

FLINEPROTO—S—UPDOWH : Line protocol om Interface Wlanl, changed state
to ap
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Figura 41-comprobacion acceso
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CONCLUSIONES

Con el desarrollo del trabajo anterior se dio respuesta y desarrollo a las actividades
propuestas en los escenarios, poniendo a pruebas el conocimiento y destrezas
desarrolladas durante el proceso de formacion como la utilizacion del protocolo dhcp
el cual nos permite asignar direcciones ip y el cual es aplicable para grandes redes,
la utilizacion el aplicativo packet tracer en su version 7.2.2 realizando el desarrollo
correcto, la simulacion y configuracion de los dispositivos, logrando desarrollar un
paso a paso de cada uno de los escenarios logrando la ejecucién de los comandos
como ping, trace,route, show ip router, entre otros; como también la verificacion del
direccionamiento IP, etherchannels y VLANS.

Es muy importante la aplicacion y seguir practicando todos los temas visto durante
el diplomado, para desarrollar mayores destrezas para mejorar y desempefiarlos en
esta area tan importante del area TIC
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