ol I Il I I
CIsCcO. Cisco Networking Academy Mind Wide Open’
L

Diplomado De Profundizacién Cisco (Disefio E Implementacion De Soluciones
Integradas LAN / WAN)

Evaluacién - Prueba de habilidades practicas CCNA

Michael Brayan Pinilla Coy

Presentado a:
Efrain Alejandro Pérez

Tutor

Grupo: 203092-6

Universidad Nacional Abierta y a Distancia - UNAD

Escuela de Ciencias Basicas Tecnologia e Ingenieria
Diciembre de 2019
BOGOTA



Inir
CIsCcO. Cisco Networking Academy Mind Wide Open’”
L

RESUMEN

La prueba de habilidades practicas CCNA plantea una serie de problemas que busca
mediante el andlisis y la teoria el planteamiento de soluciones por parte del
estudiante partiendo de los conceptos aprendidos durante el curso de
profundizacién en redes LAN/WAN. Entre los temas a destacar necesarios para el
desarrollo de la actividad se encuentra el manejo y configuracion de dispositivos de
red, conocimiento de topologias y conocer los protocolos del modelo de referencia
TCP/IP.

ABSTRACT

The CCNA practical skills test raises a series of problems that, through analysis and
theory, look for the approach of solutions by the student based on the concepts
learned during the course of deepening in LAN / WAN networks. Among the topics
to highlight necessary for the development of the activity is the management and
configuration of network devices, knowledge of topologies and knowing the
protocols of the TCP / IP reference model.

INTRODUCCION

El trabajo presentado a continuacién consta de una serie de actividades que tienen
como proposito aplicar los conocimientos adquiridos con las fuentes de apoyo
suministradas por el tutor de curso, las cuales son pieza fundamental para la
realizacion de las actividades planteadas; dicha actividad sera socializada vy
compartida en el entorno de aprendizaje colaborativo con el fin de conocer los
distintos puntos de opinidon que tienen los integrantes del grupo acerca de este
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OBJETIVOS

e Incorporar habitos y actitudes que sean de apoyo en el proceso de
aprendizaje individual.

e Utilizar los conocimientos adquiridos con el fin de organizar, interpretar y dar
solucién a las actividades propuestas.

e Interactuar académicamente con los compafieros de grupo para abordar la
metodologia de trabajo en equipo.

DESARROLLO DE LOS ESCENARIOS

ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogotd, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman parte
del escenario, acorde con los lineamientos establecidos para el direccionamiento
IP, protocolos de enrutamiento y demas aspectos que forman parte de la topologia
de red.

Topologia de red
Los requerimientos solicitados son los siguientes:

Parte 1: Para el direccionamiento IP debe definirse una direccion de acuerdo
con el numero de hosts requeridos.

Parte 2: Considerar la asignacién de los parametros basicos y la deteccidon de
vecinos directamente conectados.

Parte 3: La red y subred establecidas deberan tener una interconexion total,
todos los hosts deberan ser visibles y poder comunicarse entre ellos sin
restricciones.
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Parte 4: Implementar la seguridad en la red, se debe restringir el acceso y
comunicacién entre hosts de acuerdo con los requerimientos del administrador de

red.

Parte 5: Comprobacion total de los dispositivos y su
funcionamiento en la red. Parte 6: Configuracion final.

Servidor
bl :
20 host
QS\M host R2
P~

i 0

I R1
WS 1 " ’ _ Servidor 1
- .__‘}\ f/
|192.1sa.1.o 724
] ’-
ST 192. 168.1.96!‘240601‘1\\192 i68.1.128 27 e AP
: 192153132/27 / \ 192468184 127
B o e -a—0
3 MEDELLIN CALI

DESARROLLO
Como trabajo inicial se debe realizar lo siguiente.

[0 Realizar las rutinas de diagnodstico y dejar los equipos listos para su
configuraciéon (asignar nombres de equipos, asignar claves de seguridad, etc).
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[0 Realizar la conexion fisica de los equipos con base en la topologia de
red Configurar la topologia de red, de acuerdo con las siguientes
especificaciones.

Server-PT
Servidor

50-24TT
witch2

MEDELLIN

_—
PC-PT
PC2

Parte 1: Asignacion de direcciones IP:

a.  Se debe dividir (subnetear) la red creando una segmentacidn en ocho partes,
para permitir creciemiento futuro de la red corporativa.

b. Asignar una direccion IP a la red.

Parte 2: Configuracion Basica.
a. Completar la siguiente tabla con la configuracion basica de losrouters,
teniendo en cuenta las subredes disefiadas.

MEDELLIN BOGOTA CALI
192.168.1. 192.168.1.98 192.168.1.1
99 31

192.168.1.130

192.168.1. 192.168.1.1 192.168.1.6
33 5
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Eigrp Eigrp Eigrp
200 200 200
192.168.1. 192.168.1.0 192.168.1.0
0
b. Después de cargada la configuracion en los dispositivos, verificar la tabla de
enrutamiento en cada uno de los routers para comprobar las redes y sus rutas.
MEDELLIN
® MEDELLIN - O *
Physical Config CLI Attributes
105 Command Line Interface
Router# ~

£5Y5-5-CONFIG_I: Configured from console by console

Bouterg

Houterg

Boutergshow

Routergshow ip

Bouterfshow ip rou

Boutergshow ip route

Codes: L - loecal, ©C - connected, 5 - statie, B - RIP, M - mokile, B - BEPE
D - EIZRPF, EX — EIGRF external, O - O5PF, IA — OQS5PF inter area
N1 - OSPF NS5R external type 1, N2 - O5SPF NS5R external type 2
El - OSPF external type 1, E2 — O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, L2 - I5-I5 lewel-2, ia - I5-I5 inter area
* - pandidate default, U - per—user static route, o - QDR
P - periodic downloaded static route

Fateway of last resort is not set

152 1€2.1.0/24 is wvariably subnetted, 4 subnets, 2 masks

c 192 .1€2.1.32/27 is directly connected, GigabitEthernetd/0

L 192 _1€8.1.33/32 is directly connected, GigabitEthernetd/0

c 1592 .162.1 . 96,27 is directly connected, Serizld/ 0,0

L 1532 _.1€8.1.5%5/32 is directly connected, Seriald/s0/0

Ruuter#l W

Cirl+FE to exit CLI focus Copy || Paste
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Physical Config CLI Aftributes.
—

105 Command Line Interface

Houter (config-if)# ~
Router (config-
Router (config-
Router{config) §

Router (config) $EXIT

Router$

%&5¥S-5-CONFIG_I: Configured from console by console

Router$

Routergsho

Routergshow ip

Routergshow ip ro

Routergshow ip route

Codes: L - local, © - connected, S - static, R - RIE, M - mobile, B - BGE
D - EIGRP, EX - EIGRP externsal, O - OSPF, IL - OSPF inter area
N1 - OSPF NSS5R external type 1, N2 - OSPF NSSR external type 2

E1 - OSPF external type 1, E2 — OSEF external type 2, £ - ZGP
i - I5-1I5, L1 - I5-I5 level-l, L2 - I5-I5 lewvel-2, ia - IS5-I5 inter area
* - candidate default, U - per-user static zoute, o — ODR

D - periodic downloaded static route

Gateway of last resort is not set

132.1€8.1.0/24 is wariably subnetted, € subnets, 2 masks
c J1e8.1. is directly connected, GigabitEthernet0/0
L .les.1 is directly connected, GigabitEthernet(/0
c .les.1 is directly connected, Seriald/0/0
L 2.1e2.1. is directly connected, Seriald/0/0
c L1Es.1 is directly connected, Serial0/0/1
L 163.1.130/32 is directly connected, Serial0/0/1
nouters| v
Ctrl+F& to exit CLI focus Copy Paste

CALI

¥ call - O b4

Physical Config CLI Attributes.
I

105 Command Line Interface

Router> ~
Router=
Router>
Routerrenable
Routerrenable
Routerg
Routergshow ip
Routergshow ip rou
Routeré#show ip route
Codes: L - local, € - connected, 5 - static, B - RIPF, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - O05PF, IA - OSPF inter area
N1 - OSPF M554 externmal type 1, N2 - OSPF N55A external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP
i - IS-I5, L1 - I5-I5 lewvel-1l, L2 - I5-IS5 lewel-2, ia - IS5-I5 inter area
¥ - pandidate default, U - per-user static route, o — ODR
P - periodic downloaded static route

Zateway of last resort is not set

152.1€8.1.0/24 is wariably subnetted, 4 subnets, 2 masks
152.1€8.1.€4/27 is directly comnnected, GigabitEthernetd/s0
152.1€8_.1.65/32 is directly connected, GigabitEthernetd/0
152.1€8.1.128/27 is directly comnected, Seriald/0/1
152.1e8.1.131/32 is directly connected, Seriald/0/1

[y Ny}

Router§ ¥l

Ctrl+F& to exit CLI focus Copy Paste
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e Verificar el balanceo de carga que presentan los routers.

MEDELLIN

B MEDELLIN - O b

Physical Config CLI Aftributes
I

105 Command Line Interface

Routergshow cd -~
Routergshow cdp ne
Routertshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B — Source Route Bridge

S5 - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Router Ser 07070 154 23 C1s500 Ser 0/0/0
Switch Gig 0/s0 135 s 259€0 Fas 0/1
Routerg
Routerg
Routerg
Routers
Routergpi
Routergping 192.1€2.1.131

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 192.1€8.1.131, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Routerg
Routergping 152.1€28.1.358

Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to 192.1€8.1.%8, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/5/24 ms
"

Router 8| w

Ctrl+F§ to exit CLI focus Copy Paste

BOGOTA
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Physical Config CLI Attributes
I

105 Command Line Interface

152 .1€8.1.0/24 is wariably submetted, € subnets, 2 masks ~

c 1 is directly connected, Gigabi hernet0/0

L 1 is directly connected, GigabitEthernet0/0

c 1 -9€/27 is directly connected, Seriald/s0/0

L 1 -88/32 is directly connected, Seriald/s0/0

c 1 is directly connected, Serial0ys0/1

L 1 2 is directly connected, Serialls 0,1

Router

Router#

Routergshow ip route 152.1€2.1.58
Routing entry for 15%2.1€8.1.58/32

Routergshow ip route 152.1€2.1.35¢

Bouting entry for 152.1€3.1.5&727

Fnown wvia "connected", distance 0, metric 0 (connected, wvia interface)
Routing Descriptor Blocks:
* directly connected, wvia Serialds0/0

Route metric is 0, traffic share count is 1

Routerg#show ip route 152.1€2.1.128
Routing entry for 15%2.1€8.1.128/27
Fnown wvia "connected", distance 0, metric 0 (connected, wvia interface)
Bouting Descriptor Blocks:
* directly connected, wvia Serialds0/1
Route metric is 0, traffic share count is 1

Router 8| Y]

Ctrl+F& to exit CLI focus Copy Paste
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105 Command Line Interface

i - Is-Is5, Ll - IS-I5 lewvel-1l, LZ - I5-IS lewvel-Z, ia - IS-IS a
inter area

* - candidate default, U - per—user static route, o - CDR

I - periodic downloaded static route

Fateway of last resort is not set

52.1€8.1.0/24 is wvariably subnetted, 4 subnets, 2 masks
152.1€28.1.€4/27 is directly connected, GigabitEthermetld/0
15%2.1€58.1.€5/32 is directly connected, GigabitEthernetl/d
132.1€8.1.128/27 is directly connected, Seriald/0/1
192.1€8.1.131/32 is directly connected, Seriald/s0/1

[N ]

Boutergshow ip route 152_.1€2.1.131
Routing entry for 152 .1&€8.1.131/732

Routerfshow ip route 132_1€3.1.123
Bouting entry for 132_.1€3.1.128/727
Enown via "connected™, distance 0O
interface)
Routing Descriptor Blocks:
* directly connected, wvia Serial0/0/1
Route metric is 0, traffic share count is 1

, metric 0 (commected, wia

Routert] e

Ctrl+F§ to exit CLI focus Copy Paste

c. Realizar un diagnodstico de vecinos usando el comando cdp.

CALI

¥ cau — O X

Physical Config CLI Aftributes
I

105 Command Line Interface

i - Is-Is, L1 - IS-IS lewvel-l, LZ - IS-IS lewvel-2, ia - IS-IS inter area -~
* — pcandidate default, U - per-user static route, o - ODR
P - periocdic downloaded static route

Fateway of last resort is not set

192 1€2.1.0/24 is wvariably subnetted, 4 subnets, 2 masks

c 132 _1€8.1.€4/27 is directly connected, GigabitEthernetd/s0
L _1.65/32 is directly connected, GigabitEthernetd/0
c -1.128/ is directly comnnected, Seriald/0/1

L -1.131/32 is directly connected, Seriald/0/1
Router$

Router$

Router$

Routerfshow

Routerg#show od

Routerfshow cdp ne

Router#show cdp neighbors

Capability Codes: R — Router, T - Trans Bridge, B - Source Route Bridge
5 - Switch, H - Host, I — IGZMP, r - Repeater, F — Fhone

Device ID Local Intrfce Holdtme Capability Platform Port ID

Switch Gig 050 132 s 290 Fas 0O/1

Router Ser 0/70/1 173 =3 Cls00 Ser 0/0/1

Routerf

Routers &
Ctrl+F§ to exit CLI focus Copy Paste

[ Tep
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105 Command Line Interface

T - OSCF Mook external type 1, N2 - USDE NoOL EXCernal type o

El - OSPF external type 1, E2 - OS5PF external type 2Z, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, L2 - IS-I5 lewel ia - I5-I5 inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is not set
152.1€8.1.0/24 is variably subnetted, € subnets, 2 masks

192.1€8.1.0/27 is directly connected, GigabitEthernetl/0
1352 -1.1/32 is directly connected, GigabitEthernet(/0

-

is directly connected, Seriall/s0/0
is directly connected, Seriald/0/s0
is directly connected, Seriall/s0/1

Craraea
o e

is directly connected, Seriall/s0/1

Routerg
Routerg
Routerg
Routergsw
Routergshow
Routergshow cd
Routergshow cdp ne
Routergshow cdp neighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

5 - Switch, H - Host, I - IGMP, r - Repeater, F - Fhone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Router Ser 0/0/1 134 =} Clsoo Ser 0/0/1
Router Ser 0/0/0 133 R C1s00 Ser 0/0/0
Switch Gig 0/0 154 s 2960 Fas 0/1
Rcuce1:8| Y]

Ctrl+F§ to exit CLI focus Copy Paste

MEDELLIN
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Physical Config CLI Attributes

105 Command Line Interface

Routergshow ip route IS
Codes: L - local, C - conmected, § - static, R - RID, M - mcbile, B - BGD

D - EIGRP, EX - EIGRP external, © - OSPF, IR - OSPF inter area

W1 - OSPF NS55R externmal type 1, N2 - OSPF N55R external type 2

El - O5PF external type 1, - OSPF external type 2, E - EGP

i - I5-I5, L1 - I5-IS lewel-l, L2 - I5-IS level-Z, ia - I5-I5 inter area

* - randidate default, U - per-user static route, o - CDR

P - periodic downloaded static route

Gateway of last resort is not set

192.168.1.0/24 is variably subnetted, 4 subnets,
13z, is directly connected, Gigabi hernet0/0
13 is directly connected, Gigabi hernet0/0
13 is directly connected, Seriald/0/0
132.1€5.1.33/32 is directly connected, Seriald/0/0

masks

[N

Routers
Routerd
Routergsho
Routergshow cd
Routergshow cdp ne
Routergshow cdp neighbors
Capability Codes: R - Router, T - Trams Bridge, B - Source Route Bridge

S - Switch, H - Host, I - IGMP, r - Repeater, P - Phone
Deviece ID Local Intrfce Holdtme Capability Platform Port ID
Router Ser 0/0/0 154 R Cls0o Ser 0/0/0
Switch Gig 0/0 135 1 2580 Fas 0/1
Rcuter@‘ v

Cirl+F6 to exit CLI focus Copy Paste
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d. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

Se hace ping entre las ciudades de Bogota y Medellin desde el enrutador y hay una
respuesta afirmativa, sin embargo, al realizar un ping entre las ciudades de Medellin y Cali
no hay conectividad debido a que en la tabla de enrutamiento no es posible identificador
una ruta asociada a la ciudad de Cali.

¥ MEDELLIN — O x

Physical Config CLI Attributes
I

105 Command Line Interface

Routergshow od L4l
Routergéshow cdp ne
RBoutergshow cdp neighbkbors
Capability Codes: B — RBouter, T - Trans Bridge, B - Source Route Bridge

5 - Switch, H - Host, I - IGMP, r - BRepeater, P - Fhone
Device ID Local Intrfce Holdtme Capability Flatform FPort ID
Houter Ser 07070 154 =) Cc1lsa0 Ser 07070
Switch Gig O/0 135 5 25&0 Fas 0/1
Routerg
Routerg
Routerg
Routerg
Boutergpi
Routeréping 152 _1€5_1_131

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 15%2.1€2.1.131, timeout is 2 seconds:

Success rate is 0 percent (0/5)

Routerg
Routerfping 152 _1€5_1_58

Type escape seguence to abort.
Sending 5, 1l00-byte ICHMP Echos to 19%2.1€2.1.9592, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 1/5/24 ms

Rcuter#l ¥

Ctri+F& to exit CLI focus Copy Paste

Parte 3: Configuracion de Enrutamiento.

a. Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.
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Physical Config CLI Attributes
I

10S Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/1, changed
state to up

Router>

Router=

Router>en

Routerrenable

Routergconfi

Routergconfigure ter

Routergconfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
Router (config) §router

Router (config) grouter ei

Bouter (config) #router eigrp 200

Router (config-router) #net

Bouter (config-router) #network 152 _1€2.1.0 0.0.0.€3

Router (config-router) #no shu

Router (config-router) #no au

Router (config-router) #no auto-summary

Router (config-router) g

Router (config-router) g

Router (config-router) §

Router (config-router) fexit W

Ctrl+F5 to exit CLI focus Copy Paste

MEDELLIN
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Physical Config CLI Aftributes.
I

105 Command Line Interface

HOouterfconrlgure ter

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) fei

Router (config) frouter

Router (config) #router ei

Router (config) #router eigrp 200

Router (config-router) #net

Router (config-router) fnetwork 152 _.1€2.1.0 0.0.0.€3
Router (config-router) #no au

Router (config-router) fno auto-summary

Router (config-router)

Router (config-router) #

Router (config-router) fexit

RBouter (config)d

Router (config) $rou

Router (config) #router ei

Router (config) frouter eigrp 200

Router (config-router) #net

Router (config-router) fnetwork 152.1€2.1.0

Router (config-router) #

SDUAL-S5-NERCHRNGE: IP-EIGRP 200: Neighbor 192.1€2.1.58 (Serialo/0/0)
is up: new adjacency

Router (config-router) #no au LY

Ctri+F& to exit CLI focus Copy Paste



ol I Il I I
CIscO. Cisco Networking Academy’

Mind Wide Open”

BOGOTA

¥ poGom —
Physical Config CLI Attributes.
I L
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Router (config-router) fno au

Bouter (config-router) #no auto-summary
Router {config-router) fexit

Router (config) §

Router (config) grou

Router {config) §router ei

Router (config) frouter eigrp 200

Router (config-router) #net

Router (config-router) fnetwork 152 _1€5.1.0
Router (config-router)#

is up: new adjacency

Router (config-router) #

Router (config-router)#noc au

Router (config-router) #no auto-sSummary
Router (config-router) #

is up: new adjacency

Router (config-router)#
Router (config-router)f
Router (config-router)f
Router (config-router) gexit
Bouter (config) §

%DUAL-5-NBRCHABNGE: IP-EIGRP 200: Neighbor 152.1€28.1.131 (Seriald/0/1)

(DUAL-S-NBRCHARNGE: IP-EIGRP 200: Neighbor 152.1€2.1.35% (Seriald/0/0)

Ctrl+F§ to exit CLI focus Copy

b. Verificar si existe vecindad con los routers configurados con EIGRP.

BOGOTA

Paste

¥ poGoTA m]
Physical Config CLI Attributes
—
105 Command Line Interface
Cateway of last resort is not set
152.1€8.1.0/24 is variably subnetted, 8 subnets, 2 masks

c -1€8.1.0/27 is directly connected, GigabitEthernetd/0
L .1€8.1.1/32 is directly connected, GigabitZtherneti/0
D -le8.1 [50/217241€] wia 192.1€8.1.99, 00:03:2€, Serial0/0/0
D 2.1€8.1 [90/217241€] wia 192.1€8.1.131, 00:03:50, Serial0/0/1
c 2.168.1. is directly commected, Serial(/0/0
L 2.1€8.1.98/32 is directly connected, Serial0/0/0
c 2.1€8.1.128/27 is directly connected, Seriall/0/1
L -1€2.1.130/32 is directly connected, Seriall/0/1
Routers
Routers
Router$
Router$
Routergshow ecd
Routergshow cdp ne
Router¢show cdp neighbors
Capability Codes: 2 - Bouter, T — Trans Bridge, B - Source Route Bridge

§ - Switch, H - Host, I - IGMP, r - Repsater, P - Fhone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 0/0 155 B 2960 Fas 0/1
Router Ser 0/0/1 155 R Cle0o Ser 0/0/1
Router Ser 0/0/0 155 R Cle0o Ser 0/0/0
Router#
Rcucer#l
Ctri+FB to exit CL focus Copy Paste
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L

105 Command Line Interface

Routergping 192.168.1.131 2
Type escape seguence to abort.
Sending 5, 1l00-byte ICMP Echos to 192.1€2.1.131, timeout is 2 seconds:
reeet
Success rate is 100 percent (5/%5), round-trip minfavg/max = 2/4/7 ms
Routergping 192 _1€2.1.€5
Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 13%2.1€2.1_.€5, timeout is 2 seconds:
reeet
Success rate is 100 percent (5/5), round-trip minfavg/max = 2/3/€ ms
Routerg
Routerg
RoutergSH
Router§SHow CD
Router#5How CDp HE
Router#SHow CDp NEighbors
Capability Codes: R - Router, T - Trans Bridge, B - Source Route Bridge

S5 - Switch, H - Host, I - IGMP, r - Repeater, P - Chone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 0/0 175 5 25&0 Fas 0/1
Router Ser 0/0/0 175 R Clsoo Ser 0/0/0
Rcuce1:8| LY
Ctrl+F§ to exit CLI focus Copy Paste

-
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Routergping 192 .1€5.1.131
Type escape sequence to abort.
Sending 5, l00-byte ICHMP Echos to 152.1€8.1.131, timeout is 2 seconds:
rreet
Success rate is 100 percent (5/5), round-trip min/avg/max = 2/4/7 ms
Routergping 152 .1€2.1.85
Type escape sequence to abort.
Sending 5, l00-byte ICMP Echos to 152.1€3.1.€5, timeout is 2 seconds:
rrerts
Success rate is 100 percent (5/5), round-trip minfavg/max = 2/3/€ ms
Routerg
Routerg
Router#SH
RouteriSHow CD
Router#SHow CDp NE
Router#SHow CDp NEighbkors
Capability Codes: B - Router, T - Trans Bridge, B - Scurce Route Bridge

5 - Switch, H - Host, I - IEMP, r - Repeater, P - Phone
Device ID Local Intrfce Holdtme Capability Platform Port ID
Switch Gig 0/0 175 5 2980 Fas 0/1
Router Ser 0s0/0 173 = Clsa00 Ser 07040
Rcuter8| W
Ctrl+F6 to exit CLI focus Copy Paste
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e Realizar la comprobacion de las tablas de enrutamiento en cada uno de los
routers para verificar cada una de las rutas establecidas.
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105 Command Line Interface

BEP ~
D - EIGRP, EX - EIGRF extermal, O - O5PF, IZ - OSFF inter area
N1 - OS5PF NSSA external type 1, N2 — OS5PF N55R external type 2
El - OSPF external type 1, EZ - OSPF external type Z, E - EGP
i - I5-I5, L1 - I5-IS lewvel-l, L2 - IS-IS lewvel-2, ia - IS-IS
inter area
¥ - candidate default, T - per-user static route, o - CDR
P - periodic downloaded static route

Gateway of last resort is not set

152 .1€8.1.0/24 is wariably subnetted, & subnets, 2 masks

c 192.1€2.1.0/27 is directly connected, GigabitEthernetl/0

L 152.1€83.1.1/32 is directly connected, GigabitEthernetd/0

D 152.1€8.1.32/27 [90/217241€] wia 192.1€2.1.35, 00:12:4%,

Serial0/0/0

D 192 . 1€3.1_€4/27 [90/217241€] wia 192_.16€8.1.131, 00:13:1Z2,

Seriald/0/1

c 192.1€8.1.96/27 is directly connected, Seriall/s0/0

L 152_1€23.1.598/32 is directly connected, Seriall/0/0

c 192.1€2.1.128/27 is directly connected, Seriald/0/1

L 152.1623.1.130/32 is directly connected, Seriald/0/1

Routers

Rcuterﬂl W

Ctrl+F§ to exit CLI focus Copy Paste
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Router# A
Router
Routerg
Router#
Routergshow ip rou
Routeré#show ip route
Codes: L - local, C - connected, S - static, R - RIP, H — mobile, B - BGP
D - EIGRP, EX - EIGRP external, 0 - OSPF, IR - OSPF inter area
N1l - OSPF NSSR external type 1, N2 - OSPF NSS5R external type 2
El - OSDPF external type 1, E2 - OSDF external type 2, E - ECD
i - IS-Is, L1 - IS-1IS5 lewvel-l, LZ - IS-IS lewvel-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route
GFateway of last resort is not set
152.165.1.0/24 is wvariably subnetted, 7 subnets, 2 masks
D 1 -1.0/27 [90/217241€] wvia 192.16€8.1.58, 00:13:24, Serialld/0/0
c 1 1.32 is directly connected, GigabitEthernet0/0
L 1 1 is directly connected, GigabitEthernet0/0
D 1 -1 [90/2€2441€] wvia 152.1€2.1.52, 00:13:24, Serialdys0/0
c 1 -1 is directly connected, Serial0/0s0
L 1 1 is directly connected, Seriall/0/0
D 1 1 [90/2€8185€] wia 192.1€8.1.52, 00:13:24, Seriald/s0/0
Router#
Routery N
Ctrl+F8 to exit CLI focus Copy Paste
1
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BEE ﬁ
0 - EIGRF, EX - EIZRP external, & - O5SPF, IZ - O5PF inter area
N1l - QSPF HS55R extermal type 1, M2 - O5PF NS5Z external type 2
El — OS5PF external type 1, E2 — OSPF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-2, ia — IS5-IS
inter area
¥ — pandidate default, U - per-user static route, o - CDR
P - pericdic downloaded static route

Fateway of last resort is not set

152 1€8.1.0/24 is wariably subnetted, 7 subnets, 2 masks

o 152 . 1€28.1.0,/27 [90/217241¢] wvia 192_.1€2.1.130, 00:14:34,
Seriald/oO 1

o 132 _1€3.1_.32/27 [50/2684416] wia 15%2.1¢2.1.130, 00:14:0%5,
Seriald/osl

c 152 _1€28.1.€4/27 is directly connected, GigakitEthernetl/ 0

L 152 _1€8.1 _€5/32 is directly connected, GigabkitEthernetl/0

o 152.1e28.1.5c/27 [50/268185¢€] wia 152.1le8.1.130, 00:14:34,
Seriald/sosl

C 152 _1€8.1 128727 is directly connected, Seriall0 0,1

L 152 1€8_.1.131/32 is directly connected, Seriald/ o 1

Routers

Rcuter#l b
Ctri+F8 to exit CLI focus Copy Paste

c. Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red
LAN del router CALI, primero a la red de MEDELLIN y luego al servidor.
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Command Prompt

€8.1.34 with 32 bytes of data:

zime=2ms TTL—=125%

C-\»ping 192.165.1.2

Pinging 1%2_.1€8.1.2 with 32 bytes of

time=lms TTL=

time=llms TT
time=1lms TTL=12¢

O wop

Parte 4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para
esta labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

a Cada router debe estar habilitado para establecer conexiones Telnet con los demas
routers y tener acceso a cualquier dispositivo en la red.

b. El equipo WS1 y el servidor se encuentran en la subred de administracién. Solo el
servidor de la subred de administracién debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.

c Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso a
ningun dispositivo fuera de su subred, excepto para interconectar con el servidor.

Parte 5: Comprobacion de la red instalada.
a. Se debe probar que la configuracién de las listas de acceso fue exitosa.

b. Comprobar y Completar la siguiente tabla de condiciones de prueba para confirmar el
optimo funcionamiento de la red e.
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LAN del Router
MEDELLIN

LAN del Router
MEDELLIN

LAN del Router CALI

LAN del Router

MEDELLIN

Servidor

Servidor

Router CALI

Router MEDELLIN

WS_1

LAN del Router CALI

Servidor

Servidor

LAN del Router

MEDELLIN

LAN del Router CALI

LAN del Router
MEDELLIN

LAN del Router CALI
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ESCENARIO 2

Una empresa tiene la conexion a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus routers y las redes que incluyen puedan, por
esa via, conectarse a internet, pero empleando las direcciones de la red LAN

original.
%‘ 20917220024
- ... — \)
"3
SWITCH DE iR
= LABORATORIO
& =]
e
SWITCH s
BUCARAMANGA
- = WEB
[ ] : EXTERNO
e —
VLANTO VLAN 30 :
S5HOSTS
] —
SWITCH
CUNDNAMARCA
S
—
172310019 VLAN2D
B0HOSTS
Desarrollo

Los siguientes son los requerimientos necesarios:

1. Todos los routers deberan tener los siguiente:
e Configuracién basica.
e Autenticacion local con AAA.
e Cifrado de contrasenas.
e Un maximo de internos para acceder al router.
e Maximo tiempo de acceso al detectar ataques.

e Establezca un servidor TFTP y almacene todos los archivos necesarios de los
routers.
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2. El DHCP debera proporcionar solo direcciones a los hosts de Bucaramanga y
Cundinamarca
3. El web server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).
4. El enrutamiento debera tener autenticacién.
5. Listas de control de acceso:
e Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red interna
de Tunja.
e Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red interna
de Tunja.
e Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.
e Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarca y
VLAN 10 de Bucaramanga.
e Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de
VLAN 10.
e Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN
20) y Tunja (VLAN 20), no internet.
e Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
e Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen
accedo a los routers e internet.
6. VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.
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started!
get to RETURN Press

2outersen

Jouter>enable

2outer#conlI

Jouter#zon2igure ter

Pouter#zonZigure terminal

3nter configuration one per line. 3na with CMIE/Z.
Jouter{zon2ig) #inter

2outer]conlig) #interIace seri

Jouter{zon2ig) #inter2ace serial <3

Pouterdcon2ig) #inter2ace serial '3/3
Jouter]oonlig)4interlace serial <3/3/3
Jouter{zon2ig-iz) #ip ad

2outer]conIig-iI) #ip address 172.31.2.3£255.?5f1.2fifi.?2fi?
Bad mas k/3'3ZoraddcessIN*.31.*.3-E

2outer]conIig-iI) #no shu

Jouter{zon2ig-iZz)4ip address 17?2.31.?2.37 ?Ba.?9G.?£G.?£?
@outer{oonZig-1iZ) #no shu

2outer]conIig-iI) #no shutdown

Ctrl+F6 to ait CLI focu Onpy Paste

3

sl

Router2 — 0

Ple, °ical Config ‘7L

10 5 Comman d Line Interface

Houterfcont

louter#conligure ter

louter#conIigure terminal

3nter configuration commands, one per line. 3nd with CNTL/Z.
loulerdcon2ig) #inler

louter {c onfig)#interIaze gi

louterdconlig) #interIace gigabit3thernet '3/3.13

louter]conlig-subiI) #

&LINK-fi-CHANGED: Inter2aoe Gigabit3thernet3/'3.2'3, state to up

$LIN3P20TD-5-UPDOWN: Line protocol on Interface
Oigabit3thernete3/¢3.D3. state to up

10 Lon
fon
.
17
Sl Sl

17
Ctrl+F6toait C:LIfocu cnpy Paste

Top
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Physical Config Desktop Programming Attributes
DHCP O static
IP Address 172.31.0.2
Subn ct H ast 255 255 255 252
DefBu k Gatew zy 172.31.0.1
DNS Secver 000.0
IPvE Configuration
0 DHCP () Auto Config @ static

Link LDcal Address
IPv6 Gstew By

IPv6 DNS Server
8D2.1X

Q Use 802.1X Security

‘ FE80:201:63FF:FETB:165A

Auth entication Id D5
Username
Switch2 O
Physical ~ CDnfig ~ CLI  Attributes
KJS Comnmnd Line Interface
Fa0/8, Fa0/S. Fa0/10, FaO/11
Fa0/12, Fa0/13, Fa0/14, Fa0/1lS
Fa0/1f, Fa0/17, Fa0/18, Fa0/1lS
Fa0/20, Fa0/21, Fa0/22. Ea0/20
active Fa0/24, Gig0/1, Gig0/2
active
active
1002 E66's-de = auL | active
active
1004 fddinet-default active
ULAN Type SAID MTU Parent RingNo BridgeNo Stp BrdgMode Transl Trans2
1 enet 100001 1500 0 0
10 enet 100010 1500 0
30 enet 100030 1800 0 0
1002 fddi 101002 1800 0 0
1003 tr 101003 1500 ieee - 0 0
1004 fdnet 101004 1500 ikm - 0 (
1005 trnet 101005 1500 0 0
ULAN Type SAID HTU BingNo BridgeNo Stp BrdgHode Transl Trans2
I o U T CETToTh
Copy Paste
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Cisco Packet - C Users\MichaehDesktop\prayecto 2.pkt
FM Ed Owns ¥e TooB Heb

1 Port Link  VLAN  IP Address IPvé Address MAC Address

Rot GigabitEthernet0/0 Up = <not set> <not set> 00E0.B022.5A01
CigabitEthernet0/0.10 Up i 172.31.0.1/30 <not set> 00EO.B022.5A01
CigabitEthernet0/0.30 Up == 172.31.0.65/30 <not set> 00E0.B022.5A01
CigabitEthernetd/1 Down - <not set> <not set> 00EO0.B022.5A02
SerialD/0/0 Up - 172.31.2.34/30 <not set> <not set>
Serial0/0/1 Dowa  -- <not set> <not set> <not set>
Vlanl Down 1 <not set> <not set> 0030.A30E.7E83
Hostname: Router
Physical Location: Intercity, Eome City, Corporate Office, Main Wiring Closet

- 24TT
& Swich1
PCO
=
Server-PT
Server0
”
PC-FT PC-FT
PC3 PCt

PCS

(D

E m [ Copper Straight-Through

Ed* O%ons Ve* TeoB lemons HeQ

0L AL @dE 3 Qaamn
B/ me d 5

EFE ?

[Roof]

sy
Port Link  VLAN  IP Address IP¥6 Address MAC Address
GigabitZthernet0/0 Down  -- <not set> <not set> 00DO.3ACY 3301
GigabitEthernetl/1 Up - <not met> <not set> 00D0.BAC? 3302
FastEthernet0/0/0 Up Lt - <nct set> OODA.419A.BCO1
FastEthernet0/0/1 Up 1 = <not set> 0ODA.413A.8C02
FastEcthernet0/0/2 Up i - <not set> OCDA. 419A.BC03
FastEthernet0/0/3 Up 1 - <not set> 0ODA. 413A.BCO4
Serialn/1/0 up - 172.31.2 38/30 <not set> <not set>
Seriald/i/1 Up o 172.31.2.33/30 <not set> <not set>
Vlanl Down. 1 <not set> <nct set> 00D0. 9755 .ADES
Vlan20 Dowa 20 <not set> <not set> 00DO. 9755 .ADOL
Hostname. Router

Main Wiring Closet

> -’l‘)‘ A2 552\ A2

[< >
E I Copper Stralight-Through
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2860-24TT
SwitchQ
© Realtime IEBWTPIT

S 4nm- . MRIE%E @%0uSIiE'IE

< >
Copper Straight-Through

W Cisco Packet Trocer - C:\Users\Michael\Deskiop\proy Pore Link  VIAN IP Addrosa MAC Addrems — a X
FastEtherneto/1 up - - 0050.2BA3.0901
Dle Lot Options View Tools Help| Faseetnernato/2 o 10 - 0050 2Ba5.0902
4 = FastEthernet0/3 up 30 o 00590.2BAS . 0903
= u g o ‘ k @ JFntlthnmﬁld Down 1 o= 0050 2BAYS 0904 ?
R FastEthernet0/5 Down 1 -- 0050.2BA9.0905
S0 @t B/ me @ [restztherneos Down 1 = 0050 2BA9 0906
FastEthernet0/7 Down 1 - 0090.2BA9.0907
FastEthernet0/8 Down 1 — 0090.2BA9.0908
FastEthernet0/9 Down 1 - 0090.2BA9.090%
FastEthernet0/10 Down 1 - 0050.2BA3.090A
FastZthernat0/11 Down 1 - 0050_2BA9 0908 o
FastEthernet0/12 Down 1 -t 0050.2BAS.090C
FastEthernot0/13 Down 1 - 0050 2BAS 0sOD j80-241T
144 FastEtnerneto/1s Down 1 - 0050.2BA3. 090 witch0
Rofd FastEthernato/15 Down 1 - 0050_2Ba3 090F
FastEthernet0/16 Down. 1 e 0050.2BA9.0910
FastEthernet0/17 Down 1 — 00950 2BAY 0911
FastEthernet0/18 Down 1 -- 0050.2BA9.0912
FastEthernat0/13 Down 1 - 0050 2Ba3 0913
FastEthernet0/20 Down 1 - 0050.2Ba9.0914
| FastEtherneto/21 Down 1 - 0090.2BA9.09L5 %
FastEthernat0/22 Down 1 - 0090.2BA9.0916
FastEthernetD/23 Down 1 - 0090.2BA3.0917 1
FastEthernat0/24 Down 1 - 0050 2Ba9 0918 or2
GigabitEthernet0/1 Down 1 e 0050.2BAS. 0919
> CigabitEtharnet0/2 Down 1 STH 0090 2BAS 0OS1A
Ll swil vaani Down 1 <not set> 0030.A3C0. EBIC b
Pc2 Vianio Up 10 172.31.0 1/26 0030_A3CO_6BO1
Vlan30 up 30 172.31.0.65/30 0030.A3CO.8B02

Hostname - Switch

Physical Location: Intercity, Home City, Corporata Dffice, Main Wiring Closat IZ:;’T Sorver.dT

; A Serverl
-

PC3 PC1

|
|
Copper Straight-Through ]
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FastEthernet(/23
FastEthernat0/24
GigabitEZthernet0/1

0000 .BASE .CA17
DODO . BASE .CB18
0000 .BASE .CRE19

W Cisco Packet Tracer - C:\Users\Michael\Desktop\proyecto 2.pkt ?":! P— Lank IP Address mcﬁ;‘;sm
astEtherne - el -
fle Edt Qptons  View Jooks Egensons  fep FastZthernet0/2 z 20 — 000C .CFED 3602
. . - FastEtherneto/3 up 30 - 000C . CFED . 3603
. = B/ g ‘ x APASYTaaaoE E FastEthernet0/4 Down 1 - 000C.CFED. 3604 2
= - FastZthornoto/5 Down 1 - 000C CFED 3608
. - e FastEthernetd/6 Down 1 - 000C CFED 3606
=Qas H 7 ¢ 5. FaztZthernet0/7 Down 1 - 000C .CFZD. 3607
Amm' d P'I"'«lL‘A‘. x 228 FastEthernet0/8 Down 1 - 000C.CFED. 3608
| AL FastZthernetd/9 Down 1 - 000C.CFZD. 3609
FastZthernet0/10 Down 1 - 000C CFED_360A ~
<l FastEtherneto/1l Down 1 - 000C CFED . 3608
FastZthernet0/12 Down 1 - 000C.CFED.360C
14| FastEthernet0/13 Down 1 == 000C.CFZD. 360D
Rog FAstEtherneto/14 Down 1 - 000C CFED 360E
FastEthernet0/15 Down 1 - 000C CFZD._360F
FastEthernet0/16 Dowa 1 - 000C . CFED . 3610
FastEthernetd/17 Down 1 - 000C.CFED. 3611
FastEthornet0/18 Down 1 - 000C.CFED 3612
FastEthernatd/19 Down 1 - 000C CFED._ 3613
FastZthernet0/20 Down 1 - 000C.CFED. 3614
FastEthernet0/21 Down 1 = 000C .CFZD. 3615
4| Fastzenerneto/22 pows 1 - 000C.CFED. 3616
FastZthernet0/23 Down 1 - 000C._CFED 3617
FastZthernet0/24 Down 1 - 000C .CFED. 3618
CigabitZthernet0/1 Down 1 - 000C.CFZD. 3619
ocPr CigabitZthernet0/2 Down 1 -- 000C . CFED. 361A
[ Swil| viant Down 1 <not set> 000 BODD 7168
Vlan20 Up 20 172.31.0.129/26  00E0.BODD 7101
Vian3o up 30 172.31.0.193/30  OCEO.BODD.7102Z
Hostname: Switch
Phyaical Location: Intarcity, Home City, Corporate Office, Main Wiring Closet or
L Serverd
A
PC-PT
PC1
>
PC-T
PCS
v
>
-
2>l
<
>
Copper Straignt-Through
W Cisco Packet Tracer - C:\Users\Michael\Desktop\proyd Pors Link  VIAN = IP Address MAC Address = (=) X
FastTthernet0/1 Up 00DO.BASE .C301
Ele Edt QOpions Vew Took Heb |5, /2 up 0ODO.BASE .C30Z
. y - ] FastZthernet0/3 up 0000 BASE €203
. - * ’ L A & §) Fasszenernators Down 0000 BASH T304 ?
FastZthernet0/S Down 000 RASE C30S
> Q a = / WM @ @ R restEtherneto/s Dowa DODO.BASE .CBOE
FastEthernet0/7 Down 00D0.BAS5S .C207
. TR FastZthernet0/8 Dowa D0DO.BASE .C308
<\ Logical [EREITE) FastZthernet0/9 Down 00D0.BAS8 €30S RN | Sy 7 W i,
FastTthernet0/10 Dowa 00DO.BAS8 .C30A A
FastEthernet0/11 Down 00D0.3A5%8 .C30B T
FastZthernet0/12 Down 0000 . BASE .CBOC
FastEthernat0/13 Down 0000 BASE . C30D 0.24TT
|| FascEthernez0/14 Down 0000 BASE - CBOE Viteno
FastZthernetD/15 Down 00D0_BASS C30F
FaatZthernet0/16 Down nono RASS €310
FastZthernet0/17 Dowa 0D0DO.BASE.C311
FagtZthernet0/18 Down 00D0.BA58 .C312
FastSthernet0/19 Dowa DODO.BASE .C313
FaztEthernet0/20 Down 00D0.BASS .C314
FastTthernet0/21 Dowa 00DO.BAS8 .C315 h
FastZthernet0/22 Down 00D0 . BABE . C316
Down
Down
up
GigabitEthernatd/2 Down 1 - 00D0_BASE C31A
Vianl Down 1 <not set> 0009.7C94.C398
PC2 Vian20 Up 20 172.31.1.65/30 0009.7C94.C301

Hoatname; Switch

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet -
PC: 4 Swich3 ServerFT
Serverl
. -
pC-PT PC-PT
PC3 PC1
»
PC-PT
PCS

m | Copper Straight-Through
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CONCLUSIONES

Como resultado de la actividad desarrollada, se puede concluir que los conceptos
basicos son fundamentales y cumplen un papel fundamental para el desarrollo y
analisis de las actividades propuestas para el periodo académico.

La socializacién de las actividades desarrolladas por cada integrante del grupo en el
entorno de trabajo colaborativo nos permite conocer las opiniones y demas
observaciones constructivas en pos al mejoramiento individual.
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