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Resumen

En el diplomado se aprende lo relacionado a las redes, la implementacion y como
se ejecuta, en el cual se obtuvo un apoyo en CISCO vy la plataforma de la
Universidad Unad, manejando dos modulos en la plataforma Fundamentos De
Networking y Principios De Enrutamiento para conocimiento de estos dos modulos

se trabajaron los casos estudio.

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar
el grado de desarrollo de competencias y habilidades que fueron adquiridas a lo
largo del diplomado. Lo esencial es poner a prueba los niveles de comprension y

solucion de problemas relacionados con diversos aspectos de Networking.



Abstrac

In the diploma you learn about networks, implementation and how it is executed, in
which it gained support in CISCO and the Platform of Unad University, managing
two modules in the platform Networking Fundamentals and Routing Principles for

knowledge of these two modules were worked on the case studies.

The evaluation called "Practical Skills Test" is part of the evaluation activities of the
CCNA Deepening Diploma and seeks to identify the degree of skills and skills that
were acquired throughout the diploma. The essential thing is to test the levels of
understanding and troubleshooting related to various aspects of Networking.



Introduccién

En el siguiente trabajo denominado examen final de habilidades practicas,
perteneciente al Diplomado de profundizacion CISCO, disefio e implementacién de
soluciones integradas LAN / WLAN. Se dara solucién a dos escenarios propuestos,
se abordaran las respectivas técnicas para la comprension y solucion de problemas
relacionados con diversos aspectos de Networking. Tales como inicializacion de
dispositivos de red, configuracion basica de Routers, Servidores, Switches,
seguridad en dispositivos de comunicacion, aplicacion de routing, Vlans,
configuracion OSPF, implementacion DHCP, NAT estatica y de sobrecarga,
configuracion y verificacion de ACL y se redactara el informe de solucion del caso

estudio, evidenciando el paso a paso del desarrollo de dicho problema.



Objetivos

Objetivo General

Implementar todas las habilidades practicas y tedricas aprendidas en la Universidad
Nacional Abierta y a Distancia, para identificar y aplicar una solucién a dos
escenarios propuestos de problema de Networking.

Objetivos especificos

Cumplir con los siguientes objetivos especificos, para la adquisicion de
competencias y habilidades ante problemas tipicos de Networking.

e |dentificar que dispositivos utilizar para la construccion de una topologia de red.

Inicializar dispositivos de Networking

Realizar configuracion basica a dispositivos de comunicacion comoRouters,
Switch, Servidores.

Implementar seguridad en Switch, elaboracién de Vlans e inter Vlan Routing.

Determinar la configuracion necesaria para la implementacion de OPSFv2,
protocolo dinamico de Routing.

Implementar de DHCP y NAT en dispositivos de comunicacion.

Configurar y verificar listas de control de acceso ACL.

Verificar conectividad entre los dispositivos de una topologia.



Descripcion del escenario propuesto para la prueba de habilidades

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota, Medellin y
Cali en donde el estudiante sera el administrador de la red, el cual debera configurar
e interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Server-PT
SERVIDOR

Iv x Sgresoniauni S
PC-PT PC-PT
PC1 y_ S PC3

060-24TT Router-PT Router-PT _
Switch0 MEDELLIN CALI Switch1

7 o ——
et PC-PT
PC-PT PC4

llustracion 1 Escenario 1

Configuracién Basica.

En esta primera parte configuramos cada router con su configuracion basica y
su protocolo de enrutamiento EIGRP y la Configuracion de las listas de Control
de Acceso.

Configuracion Basica.



Completamos la siguiente tabla con la configuracion basica de los routers,
teniendo en cuenta las subredes disefiadas.

Configuramos el enrutamiento.
Le asignamos un nombre a cada router por medio del comando hostname.

Asignamos las ip a los routers y puertos correspondientes.

Router>enable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R1

Rl (config) #interface s0/0/0

Rl{config-if)#ip address 152.1€8.1.99 255.255.255.224

Rl (config-if) #no shutdown

S$LINE-5-CHRNGED: Interface Serial0/0/0, changed state to down
Rl (config-if) gexit

Rl (config) #interface gl/0

Rl (config-if) #ip address 192.1€8.1.33 255.255.255.224

Rl (config-if) #no shutdown

Rl (config-if)#
$LINK-5-CHRNGED: Interface GigabitEthernet0/0, changed state to up

SLINEPRCTO-5-UPDCWN: Line protocol on Interface GigabitEthernet0/0, changed state

to up
v
Copy Paste
& Router2 - O x
Physical Config CLI
10S Command Line Interface
[Press REIURN to get staczced! A

Router>enable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #hostname R2Z

R2 (config) #interface se2/0

R2Z (config-if) $ip address 192.1€8.1.58 255.255.255
R2 (config-if) §no shutdown

SLINE-5-CHANGED: Interface Serial2/0, changed state to down
R2 (config-if) gexic

R2 (config) g¢interface se3/0

R2 (config-if) $ip address 192.1€8.1.130 255.255.255.224

R2 (config-if) ¢no shutdown

$LINKE-5-CHANGED: Interface Serial3/0, changed state to down
R2 (config—-if) gexit

R2Z (config) g¢interface £0/0

R2 (config-if) #ip address 152.1€8.1.1 255.255.255.224

R2 (config=-if) $no shutdown

R2 (config-if) $§
SLINE-5-CHANGED: Interface FastEthernet(/0, changed state to up

SLINEPROTO-5-UPDCWN: Line protocol on Interface FastEthernet0/0, changed state to
up

Copy Paste

llustracion 2 Configuracion Basica.



& Router - O x

Phys=ical Config CLI

105 Command Line Interface
[Tfest HEIURN to gGer Staroed!

Houterzenakble

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHTL/ZI.
Router (config) fhostname R3

B3 (config) #interface sel/ 0

B3 ({config-if)#ip address 192.1€28.1.1231 255.255.255.224
R3{config-if) #no shutdown

R3{config-if) @
RLINE-5-CHANGED: Interface Serial2/0, changed state to up

B3 {config-if) fexit
B3 (config) #interface
SLINEPROTO-5-UFDOWN: Line protocol on Interface Seriall2/0, changed state to up

% Incomplete command.

B3 (config) #interface £0/0

B3 ({config-if)#ip address 152_1€3.1_€5
B3 ({config-if) #no shutdown

(%]
wn
w
%]
wn
[}
b
wn
wn
=]
X
i

B3 (config-if)#
% LINE-5-CHANEED: Interface FastEthernetl/0, changed state to up

FLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet(/0, changed state to
up

Copy Paste

llustracion 3 Configuracion Basica.

Miramos la tabla de enrutamiento router Medellin por medio del comando ip
route.

& MEDELLIN - m] X

Physical Config CLI

I0S Command Line Interface
—e - e
Rl (config-if)g#ip address 152.1€8.1.33 255.255.255.224
Rl (config-if) ¢no shutdown

Rl ({config-if) ¢
$LINK-S5-CHANGED: Interface FastEthernet0/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/0, changed state to
up

Rl (config-if) gexit

Rl (config) gexit

Rlg

$SYS-5-CONFIG_I: Configured from console by console

Rlgshow ip route
Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.1€8.1.0/27 is subnetted, 2 subnets
192.1€8.1.32 is directly connected, FastEthernet(/0
c 192.1€8.1.9¢€ is directly connected, Serial2/0
R1lg v

[g]

Copy Paste

llustracion 4 Configuracion Basica.



Miramos la tabla de enrutamiento router Cali por medio del comando

ip route.

& caul - O X
Physical Config CLI
I0S Command Line Interface
R3(config) #interface zU/U 7

R3(config-if)$ip address 152.1€8.1.65 255.255.255.224
R3(config-if) $no shutdown

R3(config-if)#
S$LINK-5-CHANGED: Interface FastEthernet0/0, changed state to up

up

R3(config-if) $EXIT

R3(config) gexit

R3g

$SYS-5-CONFIG_I: Configured from console by console

R3¢show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

¥ - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

192.1€8.1.0/27 is subnetted, 2 subnets

C 192.1€8.1.€4 is directly connected, FastEthernet(/0
c 192.1€8.1.128 is directly connected, Serial2/0
R3§

$LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/0, changed state to

i - IS-IS, L1 - IS-IS level-l1l, L2 - IS-IS level-2, ia - IS-IS inter area

Copy

llustracion 5 tabla de enrutamiento router

Miramos la tabla de enrutamiento router Bogota por medio del comando ip

route.

R2>show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1l - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, EZ2 - OSPF external type 2, E - EGP

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

152.1€2.1.0/27 is subnetted, 3 subnets
192.1€8.1.0 is directly connected, FastEthernet0/0
192.1€8.1.9¢ is directly connected, Serial2/0
192.1€8.1.128 is directly connected, Serial3/0

woao

(8]
Y]

Paste

i - IS-IS, L1 - IS-IS level-l, L2 - IS-IS level-2, ia - IS-IS inter area

Copy

llustracion 6 tabla de enrutamiento router

Paste




Rectificamos el balanceo de carga del router Medellin.

& MEDELLIN - [m} X

Physical Config CLI

10S Command Line Interface

Platform: cisco 29€0, Capabilities: Switch o]
Interface: FastEthernet(/0, Port ID (outgoing port): FastEthernet(/3
Holdtime: 143

Version :

Cisco IOS Software, C29%€0 Software (C29€0-LANBASE-M), Version 12.2(25)FX, RELEASE
SOFTWARE (£cl)

Copyright (c) 198€-2005 by Cisco Systems, Inc.

Compiled Wed 12-Oct-05 22:05 by pt_team

advertisement version: 2
Duplex: full

Device ID: R2
Entry address(es):
IP address : 192.1€8.1.98
Platform: cisco PT1000, Capabilities: Router
Interface: Serial2/0, Port ID (outgoing port): Serial2/0
Holdtime: 132

Version :

Cisco Internetwork Operating System Software

IOS (tm) PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFIWARE (£c5)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198&-2005 by cisco Systems, Inc.

Compiled Wed 27-Apr-04 15:01 by miwang

advertisement version: 2

Copy Paste

llustracion 7 balanceo de carga del router

Rectificamos el balanceo de carga del router Bogota.

# BOGOTA - O X

Physical Config CLI

10S Command Line Interface

Cisco Internetwork Operating System Software

IOS (tm) PT1000 Software (PT1l000-I-M), Version 12.2(28), RELEASE SOFIWARE (£fcS5)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198€-200S by cisco Systems, Inc.

Compiled Wed 27-2Apr-04 15:01 by miwang

advertisement version: 2
Duplex: £full

Device ID: R3
Entry address(es):
IP address : 192.1€8.1.131
Platform: cisco PT1000, Capabilities: Router
Interface: Serial3/0, Port ID (outgoing port): Serial2/0
Holdtime: 130

Version :

Cisco Internetwork Cperating System Software

IOS (tm) PT1000 Software (PT1000-I-M), Version 12.2(28), RELEASE SOFIWARE (£cS)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 198€-2005 by cisco Systems, Inc.

Compiled Wed 27-2pr-04 15:01 by miwang

advertisement version: 2
Duplex: £full

R2%
R2g v

Copy Paste

llustracion 8 balanceo de carga del router



Rectificamos el balanceo de carga del router Cali.

& caLl - O X

Physical Config CLI

I10S Command Line Interface

~
Version
Cisco Internetwork Operating System Software
IOS (tm) PT3000 Software (PT3000-I€Q4L2-M), Version 12.1(2 E SOFTWARE
(£cl)
Copyright (c) Inc.
advertisement version: 2
Duplex: full
Device ID: R2
Entry addressies):
IP address : 192.1€8.1.130
Platform: cisco PT1000, Capabilities: Router
Interface: Serial2/0, Port ID (outgoing port): Serial3/0
Holdtime: 1l¢€¢€
Version
Cisco Internetwork Cperating System Software
IOS (tm) PT1000 Software (PT1l000-I-M), Version 12.2 £e5)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 198€-2005 by cisco Systems, Inc.
Compiled Wed 27-Apr-04 19:01 by miwang
advertisement version: 2
Duplex: full
R3¢ v
Copy Paste
llustracion 9 Rectificamos el balanceo de carga del router
. 1y
Hacemos ping para probar la conexién.
& pc4 - O

Physical Config Desktop Custom Interface

Packet Tracer PC Command Line 1.0
PCrping 192.1€8.1.3

Pinging 1 1€8.1.3 with 32 bytes of data:

Reply from 192. time=l4ms TTL=1
time=17ms TTL=1

time=0ms TTL=128

Reply from 152.
Reply from 19592.
Reply from 1S52.

wwww

Ping statistics for 152.1
Packets: Sent = 4, Recei = 4, Lost = 0 (0% loss),
mate round trip times in milli-seconds:
Oms, Maximum = 17ms, Average = Sms

llustracion 10 probar la conexién



Para dar méas seguridad configuramos cada router para que tenga una
contrasena.

& MEDELLIN — a X

Physical Config CLI

10S Command Line Interface

~
Rlrenable
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #no ip domain-lookup
Rl (config) #service password-encryption
Rl (config) #enable secret class
Rl (config)$banner motd #
Enter TEXT message. End with the character '$'.
Unauthorized access is strictly prohibited.
2
Rl (config)$Line con 0
Rl (config-line) g¢password cisco
Rl (config-line) #login
Rl (config-line) #logging synchronous
Rl (config-line)gline vey 0 15
Rl (config-line) #password cisco
Rl (config-line)$login
Rl (config-line) gexit
Rl (config)#
21 (config) € v
Copy Paste
# BOGOTA - O X
Physical Config CLI
10S Command Line Interface
~
R2>enable
RZgconf ¢
Enter configuration commands, one per line. End with CNTL/Z.
R2 (config)$#no ip domain-lookup
R2Z (config)#service password-encryption
R2 (config) #enable secret class
R2 (config)#banner motd #
Enter TEXT message. End with the character "#'.
Unauthorized access is strictly prohibited.
3
R2 (config)$
RZ (config)$Line con 0
B2 (config-line) #password cisco
R2 (config-line)#login
R2 (config-line)#logging synchronous
RZ2 (config-line)$line vty O 15
R2 (config-line) #password cisco
RZ (config-line)#login
RZ (config-line) fexit
R2Z (config)$
R2 (config) 3] hd
Copy Paste

llustracion 11 Configuracion de Seguridad



& call — O

Physical Config CLI

105 Command Line Interface

E3renable

E3gconfig ¢

Enter configuration commands, one per line. End with CHIL/Z.
R3 {config) #no ip domain-loockup

R3{config) #service password-encryption

B3 {config) genable secret class

B3 {config) #banner motd #

Enter TEXT message. End with the character "'#'.
Unauthorized access is strictly prohibited.
#

B3 ({config) #line comn 0
R2{config-line) #password cisco

B3 {config-line)$login

B2 {config-line) #logging synchronous
R2{config-line)$#line vey 0 15
R3{config-line) #password cisco

B3 (config-line) #login

B3 (config-line) gexit

R3{config) g

B3 {config) §

Copy Paste

llustracion 12 Configuracion de Seguridad

Configuracion de las listas de Control de Acceso.

& 5060 _ O

4 al -

Physical Config CLI

I0S Command Line Interface

R2>=enable

R2gconf t

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) ¢no ip domain-lookup

R2 (config) §service password-encryption

R2 (config) ¢enable secret class

R2 (config) $¢banner motd &

Enter TEXT message. End with the character "g'.
Unauthorized access is strictly prohibited.

2

R2 (config) $

R2 (config)$Line con 0

R2 (config-line) #password cisco

R2 (config-line)$login

RZ (config-line) #logging synchronous
R2 (config-line)#line vty 0 15

R2 (config-line) gpassword cisco

R2 (config-line)#login

RZ (config-line) gexit

R2 (config) §

R2 (config) #access-list 10 permit 192.1€8.14€.0 0.0.1.255
R2 (config) g

Copy Paste

llustracion 13 Control de Acceso



* Comprobacion de la red instalada.

ORIGEN DESTINO RESULTADO
Router MEDELLIN Router CALI Ping
ws_1 Router BOGOTA Ping
Servidor Router CALI Ping
Servidor Router MEDELLIN Ping
LAN del Router MEDELLIN Router CALI Ping
— LAN del Router CALI Router CALI Ping
LAN del Router MEDELLIN Router MEDELLIN Ping
LAN del Router CALI Router MEDELLIN Ping
LAN del Router CALI WS 1 Ping
LAN del Router MEDELLIN ws_1 Ping
LAN del Router MEDELLIN LAN del Router CALI Ping
LAN del Router CALI Servidor Ping
LAN del Router MEDELLIN Servidor Ping
Servidor LAN del Router MEDELLIN Ping
Servidor LAN del Router CALI Ping
Router CALI LAN del Router MEDELLIN Ping
Router MEDELLIN LAN del Router CALI Ping

Escenario 2

Una empresa tiene la conexién a internet en una red Ethernet, lo cual deben
adaptarlo para facilitar que sus router y las redes que incluyen puedan, por esa via,
conectarse a internet, pero empleando las direcciones de la red LAN original.

1p41

BUCAHAMANGA

SWITCH DE L&ABORATORIO Cloud-PT
INTERNET

Server-PT
WEB EXTERNO

Server-PT
TFTP

Server-PT
WEB INTERNO

llustracion 14 Grafico escenario 2



* Inicio de Configuracion Inicial

+ Configuracion para enable secret para darle seguridad a los routers.
» Configuracion basica

& BUCARAMANGA - (m} X

Physical Config CLI

10S Command Line Interface

Router>enable

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $enable secret class

Router (config) gexit

Routers

$SYS-5-CONFIG_I: Configured from console by console

Routergconfig t
Enter configuration commands, one per line. End with CNTL/Z. L
Router (config)$line con 0

Router (config-line) g¢password cisco

Router (config-line)$login

Router (config-line)gexit

Router (config) gexit

Routers

#SYS-5-CONFIG_I: Configured from console by console

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)$line vty 0 15

Router(config-line)gpassword cisco

Router (config-line)gexit

Router (config) gexit

Routers

$SYS-5-CONFIG_I: Configured from console by console

Copy Paste

LR |

Scenarnou T

& TunA .

Physical Config CLI

I10S Command Line Interface

Router>enable

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config) #enable secret class

Router (config) gexit

Routerg

$SYS-5-CONFIG_I: Configured from console by console

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)$#line con 0

Router (config-line) g¢password cisco

Router (config-line) #login

Router (config-line) gexit

Router (config) gexit

Routerg

$SYS-5-CONFIG_I: Configured from console by console

Routergconfig t

Enter configuration commands, one per line. End with CNIL/Z.
Router (config)#line vty 0 15

Router (config-line) g¢password cisco

Router(config-line)$login

Router (config-line)gexit

Router (config) gexit

Routers

8SYS-5-CONFIG_I: Configured from console by console

Copy

llustracion 15 Configuracién basica.



Physical Config CLI

10S Command Line Interface

Boutergconfig t

Enter configuration commands, one per line. End with CHTL/Z.
Router {config) #enable secret class

Router (config) gexit

Routers

&5YS-5-CONFIG I: Configured from comnscle by console

Routerfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)gline con O

Router{config-line) $password cisco

Router (config-line) flogin

Bouter (config-line) fexit

Router (config) fexit

Routerg

2S5Y5-5-CONFIG_I: Configured from conscle by conscle

Routerfconfig t
Enter configuration commands, one per line. End with CHTL/Z.
Router {config)gline wyt 0 15

% Inwvalid input detected at '~' ha:ke:.

Router {config) #line wty 0 15

Bouter (config-line) §password cisco

Router (config-line) #login

Bouter (config-line) fexit

Router (config) fexit

Routert

&SYS-5-CONFIGC I: Configured from conscle by console

Copy P

llustracion 16 Configuracion basica.

Configuramos el enrutamiento, asignandole las ip a los puertos
correspondientes.

& TUNJA - O X

Physical Config CLI

10S Command Line Interface

TUNJAgconfig t A
Enter configuration commands, one per line. End with CNTL/Z.

TUNJA (config) #interface s0/0/1
TUNJA(config-if)$ip address 172.31.2.37 255.255.
TUNJA (config-if) #no shutdown

(8}

55.252

$LINK-S5-CHANGED: Interface Serial0/0/1, changed state to down
TUNJA (config-if) gexit

TUNJA (config) #interface sel/0/0

TUNJA(config-if)#ip address 172.31.3.33 255.255.255.252

TUNJA (config-if) §no shutdown

TUNJA (config-if) gexit

TUNJA (config)#interface gl/0

TUNJA (config-if)#ip address 172.3.2.9 255.255.255.248

TUNJA (config-if) #no shutdown

TUNJA (config-if)$
$LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state
to up

TUNJA (config-if) gexit

TUNJA (config) #interface gl/1

TUNJA(config-if) $ip address 209.17.220.1 255.255.255.192
TUNJA (config-if) #no shutdown

TUNJA (config-if)$
$LINK-5-CHANGED: Interface GigabitEthernet0O/l, changed state to up

Copy Paste

llustracion 17 Configuramos el enrutamiento



& CUNDINAMARCA - O X

Physical Config CLI

10S Command Line Interface

~
User Access Verification
Password:
Router>enable
Password:
Routergconfig ¢t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ginterface s0/0/0
Router (config-if)$ip address 172.31.2.38 255.255.255.252
Router (config-if) $no shutdow
Router (config-if)$
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Router (config-if) gexit
Router (config) ¢
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
Router (config) ¢interface gd/0
Router (config-if)$ip address 172.31.2.9 255.255.255.252
Router (config-if) #no shutdown
Router (config-if) gexit
Router (config)$
RLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0d/0/0, changed state to down
RLINEPROTO-S5-UPDOWN: Line protocol on Interface Serial(0/0/0, changed state to up
v
| Copy Paste
& BUCARAMANGA = B

Physical Config CLl

10S Command Line Interface

User Eccess Verificacion
Password:

Router>enable

Password:

Routergconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) ¢interface s0/0/0

Router (config-if)$ip address 172.31.2.33 255.255.255.252
Router (config-if) ¢no shutdown

Router(config-if)$
SLINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Router(config-if) gexitc
Router(config)$
$LINEPROTC-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

Router (config) ginterface gl/0
Router (config-if)$ip address 172.31.2.1 255.255.255.248

Router (config-if) ¢no shutdown

Router(config-if) g
SLINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

SLINEPROTC-S-UPDOWN: Line protocol on Interface GigabitEthernetd/0, changed state
to up

Rou:ex(config-if)ﬂ

Copy ' Past¢

llustracion 18 Configuramos el enrutamiento



Configuracién béasica de los Switches

* Asignamos nombres a las vlan.

* Asignamos las ip a los puertos correspondientes.

Physical Config CLI

I0S Command Line Interface

Switch>enable

Switchgconfig t©

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)ginterface vlan 1

Switch(config-if)#ip address 172.3.2.9 255.255.255.248
Switch(config-if) $no shutdown

Switch(config-if)#
SLINE-5-CHANGED: Interface Vlanl, changed state to up

ALINEPROTO-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
%IP-4-DUPADDR: Duplicate address 172.3.2.5 on Vlanl, sourced by 00D0.S7DA.5501

Switch(config-if) gexic

Switch(config)évlan 20

Switch(config-vlan)$name vlan20
Switch(config-vlan) gexit

Switch(config) ¢interface vlan 20

Switch(config-if)#

RLINK-5-CHANGED: Interface VlanZ0, changed state to up

Switch(config-if)#ip address 172.31.0.129% 255.255.255.1892
Switch(config-if) $no shutdown

Switch(config-if) fexit

Switch(config) g¢vlan 30

Switch (config-vlan) $name vlan30

Switch(config-vlan) $exit

Switch(config)g¢interface vlan 30

Switchiconfig-iflg

Q SWITCH CUNDINAMARCA — a

Physical Config CLI

10S Command Line Interface

IO T TR TP ITR T
Switch(config-vlan) gexic

Switch(config)g¢interface vlan 20

Switch{config-if)$

$LINE-S5-CHANGED: Interface Vlan20, changed state to up

Switch({config-if)$#ip address 172.31.1.€5 255.255.255.192
Switch(config-if)$no shutdown

Switch (config-if)fexit

Switch(config)évlan 10

Switch(config-vlan)$name vlanlO

Switch(config-vlan)gexit

Switch(config)g¢interface vlan 10

Switch(config-if)$

SLINK-5-CHANGED: Interface VlanlO, changed state to up

Switch({config-if)$ip address 172.31.1.1 255.255.255.1%92
Switch(config-if)$#no shutdown

Switch{config-if) fexit

Switch{config) g¢vlan 88

Switch(config-vlan) #name vlangs

Switch(config-vlan) fexit

Switch(config) g¢interface vlan 88

Switch(config-if)$

SLINK-5-CHANGED: Interface V1anB88, changed state to up

Switch(config-if)#ip address 172.31.2.25 255.255.255.248
Switch(config-if)$#no shutdow

Switch(config-if) fexit

Sui:chtcnnfig)ﬂ

Copy Paste

llustracion 19 Configuracion béasica de los Switches



& SWITCH BUCARAMANGA - O

Physical Config CLI

105 Command Line Interface

Switchiconfig) #interface wvlan 1
Switch{config-if)$ip address 172.31.2.1 255.255._255_2482
Switch{config-if)éno shutdown

Switchi{config-if)#
§LINE-5-CHRNGED: Interface Vlanl, changed state to up

SLINEFROCTO-S5-UPDOWN: Line protocol on Interface Vlanl, changed state to up
%IP-4-DUBADDR: Duplicate address 172.21.2.1 om Vlanl, sourced by 00DO.58C0.5701

Switch{config—if)fexit

Switch (config)gvlan 10

Switch{config—vlan) fname walnllO
Switchiconfig-vlan) gexit

Switch (config) $¢interface wvlan 10

Switch(config-if)g

SLINE-5-CHRNGED: Interface Vlanld, changed state to up

Switch({config-if)gip address 172.31.0.1 255.255_255.152
Switch{config-if)énc shutdown

Switchiconfig-if)fexic

Switchi{config) #vlan 20

Switch(config-vlan) fname wlan30
Switch{config-vlan) #exit

Switchiconfig) #interface wlan 30

Switch{config-if)§

%LINE-S-CHARNEED: Interface Vlan30, changed state to up

Switchiconfig-if)#ip address 172.31.0.65 255.255.255.152
Switch {config-if)#no shutdown

Copy Paste

llustracion 20 Configuracion basica de los Switches

Configuramos el servicio Syslog.

& CUNDINAMARCA — O

Physical Config CLI

I10S Command Line Interface

Routergconfig t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #logging on
Router(config)#logging host 172.31.2.25
Router(config) #logging userinfo ?
<cr>
Router (config) #logging userinfo
Router (config)$login on-success log
Router(config) #login on-£failure log
Router (config)gservice timestamps log datetime msec
Router (config) gntp server 172.31.2.25
Router (config) #ntp update-calendar
Router (config) #§do wri
Building configuration...
[CK]
Router(config) gend
Routerg
*mar. 01, 03:55:14.5555: *mar. 01, 03:55:14.5555: %SYS-5-CONFIG I: Configured from
console by console
*mar. 01, 04:25:58.2525: SLINEPROTC-S-UPDOWN: Line protocol on Interface
Seriald/0/0, changed state to down
*mar. 01, 04:25:58.2525: SLINEPROTO-S5-UPDOWN: Line protocol on Interface
Seriald/0/0, changed state to up
Routers
Routers
Routerg
Routerg
Routerg
Routezﬂ

Copy Paste

llustracion 21 servicio Syslog.



& TUNJA - m]

Physical Config CLI

10S Command Line Interface

User Access Verification
Password:

TUNJA>enable
Password:
Password:
TUNJAgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA (config) $logging on
TUNJA (config) $logging host 172.31.2.25
TUNJA (config) $logging userinfo ?
<cr>
TUNJA (config) #¢logging userinfo
TUNJA (config) #¢login on-success log
TUNJA (config) #login on-failure log
TUNJR (config) $§service timestamps log datetime msec
TUNJA (config) #éntp server 172.31.2.25
TUNJA (config) ¢ntp update-calendar
TUNJA (config) §do wri
Building configuration...
[CK]
TUNJA (config) g¢end
TUNJAS
*mar. 01, 04:29:07.2929: *mar. 01, 04:29:07.2929: $SYS-5-CONFIG_I: Configured from
console by console
*mar. 01, 04:29:07.2929: *mar. 01, 04:29:07.2929: $SYS-€-LOGGINGHOST_ STARTSTOP:
Logging to host 172.31.2.25 port 514 started - CLI iniciated v

Copy Paste

& BUCARAMANGA - m]

Physical Config CLI

10S Command Line Interface

User Access Verification
Password:

Router>enable
Password:
Routergconfig ¢t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #logging on
Router (config)#logging host 172.31.2.25
Router (config) $logging userinfo ?
<cr>
Router(config) $logging userinfo
Router(config) $login on-success log
Router (config) #login on-failure log
Router (config) $service timestamps log datetime msec
Router (config) $ntp server 172.31.2.25
Router (config) ¢ntp update-calendar
Router (config) #do wri
Building configuration...
[OK]
Router (config) $end
Routerg
‘mar. 01, 04:32:24.3232: *mar. 01, 04:32:24.3232: %SYS-5-CONFIG_I: Configured from
console by conscle
‘mar. Ol, 04:32:24.3232: *mar. 01, 04:32:24.3232: %5YS-€-LOGGINGHOST_STARTSTOP:
Logging to host 172.31.2.25 port 514 started - CLI initiated

| copy || Paste

llustracion 22 servicio Syslog.



Autenticacién local con AAA.

& CUNDINAMARCA - O X

Physical Config CLI

10S Command Line Interface

CUNDINAMARCA {config) aaa new-model ~

CUNDINAMARCE (config) #aaa authentication login REMOTO group radius local enable

CUNDINAMARCA (config) $radius-server se

% Invalid input detected at '~' marker.

CUNDINAMARCA (config) ¢radius-server host 172.31.2.25

CUNDINAMARCE (config) #radius-server host 172.31.2.25 key 12345€78

CUNDINAMARCA (config) #line vty 0 15

CUNDINARMARCA (config-line) #transport inpt ssh

% Invalid input detected at '~' marker.

CUNDINAMARCA (config-line) #transport input ssh

CUNDINRMARCA (config-line) #login authentication

% Incomplete command.

CUNDINAMARCE (config-line) #login authentication REMOTO

CUNDINAMARCA (config-line) 2EXIT

CUNDINAMARCHE (config) g¢do wri

Building configuration...

[OK]

CUNDINAMARCA (config) $user

% Incomplete command.

CUNDINRMARCA (config) fusername CUNDINAMARCA secret class

CUNDINAMARCA (config) gusername CUNDINAMARCAL secret class

CUNDINAMARCA (config) #do wri

Building configuration...

[OK]

CUNDINAMARCA (config) § v

Copy Paste

& TunA — O x

Physical Config CLI

10S Command Line Interface

The name for the keys will be: TU'NJA.clase.o:q A
Choose the size of the key modulus in the range of 3€0 to 2048 for your

General Purpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[0K]
TUNJA (config) #aaa new-model
*mar. 1 5:39:19.87%: &SSH-5-ENABLED: SS5H 2 has been enabled
TUNJA (config) #aaa authentication login REMOTO group radius local enable
TUNJA (config) #radius-server host 172.31.2.25 key l2345€78
TUNJA (config) #transport input ssh
% Invalid input detected at '~' marker.
TUNJA (config)#line vty 0 15
TUNJA (config=-line) #transport input ssh
TUNJA (config-line) #login authentication REMOTO
TUNJA (config-line) gexit
TUNJA (config) #do wri
Building configuration...
[CK]
TUNJA (config) ¢
TUNJA (config) #username TUNJA secret class
TUNJA (config) #username TUNJAZ secret class
TUNJA (config) #do wri
Building configuration...
[CK]
TUNJA (config) 8] hd

Copy | Paste

llustracion 23 Autenticacion local con AAA.



& BUCARAMANGA — O

Physical Caonfig CLI

I1I0S Command Line Interface

Houter{coniig)#ip domaln name clase.org

Router (config) #ip ssh wersion 2

Please create BSA keys (of at least 768 bits size) to enable 55H w2.

Router {config) #hostname BUCARAMANGR

BUCRRRMANGCE (config) #crypto key generate rsa

The name for the keys will be: BUCRRRAMRNGL clase.org

Choose the size of the key modulus in the range of 3€0 to 2048 for your
General Purpose Eeys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [512]: 1024
% Fenerating 1024 bit RS2 keys, keys will ke non-exportable. .. [QE]

BUCARAMBNGAE (config) #aaa new-model

*mar. 1 5:45:48_485: &SSH-S5-ENABLED: SSH 2 has been enabled
BUCRRAMRNGE (config)faaa authentication login REMOTO group radius local enable
BUCRRAMANGE (config) #radius-server host 172.31.2.25 key 12345678
BUCRRAMRNGE (config)#line vty 0 15

BUCARAMRNGE (config-line) #transport input ssh

BUCRRAMRNGE (config-line)#login authentication REMOTO
BUCRRAMANGE (config-line) fexit

BUCARAMANGAE (config) §do wri

Building configuration...

[CK]

BUCRRRMANGE (config) fusername BUCARRMENER secret class
BUCRARRMANGE (config) fusername BUCARRMANER] secret class
BUCZRAMANGE (config) §#do wri

Building configuration...

[CK]

BUCRRAMRNGE (config) §

Copy Pasts

llustracion 24 Autenticacion local con AAA.

Vemos el servidor como queda la configuracion de AAA

& WEB INTERNO — [} X
Physical Config Services Desktop Custom Interface
SERVICES
AAA
HTTP
BHE Service ® on O off Radius Port
DHCPv6
TETP Network Configuration
SYSLOG
AR Secret :] ServerType |Radius v
NTP Client Name Client IP Server Type Ke:
EMAIL 2 e
1 TUNJA 172.31.2.37 Radius 12345678
FTP
2 CUNDINAMAR... 172.31.29 Radius 12345678 Save
3 BUCARAMANGA 172.31.2.34 Radius 12345678 Beove
User Setup
Username Password
Add
1 CUNDINAMARCA class
2 CUNDINAMARCA1 class Save
3 TUNJA class R

llustracion 25 configuracion de AAA



Configuramos el servicio TFTP.

# TFIP - O X
Physical Config Services Desktop Custom Interface
| SERVICES
St TFTP
HTTP
L 2 Service ® on O off
‘ DHCPV6
L TFTP File A
‘ DNS )
- = asa842-ks.bin
SYSLOG > _ s
: AAA c1841-advipservicesk8-mz.124-15.T1.bin
[ _NTP c1841-ipbase-mz.123-14.T7.bin
L EMAIL c1841-ipbasekd-mz.124-12.bin
GIE €2600-advipservicesk9-mz.124-15.T1.bin
€2600-i-mz.122-28.bin
€2600-ipbasek9-mz.124-8.bin
€2800nm-advipserviceskd-mz.124-15.T1.bin
c2800nm-advipserviceskd-mz.151-4.M4.bin
€2800nm-ipbase-mz.123-14.77.bin
c2800nm-ipbasekd-mz.124-8.bin
€2950-i6q412-mz.121-22.EA4.bin
€2950-i6q4l2-mz.121-22.EA8.bin
€2960-lanbase-mz.122-25.FX.bin
€2960-lanbase-mz.122-25.SEE1.bin v
|Remove File|
llustracion 26 servicio TFTP
Configuramos el DHCP.
& TUNJA O >
Physical Config CLI
I0S Command Line Interface
User Access Verification
Password:
TUNJA>
*mar. 01, 00:53:54.5353: SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user:
[Source: 0.0.0.0] [localport: 0] at 00:53:54 UIC lun. mar. 1 1593
enable
Password:
TUNJAS
*mar. 01, 00:53:56.5353: SYS-S5-PRIV_AUTH PASS: Privilege level set to 15 by
unknown
config t
Enter configuration commands, one per line. End with CNTIL/Z.
TUNJA(config) #ip dhcp pool TUNJA
TUNJA (dhcp-config) $énetwork 172.31.0.0 255.255.224.0
TUNJA (dhcp-config) §default-router 172.31.2.37
TUNJA (dhcp-config) #dns-sexver 8.8.8.8
TUNJA (dhcp-config) exit
TUNJA (config) §do wr
Building configuration...
[CK]
TUNJA (config) 8
quy Pasfe

llustracion 27 Configuramos el DHCP



Configuramos los NAT estatico y de sobrecarga.

& TUNJA - O

Physical Config CLI

I10S Command Line Interface

[TONUES
*mar. 01, 01:10:40.1010: SEC_LOGIN-S-LOGIN_SUCCESS: Login Success [user: ]
[Source: 0.0.0.0] [localport: 0] at 01:10:40 UTC lun. mar. 1 1993

TUNJA>enable
Password:
TUNJAE
*mar. 01, 01:10:43.1010: SYS-S5-PRIV_AUTH PASS: Privilege level set to 15 by
unknown
config t
Enter configuration commands, one per line. End with CNTL/Z.
TUNJA(config) #ip nat?
nat
TUNJA(config) #ip nat inside ?
source Source address translation
TUNJR(config) #ip nat inside source static
% Incomplete command.
TUNJR (config) #ip nat inside source static?
static
TUNJR(config) #ip nat inside source static 172.31.0.1292
A.B.C.D
TUNJA (config) #ip nat inside source static 172.31.0.129 172.31.0.193
TUNJR(config) #ip nat inside source static 172.31.0.12% 208.17.220.1
TUNJA(config) #interface g0/1
TUNJA(config-if) #ip nat outside
TUNJR (config-if) #interface gl/0
TUNJR(config-if) #ip nat outside
TUNJA(config-if)#interface gl/1
TUNJR(config-if) §ip nat inside
TUNJA (config-if) g

Copy Pas
llustracion 28 NAT estatico y de sobrecarga
= LUNDINAMARLA & u A
Physical Config CLI
I0S Command Line Interface
)
User Access Verification
Password:
CUNDINAMARCA:>
*mar. 01, 01:41:17.4141: SEC_LOGIN-S5-LOGIN_SUCCESS: Login Success [user: ]
[Source: 0.0.0.0] [localport: 0] at 01:41:17 UTC lun. mar. 1 1993
CUNDINAMARCA>enable
Password:
CUNDINAMARCARS
*mar. 01, 01:41:23.4141: SYS-5-PRIV_AUTH_PASS: Privilege level set to 15 by
unknown
CUNDINAMARCRgconfig t
Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCRA (config) $access-1list 102 permit ip 10.1.1.0 0.0.0.255 172.31.1.0
0.0.255
CUNDINAMARCE (config) #access-1list 102 deny ip any any
CUNDINAMARCA (config) 4] >
Copy Paste

llustracién 29 Accesos de listas



= LUNUINAMARLA - ] A

Physical Config CLI

10S Command Line Interface

User Rccess Verification
Password:

CUNDINAMERCR>
*mar. 0L, ©01:41:17.4141: SEC LOGIN-5-LOGIN_ SUCCESS: Login Success [user: ]
[Source: 0.0.0.0] [localport: O] at 01:41:17 UIC lun. mar. 1 1353

CUNDINAMRLACR=enable

Password:

CUNDINRMARCRE

‘mar. 0L, 01:41:23.4141: S5Y5-5-PRIV_AUTH PZ5S: Privilege level set to 15 by
unknown

CUNDINRMRRCREconfig ©

Enter configuration commands, one per line. End with CHNIL/Z.
CUNDINRMRRCH (confiqg) faccess-1ist 102 permit ip 10.1.1.0 0.0.0_255 172.31.1.0
0.0.0.2585

CUNDINRMRRCR (config) faccess-list 102 deny ip any any

CUNDINEMARCE (config) g v

Copy Paste

llustracion 30 Accesos de listas

Enrutamiento OSPF con autenticacion en cada router.

= TUNJA e U

Physical Config CLI

I10S Command Line Interface

User Rccess Verification
Password:

TUNJA>

*mar. 01, 02:02:37.022: SEC_LOGIN-S-LOGIN_SUCCESS: Login Success [user: ] [Souzce:
0.0.0.0] [localport: 0] at 02:02:37 UIC lun. mar. 1 1953

enabl

Password:

TUNJRE

*mar. 01, 02:02:41.022: SYS-5-PRIV_AUTH PASS: Privilege level set to 15 by unknown
config t

Enter configuration commands, one per line. End with CNTL/Z.

TUNJR (config) §router ospf 10

TUNJA(config-router) g
*mar. 01, 02:03:03.033: eload or use "clear ip ospf process" command, £for this to
take effect

TUNJA (config-router) gnetwork 172.31.2.34 0.0.0.0 area 0

TUNJA (config-router) §network 172.31.2.1 0.0.0.0 area 0

TUNJR (config-router) gnetwork 172.31.0.0 0.0.0.0 area 0

TUNJA (config-router) gend

TUNJAE

*mar. 01, 02:09:29.099: *mar. 01, 02:09:29.099: %SYS-S-CONFIG I: Configured from
console by con5014

Copy Paste

llustraciéon 31 Enrutamiento OSPF
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& BUCARAMANGA - O X

Physical Config CLI

10S Command Line Interface

A
User Access Verification
Password:
BUCARAMANGA>
‘mar. 01, 02:18:37.1818: SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: ]
[Source: 0.0.0.0] [localport: 0] at 02:18:37 UTC lun. mar. 1 1993
BUCARAMANGA>enable
Password:
BUCARAMANGAZ
‘mar. 01, 02:18:41.1818: SYS-5-PRIV_AUTH PASS: Privilege level set to 15 by
unknown
config t
Enter configuration commands, one per line. End with CNTL/Z.
BUCARAMANGA (config) §router ospf 10
BUCARAMANGA (config-router) $router-id 1.1.1.1
BUCARAMANGA (config-router) #network 172.31.0.1 0.0.0.0 area 1
BUCARAMANGA (config-router) gnetwork 172.31.0.€5 0.0.0.0 area 1
BUCARAMANGA (config-router) g¢network 172.31.2.1 0.0.0.0 area 0
BUCARAMANGA (config-router) $
*mar. 01, 02:19:3€.1919: 02:19:3€: $O0SPF-€-AREACHG: 172.31.2.1/0 changed from area
1l to area 0
BUCARAMANGA (config-router) gend
BUCARAMANGAZ
‘mar. 01, 02:19:4€.1919: *mar. 01, 02:19:4€.1919: %SYS-5-CONFIG_I: Configured from
console by consolel N
Copy | Paste
Physical Config CLI
I10S Command Line Interface
~
User Access Verification
Password:
CUNDINAMARCA>
*mar. 01, 02:20:25.2020: SEC_LOGIN-5-LOGIN_SUCCESS: Login Success [user: ]
[Source: 0.0.0.0] [localport: 0] at 02:20:25 UTC lun. mar. 1 1993
enable
Password:
CUNDINAMARCAZ
*mar. 01, 02:20:25.2020: SYS-5-PRIV_AUTH_PASS: Privilege level set to 15 by
unknown
config t
Enter configuration commands, one per line. End with CNTL/Z.
CUNDINAMARCA (config) #¢router ospf 10
CUNDINAMARCA (config-router) §router-id 3.3.3.3
CUNDINAMARCA (config-router) $network 172.31.1.€5 0.0.0.0 area 2
CUNDINAMARCA (config-router) $¢network 172.31.1.1 0.0.0.0 area 2
CUNDINAMARCA (config-router) $network 172.31.2.25 0.0.0.0 area 2
CUNDINAMARCA (config-router) g¢network 172.31.2.5 0.0.0.0 area 0
CUNDINAMARCA (config-router) fend
CUNDINAMARCAZ
*mar. 01, 02:22:09.2222: *mar. 01, 02:22:05.2222: %SYS-5-CONFIG_I: Configured from
console by consolel v

_Copy || Paste |
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Conclusiones

Con esta practica final colocamos a prueba nuestros conocimientos adquiridos
durante todo el semestre, donde mediante los dos escenarios propuestos se
procedi6 a configurar su topologia fisica, cumpliendo con direccionamiento
adecuado que satisficiera las especificaciones de la problemética planteada. Todo
lo anterior utilizando el software de simulacion Packet Tracer, para el modelamiento

y la conectividad LAN, comprobados con los comandos ping y tracer.
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