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Resumen

En el siguiente trabajo se describen todas las actividades desarrolladas para la realizacion
de escenarios, con la respectiva configuracion de cada uno de los dispositivos y la
topologia de red planteada en la prueba de habilidades, por dltimo, se verificaran los
escenarios con la simulacion en el (software packet tracer) que generan veracidad en el

trabajo.

Abstract

In the following work all the activities developed for the realization of scenarios are
described, with the respective configuration of each of the devices and the network
topology raised in the skills test, finally the scenarios will be verified with the simulation
in the (Packet tracer software) that generate veracity at work.



Introduccion

En el presente trabajo, se abarcan diferentes tematicas y conocimientos presentados en el
proceso de aprendizaje durante el desarrollo del Diplomado de Profundizacion,
implementando distintos escenarios donde se realizan configuraciones de dispositivos de
red y los distintos programas para su conectividad, con lo aprendido en cada una de las
practicas ejecutadas en Packet Tracer y los diferente mecanismo que esta lleva para la
configuracion de una red en su parte estructura e identificAndolas con sus nombres y su
IP.

También se implementaran actividades, herramientas y protocolos para llevar a cabo una
topologia de la red y sus requerimientos para el proceso.



<\

Objetivos Generales

Realizar soluciones a los escenarios planteados desarrollados mostrando las capacidades
de configurar y disefiar redes, con los conocimientos y los procesos adquiridos en la guia.

Objetivos Especificos

Aplicar los conocimientos adquiridos en todo el proceso de aprendizaje.

Abarcar mas en la aplicacion y el funcionamiento de los protocolos de enrutamiento.
Verificar cada uno de lospasos realizados, con el fin de observar el correcto
funcionamiento del trabajo elaborado.

Aplicar la forma para (subnetear) y dividir las IP a utilizar



Desarrollo Escenario 1

Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnostico y dejar los equipos listos para su configuracion (asignar
nombres de equipos, asignar claves de seguridad, etc).

ASIGNACION DE NOMBRES DE EQUIPOS

CALLI:
Router (config) # hostname CALI
BOGOTA:
Router (config) # hostname BOGOTA
MEDELLIN:
Router (config) # hostname MEDELLIN
SW1:
Switch (config) # hostname SW1
SW2:
Switch (config) # hostname SW2
SW3
Switch (config) # hostname SW3
WS1:
L — O ¥

Phyzical Config Desktop Programming Attributes
|

GLOBAL LS
; Global Setti

Zettings o ek
Algorithrn Settings

INTERFALCE Display Mame W1

L e L L oo . - —

Servidor:
¥ Servidor — O >

Physical Canfig Services Desktop Programimning Aftributes
|

GLOBAL S
. Global Settings

Sethings .
algorithrn Settings

INTERFACE Display Mame | Servidar

L L




PC-A:
L

Phy=ical Zonfig Desktop Programming Attribnstes
|

GLOBAL

: Global Settings
Sethings d

algorithrn Settings

INTERFACE Display Mame |PC-&

PC-B:
¥ pcop

Physical Config Desktop Programming Aftributes
|

GLOBAL
Settings

Global Settings

Algorithm Settings

INTERFACE Dizplay Mame |PC-B

PC-2:

¥ pca

Pheysical Canfig Deskiop Programming Attributes
|

GLOBAL

; Global zettings
Settings 4

Algorithm Settings

INTERFALCE Display Matne (PC2

PC-3:
¥ pca

Phrysical Canfig Desktop Programming Attributes
|

GLOBAL

; Global Settings
Settings g

Algorithm Settings

INTERFALCE Dizplay Mame |PC3




v Realizar la conexién fisica de los equipos con base en la topologia de red

¥ Cisco Packet Tracer - X
Fie Edt Optons View Tools Extensions Help
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B Automatially Choose Comnectin Type




v’ Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

1: Asignacion de direcciones IP:

a. Se debe dividir (subnetear) la red creando una segmentacion en ocho partes, para
permitir crecimiento futuro de la red corporativa.

b. Asignar una direccion IP a la red.

CALI:
Router enable Router # conf t
CALI (config) # inteface g0/0

CALI (config-if) # ip address 192.168.1.65 255.255.255.224 CALI (config-if) # no
shutdown

BOGOTA:
Router enable Router # conf t
BOGOTA (config) # inteface g0/0



BOGOTA (config-if) # ip address 192.168.1.1 255.255.255.224 BOGOTA (config-if) #

no shutdown

MEDELLIN:
Router enable Router # conf t

MEDELLIN (config) # inteface g0/0

MEDELLIN (config-if) # ip address 192.168.1.33 255.255.255.224 MEDELLIN (config-

if) # no shutdown

2: Configuracion Bésica.

a. Completar la siguiente tabla con la configuracion béasica de los routers, teniendo en cuenta

las subredes disefiadas.

Nombre de Host

Direccion de Ipen
interfaz Serial 0/0
Direccién de Ipen
interfaz

Serial 0/1

Direccién de Ip en interfaz
FA

0/0

Protocolo de enrutamiento
Sistema Auténomo
Afirmaciones de red

R1
MEDEL
LIN
192.168.1
.99

192.168.1
.33

Eigrp
200

192.168.1
.0

R2
BOGOTA

192.168.1.9
8

192.168.1.1
30

192.168.1.1
Eigrp

200
192.168.1.0

R3
CALI

192.168.1.1
31

192.168.1.6
5

Eigrp
200
192.168.1.0



b. Después de cargada la configuracion en los dispositivos, verificar la tabla de enrutamiento
en cada uno de los routers para comprobar las redes y sus rutas.

¥ BOGOTA, — O et

Phy=ical Config LI Attributes
—

I2Z Command Line Interface

TE-C-LCUORFIC_I: Configurced Irom concole By consolo

~
EBOGOTAS
BOGOTAfsh ip ro
Codes: L — local, © — conmnected, & — stacic, B — RIP, M — mokile, E — EGP
I - EIGRP, EX - EIGRP external, O — OSPF, ITA - O0OSPF inter area
N1 - O2PF N22& external type 1, NZ — O0ZPF N224 external type 2
El - 0O2PF external type 1, EZ - 0O2PF external type Z, E — EGP
i - IS-IS, L1 - IS—IS lewel-1, LZ — IS-IS lewel-2, ia — IS—IS inter area
+* — candidace defaulc, U - per-user stacic rouce, o — ODER
P - pericdic dowmnloaded static route
Cateway of last resort is not set
192.168_1.0/24 is wariably subnetted, 2 subnets, Z masks
[= 122.165.1.0/27 is directly connected, GigabicEthernetc0/0
L 122.165.1.1/32 is directly connected, GigabicEthernetc0/0
pel 132 1s8.1. 32727 [30,217241€] wia 132 162.1.33, 01:20:30, Serialds3s0
o 192.1628.1.64/27 [90/2172416] wia 192.168.1.1F1, 01l:20:30, Serial0 371
[ 192_168.1.96/27 i=s directly commected, Serial0s s3I 0
L 122.165.1.28/32 is directly comnected, Serialds3s 0
[= 122.165.1.128/27 is direcrcly connected, Seriall0s/3/51
L 132.155.1.130/32 is directly comnmected, Serial0s /351
BOGOTASH n
Ctrl+FE to exit CLI focus Copy Paste
[ Tow

MEDELLIN iconfig-ifif#do =h ip ro
Codes: L - local, C - commected, & - static, B - BIP, M - mobile, E - EGP
I - EIGEP, EX - EIGRP external, 0 - OBPF, IL — OBPF inter area
M1l - OZPF NSSA external type 1, NEI - O5SPF NESAL externzsl type 2
E1l - O5PF external type 1, EZf - O5PF external type 2, E - EGP
i - IZ-I&, L1 - IZ-I% level-l, LZ - I&-I% level-Z, ia - IZ-If inter area
* — pandidate default, U - per-user static route, o - ODE
P - periodic downloaded static route

Gateway of last resort is not =et

132 168.1.0/E84 is wariably subnetted, 7 subnets, E masks

1922 168, 1. 0/27 [90/21724168] wvia 19Z.168.1.58, 00:27:44, Serialof3 0o
122 168.1_ 22727 iz directly comnected, GFigabitEthernst0/0
192.168.1.23/32 15 directly connected, GigabitEthernet0q 0

1
1
1392 1e2. 1. 64 /27 [A0f2e2d44le] wia 182 1c28.1.92, 00:Z7:-42, Beriall/2/0
132 168.1_96/27 is directly comnected, Seriall0s3s 0
122_1658.1_93/32 is directly connected, 3eriall/s37 0
19Z2_1658.1_1z8,/27 [90/2681856] wia 192.168.1.98, 00:Z7:44, Serizalo/3/0

o e B T w A e e )

MEDELLIN (config-i£)§|




CALI{config-if) #do sh ip ro
Codes: L - local, © - connected, % - static, B - RIFP, M - mobile, B - EGP
I - EIGRF, EX - EIGRP external, 0 - O5PF, Ii - 0O2PF inter area
N1 - 0OSPF NE28A external type 1, N2 - 05PF NESSLA external type £
El - 0O3PF external type 1, EE - 05PF external type £, E - EGP
i - I&-I&%, L1 - I&®-I% lewvel-1, LZ - TIZ-TI8 lewel-Z, ia - IZS-I% inter area
* - candidate default, T - per-user static route, o - ODER
P - periodic dowmloaded static route

Gateway of last resort is not set

1922.168.1.0/E4 is wariabhly subnetted, 7 subnets, I masks
13E.168. 1. 0727 [20/217E2416] wia 192_168.1.130, 00:£8:13, Serialds3s0

13,168 1. 3z/27 [2072684416] wia 192 168.1.130, 00:z8:13, Serialisas0
192 168 1. 64727 is directly connected, GigabitEthernet0/0
192 168 1. 65/3E is directly connected, GigabitEthernet0/0

192 168.1. 128 7 is directly connected, Serial0y 3s0
192 168.1.131/3E is directly connected, Serial0S3s0

| o L B e o T

1
1
1
19z 168 1. 96/ 27 [20/2681856] wia 19E.162.1.130, 00:28:13, Seriall/S3/70
1
1

CALT {config-if) ]

c. Verificar el balanceo de carga que presentan los routers.

192 168.1.0/E4 is wariabhly subnetted, 7 subnets, I masks

D == 13Z7.162.1.0/27 [90/2172416] wia 19Z.16%2.1.958, 01:46:34, Serial0/s3/0
C 192 168.1.32/E7 is directly connected, GigabitEthernet0/0

L 192 168.1.33/3E is directly connected, GigabitEthernet0/0

o = 197 168.1.64/27 [90/Z684416] wia 12E.1e8.1.98, 01:46:34, Serial0/ 370
C 192 168.1.96/E7 is directly connected, SerialldS3s0

L 132.168.1.99,/3F is directly conhnected, Beriallys3/70

D == 132 168.1.1Z8/27 [90/Z681856] wia 19Z.168.1.98, 01:46:34, Serialds3s0

d. Realizar un diagndstico de vecinos usando el comando cdp.

MEDELLIN:
MEDELLIN# show cdp neighbors
Capahility Codes: B - Router, T - Trans Bridge, B - Source Boute Bridge
% - Switch, H - Host, I - IGMP, r - ERepeater, P - Phone

Device ID Lacal Intrfce Holdtme Capability Platform Port ID
51 Gig 0/0 141 b= Z3a0 Fa= 0/1
EBOGOTA Ser 05350 143 2} Cz200 Ser 05350
MEDELLIN

BOGOTA:

BOGOTAf=sh cdp neighhors
Capability Codes: B - Router, T - Trans Bridge, B - Source Boute Bridge
% - Bwitch, H - Host, I - IGMP, r - ERepeater, P - Phone

Levice ID Local Intrfce Holdtme Capability Platform Port ID
2wz Gig 00 1z3 5 Z2s0 Fas 051
CALI Ser 07371 13E R CE200 Ser 05350
MEDELLIN Ser 05370 1lz4 R CE200 Ser 05350

BOGOTA#




CALLI:
CALTI#=h cdp neighhors
Capability Codes: B - Router, T - Trans Bridge, B - Source Route Eridge
% - Bwitch, H - Host, I - IGHMP, r - Bepeater, P - Phone

Lewvice ID Local Intrfce Holdtne Capahility Plat form Port ID
EW3 Gig 0/0 163 s 2380 Fas 0/1
BOGOTA Ser 05370 176 E CE200 Ser 05371
CALT#

e. Realizar una prueba de conectividad en cada tramo de la ruta usando Ping.

-

iSsRd0rLddrTQQAOEEFE ?
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Tl H s med mO
A Logica s nE MOOOM"

Physical ~ Config  Deski Programming  Aftributes

[Command Prompt

Minimum = 2lms, Maximum = 44ms,

O v
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Fire  LastStatus Source Destination Type Color Time(sec) Periodic Num E¢

) [scenaro v/

P | New Delete
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‘Toggle PDU List Window
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d New Delete

To Pl t U
| Automatically Choose Connection Type | e Sehf s Wnaow
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Fire Last Statuz Source Destination Type Calor Time(sec) Periodic Mum Ediit Delete
o Successful Servicdar PC-2 1P . 0.000 ] 1] (edit)
o Successful Servidar PC2 1P 0.000 ] 1 (edit)
o Successful WS Servidar 1P 0.000 ] 2 (edit)
o Successful PC-2 Servidar 1P 0.000 ] 3 (edit)
o Successful PC2 Servidar 1P 0.000 ] 4 (edit)

3: Configuracién de Enrutamiento.

a  Asignar el protocolo de enrutamiento EIGRP a los routers considerando el
direccionamiento disefiado.

BOGOTA:
BOGOTA (config)# router eigrp 200 BOGOTA (config-router)#no auto-summary
BOGOTA (config-router)# network 192.168.1.0



BOGOTA {config-if) #00 sh ip ro
Codes: L - local, T - connected, & - static, B - RIP, M - mobile, B - EGF
I - EIGRP, EX - EIGRP external, 0O - O05PF, I&L - O2PF inter area
N1 - 0%PF N5534 external type 1, ME - O05PF N35L external type 2
El - 03%PF external type 1, EZ - O5PF external type Z, E - EGP
i - I®-I&, L1 - IZ-I& lewel-l, LEZ - IZ-IZ lewvel-Z, ia - IS-I& inter
aresa
- candidate default, U - per-user static route, o - ODER
- periodic dovmloaded static route

Gateway of last resort is not set

132 168.1.0/E4 is wariably subnetted, 8 subnets, £ masks

C 192 162 1. 027 is directly connected, GigabitEthernet0,s0

L 19Z_ 1658.1.1732 is directly connected, GigabitEthernet0,s0

Ir 19z 168.1.3z/727 [20/2172416] wia 192.1658.1.9%, 00:49:3%, Seriallsas
I 192,168, 1. 64527 [20/2172416] wia 122 1681131, 00:439:38,
Seriall/s3/s1

C 19Z_ 168 1.96/27 is directly connected, Serial0s3r0

L 12E_ 162.1.98/32 is directly comnected, Serialfs2f 0

C 192 168.1.128/27 is directly connected, Serialds 371

L 192 _168.1.130,/32 is directly connected, S5erialldf 371

BOGOTA(config-if)§

CALL:
CALI (config)# router eigrp 200
CALI (config-router)#no auto-summary CALI (config-router)# network 192.168.1.32

B ocal —

Physical Config L Attributes
I

105 Command Line Interface

CELT (CORTI1g-LOULEr | fho aubo- SUmmary

CALT {config-router)fexit

CALI (config)f

CALT {conficg)f

CALT {configl$do sh ip ro

Codes: L - local, C - connected, % - static, B - BIP, M - mcbile, E - ECGP
I - EIGREP, EX - EIGREP externsal, 0 - OSPF, TA - OS5PF inter ares
N1 - 03PF MS8A external type 1, NE - 0SPF N33A external type £
El - O0ZPF external type 1, EX - 02PF external type Z, E - EGP
i - IS-I%, L1 - I5-I5 lewel-1, LZ - IS-TI5 level-Z, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - O0DR
P - pericdic dovmloaded static route

Gateway of last resort is not set

192.168.1.0/24 is wariably subnetted, 7 subnets, £ masks
19216810727 [90/2172416] wia 132_168.1.130, 00:37:47, Serialdys3/s0

]

o 19Z.168. 1. 2E/27 [90/2684416] wvia 192.168.1.120, 00:37:47, Beriall/3/0
C 19E.168.1.64/E7 is directly connected, GigabitEthernst0/0

L 19Z2_168_.1_65/3Z2 iz directly connected, GigabitEthernet0/0

o 192 168_1.96/27 [90/2681856] wvia 192.168.1.130, 00:37:47, Serial0/3/0
C 19E.168. 1. 12827 is directly comnected, Seriall/3s0

L 192.168.1.131/32 i=s directly comnected, Seriall/3/0

CALI (config)#




MEDELLIN:
MEDELLIN (config)# router eigrp 200 MEDELLIN (config-router)#no auto-summary
MEDELLIN (config-router)# network 192.168.1.64

¥ MEDELLIM —

Physical Config CLI Aftributes
|

0% Comimand Line Interface

HEDELLINVCconTtigy#Finterrace LigabltThthernetU/, U

MEDELLIN (config-if)#

MEDELLIN (config-ifi#

HEDELLIN (config-ifi#

MEDELLIN(config-if)#do sh ip ro

Codes: L - local, C - connected, % - static, B - RIP, M - mobile, BE - BGP
Ir - EIGRPF, EX - EIGRF external, 0 - O5PF, IA - 0O32PF inter area
N1 - 0%PF M35A external type 1, NZ - O05PF NESA external type £
El - O03PF external type 1, EZ - 0O2PF external type 2, E - EGP
i - I&-I%, L1 - IS-I& lewel-1, LEZ - IS-I8 lewel-Z2, ia - IS-I5 inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic dowvmloaded static route

Gateway of last resort is not set

123E.168.1.0/24 is wariably subnetted, 7 subnets, Z mashks

Ir 13E.168.1.0/27 [20/2172416] wia 19E_168.1.98, 00:38:EE, Serialds3/ 0

C 192 168 1.32/27 i=s directly connected, GigabitEthernetO/0

L 19E.168.1.233/3F i=s directly connected, GigabhitEthernet0/s0

I 13E_163.1. 64727 [20/E684416] wia 192_.168.1.28, 00:3E8:E1, Serialos3s0
C 192 168196 27 i=s directly connected, Serialls3/0

L 19F.168.1.99/3F i=s directly connected, Serialds3s0

I 19E_168.1_ 128727 [90/E681856] wia 19._168.1.98, 00:38:2Z, Serial0/3/s0

MEDELLIN{config-if) g

b.  Verificar si existe vecindad con los routers configurados con EIGRP.

MEDELLIN:

MEDELLINE
MEDELLINfzsho ip eigr nei
IP-EIGRP neighhaors for process zZ0OO

H Address Interface Hold Tptime SRTT RTO u} Seq
[sec) (ms} Cnt Hum
u} 122.168.1_38 Bel0 350 11 oo:-43:E55 40 looao 0 5
MEDELLINg|
CALLI:

CALT {config)#do sh ip eigrp nei
IP-EIGEP neighhors for process 200

H Address Interface Hold Uptime SRTT BETO u] Seq
[sec) (ms ) Crnt  MNum
o 192 168.1.130 Zeds2/0 11 o0:45: 25 40 laoo 0 &

CALT {config) #




BOGOTA:

BOGOTA(config-if) #do sh ip eig nei
IP-EIGRP neighbors for process EO0O0
H Address Interface Hold Tptime
[sac)
11
14

SRTT
(ms)
40
40

RTO Beq
Crnt  Mum
u] 7

u] 7

12z2.1e8.1.232
12F2.168.1.131

00:44:- 57
00:44:EE

1000
1000

Sels3/50
Sels/3 1

BOGOTA (config-if)#

BOGOTA:
BOGOTA(config—if)#do sh ip e=eigrp top
IP-EIGRP Topology Table for AS ZOOID(19Z_1&5_.1.130)

Code=: P

r

_ u R_

Passive, A - Actiwe,
Beply status

T - TUpdate, Ouery, Beply,

P 13z 1e8.1. 0727, 1 successors, FD i=s E1zZ0
wia Comnected, GigabitEthernet0,0

P

P

13z _ 1e2 1. 32,527,

wia 13Z2_168.

122 165 1.64/27,

1

1

SuCCcessSars,
1.53
SUCCEesSsSars,

(Z17Z4l6/E1Z00,

FIr i=z Z17Z41e
Serialos3s0
FIr i= 2172416

P 192

P 122

CALLI:

LlEB. 1. 96457,

Jlaes 1.1=28/527,

wia 13Z.16%8.
1
wia Connected,

1.1
s1c

wia Connected,

BOGOTA{config-if)#

1l successors,

31 (217241651207,
cessors, FD i=s 216
Serialns3 0
FLr i= Z1
Seriald 3 1

CALI (config) #do sh ip eigrp top
IP-EIGEP Topology Table for A% ZO00/ID(19Z2_168.1.1321)

Codes=s:

P
r

Passiwve,
Beply status

A - Actiwve,

U - Update, Q

122 1es.1.0/27,

1l successors,

FDr i= Z1724le

Seriallds3/1
225

62556

- Ouery, B -

Reply,

wia 19Z.168_.1.13Z0

(Z217E241le/81z0),

Zerialns3s 0

19Z. FIr i=s Ecgd4dle

168.1.32/27,

wia 122.1658.1.1320

192 168 . 1_64r27,

1l successors,

1l successors,

(Ze844le/217241e) ,

FDr i= E1Z0

wia Comnected, GigabitEthernet0,/0
FD i= EZ&21856

192 . 168 1. 96727,

1l successors,

wia 13Z2.165.1.130

(2681856 /2163856)

Serialdys3/0

Serialds3s0

P

1922 1623 1. 128727,

wia Connected,

CALT (confic) §

1l successors,

FIr i= E1&98E&

Serialls3s0



MEDELLIN:

MEDELLIN#=h ip eigr topoloogy
IP-EIGRP Topology Table for A5 Z00/ID(19Z_1658.1.93)

Codes: P - Passive, A - Actiwe, U - Update, 0 - Ouery, B - Reply,
r - Beply status

P 19z.1623.1.0727, 1 successors, FD is 2172416

wia 19E.168.1.98 (E17z2416/51E0), Beriallys2/0
P 192.1628_1_3z7E7, 1 successors, FDr i=s E1Z0

wia Connected, GigabitEthernet070
P 192,163 1. 647E7, 1 successors, FD is E6844le

wia 19E.168.1.98 (E6B4416/217E416), Seriall/ 370
P 192.1628_1_3c7E7, 1 successors, FDD is Z169256

wia Connected, Seriald/3s0
P 19z.163_1.1z28/27, 1 successors, FD is Z68l85&

wia 19F.168.1.98 (E&Bl8E&/E169856), Seriall/3/70
MEDELLIN|

c.  Realizar la comprobacion de las tablas de enrutamiento en cada uno de los routers
para verificar cada una de las rutas establecidas.

BOGOTA:

BOGOTA (config-if) #D0 sh ip ro
Codes: L - local, T - comnected, & - static, B - BRIP, M - mokile, B - EGP
I - EIGRF, EX - EIGRP external, 0 - O03PF, I& - O5PF inter area
N1l - O0BPF NES2A external type 1, NE - O0BPF NE2A external type I
El - 0OSPF external type 1, EZ - 05PF external type 2, E - EGP
i - I&-I®, L1 - IS-IS8 lewel-1, LE - IS-IS8 lewel-Z, ia - IS-I5 inter
area
* — candidate default, U - per-uaser static route, o - ODER
P - periodic dowmmloaded static route

Gateway of last resort is not set

1932.168.1. 0784 is wariably subnetcted, & subnets, Z masks

C 122 168 1. 0/27 i=s directly comnected, GigabitEthernet0/0

L 192 168.1.1/3232 i=s directly comnected, GigabitEthernest0/0

L 122,168, 1_32/27 [2072172416] wia 192 168,199, 00:49:39, Seriallsas
L 192 168, 1. 64727 [20/2172416] wia 122.168.1.131, 00:43:38,
Serialds3sl

C 122 1628. 1. 9627 is directly comnnected, Seriall0/3,/0

L 122 168.1.98/3F is directly conmnnected, Seriall/3,/0

C 122 168.1.128/27 is directly conhected, Seriald/3r71

L 122 168.1.130,/32 is directly connected, Serialld /371

BOGOTA (config-if) §




MEDELLIN:
¥ MEDELLIM

Phyysical Config CLI Attributes
|

105 Command Line Interface

-HEUELLLN(contlg]#lntertace =1 gabiCEChernetd U

MEDELLIN (config-if)#

MEDELLIN {config-if)#

MEDELLIN (config-ifi#

MEDELLIN{config-if) #do sh ip ro

Codes: L - lacal, C - comhected, % - static, B - RIP, M - mobile, E - EGP
Ir — EIGRP, EX - EIGRP external, 0 - O05PF, IA - 05PF inter area
N1 - 0O8PF MN28AL external type 1, MZ - O5PF MEEL external type E
El - 0OSPF external type 1, EZ - 0OSPF external type Z, E - EGP

* — candidate defanlt, U - per-user static route, o - ODE
P - periodic dovmloaded static route

Gateway of last resort is not set

192 168.1.0/E4 is wariably subnetted, 7 subnets, £ masks
192 _168_1.0727 [90/E2172416] wia 192_168_.1.98, 00:38:EFZ, Serial0s3s0
192,168 1. 32727 is directly comnected, GigabitEthernet0,/0
192,168, 1.33/3E is directly comnected, GigabitEthernet0/0
132 168 1.64/727 [20/2684416] wia 192 168.1.98, 00:38:21, Seriallrs3/50
192 168 1. 92627 is directly comnected, Beriallf3/0
122 168.1.99/3E is directly comnected, Serialls 370

P o2leod

MEDELLIN (config-if)§|

i - I&-I=5, L1 - I®-IS% lewel-1l, LZ - IZ-I5 lewel-Z, ia - IZ-I% inter area

192,168 1. 128727 [I0/2681856] wia 192.168.1.98, 00:38:2Z, Serialls3s 0

CALI:

B ocapl

Physical Config L Attributes
I

125 Command Line Interface

CELT (CORT1g-LOULEer | Jho aubo- STmmary

CALT (config-router)fexit

CALI (config)f

CALT {conficg)f

CALT (configi$do sh ip ro

Codes: L - local, C - connected, 2 - static, B - BIP, M - wobile, B - EGP
I - EIGEP, EX - EIGREP external, 0 - OSPF, TA - 0O5PF inter area
N1 - 03PF MESER external type 1, NZ - 05PF N334 external type Z
El - O0ZPF external type 1, EZ - ODEPF external type E, E - EGP
i - IS-I5, L1 - IS-IS% lewel-1, LZ - IS-I5 lewel-Z, ia - IS-IS5 inter area
* - pandidate default, U - per-user static route, o - O0DR
P - periodic dovmnloaded static route

Gateway of last resort is not set

192.168.1.0/24 is wariably subnetted, 7 subnets, £ masks

] 122 168_1.0/27 [90/2172416] wia 19Z_165.1.130, 00:37:47, Seriald/3/0
o 12E.1628. 1. 2E/27 [90/2684416] wia 192Z.168.1.120, 00:37:47, Berialls/2s0
C 19E.168.1.64/E27 is directly comnnected, GigabitEthernet0/0

L 12Z2_168.1.65/3Z iz directly connected, GigabitEthernet0/s0

o 192_168_1.96/27 [90/2681856] wia 19Z.168.1.130, 00:37:47, BSerial0y/3s0
C 19E.168.1.128/27 is directly comnected, Seriall/3s0

L 122.168.1.131/32 i=s directly comnected, Seriald/3s0

CAaLI{config)#




d Realizar un diagndstico para comprobar que cada uno de los puntos de la red se
puedan ver y tengan conectividad entre si. Realizar esta prueba desde un host de la red LAN
del router CALLI, primero a la red de MEDELLIN y luego al servidor.

Fire Last Status Source Destination Type Calor Timelzec)
[+ Successiul PC-A Servidar IChP . 0.000
[+ Successul PC2 Servidar P . 0.000
- Successtul P-4 PC2 IChP 0.000

PING AL HOST DE MEDELLIN:
¥ po

Phy=ical Canfig Desktop Programimning Attributes
|

Cotmmand Prommpt

= of

Pinging 1%z.168

Periodic Mum Edlit Delete
M ] (et
] 1 [edit)
] 2 [edit)
— O >

(100% laoss)

-



PING AL SERVIDOR:
¥ pcs

Physical Canfig Desktop Programming Attributes
I

with

ply

1] n:-plgr

Appr
Minimum

MEDELLIN (config) # cdp run MEDELLIN (config) # do sh cdp nel

EERdOriaeasiy aaaoE B5E

B/ megdom
¥ MEDELLIN - [m] X
o =

Physical  Config Attributes

105 Command Line Interface

TS I-0727 [SU72I723IE] vis I52-Ie8-1-5%, UUTU5T07, P

ECEYELEYE

N (config-router) fexit
LLIN(config) $edp run —
LLIN{config) ¢do sh cdp nei l
bility Codes: R - Router, T - Trans Bridge, B - Source Route ;
ge

S - Switch, H - Host, I - IGMP, r - Repeater, P -

ce ID  Local Intrfce Holdtme  Capability Platform  Port

oe0-24

/ swi 156 2 c2s00 Sex | g

= il

r cig 0/0 128 s 2560 Fas =

7 it cond PCPT

s MEDELLIN (contig) ¢ 7 =
eCc8

Ciri+F6 to ext CLI focus Copy Paste

O wp

A AEEEH s\

Automatically Choose Connection Type




BOGOTA (config) # cdp?

g 9
< ; - = =
EENR0LAh 3¢y QQA0E B5E P
TQ@El f/med B
® caul - a X
A Logical (Gl L woon(__)( YC (1823
Physical Config _CLI Aftrbutes A~
—_—
10S Command Line Inerface
~
ei
ected at '"~' rker.
CALI$sh cdp nei
_— Capability Codes: R - Router, T - Trans Bridge, B - Source Route —
PCPT Bridge PC-PT
PCA S - Switch, H - Host, I - IGHD, r - Repeater, P - pC2
= Phone
Device ID Local Intrfce Holdtme Capability Platform Port
024 | 1p
SW1 - eocora Ser 0/3/0 154 R c2500 Sex
0/3/1
SW3 Gig 0/0 14¢ s 23960 Fas é
=, 071 PCPT
PCPT caLty v PC3
P8
CirksF6 to ext CLI focus Copy Paste
O e v
< >
AN . &
Time: 20:22:44 D Realtime [{@@ETH 1=
({o}) 0 ]

dImFme s/ 2535
foeee == 1|

PAR::

<
< >

Automatically Choose Connection Type

4: Configuracion de las listas de Control de Acceso.

En este momento cualquier usuario de la red tiene acceso a todos sus dispositivos y
estaciones de trabajo. El jefe de redes le solicita implementar seguridad en la red. Para esta
labor se decide configurar listas de control de acceso (ACL) a los routers.

Las condiciones para crear las ACL son las siguientes:

Cada router debe estar habilitado para establecer conexiones Telnet con los demas routers
y tener acceso a cualquier dispositivo en la red.

TELNET MEDELLIN >BOGOTA:

MEDELLIN#telnet 132
MEDELLIN#telnet 12Z.1lc2.1.33
Trying 13zZ_1s2_1_.32 _ . _Open

T==ry Access Werification

Pas=sword:
EOGOTA=




TELNET BOGOTA > MEDELLIN:

EOZOTLAfr=elrn=t 139=_1l&s=_1_ 335
Trsrdrnig 132 _1s=2_1_33 | _ _dpen
TU=s=r bLcces=s Werificatiorn

Password:
MELELLIIN=|

TELNET BOGOTA > CALL:

EOOTAft- ==t 12=_1&e=_ 1 - 1=F1
Trsdzrxag 12=Z_1&=_. 1. 1321 - - 0O
Ty bAcce=s== Werdi ficasitsdor

Pas=rtroxrd:
CAT T

PING ENTRE ROUTERS:

PDU List Yyincdow

Fire Last Status Source Destination Type Color Timelsec) Periodic Mum Eciit Delete
[+ Successful MECELLIMN BOGOTA ICHAP 0.000 M 1] (i)
@ Successful BOGOTA CaLl IChAP . 0.000 M 1 (edit)
[+ Successful MECELLIM caLl IChP 0.000 M 2 (it

a  El equipo WS1y el servidor se encuentran en la subred de administracion. Solo el
servidor de la subred de administracion debe tener acceso a cualquier otro dispositivo en
cualquier parte de la red.
Fire Last Status Source Destingtion Type Color Time(sec)  Periodic Mum
e Successiul sy | Servidor IChP . 0.000 [l u]

b.  Las estaciones de trabajo en las LAN de MEDELLIN y CALI no deben tener acceso
a ningan dispositivo fuera de su subred, excepto para interconectar con el servidor.

PDU Lizt Wincdow
Fire Last Status Source Destination Type Color Time(sec) Periodic Mum Edlit Delete
=3 Successful PC-& MEDELLIM IChP 0.000 M 1} (ecdit)
> Failed PC-A PC2 IChF . 0.000 M 1 [ecit]
o Successful PC-A Servidor ICMWP 0.000 M 2 (ecdit]
3 Successful PC2 CALl IChiP . 0.000 M 3 (edit)
@ Failed PC2 PoC-A, IChP . 0.000 M 4 [edit]
< Successful PC2 Servidor ICMWP 0.000 M 5 (ecdit)




5: Comprobacion de la red instalada.

Se debe probar que la configuracion de las listas de acceso fue exitosa.

W Cisco Packet Tracer - C:\Users\diego\ Documents\full_basic jorge_1_backup_acl medium.pkt - X
Fie Edt Options View Tools Extensions Help
iER%0rheadrt RQAQADE BB ?

JQ@Xl f/me¢d M

Server-PT
Servidor

= v

nn T

< >
PDU List Window 8x
Fire. Last Status Source Destination Type Color Time(sec)  Periodic Num Edit Delete

o Successful Servidor ) cwe I 0.000 N 0 (edt) (delete)

o Successful PC-A Servidor IcHP . 0.000 N 1 (edit) (delete)

o Successful Pe2 Servidor cwe 0.000 N 2 (edt) (delete)

) Successful Servidor PC3 IcHp . 0.000 N 3 (edit) (delete)

o Successful cALl PCA cw 0.000 N 7 (edt) (delete)

o Successful MEDELLIN PC2 [ | 0.000 N 5 (edt) (delete)

BHEHHEH

4321 (1941 (2901 | 2011 | B1910X BIHGW | 629

2ol o

i P

==

> [ wew | peee |

< >
B19HG-4G-0X [Toggle PDU List Window

1841
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b. Comprobar y Completar la siguiente tabla de condiciones de prueba para
confirmar el 6ptimo funcionamiento de la red e.

RESULTA
DO

exitoso
exitoso
exitoso
exitoso

Fallido

exitoso

exitoso

fallido
fallido

fallido

fallido

exitoso

exitoso

exitoso

exitoso

exitoso

exitoso



LISTAS DE ACCESO:

MELELLIN$#=sh ip access-lists
Extended IP access list ONLY_SERVER
10 perwmit ip any host 12z 168.1.3
Standard IP access list ALLOW LAW
10 permit 192_1&683.1.3EFZ 0.0.0.321
Extended IP access list CALI TO MEDELLIN
10 permit ip host 1%2_168.1.131 19z2.1653.1.3z2 0.0.0.31
Z0 permit ip any any
Standard IP access list NOT_26
10 deny 19z.168.1.%¢ 0.0.0.31
Z0 permit any

MEDELLIMN#

EOGOTAffsh ip access-lists
Extended IP access list ALLOW SELRVER
10 permit ip host 132 168.1.3 any (17 matchies))
20 permit icmp host 12Z_.16%.1.1 host 122.1623.1.Z
30 permit jcmp 1592_165.1.0 0.0.0.31 1%2_168.1.0 0.0.0_31
Extended IP access list NO_MEDELLIN
10 deny icwmp 13Z_168_.1.3F 0.0.0_.31 host 192 168.1.98
20 perwmit ip any any
Extended IP access list NOT_TO _CALI
10 deny ip 19Z2.168.1.32 0.0.0.31 19Z.168.1.12z%8 0.0.0.31
20 permit ip any any
Extended IP access list CALI TO _MEDELLIN
10 permit ip host 192 168.1.131 12Z2.168.1_.3Z 0.0.0_.31 {10
matchies))
20 permit ip any any (994 matchies))

BOGOTAH
CALTfsh ip access-lists
Extended IP access list TELMET-MEDELLIMN
10 permit tep host 192.168.1.93 eq telnet host 192.168.1.131 eqg
telnet
Z0 permit ip any any
Extended IP access list NO_MEDELLIN
10 deny icmp 19Z.168_1.32 0.0.0.31 159E.168.1.64 0.0_0.31 {10
matchies))
20 permit ip any any (1009 matchies))

CALI§




Desarrollo Escenario 2

¥ Cisco Packet Tracer - C:\Users\diego\Documents\scenario2_jorge_practice_skills_with ospf auth_safe backup - copia2.pkt
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Los siguientes son los requerimientos necesarios:

Todos los routers deberan tener los siguientes:

Configuracion basica.

Hostname: Router(config)# hostname {NOMBRE_ROUTER}

Contrasefia Exec: Router(config)# enable secret unad2019

Encriptacion De Contrasefias: Router(config)# service password-encryption
Contraseiia Consola:

Router(config)# line console 0 Router(config-line)# password unad2019 Router(config-
line)# login

Contrasefa Linea Vty:

Router(config)# line vty 0 15 Router(config-line)# password unad2019 Router(config-
line)# login

Autenticacion local con AAA. Router(config)# aaa new-model
Router(config)# aaa authentication login console local

Router(config)# aaa authentication login default enable Router(config)# aaa
authentication login vty local



Cifrado de contrasefias.

Encriptacion De Contrasefas: Router(config)# service password-encryption Un
maximo de internos para acceder al router.

Router(config)# aaa local authentication attempts max-fail 5 Router(config)# aaa
authentication login default method

Maéximo tiempo de acceso al detectar ataques. Router(config-line)# exec-timeout 5 10
Establezca un servidor TFTP y almacene todos los archivos necesarios de los routers.

¥ TFTP_SERVER — O *
Physical Config Services Desktop Programming Attributes
|
SERYICES TFTR
HTTF
DHCP Service ® on ) oft
DHCPvaG
TFTF File: "
NS BUCARAMANGA-confy
siElin asaG42-ka kin
A0
asa923-k3 hin
NTF _ _ _
EMALL 1841 -advipservicesk3-mz.124-15.T1 hin
FTP 1841 -ipbaze-mz.123-14.T7 kin
10T 1841 -iphazek9-mz.124-12 hin

VMM Managernent
Radius EAP

c1900-universalk9-mz SPA 1 55-3 M4a hin
c2800-gdvipservicesk3-mz.124-15.T1 hin
C2600-i-mz.122-25 hin
C2600-iphasek9-mz.124-5 hin
c2800nm-advipserviceskS-mz.124-15.T1 hin
c2800nm-advipzervicesk9-mz . 151-4 M4 hin

W

Remove File




2. El DHCP debera proporcionar solo direcciones a los hosts de Bucaramangay
Cundinamarca.

ip dhwep excluded-addres=s 17231 _0.0
ip AdAlicep excluuaded-—-addres=s 17221 _0. 565
ip dlhwcep excluaded—addres=s 172 _=F1 .1 65
ip dlhicp excluaaded—addre=s=s 172_=21 .1 2
ip dlhwocp excluaded—addres=s 172_21 .20 25
1

ip dhwvcop pool EUCAPRPATIATIGL] O

network 17E_31_0.0 Z5&5_=z55_=z55_13=
de fanalt—rowvcer 172 =21 _0_ 1

ip dhwcop pool BEUCAPRATTIARIGL =0

network 17E_2l_0_.&ed4 ZEE_=ZEE_=ZE5EE_13=Z
AdAe fanltc—roater 172 ZF1._0.865
ip dhwcop pool CUOMDIMNAMAPRPCLZO

networlk 17E_21_.1_.&4 ZELE_=ZEE5E_zZL5EE_ 132
AdAe fannltc—ronter 1721185
ip dbhwcp pool CTUONDIMNAMARCASO

networlk 17E_21_.1.0 ZEE_ZELSE_ZEE5E_13E
Aefauult—rouvt=er 17=2_21_1_1
ip dhlhhwcp pool CUOMDIMNAMLAPRPCLSES

network 17E_31l._.=z.=Z4 =55 _=z55_=Zz55_ 4=
dAe fanalt—rowvtcaer 17221 2.5

B pc — O et
Physical Config Dezkiop Programming Attributes
— -
Interface FastEthernetO e
IP Canfiguration
(®) CHCP () Static
IP Address 17231 067
Subnet Mask 255255255192
Default Gateway 172,31 065
DMS Server 0.0.0.0
IPwE Configuration
) DHCR () Auto Config (@) Static
PV Address | | ] |
Link Local Address |FE8IZI::2IZI1 (COFFFE2Z1 ABC |
IPwE Gateweay | |
P DMS Server | |
802 1%
[] use 802 1% Security
W

[ Top



¥ pca

Physical Config Desktop Programming Attributes
@ DHCP O static
IP Address 172.31.1.67
Subnet Mask

Default Gateway
DNS Server

IPvE Configuration
(O DHCP

IPvE Address

Link Local Address
IPvE Gateway

IPvE DNS Server
B02.1X

[ use 802.1X Security

O Aute Config

@ Static

| FES0::20A:F3FF:FE32:4581

Authentication MD5
Username
Password
[ Top
B Tura O ¢
Physical Config CLI Attributes
—
105 Command Line Interface
TUNJA (config) f#do sh ip dhc
TUNIA {config) gexit
TUNJES
5S5YS—5-CONFIE I: Configured from conscle by conscle
TUNJEEsh ip dhcp
TUNJAREsh ip dhcp 7
binding DHCP address bindings
conflict DHCP address conflicts
pool DHCP pools information
relay Miscellaneous DHCP relay information
TUNJARfsh ip dhcp bindi
TUNJAREsh ip dhcp binding
IP address Client—ID/S Lease expiration Type
Hardware address
172.31.0.3 O001 . C71B._C357 -
Automatic
172.31.0.€7 O001 .CS22 _1R&C -
Butomatic
172.31.1.€7 O0DA.F332.45981 -
Automatic
172.31.1.3 0040 _0BED.32&D -
Automatic
TUNIRE]
Ctri+F& to exit CLI focus Copy Paste

[ Top




3. El web server debera tener NAT estatico y el resto de los equipos de la topologia
emplearan NAT de sobrecarga (PAT).

1
ip nat inside source list CUNDINAMAPCAL interface Serialdys3/0 owerload
ip nat inside source static 17Z.31.2.27 17E_.31.zZ.3%

ip classless

ip route O.0.0.0 O0.0.0.0 Serialis3/s0
|

e WEB-INTERMO — O *
Plrysical Config Services Desktop Programming Attributes
|
]
P Configuration
IP Configuration
() DHCP ®) Static
P Address 17231227 |
Subinet Mask |255.255 255 245 |
Default Gateway (17231225 |
DNS Server |0.0.0.0 |
IPwE Configuration
() DHCP () Auto Config (@) Static
IPVE Address | | 1] |
Link Local Address |FE8EI::2III1 {B3FF.FEDS: 6370 |
IPvE Gatewsay | |
IPvE DNS Server | |
802K
[ Use 8021% Security
ALthentication hDS y

[ ] Top
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deny icmp 172.31.1.0 0.0.0.€3 172.31.0.152 0.0.0.€3

line con 0
'
line aux 0
'

line vty 0 4
login

CUNDINAMARCA#sh ip nat trans
Pro Inside global Inside local
global

172.31.2.38

Outside local

172.31.2.27

CUNDINRMARCAS

Outside

Internet

Ctri+F8 to exit CLI focus

S

S& S\

Automaticaly Choose Connection Type

| tew | Dok |

[Toggle PoU List Window

Fre LastStatus Source Destinaon Type Color Tme(sec) Periodic Num E

iSER%0rad®

@¢%Q@an

auth_safe backup

E=sE

Soa@t H/med M

4\ Logical l

Physnca\?\x .y

2901
BUCARAMANGA

PC-PT

PC-PT
PCO

PCPT
pet Serve

TFTP_SE

AL

¥ BUCARAMANGA

Physical  Config _CL Afrbutes

10S Command Line nterface

1951 bytes copied in 0.049 secs (40632 bytes/sec)
BU (GA$sh ip nav tra

BUCARAMANGA#sh ip nat translations
BUCARAMANGA#sh ip nat

% Incomplete command.
BUCARAMANGA#sh ip nat ?
tatisti Translati
translations Translation entries
BUCARAMANGA#sh ip nat st

BUCARAMANGA#sh ip nat statistics

Total translations: 0 (0 static, 0 dynamic, 0 extended)
Outside Interfaces: Serial0/3/0

Inside igabi
GigabitZthernet0/0.30

Hits: 1 Misses: 227

Expired translations: 1

Dynamic mappings:

BUCARAMANGA#sh ip nat translations
Pro Inside global  Inside local
global

icmp 172.31.2.33:3
172.31.2.34:3

BUCARAMANGAS|

catisti

0.1,

Outside local

172.31.0.67:3 172.31.2.34:3

Internet

Outside

Ctri+F6 to exit CLI focus
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4. El enrutamiento debera tener autenticacion

router ospf 10
log—adjacency—-changes
arde=s=G-guchentication

network 172.31.1.0 0.0_0.&3 area 0O
network 17Z2.31.1.64 0. 0.0_.&832 area 0O
network 172_.31.Z.82 0.0.0_.7 area 0O
network 17z.31.Z.24 0.0.0_.7 area 0
network 172.31.Z.36 0.0.0_.3 area 0

1
inter face Berialls3s0
ip address 172.31.Z.38 E£5E5_ELE._ZEE_EZEE

ip ospi authenticatl ol il 2245 ED0ALE
ip nat outside

Documer
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Pysical  Confg CLl  Aftrbutes A

Rl )( )

10S Command Line Interface
TUNJA#SH ip ospf 2 "

<1-€8535> Brocess ID number o

border-routers Border and Boundary Router Informasion e
BUCARAMANGA database Database summary et

interface Interface information

neighbor Neighbor list

virtual-links
x>

TUNJA$SH ip ospf da

TUNJA$SH ip ospf database

Virtual link information

=
PCPT OSPF Router with ID (209.17.220.1) (Process ID 10)
PC2
Router Link States (Area 0)
Link ID ADV Router Age Seqt Checksum Link
E;Tl P ) 881 0x80000017 0x0007dd 8
P00 PCPT 893 0280000007 0x002420 1
et Servel 542 0%8000000a 0x0034b0 €
TFTP_SE s42 0280000009 02005537 §
Net Link States (Area 0)
Link ID 2DV Router Age Seqt Checksun
209.17.220.3  209.17.220.3 396 0280000002 0x0021be
TUNIAS v

Owp

Ctrl+F8 to exit CLI focus.

Copy Paste
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nysical  Config  CLI  Aftributes
=

10S Command Line Interface

|
interface Vianl *%

no ip address
shutdown
!

Internet

router ospf 10
1og-adjacency-changes

area 0 authentication

network 172.3.2.8 0.0.0.7 area 0

network 172.31.0.128 0.0.0.63 area 0

network 172.31.0.192 0.0.0.7 area 0

network 172.31.2.32 0.0.0.3 area 0

network 172.31.2.36 0.0.0.3 area 0

network 209.17.220.0 0.0.0.255 azea 0

|

ip nat inside source list TUNJA interface GigabitEthernet0/0 overload
ip classless

|

ip flow-expors version 9

\

|
ip access-list standard TUNJA

permit 172.3.2.8 0.0.0.7

permit 172.31.0.128 0.0.0.€3 v

Ctrl+F6 to exit CLI focus

O

L0442 528 A4

Top

LastStatus  Source  Destination
@ Successful  PC1 TUNJA

Fire
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Time:014058( )
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¥ BUCARAMANGA

Physical

Config  CLI  Aftributes
—

10S Command Line Interface

Cirl+F8 to ext CLI focus

Owp

£ —

o

interface Serial0/3/1

interface Vlanl

zouter ospf 10
1og-adjacency-changes

ip nat inside source list BUCARAMANGA interface Serial(/3/0 overload

ip classless
L

>

ip ospf authentication-key 7 0822455D0ALE 7
ip nat outside
clock rate 2000000

Internet

no ip address
clock rate 2000000
shutdown

no ip address
shutdown

network 172.21.2.0 0.0.0.7 area 0

network 172.31.0.0 0.0.0.€3 area 0
network 172.31.0.€4 0.0.0.€3 area 0
network 172.31.2.32 0.0.0.3 area 0

--Hore-- Y

.

P Last Status  Source Destination

@ Successful  PC1

3580/

FL :

Automatically Choose Connection Type

‘Toggle POU List Window
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TUNJA NP.

0.000
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Listas de control de acceso:

Los hosts de VLAN 20 en Cundinamarca no acceden a internet, solo a la red interna de

Tunja.
e Successful P pc2 IZhP 0.000 il
e Successful Pic1 PC3 [ChAP . 0.000 i
Los hosts de VLAN 10 en Cundinamarca si acceden a internet y no a la red interna de
Tunja.
Fire  Last Status Souwrce  Destination Type  Color Timel(zec)  Periodic Mum
@ Successful PC4 Intermet IChP 0.000 ] n

Fire Last Statuz  Source Destination  Type  Color  Time(sec)  Periodic
') Failed P4 PC3 IChAF . 0.000 M

Los hosts de VLAN 30 en Tunja solo acceden a servidores web y ftp de internet.
I e "~ ANl

Fire Last Status Souwrce  Destination Type Color  Timelsec)  Periodic
o SuccessTul P YWEB_Y_FTP EXTERMC  ICMP . 0.000 i

Los hosts de VLAN 20 en Tunja solo acceden a la VLAN 20 de Cundinamarcay VLAN
10 de Bucaramanga.

Fire Last Statuz Source  Destination Type Color  Time(zec)  Periodic
'e] Successul P2 PCs IChAP . 0.000 il
Q Successful P2 P4 IChP . 0.000 il
Los hosts de VLAN 30 de Bucaramanga acceden a internet y a cualquier equipo de
VLAN 10.
s~ A ——
Fire  Last Status  Source  Destination Type Color  Time(zec)  Periodic
o Successiul Pic1 Irternet IChP 0.000 il
e Successful Pl PCO IChP . 0.000 il

Los hosts de VLAN 10 en Bucaramanga acceden a la red de Cundinamarca (VLAN 20) y
Tunja (VLAN 20), no internet.

Fire  Last Statuz  Source  Destination Type Color  Timelzec)  Periodic
e Successiul P PC3 [ZhP 0.000 i
@ Failed pcCao Internet IChP 0.000 M
Los hosts de una VLAN no pueden acceder a los de otra VLAN en una ciudad.
Fire  Last Status  Source Destination Type Color  Time(sec] Periodic
@ Faied PC4 PCS IChP . 0.000 i

Solo los hosts de las VLAN administrativas y de la VLAN de servidores tienen accedo a
los routers e internet.



BUCARAMANGA:

Standard IP access list BUCAPAMANGAE
10 permit 17Z.31.Z.0 0.0.0.7
Z0 permit 17E.31.0.0 0.0.0.83 (& matchies))
30 permit 17Z.31.0.64 0.0.0.&63 (& matchies))

TUNJA:
Standard IP access list TUNJA
10 perwmit 172.2_Z.8 0.0_.0_.7
Z0 permit 17Z_.31_0.128 0.0.0.63
30 permit 17Z_.321_0.192 0.0.0_.&3
CUNDINAMARCA:

Standard IP access list CUNDINAMARCA
10 permit 172.31.2.8 0.0.0.7
Z0 permit 172.31.1.64 0.0.0.&3
20 permit 172.31.1.0 0.0.0.&3
40 permit 172.31.E.24 0.0.0.7
Extended IFP access list ONLY_TUHNJA
10 permit ip any 17E.3.Z2.8 0.0.0.7
20 permit ip any 17E.21.0.128 0.0.0.63
30 permit ip any 17E.31.0.13%F 0.0.0.63
40 deny ip any any (50 matchies))
Extended IF access list NOT_TO_ TUNJA
10 deny icwp 172.31.1.0 0.0.0.&3 172.3.E.82 0.0.0.7
20 deny icwmp 172.31.1.0 0.0.0.63 172.31.0.1z8 0.0.0.63
30 deny icmp 172.31.1.0 0.0.0.63 172.31.0.1%z2 0.0.0.63

== e
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A

Physical  Config  CLI  Aftributes
—_—
10S Command Line Interface
&7
G 1A
CUNDINAMARCA#sh ip nat trans e T
201 Pro Inside global  Inside local Outside local Outside v
BUCARAMANGA
glong Internet
-- 172.31.2.38 172.31.2.27
CUNDINAMARCA$SH IP ACC
CUNDINAMARCA#GH IP ACCess-lists
g Standard IP access list CUNDINAMARCA
f, 10 permit 172.31.2.8 0.0.0.7
PCPT 20 permit 172.31.1.64 0.0.0.€3 (18 match(es))
PC2 30 permit 172.31.1.0 0.0.0.63 (1€ match(es))
40 permit 172.31.2.24 0.0.0.7
Extended IP access list ONLY_TUNJA
10 permit ip any 172.3.2.8 0.0.0.7
20 permit ip any 172.31.0.128 0.0.0.6€3 (5 match(es))
-EF/T‘ a==a 30 permit ip any 172.31.0.192 0.0.0.€3 (5 match(es))
) PC-PT 40 deny ip any any (11 match(es))
Pet Serve| [Extended IP access list NOT_TO_TUNJA
TFTP_SE 10 deny icmp 172.31.1.0 0.0.0.€3 172.3.2.8 0.0.0.7
20 deny icmp 172.31.1.0 0.0.0.63 172.31.0.128 0.0.0.63
30 deny icmp 172.31.1.0 0.0.0.€3 172.31.0.192 0.0.0.€3 (1
match(es))
CUNDINAMARCAE v
Ctrl+F6 to exit CLI focus Copy Paste
Ow v
< >
meotsts( 0 )() O Realtime @I
¢ c ~ 7 (7 > - o
3 D’ . ‘ 6 } 7 / A/ :;’ 5 ;@ 5 / / ) Fire LastStatus Source Destinaon Type Color Time(sec) Periodic Num E
! AT @sSuccessul  PCT TUWA WP 0o N0
e — 1 [ en [ oee
7 < >
‘Toggle PDU List Windoy
m Automatically Choose Connection Type koo Y

VLSM: utilizar la direccion 172.31.0.0 /18 para el direccionamiento.

Aspectos a tener en cuenta

Habilitar VLAN en cada switch y permitir su enrutamiento.

Enrutamiento OSPF con autenticacion en cada router.

Servicio DHCP en el router Tunja, mediante el helper address, para los routers
Bucaramanga y Cundinamarca.

Configuraciéon de NAT estatico y de sobrecarga.

Establecer una lista de control de acceso de acuerdo con los criterios sefialados.
Habilitar las opciones en puerto consola y terminal virtual



Conclusion

Se pudo comprender que la estructuracion de una red, ya sea su topologia implica una
serie de requerimiento abordados en la configuracion de cada dispositivo, lo cual hace que
la red en parte sea segura o no dependiendo al tipo de seguridad que se le aplique y que la
informacion que maneja cada servidor de dicha empresa esté protegida.

Teniendo en cuenta las exigencias planteadas en la guia, pudimos estructurar la
conceptualizacidn con los manejos de las diferentes herramientas que teniamos para
desarrollar cada proceso dependiendo el ejercicio.

En si este aprendizaje aplicado en estos dos escenarios, fueron fructifero para nuestro
desarrollo cognitivo, ya que pueden ser aplicada mas adelante en la vida profesional, ya
sea la linea que cada uno desea tomar en la parte laboral.
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