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1. GLOSARIO
Direccién anycast: Direccion del rango reservado para las direcciones unicast que
identifica multiples interfaces y es empleada para la entrega de uno a uno-entre-

varios.

Direccién anycast de router de subred: Direccion anycast que se asigna a las
interfaces de los routers.

Direccién de uso local: Direccion unicast IPv6 que no es alcanzable en la Internet
IPv4 o IPv6: Direcciones de uso local, de 32 y 128 bits respectivamente.

Direccion MAC: También se conoce como direccion fisica, direccion del hardware o
direccion del adaptador de red.

Direccion multicast: Es una direccion que identifica maltiples interfaces y que se
emplea en entregas de datos uno-a-muchos.

Direccion unicast: Direccion que identifica a una Unica interfaz y que permite
comunicaciones punto a punto a nivel de red.

DNS: (Domain Name System.) Servidor de nombre de dominio.

DHCP (Dynamic Host Configuration Protocol): Protocolo de configuracién dinamico,
gue distribuye direcciones IP y otros parametros de configuracion a los hosts.

ISP: Proveedor de servicios de Internet.

Maquina (host): Se refiere an dispositivo cliente que normalmente funje como origen
y destino del trafico de red.

Subred: Uno o mas enlaces que utilizan el mismo prefijo de red.



2. RESUMEN

El presente documento se compone de la aplicacion de los dos médulos: Network
Fundamentals (CCNAL R&S) y Routing and Switching Fundamentals (CCNA2 R&S)
del entorno educativo de Cisco, articulando diversas teméticas que permiten
solucionar problemas de un administrado de redes en cualquier entidad, donde se
aprenderan a crear una red de datos eficaz y escalable; asi como a configurar,
instalar, solucionar y supervisar problemas en los equipos pertenecientes a la
infraestructura de una red convergente.

Donde se compone de cuatro unidades. Asi:

e Unidad 1: Configuracibn de sistemas operativos de red, protocolos de
comunicacion, mecanismos de acceso al medio.

e Unidad 2: Asignacion de direcciones IP y subnetting.

e Unidad 3: Configuracion y soluciones soportadas en el uso de dispositivos de
conmutacion acorde con las topologias de red requeridas bajo el uso de
protocolos basados en STP y VLANS.

e Unidad 4: Enrutamiento estatico, enrutamiento dinamico, enrutamiento mediante
protocolos de estado enlace, listas de acceso, asignacion dinamica de
direcciones IP y traducciones de direcciones IP mediante NAT.

Con lo anterior se busca que los Profesionales profundicen en el campo de las
Redes y Telecomunicaciones, alcanzando la capacidad de responder a la demanda
creciente de personal especializado en el area de las Tecnologias de la Informacion.
Complementando mediante actividades practicas, con el uso de herramientas de
simulacién y laboratorios remotos, aplicando comandos reales en diferentes
dispositivos de red, mediante la interfaz de linea de comandos (CLI).

PALABRAS CLAVE:
Router, Switch, enrutamiento, seguridad y Direccionamiento.
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3. INTRODUCCION

En el presente documento, encontrara el desarrollo de actividades evaluativas del
Diplomado de Profundizacién CCNA, identificando competencias y habilidades
obtenidas durante el mismo. Poniendo a prueba los niveles de comprension y
solucién de problemas en casos reales, aplicando Networking.

En este sentido, se realizaran dos (2) escenarios, mediante los procesos de
documentacion de la solucién, correspondientes al registro de la configuracion de
cada uno de los dispositivos, detallando el paso a paso de cada una de las etapas
realizadas durante su progreso, asi mismo se realizara la verificacion de
conectividad, con el uso de comandos ping, show, traceroute, show ip route, entre
otros.
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4. PLANTEAMIENTO DEL PROBLEMA

Para esta actividad, se dispone de dos (2) escenarios propuestos, acompafiado de
los respectivos procesos de documentacion de la solucién, correspondientes al
registro de la configuracién de cada uno de los dispositivos, la descripcion detallada
del paso a paso de cada una de las etapas realizadas durante su desarrollo, el
registro de los procesos de verificacion de conectividad mediante el uso de
comandos ping, traceroute, show ip route, entre otros.

Teniendo en cuenta que la Prueba de habilidades est4 conformada por dos (2)

escenarios, el estudiante deberd realizar el proceso de configuracién de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.
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5. JUSTIFICACION

Con el desarrollo de los escenarios planteados, se busca que el estudiante utilice
herramientas de simulacion y laboratorios de acceso remoto con el fin de establecer
escenarios LAN y WAN que permitan realizar un andlisis sobre el comportamiento
de diversos protocolos y métricas de enrutamiento, evaluando el comportamiento
de enrutadores, mediante el uso de comandos de administracion de tablas de
enrutamiento, bajo el uso de protocolos de vector distancia y estado enlace.

Fomentando en el estudiante la capacidad de configurar y administrar dispositivos
de Networking orientados al disefio de redes escalables y de conmutacion, asi como
fortalecer los conocimientos necesarios para el disefio de redes mediante el uso del
modelo jerarquico de tres niveles, con el fin de optimizar el rendimiento de la red e
incorporar de manera adecuada el uso de tecnologias y protocolos de conmutacion
y enrutamiento.

Al final, obtendriamos un profesional adaptado y capacitado a cualquier situacion

problema en el mundo de las telecomunicaciones en redes de datos, fortaleciendo
sus competencias cognitivas para sobresalir en un mundo competitivo.
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2. OBJETIVOS

2.1 OBJETIVO GENERAL

Realizar la configuraciéon de los dos escenarios propuestos, aplicando los
conocimientos obtenidos durante el transcurso del diplomando de profundizacion en
cisco, detallando el paso a paso de cada uno de los comandos realizados para
cumplir los requerimientos planteados, asi mismo debe realizar las verificaciones de
conectividad para demostrar su correcto funcionamiento.

2.2 OBJETIVOS ESPECIFICOS

Realizar la descripcion de cada una de las etapas realizadas paso a paso, de
manera ordenada, registrando cada una de las estructuras de comandos requeridos
para su optimo desarrollo

Incluir en el informe, las evidencias fotograficas y descriptivas de conectividad y
optimo funcionamiento de las tareas de configuracion establecidas, acorde con el
escenario propuesto.

Demostrar el conocimiento aprendido durante el diplomado mediante la ejecucion

de los comandos necesarios para la implementacién correcta de los dos escenarios
propuestos.
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3 DESARROLLO DEL PROYECTO

ESCENARIO 1

Se debe configurar una red pequefa para que admita conectividad IPv4 e IPv6,
seguridad de switches, routing entre VLAN, el protocolo de routing dinamico RIPv2,
el protocolo de configuraciéon de hosts dinamicos (DHCP), la traduccién de
direcciones de red dinamicas y estaticas (NAT), listas de control de acceso (ACL)y
el protocolo de tiempo de red (NTP) servidor/cliente. Durante la evaluacion, probara
y registrara la red mediante los comandos comunes de CLI.

Topologia
Definiciones de VLAN
VLAN Direccién IPv4 Nombre
21 192.168.21.0/24 Contabilidad
23 192.168.23.0/24 Ingenieria
Internet 99  192.168.99.0/24 Administracion
209.165.200.238 ™
2001:DB8:ACAD:A::38 209.165.200.232/29
G0/0 2001:DB8:ACAD:A::/64
Servidor web
10.10.10.10/32
172.16.1.0/30 172.16.2.0/30
2001:DBB:ACAD: 1:/64 2001:DB8:ACAD: 2::/64
RIPv2

L04:192.168.4.0/24
L05:192.168.5.0/24
L06:192.168.6.0/24
Lo7:2001:DB8:ACAD:3::1/64

192.168.99.2 192.168.99.3

llustracion 1 - Topologia Red Escenario 1

Parte 1: Inicializar dispositivos

Paso 1: Inicializar y volver a cargar los routers y los switches

Elimine las configuraciones de inicio y vuelva a cargar los dispositivos.
Antes de continuar, solicite al instructor que verifique la inicializacion de los
dispositivos.
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Tabla 1 - Inicializar dispositivos

Tarea Comando de I0S
Eliminar el archivo startup-config de enable
todos los routers erase startup-config
Volver a cargar todos los routers reload
Eliminar el archivo startup-config de enable
todos los switches y eliminar la base de | erase startup-config
datos de VLAN anterior delete vlan.dat
Volver a cargar ambos switches reload
Verificar que la base de datos de VLAN | show flash
no esté en la memoria flash en ambos
switches

ROUTER:

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#erase start-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
R2#reload

System configuration has been modified. Save? [yes/no]:

% Please answer 'yes' or 'no’.

System configuration has been modified. Save? [yes/no]: yes
Building configuration...

[OK]

Proceed with reload? [confirm]

System Bootstrap
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SWITCH:

Switch>enable

Switch#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Switch#delete vlan.dat

Delete filename [vlan.dat]?

Delete flash:/vlan.dat? [confirm]

%Error deleting flash:/vlan.dat (No such file or directory)

Switch#reload

Proceed with reload? [confirm]

C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r) FX, RELEASE
SOFTWARE (fc4)

Switch>enable

Switch#show flash

Directory of flash:/

1 -rw- 4414921 <no date> c2960-lanbase-mz.122-25.FX.bin
64016384 bytes total (59601463 bytes free)

Parte 2: Configurar los parametros basicos de los dispositivos
Paso 1: Configurar la computadora de Internet

Las tareas de configuracion del servidor de Internet incluyen lo siguiente (para
obtener informacion de las direcciones IP, consulte la topologia):

Tabla 2 - Configurar la computadora de Internet

Elemento o tarea de configuracion | Especificacion
Direccion IPv4 209.165.200.238
Méscara de subred para IPv4 255.255.255.248
Gateway predeterminado 209.165.200.233
Direccion IPv6/subred 2001:db8:acad:a::38/64
Gateway predeterminado IPv6 2001:DB8:ACAD:2::1
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Nota: Quiza sea necesario deshabilitar el firewall de las computadoras para que los
pings se realicen correctamente en partes posteriores de esta practica de
laboratorio.

Paso 2: Configurar R1

Las tareas de configuracion para R1 incluyen las siguientes:
Tabla 3 - Configurar R1

Elemento 0 tarea de

configuracion Especificacién
Desactivar la busqueda DNS no ip domain-lookup
Nombre del router R1

Contrasefia de exec privilegiado

cifrada class

Contrasefia de acceso a la

consola cisco

Contrasefia de acceso Telnet cisco
Cifrar las contrasefas de texto
no cifrado service password-encryption

Mensaje MOTD Se prohibe el acceso no autorizado.
Establezca la descripcion: Conexion a R2
Direccion IPv4: 172.16.1.1/30

Interfaz SO/0/0 Direccion IPv6: 2001:DB8:ACAD:1::1/64
Establecer la frecuencia de reloj en 128000
Activar la interfaz: no shutdown

Ruta IPv4 predeterminada: ip route 0.0.0.0
Rutas predeterminadas 0.0.0.0 s0/0/0

Ruta IPv6 predeterminada: ::/0 s0/0/0

Nota: Todavia no configure GO/1.

Router>enable

Router #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config)#hostname R1

R1(config)#no ip domain-lookup

R1(config)#enable secret class

R1(config)#line console 0

18



R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#line vty 0 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner

R1(config)#banner motd

R1(config)#banner motd $Se prohibe el acceso no autorizado!$
R1(config)#interface s0/0/0

R1(config-if)#description Conexion a R2
R1(config-if)#ip address 172.16.1.1 255.255.255.252
R1(config-if)#ipv6 address 2001:db8:acad:1::1/64
R1(config-if)#clock rate 128000

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R1(config)#ipv6 route ::/0 sO/0/0

R1(config)#exit

R1#copy running-config

R1#

% Incomplete command.

R1#

R1#copy running-config st

R1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#

19



Paso 3: Configurar R2

La configuracién del R2 incluye las siguientes tareas:

Elemento 0 de

configuracion

tarea

Especificacién

Desactivar la busqueda DNS

no ip domain-lookup

Nombre del router

Hostaname R2

Contrasefia de exec privilegiado

cifrada class
Contrasefia de acceso a la consola | cisco
Contrasefia de acceso Telnet cisco

Cifrar las contrasenas de texto no
cifrado

Service password-encryption

Habilitar el servidor HTTP

Ip httt server

Mensaje MOTD

Se prohibe el acceso no autorizado.

Interfaz S0/0/0

Descripcion: Conexion a R1

Direccion 1Pv4:172.16.1.2/30

Direccion IPv6: 2001:db8:acad:1::2/64
Activar la interfaz; no shutdown: no
shutdown

Interfaz S0/0/1

Descripcidon: Conexiéon a R3

Direccion 1Pv4:172.16.2.2/30

Direccion IPv6: 2001:db8:acad:2::2/64
Establecer la frecuencia de reloj en
128000.

Activar la interfaz: no shutdown

Interfaz  GO/0

Internet)

(simulacion  de

Descripcién: Conexién a Servidor de
Internet

Direccion 1Pv4:209.165.200.233/29
Direccion IPv6: 2001:db8:acad:a::1/64

Activar la interfaz: no shutdown

Interfaz loopback O (servidor web
simulado)

Descripcién: Servidor WEB
Direccion IPv4: 10.10.10.10/32
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Ruta IPv4 predeterminada: ip route 0.0.0.0
Ruta predeterminada 0.0.0.0 GO/0
Ruta IPv6 predeterminada: ::/0 GO/O

Tabla 4 - Configurar R2

Router>enable
Router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#line vty 0 15
R2(config-line)#
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit
R2(config)#service password-encryption
R2(config)#ip http server

N

% Invalid input detected at '~ marker.

R2(config)#banner motd $Se prohibe al accceso no autorizado!$
R2(config)#interface s0/0/0

R2(config-if)#description Conexion a R1

R2(config-if)#ip address 172.16.1.2 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:acad:1::2/64
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up
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R2(config-if)#interface s0/0/1
R2(config-if)#description Conexion a R3
R2(config-if)#ip address 172.16.2.2 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:acad:2::2/64
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#interface g0/0

R2(config-if)#description Conexion a Servidor de Internet
R2(config-if)#ip address 209.165.200.233 255.255.255.248
R2(config-if)#ipv6 address 2001:db8:acad:a::1/64

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/0,
changed state to up

R2(config-if)#interface loopbackO

R2(config-if)#
%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

R2(config-if)#decription Servidor WEB

N

% Invalid input detected at '~ marker.

R2(config-if)#description Servidor WEB

R2(config-if)#ip address 10.10.10.10 255.255.255.255

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R2(config)#ipv6 route ::/0 g0/0
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R2(config)#exit
R2#
%SYS-5-CONFIG_I: Configured from console by console

R2#copy running-config start-config

N

% Invalid input detected at '~ marker.

R2#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R2#

Paso 4. Configurar R3
La configuracion del R3 incluye las siguientes tareas:

Elemento o) tarea de

configuracion Especificaciéon

Desactivar la busqueda DNS No ip domain-lookup
Nombre del router R3

Contrasefia de exec privilegiado

cifrada class

Contrasefia de acceso a la

consola cisco

Contrasefia de acceso Telnet cisco

Cifrar las contrasefias de texto no

cifrado Service password-encryption
Mensaje MOTD Se prohibe el acceso no autorizado.

Descripcidon: Conexién a R2

Direccion 1Pv4:172.16.2.1/30
Direccion IPv6: 2001:db8:acad:2::1/64
Activar la interfaz: no shutdown

Interfaz S0/0/1

Interfaz loopback 4 Direccion 1Pv4:172.168.4.1/24
Interfaz loopback 5 Direccion 1Pv4:172.168.5.1/24
Interfaz loopback 6 Direccion 1Pv4:172.168.6.1/24
Interfaz loopback 7 Direccion IPv6: 2001:db8:acad:3::1/64
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Ruta IPv4 predeterminada: ip route 0.0.0.0
Rutas predeterminadas 0.0.0.0 sO/0/1
Ruta IPv6 predeterminada: ::/0 s0/0/1

Tabla 5 - Configurar R3

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#line vty 0 15

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption

R3(config)#banner motd $Se prohibe el acceso no autorizado!$
R3(config)#interface s0/0/1

R3(config-if)#description Conexion a R2

R3(config-if)#ip address 172.16.2.1 255.255.255.252
R3(config-if)#ipv6 address 2001:db8:acad:2::1/64
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config-if)#interface loopback 4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0

R3(config-if)#interface loopback 5

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0

R3(config-if)#interface loopback 6

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0

R3(config-if)#interface loopback 7

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback7, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback7, changed state
to up

ipv6 address 2001:db8:acad:3::1/64

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#ipv6 route ::/0 sO/0/0

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#copy running-config startup-config
Destination filename [startup-config]?
Building configuration...

[OK]

R3#
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Paso 5: Configurar S1
La configuracion del S1 incluye las siguientes tareas:

Elemento o] tarea de

configuracion Especificacion

Desactivar la busqueda DNS No ip domain-lookup
Nombre del switch S1

Contrasefia de exec privilegiado

cifrada class

Contrasefia de acceso a la consola | cisco

Contrasefa de acceso Telnet cisco

Cifrar las contrasefias de texto no

cifrado Service password-encryption
Mensaje MOTD Se prohibe el acceso no autorizado.

Tabla 6 - Configurar S1

Switch>enable

Switch #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#no ip domain-lookup

Switch (config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0O

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#line vty 0 15

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd $Se prohibe el acceso no autorizado!$
S1(config)#end

S1#copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#
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Paso 6: Configurar el S3
La configuracion del S3 incluye las siguientes tareas:

Elemento o] tarea de

configuracion Especificacion

Desactivar la busqueda DNS No ip domain-lookup
Nombre del switch S3

Contrasefia de exec privilegiado

cifrada class

Contrasefia de acceso a la consola | cisco

Contrasefa de acceso Telnet cisco

Cifrar las contrasefas de texto no

cifrado Service password-encryption
Mensaje MOTD Se prohibe el acceso no autorizado.

Tabla 7 - Configurar el S3

Switch>enable

Switch #configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch (config)#no ip domain-lookup

Switch (config)#hostname S3

S3(config)#enable secret class

S3(config)#line console 0

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#line vty 0 15

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption
S3(config)#banner motd $Se prohibe el acceso no autorizado!$
S3(config)#end

S3#copy running-config startup-config

Destination filename [startup-config]?
%SYS-5-CONFIG_I: Configured from console by console
Building configuration...

[OK]

S3#

27



Paso 7: Verificar la conectividad de lared

Utilice el comando ping para probar la conectividad entre los dispositivos de red.
Utilice la siguiente tabla para verificar metddicamente la conectividad con cada
dispositivo de red. Tome medidas correctivas para establecer la conectividad si
alguna de las pruebas falla:

Desde | A Direccion IP Resultados de ping

R1 R2, S0/0/0 172.16.1.2 Success rate is 100 percent (5/5),
round-trip min/avg/max = 1/2/8 ms

R2 R3, S0/0/1 172.16.2.1 Success rate is 100 percent (5/5),
round-trip min/avg/max = 1/3/12
ms

PC de | Gateway 209.165.200.233 | Ping statistics for

Internet | predeterminado 209.165.200.233:

Packets: Sent =4, Received =4,
Lost = 0 (0% loss),
Approximate round trip times in
milli-seconds:

Minimum = O0ms, Maximum =
1ms, Average = Oms

Tabla 8 - Verificar la conectividad de la red

Nota: Quiza sea necesario deshabilitar el firewall de las computadoras para que los
pings se realicen correctamente.
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llustracion 2 - Verificacion mediante Ping

Parte 3: Configurar la seguridad del switch, las VLAN y el routing entre VLAN

Paso 1: Configurar S1
La configuracion del S1 incluye las siguientes tareas:

Elemento 0 tarea de
configuracion Especificaciéon
Vlan Direccién IPv4 Nombre
21 192.168.21.0/24 Contabilidad
23 192.168.23.0/24 Ingenieria
99 192.168.99.0/24 Administracion

Crear la base de datos de VLAN

Asignar la direcciéon [P de

administracion. Direccion IPv4 a la VLAN 99: 192.168.99.2/24
Asignar el gateway | Primera direccién IPv4 gateway
predeterminado predeterminado: 192.168.99.1/24

Forzar el enlace troncal en la Switchport mode trunk

interfaz FO/3 Switchport trunk native vlan 1

Switchport mode trunk
Switchport trunk native vlan 1
Utilizar la red VLAN 1 como VLAN nativa

Forzar el enlace troncal en la
interfaz FO/5
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Configurar el resto de los

Interface range f0/1-2, f0/4, f0/6-24, g0/1-2
puertos como puertos de acceso

switchport mode Access

Asignar FO/6 a la VLAN 21 Switchport Access vlan 21
Apagar todos los puertos sin Interface range f0/1-2, f0/4, f0/7-24, g0/1-2
usar shutdown

Tabla 9 - Configuracion del S1

Password:

S1>en

Password:

S1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlian 21

S1(config-vlan)#name Contabilidad

S1(config-vlan)#vlan 23

S1(config-vlan)#name Ingenieria

S1(config-vlan)#vlan 99

S1(config-vlan)#name Administracion

S1(config-vian)#

S1(config-vlan)#interface vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#interface f0/3

S1(config-if)y#switchport mode trunk

S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up

S1(config-if)y#swichtport trunk native vlan 1
N
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% Invalid input detected at ' marker.

S1(config-if)#swi

S1(config-if)#switchport trunk nativ
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#interface f0/5
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1

S1(config-if)#exit

S1(config)#interface range f0/1-2,f0/4,f0/6-24
S1(config-if-range)#switchport mode Access
S1(config)#interface range g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#interface f0/6
S1(config-if)y#switchport access vlan 21

S1(config-if)y#no shutdown

S1(config-if)#interface range f0/1-2, f0/4, f0/7-24, g0/1-2

S1(config-if-range)#s

%LINK-5-CHANGED
down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

hutdown

. Interface FastEthernet0/1, changed state to administratively
Interface FastEthernet0/2, changed state to administratively
Interface FastEthernet0/4, changed state to administratively
Interface FastEthernet0/7, changed state to administratively
Interface FastEthernet0/8, changed state to administratively
Interface FastEthernet0/9, changed state to administratively
Interface FastEthernet0/10, changed state to administratively
Interface FastEthernet0/11, changed state to administratively
Interface FastEthernet0/12, changed state to administratively

Interface FastEthernet0/13, changed state to administratively
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%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down

Interface FastEthernet0/14, changed state to administratively
Interface FastEthernet0/15, changed state to administratively
Interface FastEthernet0/16, changed state to administratively
Interface FastEthernet0/17, changed state to administratively
Interface FastEthernet0/18, changed state to administratively
Interface FastEthernet0/19, changed state to administratively
Interface FastEthernet0/20, changed state to administratively
Interface FastEthernet0/21, changed state to administratively
Interface FastEthernet0/22, changed state to administratively
Interface FastEthernet0/23, changed state to administratively
Interface FastEthernet0/24, changed state to administratively

Interface state to

GigabitEthernet0/1, changed

Interface  GigabitEthernet0/2, changed state to

S1(config-if-range)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console
S1#copy running-config startup-config
Destination filename [startup-config]?

Building configuration.

[OK]
S1#
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Paso 2: Configurar el S3

La configuracion del S3 incluye las siguientes tareas:

Elemento 0 tarea de

configuracion

Especificacién

Crear la base de datos de VLAN

Vlan Direccion IPv4 Nombre
21 192.168.21.0/24 Contabilidad
23 192.168.23.0/24 Ingenieria

99 192.168.99.0/24 Administracion

Asignar la direccion IP de
administracion Direccién IPv4 ala VLAN 99: 192.168.99.3/24
Asignar el gateway | Primera direccion IPv4 gateway

predeterminado.

predeterminado: 192.168.99.1/24

Forzar el enlace troncal en la
interfaz FO/3

Switchport mode trunk
Switchport trunk native vlan 1
Utilizar la red VLAN 1 como VLAN nativa

Configurar el resto de los
puertos como puertos de acceso

Interface range f0/1-2, f0/4-24,

switchport mode Access

g0/1-2

Asignar FO/18 a la VLAN 23

Switchport Access vlan 23

Apagar todos los puertos sin
usar

Interface range f0/1-2, f0/4-17, f019-24, g0/1-2
shutdwon

Tabla 10 - Configuracion del S3

Password:

S3>en

Password:
S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

S3(config)#vlan 21

S3(config-vlan)#name Contabilidad

S3(config-vlan)#vlan 23
S3(config-vlan)#name Ingenieria

S3(config-vlan)#vlan 99 Administracion

N

% Invalid input detected at ' marker.

S3(config-vlan)#vlan 99

S3(config-vlan)#name Administracion

S3(config-vlan)#interface vlan 99
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S3(config-if)#
%LINK-5-CHANGED: Interface VIan99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#interface f0/3

S3(config-if)y#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#exit

S3(config)#interface range f0/1-2, f0/4-24, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#interface f0/18
S3(config-if)y#switchport access vlan 23
S3(config-if)#interface range f0/1-2, f0/4-17,f0/19-24, g0/1-2
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/7, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/8, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/9, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/10, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/11, changed state to administratively
down
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%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down
%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
administratively down
%LINK-5-CHANGED:
administratively down

Interface FastEthernet0/12, changed state to administratively
Interface FastEthernet0/13, changed state to administratively
Interface FastEthernet0/14, changed state to administratively
Interface FastEthernet0/15, changed state to administratively
Interface FastEthernet0/16, changed state to administratively
Interface FastEthernet0/17, changed state to administratively
Interface FastEthernet0/19, changed state to administratively
Interface FastEthernet0/20, changed state to administratively

Interface FastEthernet0/21, changed state to administratively

Interface FastEthernet0/22, changed state to administratively
Interface FastEthernet0/23, changed state to administratively
Interface FastEthernet0/24, changed state to administratively

Interface  GigabitEthernet0/1, changed state to

Interface  GigabitEthernet0/2, changed state to

S3(config-if-range)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console
copy running-config startup-config
Destination filename [startup-config]?

Building configuration.

[OK]
S3#
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Paso 3: Configurar R1

Las tareas de configuracion para R1 incluyen las siguientes:

Elemento 0 tarea de

configuracion

Especificacién

Configurar la subinterfaz 802.1Q
.21 en GO/1

Descripcion: LAN de Contabilidad
Asignar la VLAN 21

Asignar la primera direccion
disponible a esta interfaz

Interface g0/1.21

Description VLAN 21

Encapsulation dotlq 21

Ip address 192.168.21.1 255.255.255.0

Configurar la subinterfaz 802.1Q
.23 en GO/1

Descripcion: LAN de Ingenieria
Asignar la VLAN 23

Asignar la primera direccion
disponible a esta interfaz

Interface g0/1.23

Description VLAN 23

Encapsulation dotlq 23

Ip address 192.168.23.1 255.255.255.0

Configurar la subinterfaz 802.1Q
.99 en GO/1

Descripcion: LAN de Ingenieria
Asignar la VLAN 23

Asignar la primera direccion
disponible a esta interfaz

Interface g0/1.99

Description VLAN 99

Encapsulation dotlq 99

Ip address 192.168.99.1 255.255.255.0

Activar la interfaz: no shutdown
G0/1

Interface g0/1
No shutdown

Tabla 11 - Configuracion para R1

Password:
R1>enable
Password:
Password:
R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#interface g0/1.21

R1(config-subif)#description VLAN 21
R1(config-subif)#encapsulation dotlq 21
R1(config-subif)#ip address 192.168.21.1 255.255.255.0

R1(config-subif)#interface g0/1.23

R1(config-subif)#description VLAN 23
R1(config-subif)#encapsulation dotlq 23
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R1(config-subif)#ip address 192.168.23.1 255.255.255.0
R1(config-subif)#interface g0/1.99
R1(config-subif)#description VLAN 99
R1(config-subif)#encapsulation dotlq 99
R1(config-subif)#ip address 192.168.99.1 255.255.255.0
R1(config-subif)#interface g0/1

R1(config-if)#no shutdown

R1(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.21, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.21,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.23, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.23,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.99, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.99,
changed state to up

R1(config-if)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console
copy running-config startup-config

Destination filename [startup-config]?

Building configuration...

[OK]

R1#
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Paso 4: Verificar la conectividad de la red

Utilice el comando ping para probar la conectividad entre los switches y el R1.
Utilice la siguiente tabla para verificar metddicamente la conectividad con cada
dispositivo de red. Tome medidas correctivas para establecer la conectividad si
alguna de las pruebas falla:

Desde A Direccion IP Resultados de
ping

S1 R1, direccién VLAN 99 192.168.99.1 Correcto

S3 R1, direccién VLAN 99 192.168.99.1 Correcto

S1 R1, direccién VLAN 21 192.168.21.1 Correcto

S3 R1, direccién VLAN 23 192.168.23.1 Correcto

Tabla 12 - Verificar la conectividad de la red
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llustracion 3 - Verificaicon mediante Ping 2

Parte 4. Configurar el protocolo de routing dinamico RIPv2

Paso 1: Configurar RIPv2 en el R1

Las tareas de configuracién para R1 incluyen las siguientes:
Elemento o tarea de configuracion Especificacién

Router rip
Configurar RIP versién 2 Version 2
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Do show ip route connected
Network 192.16.1.0
Network 192.168.21.0
Network 192.168.23.0
Anunciar las redes conectadas directamente | Network 192.168.99.0

Passive-interface g0/1.21
Establecer todas las interfaces LAN como Passive-interface g0/1.23
pasivas Passive-interface g0/1.99

Desactive la sumarizacion automéatica No auto-summary

Tabla 13 - Configurar RIPv2 en el R1

Password:

R1>enable

Password:

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected

C 172.16.1.0/30 is directly connected, Serial0/0/0
192.168.21.0/24 is directly connected, GigabitEthernet0/1.21
192.168.23.0/24 is directly connected, GigabitEthernet0/1.23
192.168.99.0/24 is directly connected, GigabitEthernet0/1.99

OO0

R1(config-router)#network 172.16.1.0
R1(config-router)#network 192.168.21.0
R1(config-router)#network 192.168.23.0
R1(config-router)#network 192.168.99.0
R1(config-router)#passive-interface g0/1.21
R1(config-router)#passive-interface g0/1.23
R1(config-router)#passive-interface g0/1.99
R1(config-router)#no auto-sumary

N
% Invalid input detected at '~ marker.
R1(config-router)#no auto-summary
R1(config-router)#end
R1#
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Paso 2: Configurar RIPv2 en el R2
La configuracion del R2 incluye las siguientes tareas:

Elemento o tarea de configuracion Especificacién
Router rip
Configurar RIP version 2 Version 2

Do show ip route connected
Network 192.16.1.0
Anunciar las redes conectadas directamente | Network 192.16.2.0

Omitir GO/0 Network 10.10.10.10
Establecer la interfaz LAN (loopback) como

pasiva Passive-interface loopback O
Desactive la sumarizacion automética. No auto-summary

Tabla 14 - Configurar RIPv2 en el R2

Password:

R2>enable

Password:

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#do sh ip route conn

10.10.10.10/32 is directly connected, Loopback0
172.16.1.0/30 is directly connected, Serial0/0/0
172.16.2.0/30 is directly connected, Serial0/0/1
209.165.200.232/29 is directly connected, GigabitEthernet0/0

ONONON®

R2(config-router)#net
R2(config-router)#network 10.10.10.10
R2(config-router)#network 172.16.1.0
R2(config-router)#network 172.16.2.0
R2(config-router)#passive-interface lo
R2(config-router)#passive-interface loopback 0
R2(config-router)#

R2(config-router)#no aut

R2(config-router)#no auto-summary
R2(config-router)#end
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Paso 3: Configurar RIPv3 en el R2
La configuracién del R3 incluye las siguientes tareas:

Elemento o tarea de configuracion Especificacién
Router rip
Configurar RIP version 2 Version 2

Do show ip route connected
Network 172.16.2.0
Network 192.168.4.0
Anunciar redes IPv4 conectadas | Network 192.168.5.0
directamente Network 192.168.6.0

Passive-interface loopback 4
Establecer todas las interfaces de LAN IPv4 | Passive-interface loopback 5
(Loopback) como pasivas Passive-interface loopback 6

Desactive la sumarizacion automatica. No auto-summary

Tabla 15 - Configurar RIPv3 en el R2

Password:

R3>en

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router rip

R3(config-router)#version 2

R3(config-router)#do sh ip route conn

C 172.16.2.0/30 is directly connected, Serial0/0/1
192.168.4.0/24 is directly connected, Loopback4
192.168.5.0/24 is directly connected, Loopback5
192.168.6.0/24 is directly connected, Loopback6

OO0

R3(config-router)#net
R3(config-router)#network 172.16.2.0
R3(config-router)#network 192.168.4.0
R3(config-router)#network 192.168.5.0
R3(config-router)#network 192.168.6.0
R3(config-router)#pas
R3(config-router)#passive-interface loopback 4
R3(config-router)#passive-interface loopback 5
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R3(config-router)#passive-interface loopback 6

R3(config-router)#no auto
R3(config-router)#

Paso 4:

Verificar la informacion de RIP
Verifique que RIP esté funcionando como se espera.

Introduzca el comando de CLI

adecuado para obtener la siguiente informacion:

Pregunta

Respuesta

¢,Con qué comando se muestran la ID del proceso
RIP, la ID del router, las redes de routing y las
interfaces pasivas configuradas en un router?

Show ip protocols

¢, Qué comando muestra solo las rutas RIP?

Show ip route rip

configuracion en ejecucion?

¢, Qué comando muestra la seccion de RIP de la

Show  running-config
section router

Tabla 16 - Verificar la informacién de RIP
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Parte 5: Implementar DHCP y NAT para IPv4

Paso 1:
Las tareas de configuracion para R1 incluyen las siguientes:

Configurar el R1 como servidor de DHCP para las VLAN 21y 23

Elemento 0 tarea de
configuracion

Especificacién

para configuraciones estéaticas

Reservar las primeras 20

direcciones IP en la VLAN 21 Ip dhcp exclude-address 192.168.21.1
para configuraciones estéaticas 192.168.21.20

Reservar las primeras 20

direcciones IP en la VLAN 23 Ip dhcp exclude-address 192.168.23.1

1921.168.23.20

Crear un pool de DHCP para la
VLAN 21.

Nombre: ACCT

Servidor DNS: 10.10.10.10

Nombre de dominio: ccna-sa.com
Establecer el gateway predeterminado

Crear un pool de DHCP para la
VLAN 23

Nombre: ENGNR

Servidor DNS: 10.10.10.10

Nombre de dominio: ccha-sa.com
Establecer el gateway predeterminado

Tabla 17 - Implementar DHCP y NAT para IPv4

Password:
R1>en
Password:
R1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#ip dhcp exc

R1(config)#ip dhcp excluded-address 192.168.21.1 192.168.21.20
R1(config)#ip dhcp excluded-address 192.168.23.1 192.168.23.20

R1(config)#ip dhcp pool ACCT
R1(dhcp-config)#?
default-router Default routers

dns-server  Set name server

domain-name  Domain name

exit Exit from DHCP pool configuration mode
network Network number and mask

no Negate a command or set its defaults
option Raw DHCP options
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R1(dhcp-config)#networ

R1(dhcp-config)#network 192.168.21.0 255.255.255.0

R1(dhcp-config)#de

R1(dhcp-config)#default-router 192.168.21.1
R1(dhcp-config)#dns-server 10.10.10.10

R1(dhcp-config)#dom

R1(dhcp-config)#domain-name ccna-sa.com

R1(dhcp-config)#ex
R1(config)#ip dhcp pool ENGNR

R1(dhcp-config)#dns-server 10.10.10.10
R1(dhcp-config)#domain-name ccna-sa.com
R1(dhcp-config)#default-router 192.168.23.1
R1(dhcp-config)#network 192.168.23.0 255.255.255.0

R1(dhcp-config)#end
R1#

Paso 2: Configurar la NAT estaticay dinamica en el R2
La configuracion del R2 incluye las siguientes tareas:

Elemento 0 tarea de
configuracion

Especificacidon

Crear una base de datos local con
una cuenta de usuario

Nombre de usuario: webuser
Contrasefia: cisco12345
Nivel de privilegio: 15

Habilitar el servicio del servidor
HTTP

R2(config)#ip http server
N

% Invalid input detected at '~ marker.

Configurar el servidor HTTP para
utilizar la base de datos local para
la autenticacion

R2(config)#ip http autentication local

N

% Invalid input detected at '~ marker.

Crear una NAT estatica al servidor
web.

Direccion global interna: 209.165.200.237

Asignar la interfaz interna vy
externa para la NAT estatica

interface g0/0
ip nat outside
int sO/0/0

ip nat inside
int sO/0/1

ip nat inside
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Lista de acceso: 1

Permitir la traduccion de las redes de
Contabilidad y de Ingenieria en el R1
Permitir la traduccion de un resumen de las
redes LAN (loopback) en el R3

Configurar la NAT dinamica dentro
de una ACL privada

Nombre del conjunto: INTERNET
El conjunto de direcciones incluye:
209.165.200.234 — 209.165.200.236

Defina el pool de direcciones IP
publicas utilizables.

Definir la traduccion de NAT
dinamica ip nat inside source list 1 pool INTERNET

Tabla 18 - Configurar la NAT estética y dinamica en el R2

R2>enable
Password:
R2#confi t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#userna
R2(config)#username webuser pri
R2(config)#username webuser privilege 15 secret cisco12345
R2(config)#ip http server
N

% Invalid input detected at '~ marker.

R2(config)#

R2#

%SYS-5-CONFIG_I: Configured from console by console
confi t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat insi

R2(config)#ip nat inside sou

R2(config)#ip nat inside source s

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.237
R2(config)#int g0/0

R2(config-if)#ip nat ou

R2(config-if)#ip nat outside

R2(config-if)#int s0/0/0

R2(config-if)#ip nat ins

R2(config-if)#ip nat inside

R2(config-if)#int s0/0/1

R2(config-if)#ip nat inside
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R2(config-if)#exit

R2(config)#acc

R2(config)#access-list 1 permit 192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.23.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

R2(config)#ip nat pool INTERNET 209.165.200.234 209.165.200.236 ne
R2(config)#ip nat pool INTERNET 209.165.200.234 209.165.200.236 netmask
255.255.255.248

R2(config)#ip nat in

R2(config)#ip nat inside sou

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#

Paso 3: Verificar el protocolo DHCP y la NAT estatica
Utilice las siguientes tareas para verificar que las configuraciones de DHCP y NAT
estatica funcionen de forma correcta. Quiza sea necesario deshabilitar el firewall de

las computadoras para que los pings se realicen correctamente.

Verificar que la PC-A haya adquirido informacion de IP del servidor de DHCP

Interface FastEthernetd ~

IP Configuration
(® OHCP () Static
IP Address. 182.168.21.21

Subnet Mask

Default Gateway 192.168.21.1

DNS Server 10.10.10.10

IPvE Configuration

O DHep @ AutoConfig O Static

IPvE Address. i

Link Local Address. ‘FEBU..ZMABFF.FEBA 1138

IPvE Gateway

IPv6 DNS Server

802.1X

[ use 802 1X Security

O Tep

llustracion 5 - Verificaciéon PC-A IPv4
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Verificar que la PC-C haya adquirido informacion de IP del servidor de DHCP
¥ pce - O 4

Physical Config D

A
IP Configuration -

Interface FastEthernetd ~

Programming Attributes

IP Configuration
@ DHCP () static

IP Address

Subnet Mask

Default Gateway

DS Server

IPvE Configuration

(O DHCP @ Auto Confiy (O Static

IPvE Address Il
Link Local Address FEB0::209:7CFF FES0:CB8A

IPvE Gateway

IPv6 DNS Server

[ use 802 1X Security .
[ op
llustracion 6 - Verificacion PC-C IPv4
Verificar que la PC-A pueda hacer ping ala PC-C
Nota: Quiza sea necesario deshabilitar el firewall de la PC.
®opca - m] *

Physical Config Desktop Programming Attributes
—

[Command Prompt

round trip time
Minimum = 13ms, Maximum = 13ms,

[ mop
llustraciéon 7 - Conectividad PC-A con PC-C
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Utilizar un navegador web en la computadora de Internet para acceder al servidor
web (209.165.200.237) Iniciar sesion con el nombre de usuario webuser y la

contrasefa cisco12345

®pca

= URL | http://209.165.200.233

Server Reset Connection

llustracion 8 - Conectividad con WEB Server

Parte 6: Configurar NTP

Elemento o tarea de configuracion

Especificaciéon

Ajuste la fecha y hora en R2.

5 de marzo de 2016,
9a.m.

Configure R2 como un maestro NTP.

Nivel de estrato: 5

Configurar R1 como un cliente NTP.

Servidor: R2

Configure R1 para actualizaciones de calendario
periddicas con hora NTP.

ntp update-calendar

Verifique la configuracion de NTP en R1.

Shoe ntp associations

Tabla 19 - Configurar NTP

Password:

R2>en

Password:

R2#clock set 11:21:00 10 may 2020
R2#

R2#conf ter

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ntp mas
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R2(config)#ntp master ?
<1-15> Act as NTP master clock
<Ccr>
R2(config)#ntp master 5
R2(config)#end
R2#

Password:
R1>en
Password:
R1#conf term

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#ntp ser

R1(config)#ntp server 172.16.1.2

R1(config)#ntp update-calendar

R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#show ntp associations

address ref clock st when poll reach delay
~172.16.1.2 127.1271.1 5 12 16 3 2.00
0.12

offset disp
858161889646.00

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

R1#

Parte 7: Configurar y verificar las listas de control de acceso (ACL)

Paso 1: Restringir el acceso a las lineas VTY en el R2

Elemento o tarea de configuracion Especificacidon

Nombre de la ACL: ADMIN-MGT
Configurar una lista de acceso con nombre ip access-list standard ADMIN-
para permitir que solo R1 establezca una MGT
conexion Telnet con R2 permit host 172.16.1.1

Aplicar la ACL con nombre a las lineas VTY | access-class ADMIN-MGT in

Permitir acceso por Telnet a las lineas de VTY | transport input telnet

Verificar que la ACL funcione como se espera | telnet 172.16.1.1

Tabla 20 - Restringir el acceso a las lineas VTY en el R2

49




Password:
R2>en
Password:
R2#confi ter

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip access-list sta

R2(config)#ip access-list standard ADMIN-MGT
R2(config-std-nacl)#permit host 172.16.1.1

R2(config-std-nacl)#exit
R2(config)#line vty 0 15
R2(config-line)#acces

R2(config-line)#access-class ADMIN-MGT in

R2(config-line)#transport in

R2(config-line)#transport input telnet

R2(config-line)#end
R2#

%SYS-5-CONFIG_I: Configured from console by console

teln
R2#telnet 172.16.1.1

Trying 172.16.1.1 ...OpenSe prohibe el acceso no autorizado!

User Access Verification

Password:
R1>en
Password:
R1#

Paso 2: Introducir el comando de CLI adecuado que se necesita para

mostrar lo siguiente

Descripcion del comando

Entrada del estudiante (comando)

Mostrar las coincidencias recibidas
por una lista de acceso desde la
ultima vez que se restablecio

show access-lists

Restablecer los contadores de una
lista de acceso

clear access-list counters
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¢Qué comando se usa para
mostrar qué ACL se aplica a una
interfaz y la direccion en que se
aplica?

Show ip interface

¢ Con qué comando se muestran Show ip nat translations
las traducciones NAT?

¢,Qué comando se utliza para
eliminar las traducciones de NAT clear ip nat translation *
dinamicas?

Tabla 21 - Introducir el comando de CLI

R2>en
Password:
R2#show access-lists
Standard IP access list 1
10 permit 192.168.21.0 0.0.0.255 (12 match(es))
20 permit 192.168.23.0 0.0.0.255
30 permit 192.168.4.0 0.0.3.255
Standard IP access list ADMIN-MGT
10 permit host 172.16.1.1

R2#clear acces

R2#clear access-list ?
counters Clear access list counters

R2#clear access-list coun

R2#clear access-list counters

R2#

R2#sh ip interface

GigabitEthernet0/0 is up, line protocol is up (connected)
Internet address is 209.165.200.233/29
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security level is default
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Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled

IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

BGP Policy Mapping is disabled

Input features: MCI Check

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled
GigabitEthernet0/1 is administratively down, line protocol is down (disabled)

Internet protocol processing disabled
Serial0/0/0 is up, line protocol is up (connected)

Internet address is 172.16.1.2/30

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

52



ICMP mask replies are never sent
IP fast switching is disabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP Fast switching turbo vector
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled
Network address translation is disabled
WCCP Redirect outbound is disabled
WCCP Redirect exclude is disabled
BGP Policy Mapping is disabled
Serial0/0/1 is up, line protocol is up (connected)
Internet address is 172.16.2.2/30
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is disabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP Fast switching turbo vector
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
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Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled
LoopbackO is up, line protocol is up (connected)

Internet address is 10.10.10.10/32

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1514bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled

IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled
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Network address translation is disabled
BGP Policy Mapping is disabled
Input features: MCI Check
WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
Vlanl is administratively down, line protocol is down
Internet protocol processing disabled
R2#
R2#sh ip nat translations

Pro Inside global Inside local Outside local  Outside global

--- 209.165.200.237 10.10.10.10 --- ---
tcp 209.165.200.234:1025192.168.21.21:1025
209.165.200.237:80
tcp 209.165.200.234:1026192.168.21.21:1026
209.165.200.237:80
tcp 209.165.200.234:1033192.168.21.21:1033
209.165.200.237:80
tcp 209.165.200.234:1034192.168.21.21:1034
209.165.200.237:80
tcp 209.165.200.234:1035192.168.21.21:1035
209.165.200.237:80
tcp 209.165.200.234:1037192.168.21.21:1037
209.165.200.237:80

R2#clear ip nat translation *
R2#sh ip nat translations

209.165.200.237:80

209.165.200.237:80

209.165.200.237:80

209.165.200.237:80

209.165.200.237:80

209.165.200.237:80

Pro Inside global Inside local Outside local  Outside global

--- 209.165.200.237 10.10.10.10 --- —

R2#
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llustracion 9 - Topologia Red Final Escenario 1 - PacketTracer
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ESCENARIO 2

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante ser& el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

MEDELLIN - -

1722560 /%
R Isp
FETPAT PP OHAT

ELLIN —r;m’*/;_s-‘

W3.072200/0 20172204/

' MED!
B840 13 %68/

llustracion 10 - Topologia Red Escenario 2

Este escenario plantea el uso de OSPF como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el
encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN
y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo
Como trabajo inicial se debe realizar lo siguiente.
e Realizar las rutinas de diagnostico y dejar los equipos listos para su

configuracion (asignar nombres de equipos, asighar claves de seguridad,
etc).
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Configuracion inicial de dispositivos

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname ISP

ISP(config)#enable secret class

ISP(config)#line console 0

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#line vty 0 15

ISP(config-line)#password cisco

ISP(config-line)#login

ISP(config-line)#exit

ISP(config)#service password-encryption
ISP(config)#banner motd $Se prohbe el acceso no autorizado!$
ISP(config)#end

ISP#copy running-config startup-config

Destination filename [startup-config]?
%SYS-5-CONFIG_I: Configured from console by console
Building configuration...

[OK]

ISP#

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname Medellinl
Medellin1(config)#enable secret class
Medellin1(config)#line console 0
Medellin1(config-line)#password cisco
Medellin1(config-line)#login
Medellin1(config-line)#line vty 0 15
Medellin1(config-line)#password cisco
Medellin1(config-line)#login
Medellin1(config-line)#exit
Medellin1(config)#service password-encryption
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Medellin1(config)#banner motd $Se prohbe el acceso no autorizado!$
Medellin1(config)#end

Medellin1#copy running-config startup-config

%SYS-5-CONFIG_I: Configured from console by console

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin1#

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname Medellin2
Medellin2(config)#enable secret class
Medellin2(config)#line console 0
Medellin2(config-line)#password cisco
Medellin2(config-line)#login

Medellin2(config-line)#line vty 0 15
Medellin2(config-line)#password cisco
Medellin2(config-line)#login

Medellin2(config-line)#exit

Medellin2(config)#service password-encryption
Medellin2(config)#banner motd $Se prohbe el acceso no autorizado!$
Medellin2(config)#end

Medellin2#copy running-config startup-config
%SYS-5-CONFIG_I: Configured from console by console
Destination filename [startup-config]?

Building configuration...

[OK]

Medellin2#

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname Medellin3

Medellin3(config)#enable secret class

Medellin3(config)#line console O
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Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#line vty 0 15
Medellin3(config-line)#password cisco
Medellin3(config-line)#login

Medellin3(config-line)#exit

Medellin3(config)#service password-encryption
Medellin3(config)#banner motd $Se prohbe el acceso no autorizado!$
Medellin3(config)#end

Medellin3#copy running-config startup-config
%SYS-5-CONFIG_I: Configured from console by console
Destination filename [startup-config]?

Building configuration...

[OK]

Medellin3#

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname Bogotal
Bogotal(config)#enable secret class
Bogotal(config)#line console O
Bogotal(config-line)#password cisco
Bogotal(config-line)#login

Bogotal(config-line)#line vty 0 15
Bogotal(config-line)#password cisco
Bogotal(config-line)#login

Bogotal(config-line)#exit

Bogotal(config)#service password-encryption
Bogotal(config)#banner motd $Se prohbe el acceso no autorizado!$
Bogotal(config)#end

Bogotal#copy running-config startup-config
%SYS-5-CONFIG_I: Configured from console by console
Destination filename [startup-config]?

Building configuration...

[OK]

Bogotal#
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Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname Bogota2
Bogota2(config)#enable secret class
Bogota2(config)#line console 0
Bogota2(config-line)#password cisco
Bogota2(config-line)#login

Bogota2(config-line)#line vty 0 15
Bogota2(config-line)#password cisco
Bogota2(config-line)#login

Bogota2(config-line)#exit

Bogota2(config)#service password-encryption
Bogota2(config)#banner motd $Se prohbe el acceso no autorizado!$
Bogota2(config)#end

Bogota2#copy running-config startup-config
%SYS-5-CONFIG_I: Configured from console by console
Destination filename [startup-config]?

Building configuration...

[OK]

Bogota2#

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname Bogota3

Bogota3(config)#enable secret class

Bogota3(config)#line console 0

Bogota3(config-line)#password cisco
Bogota3(config-line)#login

Bogota3(config-line)#line vty 0 15
Bogota3(config-line)#password cisco
Bogota3(config-line)#login

Bogota3(config-line)#exit

Bogota3(config)#service password-encryption
Bogota3(config)#banner motd $Se prohbe el acceso no autorizado!$
Bogota3(config)#end
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Bogota3#copy running-config startup-config
Destination filename [startup-config]?

%SYS-5-CONFIG_I: Configured from console by console
Building configuration...

[OK]
Bogota3#

Realizar la conexion fisica de los equipos con base en la topologia de red

UNIDAD | INTERFAZ IPV4 MASCARA WILCARD | GATEWAY
ISP S0/0/0 209.17.220.1 | 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 209.17.220.5 | 255.255.255.252 | 0.0.0.3 N/A
Medellin1 | S0/0/0 172.29.6.9 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.6.1 255.255.255.252 | 0.0.0.3 N/A
S0/1/0 172.29.6.13 255.255.255.252 | 0.0.0.3 N/A
S0/1/1 209.17.220.2 | 255.255.255.252 | 0.0.0.3 N/A
Medellin2 | S0/0/0 172.29.6.5 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.6.2 255.255.255.252 | 0.0.0.3 N/A
GO0/0 172.29.4.1 255.255.255.128 | 0.0.0.127 N/A
Medellin3 | S0/0/0 172.29.6.6 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.6.10 255.255.255.252 | 0.0.0.3 N/A
S0/1/0 172.29.6.14 255.255.255.252 | 0.0.0.3 N/A
GO0/0 172.29.4.129 | 255.255.255.128 | 0.0.0.127 | N/A
Bogotal S0/0/0 209.17.220.6 | 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.3.1 255.255.255.252 | 0.0.0.3 N/A
S0/1/0 172.29.3.9 255.255.255.252 | 0.0.0.3 N/A
S0/1/1 172.29.3.5 255.255.255.252 | 0.0.0.3 N/A
Bogota2 S0/0/0 172.29.3.2 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.3.13 255.255.255.252 | 0.0.0.3 N/A
S0/1/0 172.29.3.6 255.255.255.252 | 0.0.0.3 N/A
GO0/0 172.29.0.1 255.255.255.0 0.0.0.255 | N/A
Bogota3 S0/0/0 172.29.3.10 255.255.255.252 | 0.0.0.3 N/A
S0/0/1 172.29.3.14 255.255.255.252 | 0.0.0.3 N/A
GO0/0 172.29.1.1 255.255.255.0 0.0.0.255 | N/A
PC1 Med | NIC DHCP 255.255.255.128 | 0.0.0.127 | 172.29.4.1
PC2 Med | NIC DHCP 255.255.255.128 | 0.0.0.127 | 172.29.4.129
PC1 Bog | NIC DHCP 255.255.255.0 0.0.0.255 | 172.29.0.1
PC2 Bog | NIC DHCP 255.255.255.0 0.0.0.255 | 172.29.1.1
Tabla 22 - Conexion fisica de los equipos
Password:
ISP>en
Password:
ISP#conf t
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Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if)#

ISP(config-if)j#desc Conexion a Medellinl

ISP(config-if)#ip addr 209.17.220.1 255.255.255.252
ISP(config-if)#cl

ISP(config-if)#clock

ISP(config-if)#clock rate 128000

ISP(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP(config-if)#int s0/0/1

ISP(config-ify#desc Conexion a Bogotal

ISP(config-if)#ip addr 209.17.220.5 255.255.255.252
ISP(config-if)#cloc rate 128000

ISP(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
ISP(config-if)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#

Password:

Medellin1>en

Password:

Medellin1l#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#int s0/0/0

Medellin1(config-if)#desc Conexion a Medellin3
Medellin1(config-if)#ip addr 172.29.6.9 255.255.255.252
Medellin1(config-if)#cl

Medellin1(config-if)#clock r

Medellin1(config-if)#clock rate 128000
Medellin1(config-if)#no sh
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%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin1(config-if)#int sO/0/1

Medellin1(config-if)#desc Conexion a Medellin2
Medellin1(config-if)#ip addr 172.29.6.1 255.255.255.252
Medellin1(config-if)#clock rate 128000

Medellin1(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin1(config-if)#int s0/1/0

Medellin1(config-if)#desc Conexion a Medellin3
Medellin1(config-if)#ip addr 172.29.6.13 255.255.255.252
Medellin1(config-if)#clock rate 128000

Medellin1(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Medellin1(config-if)#int sO/1/1

Medellin1(config-if)#ip addr 209.17.220.2 255.255.255.252
Medellin1(config-if)#no sh

Medellin1(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/1, changed state to up

Medellin1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to up

Medellin1(config-if)#end

Medellinl#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Medellinl#

Password:

Medellin2>en
Password:
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Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#int s0/0/0

Medellin2(config-if)#desc Conexion a Medellin3

Medellin2(config-if)#ip addr 172.29.6.5 255.255.255.252
Medellin2(config-if)#clock rate 128000

This command applies only to DCE interfaces
Medellin2(config-if)#clock rate 128000

Medellin2(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin2(config-if)#int s0/0/1

Medellin2(config-if)#desc Conexion a Medellinl

Medellin2(config-if)#ip addr 172.29.6.2 255.255.255.252
Medellin2(config-if)#no sh

Medellin2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin2(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Medellin2(config-if)#int g0/0

Medellin2(config-if)#desc Conexion a 50 host

Medellin2(config-if)#ip addr 172.29.4.1 255.255.255.128
Medellin2(config-if)#no sh

Medellin2(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Medellin2(config-if)#end

Medellin2#

Password:

Medellin3>en

Password:

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#int s0/0/0

Medellin3(config-if)#desc Conexion a Medellin2
Medellin3(config-if)#ip addr 172.19.6.6 255.255.255.252
Medellin3(config-if)#no sh
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Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin3(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Medellin3(config-if)#int s0/0/1

Medellin3(config-if)#desc Conexion a Medellinl

Medellin3(config-if)#ip addr 172.29.6.10 255.255.255.252

Medellin3(config-if)#no sh

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
Medellin3(config-if)#int s0/0/0

Medellin3(config-if)#ip addr 172.19.6.6 255.255.255.252
%LINEPROTO-5-UPDOWN: Line protocol on Interfaceip addr 172.29.6.6
255.255.255.252

Medellin3(config-if)#int sO/1/0

Medellin3(config-if)#desc Conexion a Medellinl

Medellin3(config-if)#ip addr 172.29.6.14 255.255.255.252

Medellin3(config-if)#no sh

Medellin3(config-if)#

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Medellin3(config-if)#int g0/0

Medellin3(config-if)#desc Conexion a 40 host

Medellin3(config-if)#ip addr 172.29.4.129 255.255.255.128
Medellin3(config-if)#no sh

Medellin3(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Medellin3(config-if)#end

Medellin3#

%SYS-5-CONFIG_I: Configured from console by console

cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin3#
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Password:

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#int sO/0/0

Bogotal(config-ify#desc Conexion a ISP

Bogotal(config-if)#ip addr 209.17.220.6 255.255.255.252
Bogotal(config-if}#no sh

Bogotal(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Bogotal(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogotal(config-if)#int s0/0/1

Bogotal(config-if)#desc Conexion a Bogota2
Bogotal(config-if)#ip addr 172.29.3.1 255.255.255.252
Bogotal(config-if)#cl

Bogotal(config-if)#clock r

Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogotal(config-if)#

Bogotal(config-if)#int s0/1/0

Bogotal(config-if)#desc Conexion a Bogota3
Bogotal(config-if)#ip addr 172.29.3.9 255.255.255.252
Bogotal(config-if)#cl

Bogotal(config-if)#clock

Bogotal(config-if)#clock rate

% Incomplete command.

Bogotal(config-if)#clock rate 128000
Bogotal(config-if)#no sh

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
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Bogotal(config-if)#int sO/1/1

Bogotal(config-if)#desc Conexion a Bogota2
Bogotal(config-if)#ip addr 172.29.3.5 255.255.255.252
Bogotal(config-if)#clock rate 128000
Bogotal(config-if}#no sh

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Bogotal(config-ify#end

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console

cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Bogotal#

Password:

Bogota2>en

Password:

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#int s0/0/0

Bogota2(config-if)#desc Conexion a Bogotal
Bogota2(config-if)#ip addr 172.29.3.2 255.255.255.252
Bogota2(config-if)#no sh

Bogota2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Bogota?2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

Bogota?2(config-if)#int s0/0/1

Bogota2(config-if)#desc Conexion a Bogota3
Bogota2(config-if)#ip addr 172.29.3.13 255.255.255.252
Bogota?2(config-if)#cl

Bogota2(config-if)#clock

Bogota2(config-if)#clock rate 128000
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Bogota2(config-if}#no sh

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Bogota2(config-if)#int s0/1/0

Bogota2(config-if)#desc Conexion a Bogotal
Bogota2(config-if)#ip addr 172.29.3.6 255.255.255.252
Bogota2(config-if}#no sh

Bogota2(config-if)#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

Bogota2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
to up

Bogota2(config-if)#int g0/0

Bogota2(config-if}#desc Conexion a 150 host
Bogota2(config-if)#ip addr 172.29.0.1 255.255.255.0
Bogota2(config-if)#no sh

Bogota2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota2(config-if)#end

Bogota2#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota2#

Password:
Bogota3>en
Password:
Bogota3#conft
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Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#int s0/0/0

Bogota3(config-if}#desc Conexion a Bogotal
Bogota3(config-if)#ip addr 172.29.3.10 255.255.255.252
Bogota3(config-if}#no sh

Bogota3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

Bogota3(config-if)#int s0/0/

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed sta
Bogota3(config-if)#int s0/0/1

Bogota3(config-if)#desc Conexion a Bogota2

Bogota3(config-if)#ip addr 172.29.3.14 255.255.255.252

Bogota3(config-if}#no sh

Bogota3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

Bogota3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

Bogota3(config-if)#int g0/0

Bogota3(config-if)#desc Conexion a 200 host
Bogota3(config-if)#ip addr 172.29.1.1 255.255.255.0
Bogota3(config-if)#no sh

Bogota3(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

Bogota3(config-if)#

Bogota3(config-if)#end
Bogota3#
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Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
Parte 1: Configuracién del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo OSPF version 2,
declare la red principal, desactive la sumarizacién automatica.

Password:

Medellinl1>en

Password:

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#

Medellin1(config)#router o

Medellin1(config)#router ospf 1
Medellin1(config-router)#
Medellin1(config-router)#router
Medellin1(config-router)#router-id 1.1.1.1
Medellin1(config-router)#do sh ip route conn

C 172.29.6.0/30 is directly connected, Serial0/0/1
C 172.29.6.8/30 is directly connected, Serial0/0/0
C 172.29.6.12/30 is directly connected, Serial0/1/0
C 209.17.220.0/30 is directly connected, Serial0/1/1

Medellin1(config-router)#net
Medellin1(config-router)#network 172.29.6.0 0.0.0.3 are
Medellin1(config-router)#network 172.29.8.0 0.0.0.3 area O
Medellin1(config-router)#no network 172.29.8.0 0.0.0.3 area 0
Medellin1(config-router)#network 172.29.6.8 0.0.0.3 area O
Medellin1(config-router)#network 172.29.6.12 0.0.0.3 area O
Medellin1(config-router)#network 209.17.220.0 0.0.0.3 area 0
Medellin1(config-router)#end

Medellinl#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin1#
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Password:

Medellin2>en

Password:

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#router ospf 1
Medellin2(config-router)#rou
Medellin2(config-router)#router-id 2.2.2.2
Medellin2(config-router)#do sh ip rout conn

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0
C 172.29.6.0/30 is directly connected, Serial0/0/1

C 172.29.6.4/30 is directly connected, Serial0/0/0

Medellin2(config-router)#net
Medellin2(config-router)#network 172.29.4.0 0.0.0.127 area 0
Medellin2(config-router)#network 172.29.6.0 0.0.0.3 area 0
Medellin2(config-router)#network 172.29.6.0 0.0.0.3 area 0
03:18:59: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 fr
Medellin2(config-router)#network 172.29.6.4 0.0.0.3 area O
Medellin2(config-router)#end

Medellin2#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin2#

Password:

Medellin3>en

Password:

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#router ospf 1
Medellin3(config-router)#router-id 3.3.3.3
Medellin3(config-router)#do sh ip rout conn

C 172.29.4.128/25 is directly connected, GigabitEthernet0/0
C 172.29.6.4/30 is directly connected, Serial0/0/0

C 172.29.6.8/30 is directly connected, Serial0/0/1
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C 172.29.6.12/30 is directly connected, Serial0/1/0

Medellin3(config-router)#net

Medellin3(config-router)#network 172.29.4.128 0.0.0.127 area 0
Medellin3(config-router)#network 172.29.6.4 0.0.0.3 area O
Medellin3(config-router)#network 172.29.6.8 0.0.0.3 area 0
Medellin3(config-router)#

00:03:20: %OSPF-5-ADJCHG: Process 1, Nbr1.1.1.1 on Serial0/0/1 from LOADING
to FULL, Loading Done

Medellin3(config-router)#network 172.29.6.12 0.0.0.3 area 0
Medellin3(config-router)#

00:03:50: %OSPF-5-ADJCHG: Process 1, Nbr1.1.1.1 on Serial0/1/0 from LOADING
to FULL, Loading Done

Medellin3(config-router)#end
Medellin3#

Password:

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#router ospf

Bogotal(config)#router ospf 1
Bogotal(config-router)#rou
Bogotal(config-router)#router-id 4.4.4.4
Bogotal(config-router)#do sh ip rout conn

C 172.29.3.0/30 is directly connected, Serial0/0/1
C 172.29.3.4/30 is directly connected, Serial0/1/1
C 172.29.3.8/30 is directly connected, Serial0/1/0

C 209.17.220.4/30 is directly connected, Serial0/0/0

Bogotal(config-router)#net

Bogotal(config-router)#network 172.29.3.0 0.0.0.3 area 0
Bogotal(config-router)#network 172.29.3.4 0.0.0.3 area 0
Bogotal(config-router)#network 172.29.3.8 0.0.0.3 area 0
Bogotal(config-router)#network 209.17.220.4 0.0.0.3 area O
Bogotal(config-router)#end
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Bogotal#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

Password:

Bogota2>en

Password:

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#router os

Bogota2(config)#router ospf 1

Bogota2(config-router)#rou
Bogota2(config-router)#router-id 5.5.5.5
Bogota2(config-router)#do sh ip rout conn

172.29.0.0/24 is directly connected, GigabitEthernet0/0
172.29.3.0/30 is directly connected, Serial0/0/0
172.29.3.4/30 is directly connected, Serial0/1/0
172.29.3.12/30 is directly connected, Serial0/0/1

O0O0O0

Bogota2(config-router)#net

Bogota2(config-router)#network 172.29.0.0 0.0.0.255 area O
Bogota2(config-router)#network 172.29.3.0 0.0.0.3 area O

Bogota2(config-router)#

03:38:05: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on Serial0/0/0 from LOADING
to FULL, Loading Done

Bogota2(config-router)#network 172.29.3.4 0.0.0.3 area O

Bogota2(config-router)#

03:38:36: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on Serial0/1/0 from LOADING
to FULL, Loading Done

Bogota2(config-router)#network 172.29.3.12 0.0.0.3 area O
Bogota2(config-router)#end

Bogota2#

Password:

Bogota3>en
Password:
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Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#router ospf 1

Bogota3(config-router)#ro

Bogota3(config-router)#router-id 6.6.6.6
Bogota3(config-router)#do sh ip rou conn

C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

Bogota3(config-router)#network 172.29.1.0 0.0.0.255 area 0
Bogota3(config-router)#network 172.29.3.8 0.0.0.3 area O

Bogota3(config-router)#

03:51:42: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on Serial0/0/0 from LOADING
to FULL, Loading Done

Bogota3(config-router)#network 172.29.3.12 0.0.0.3 area 0
Bogota3(config-router)#

03:52:00: %OSPF-5-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from LOADING
to FULL, Loading Done

Bogota3(config-router)#end
Bogota3#

Password:

ISP>en

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#

ISP(config)#router os

ISP(config)#router ospf 1

ISP(config-router)# ro

ISP(config-router)# router-id 7.7.7.7
ISP(config-router)#do sh ip rout conn

C 209.17.220.0/30 is directly connected, Serial0/0/0
C 209.17.220.4/30 is directly connected, Serial0/0/1

ISP(config-router)#network 209.17.220.0 0.0.0.3 area 0
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ISP(config-router)#
02:59:28: %OSPF-5-ADJCHG: Process 1, Nbr1.1.1.1 on Serial0/0/0 from LOADING
to FULL, Loading Done

ISP(config-router)#network 209.17.220.4 0.0.0.3 area 0
ISP(config-router)#

b. Los routers Bogotal y Medellinl deberdn afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de OSPF.

Password:

Medellin1>en

Password:

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
Medellin1(config)#router ospf 1
Medellin1(config-router)#de
Medellin1(config-router)#default-information o
Medellin1(config-router)#default-information originate
Medellin1(config-router)#end

Medellinl#

%SYS-5-CONFIG_I: Configured from console by console
cop run star

Destination filename [startup-config]?

Building configuration...

[OK]

Password:

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
Bogotal(config)#router ospf 1

Bogotal(config-router)#de
Bogotal(config-router)#default-information o
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Bogotal(config-router)#default-information originate
Bogotal(config-router)#end

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console
Bogotal#cop run star

Destination filename [startup-config]?

Building configuration...

[OK]

c. Elrouter ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a/22.

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#

ISP(config)#ip route 172.29.4.0 255.255.255.128 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.255.0 209.17.220.6
ISP(config)#end

ISP#

%SYS-5-CONFIG_I: Configured from console by console

cop run sta

Destination filename [startup-config]?

Building configuration...

[OK]

ISP#

77



Parte 2: Tabla de Enrutamiento.
a. Verificar la tabla de enrutamiento en cada uno de los routers para
comprobar las redes y sus rutas.
b. Verificar el balanceo de carga que presentan los routers.
c. Obsérvese en los routers Bogotdl y Medellinl cierta similitud por su

ubicacion, por tener dos enlaces de conexion hacia otro router y por la
ruta por defecto que manejan.

4 = ® BOGOTA1 - o X
x
Physical Config CL Attributes Physical Config Attributes F
10S Command Line Interface 10S Command Line Interface L
o [ = { —
Password:
Medellinl>sh ip rout E
Medellinl>sh ip route Bogotal>sh ip route
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
- ZIGRP external, O - OSPF, IA - OSPF inter area D - ZIGRP, EX - ZIGRP exvernal, O - OSPF, IA - OSPF inter ares
N2 - OSPF NSSA exvernal type 2 NL - OSPF NSSA external type 1, N2 - OSDF NSSA excernal type 2
- OSPF external type 2, cp E1 - OSPF external type 1, 52 - OSPF external type 2, E - ZGP
12 - I5-IS level-2, ia - IS-IS inter area i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
© - candidste default, U - per-user static route, o - ODR . * - candidate default, U - per-user stavic route, o - ODR
® - periodic downloaded static route P - periodic dewnloaded static route
172.29.0.0/16 is variably subnetted, 15 subnets, 4 masks 172.29.0.0/16 1s variably subnetted, 15 subnets, 4 masks
° 172.25.0.0/24 [110/193] via 208.17.220.1, 7:50, Serialo/1/1 ° 25.0. [110/65] via 172.25.3.2, 00:36:00, Serial/0/1
[ |0 172.29.1.0/24 [110/193] via 209.17.220.1, 0, Serialo/i/i ° 72.29.1.0/24 [110/65] via 172.29.3.10, 00:2 Serial0/1/0
° 172.29.3.0/30 [110/192] via 205.17.220.1, S0, Serisl0/1/1 c 172.29.3.0/30 is directly connected, Serial0/0/1 [
° 172.29.3.4/30 [110/192] via 209.17.220.1, 50, Serialo/1/1 L 172.25.3.1/32 is direcsly connected, Seriald/0/1
° 172.29.3.8/30 [110/192] via 20.17.220 0, Serialo/i/i c 172.29.3.4/30 is directly connected, Seriald/1/1
° 172.25.3.12/30 [110/256] via 209.17.220.1, 0, Serialo/1/1 L 172.29.3.5/32 is directly connected, Serial0/1/1
° 172.29.4.0/25 [110/5] via 172.29.6.2, 00:5 Ser1al0/0/1 c 172.25.3.8/30 is directly connected, Seriald/1/0
° 172.29.4.128/25 (110/65] via 172.29.6.10, 00:42:40, Serialo/0/0 L 172.29.3.3/32 is directly connected, Serial0/1/0
c 172.29.6.0/30 is directly connected, Seriald/0/1 ° 172.29.3.12/30 [110/128] via 172.29.3.2, 00:21:55, Serial0/0/1
L 172125 6.1/32 1a directly connected, Serialo/o/1 [110/128] via 172.29.3.10, 00:21:55, Seriald/1/0
° 172.29.6.4/30 [110/128] via 172 00:42:40, Serial0/0/1 ° 172.29.4.0/25 [110/133] via 208.17.220.5, 00:13:04, Serial0/0/0
(110/128] via 172.29.6.10, 00:42:40, Seriald/0/0 ° 172.29.4.128/25 [110/153] via 205.17.220 5, 00:19:04, Serial0/0/o
c 172.29.6.8/30 is directly connected, Serial0/0/0 ° 172.29.6.0/30 [110/192] via 203.17.2 00:19:04, Serialo/0/0
L 172.29.6.5/32 is directly connected, Serial0/0/0 ° 72.25.6.4/30 [110/256] via 208.17.220.5, 00:18:04, Serial0/0/0
c 172.29.6.12/30 is directly connected, Serial0/1/0 ° 172.29.6.8/30 [110/192] via 203.17.220.5, 00:13:04, Seriald/0/0
b 172.25.6.13/32 is directly connected, Serial0/1/0 ° 172.29.6.12/30 [110/192] via 209.17.220.5, 00:19:04, Serial0/0/0
209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks 209.17.220.0/24 is variably subnetted, 3 subnets, 2 masks
c 17.220.0/30 is directly connected, Serial0/l/1 o 209.17.220.0/30 [110/128] via 208.17.220.5, 00:18:04, Serial0/0/0
L 0.2/32 is directly connected, Serialo/1/1 c 209.17.220.4/30 is directly comnected, Serial0/0/0
° 209.17.220.4/30 [110/128] .220.1, 00:18:00, Serialo/i/i L 209.17.220.6/32 1s dizectly connected, Serial0/0/0
P S+ 0.0.0.0/0 [1/0] via 205.17.220.1 §*  0.0.0.0/0 [1/0] via 209.17.220.
B |reacrnints vl | B0gotats] v
. Ctri+F6 to exit CLI focus. Copy Paste f B Ctri+F6 to exit CLI focus Copy Paste
! O 7op | ¢ O op if

> 2 p. m.
=) B 11052000

llustracién 11 - Tabla de Enrutamiento MEDELLIN1 - BOGOTA1

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante OSPF.

% MEDELLIN2 - = X » )
Physical Config Aftributes Physical Config LI Attributes.
10S Command Line Interface 10S Command Line nterface
~ Passvord ~
Passvord: Password:
Medellinz>sh ip route Bogotaz>sh ip zoute
Codes: L - local, C - connacted, S - static, R - RIP, M - mobils, B - BGP Codes: L - local, C - connacted, S - stavic, R - RIP, M - mobils, B - BGP
- ZIGRP, EX - EIGRP external, O - OSPF, IA D - ZIGRP, EX - ZIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type - 05PF NSSA excernal type 1, N2 - OSPF NSSA B
- external type 1, F external 1 - OSPF external type 1, 52 - OSPF external cyp o
i - 15-1S, L1 - IS-IS level-1, L2 - IS-IS level-z, ia - IS-IS inter area 1 - IS-1S, L1 - IS-1S level-l, 12 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, © - ODR + - candidate default, U - per-user static route, o - ODR
© - periodic downloaded static route © - periodic downloaded static route
Gatewsy of last resor is 172.29.6.1 to mecwork 0.0.0.0 Gateway of last rasort is 172.29.3.1 to netvork 0.0.0.0
172.29.0.0/16 1s variably subnected, 15 subnets, 4 masks 172.29.0.0/16 is variably subnetted, 16 subnets, 4 masks
o 172,28 0.0/24 [110/257) 32, Serialo/o/1 c 172.29.0.0/24 is directly connected, GigabitZthernet0/0
° 172.29.1.0/24 [110/257] via 17 :32, Serialo/o/i i 172.29.0.1/32 is dizectly connected, GigabitZthernet0/0
° 172.29.3.0/30 [110/: 1:32, Serialo/o/i ° 172 [110/65] via 172.29.3.14, 00:24:45, Serialo/0/1
° 172.29.3.4/30 (110/2 00:21:32, Serial0/0/1 c 2 0 is directly connected, Serial0/0/0
° 172.29.3.8/30 (110/256] 00:21:32, Serial0/0/1 L 2 /32 is directly connected, Serial0/0/0
o 172.29.3.12/30 [110/320] 00:21:32, Serialo/0/1 c 2 /30 is directly connected, Serial0/1/0
c 172.25.4.0/25 is directly comnected, GigabitEZthernet0/0 3 2 /32 is directly connected, Serial0/1/0
L 172.29.4.1/32 is directly connected, GigabitEthernet0/0 ° 2 /30 [110/128] via 172.29.3.1, 00:24:45, Ser1ald/0/0
o 172.29.4.128/25 (110/65] via 172.29.6.6, 5:20, Serial0/0/0 [110/128] via 172.29.3.14, 00:24:45, Serial0/0/1
c 172.25.6.0/30 is directly comnected, Seriald/0/1 c 2/30 is directly connected, Serial0/0/1
3 172.29.6.2/32 is directly connected, Seriald/0/1 Y 3/32 is directly connected, Serial0/0/1
c 172.29.6.4/30 is directly connected, Seriald/0/0 o 00:21:44, Serial0/0/0
5 172.29.6.5/32 is directly connected, Seriald/0/0 ° ‘1, 00:21:44, Serialo/0/0
° 172.29.6.8/30 [110/128] via 172.29.6.1, 00:46:31, Serial0/0/1 ° 00:21:44, Serial0o/0/0
1110/126] via 172.29.6.6, 00:46:31, Serial0/0/0 ° 00:21:44, Serial0/0/0
° 172.29.6.12/30 [110/128] via 172.29.6.1, 0 1, Serial0/0/1 ° 00:21:44, Serial0/0/0
110/1281 via 172.25.6.6, 00-46:01, Serial0/0/0 ° 1 vis 172 00:21:44, Seria10/0/0
20397 as0s0/80 safiinar id,  Guneach 0/30 1a suboatted, 2 sunaca
° .17.220.0/30 [110/128] via 172.29.6.1, 00:57:14, Serialo/0/1 2 20.0/30 [110/192] via 172.29.3.1, 00:21:44, Serialo/0/0
° 9127:220.4/20 (110/493) yia 172.25.6.4), 00i29.42] Seriei0so/ 209.17.220_4/30 [110/128] via 172.29.3.1, 00:38:47, Serial0/0/0
v22 0.0.0.0/3 1113/11 via 172.23.6.1, 00-18:13, Serialo/o/i 0.0.0.0/0 [110/1] via 172.29.3.1, 00:18:39, Serial0/0/0
Medellinzy| v Bogotaz> v
CirisF6 to exit CLI focus. Copy Paste CirisF6 to exit CLI focus. Copy Paste
Otop O 7op

llustracion 12 - Tabla de Enrutamiento MEDELLIN2 - BOGOTA2
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e. Las tablas de los routers restantes deben permitir visualizar rutas
redundantes para el caso de la ruta por defecto.

1B MEDEL [ % BOGOTA3 a1
Physical Config CL Attributes. Physical Config Attributes.
10S Command Line Interface 10S Command Line interface
~ ~
Passvord: Passvord:
Medellind>sh ip routs Bogotas>sh ip route
Codes: L - locsl, C - comnected, S - suatic, % - RIP, X - mobile, B - 5GP Codes: L - locsl, C - comnected, S - static, % - RIP, X - mobile, B - 5GP
GRP externsl, O - OSPF, IA - OSPF inter area D- SIGRP external, O - OSPE, IA — OSPF inter ares
N1~ OSTF NGSA excasnal svpe 1, N2 - OSPF NSSA excernal sype N1~ OSPE NGSA ewcasnat svpe 1, N2 - OSPF NSSA axcernal svpe
L 0557 axternal tupe 2, E - £GP © 08PF external type 2, I -
Lz - I5-IS level-z, ia - IS-IS inter ares IS level-l, 1z - IS-IS level-z, ia - IS-IS inter ares
* - candidate default, U - per-user static route, o - ODR U - per-user static route, o - ODR
® - periodic downloaded static route ® - periodic downloaded static route
Gatewsy of last resort is 172.23.6.5 to network 0.0.0.0 Gateway of last resort is 172.25.3.5 to network 0.0.0.0
172.28.0.0/16 is variably subnetted, 16 subnets, 4 mas 172.25.0.0/16 is variably subnetted, 15 subnets, 4 masks
° 172.29.0.0/24 [110/257] via 172.23.6.9, O Serialo/o/1 o 172.26.0.0/24 [110/65] via 172.23.3.13, 00:26:33, Serial/0/1
° 5.1.0/24 [110/257] via 172.23.6 Sexialo/o/1 c 172123.1.0/24 is directly connected, GigabitEthernet0/0
o 5.3.0/30 (110/256) 6, Serialo/o/1 i 172.25.1.1/32 is directly connected, GigabitZthernet0/0
° 172.25.3.4/30 (110/256] i Serialo/o/1 ° 172.25.3.0/30 [110/128] via 172 33, Ser1a10/0/0
° 172.29.3.8/30 [110/256] via 172.23.6. Serialo/o/1 1110/128] via 172 Serial0/0/1
° 172iasiate/on, [1f0/a0) (eix 7aies e loy heraial, ssimioo)a ° 172.29.3.4/30 [110/128] via 172. 223, saxiatooro
° 172.25.4.0/25 [110/65] via 172.23.6. 1:23, Serialt/0/0 [110/128] via 172.29.3.13, Serialo/0/1
c 172.20.4.120/28 s direcely commacied, GigubirTebesnes0/0 c 172.29.3.0/30 s ditactly conmeceed, Sarislo/o/0
L 172.25.4.128/32 is directly connected, GigabitEthernetd/0 L 172.29.3.10/32 is directly connected, Seriald/0/0
° 172.25.6.0/30 [110/126] via 172.25.6.5, 0, Ser1al0/0/0 c 172.29.3.12/30 is directly connected, Serial0/0/1
(110/128] via 172.29.6.9, 0, Serial0/0/1 Y 172.29.3.14/32 is directly connected, Serial0/0/1
c .6.4/30 is directly connected, Seriald/0/0 ° 172.25.4.0/25 [110/257] via 172.29.3.5, 00:23:32, Seriald/0/0
L 5.6/32 is directly connected, Serial0/0/0 ° 172.25.4.128/25 (110/257] via 172.29.3.9, 00:23:32, Serialo/0/0
c [6.8/30 is directly connected, Serialo/0/1 ° 172.25.6.0/30 [110/256] via 172.29.3.3, 00:23:32, Serial0/0/0
L 6.10/32 is directly connected, Serial0/0/1 ° 172.25.6.4/30 [110/320] via 172.25.3.3, 00:23:32, Serial0/0/0
c [6.12/30 is directly connected, Serial0/1/0 ° 172.29.6.8/30 [110/256] via 172.29.3.3, 00:23:32, Serial0/0/0
b 5.6.14/32 is directly connected, Serial0/1/0 ° 172.25.6.12/30 [110/286] via 172.29.3.9, 00:23:32, Seriald/0/0
205.17.220.0/30 is subnetted, 2 subnets 205.17.220.0/30 is subnetted, 2 subnets
° 0.0/30 [110/128] via 172.23.6.9, 00:48:20, Serial0/0/1 o 203.17.220.0/30 (110/152] via 172.29.3.9, 00:23:32, Serial0/0/0
° 117.220.4/30 [110/152] via 172.29.6.9, 00:23:41, Serialo/0/1 ° 117.220.4/30 [110/128] via 172.29.3.9, 00:26:51, Serial0/0/0
%22 0.0.0.0/0 (110/1] via 172.29.6.3, 00:20:18, Seriald/0/1 0422 0.0.0.0/0 [110/1] via 17 o 6. Seria10/0/0
Medellins v Sogorass] v
ClrisF6 1o exct CLI focus. Copy Paste ClrisF8 1o exct CLI focus. copy Paste
Oop Ovop

656 p. m.

f

llustracion 13 - Tabla de Enrutamiento MEDELLIN3 - BOGOTA3

directamente conectadas.

»

EiERSOra2 gt aaaoE Bsa
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172.29.4.025 172.29.0.0724
==,
G0l
@ 150 host ) & ,Fl.
S0 s1
£\ 172.29.3.0130 TA2
172.29.6.030 S10
209.17.220.4130 51
172 29.3.4130
172.29.6.4/30 E mn... s11
H> 0 !SP BOGOT
172296830 o 17229312130
s1/0 S1lﬂ
172. 29 3.8130
. \ st
OSPF v2 s0 h-‘f
g,—( BOGUTAJ
F A1
200 host
172.29.4.12825 remy:

MEDELLIN > 172.29.4.0/21

B/ meg¢um

BOGOTA > 172.29.0.0/21

Serial DCE

El router ISP solo debe indicar sus rutas estaticas adicionales a las

®isp - o X
Physical Config Attributes
10S Command Line Interface
~
User Access Verification
Password:
Ise>sh ip route
Codes: L - local, C - connected, S - static, R - R - mobile, B - BGP
D - S76RD, X - EToRD exvarnsl, 0 - GSPE, TA - OSOF snser stes
NL - OSPF NSSA externsl type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, 22 - OSPF external type 2, I - 2GP
i - IS-1S, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
+ - candidate default, U - per-user static route, o - ODR
® - pericdic downloaded static route
Gateway of last resort is 205.17.220.2 to metwork 0.0.0.0
172.25.0.0/16 is variably subnetted, 12 subnets, 3 masks
s 172.29.0.0/24 [1/0] via 209.17.220.6
° 172.25.1.0/24 [110/129] via 209.17.220.6, 00 6, Serialo/o/1
° 2 :25:06, Serialo/o/1
° 6, Serialo/o/1
° 172.28.3.8/30 [110/128] via 209.17.220.6, 00:25:06, Serialo/0/1
° 172.28.3.12/30 [110/152] via 205.17.220.6, 00:25:06, Serial0/0/1
s 172.29.4.0/25 [1/0] via 209.17.220.2
° 172.25.4.128/25 [110/129] via 209.17.22 25:26, Serial0/0/0
° 172.25.6.0/30 [110/128] via 209.17.220. Ser1al0/0/0
° 172.29.6.4/30 [110/192] via 209.17.220. Ser1a10/0/0
° 172.25.6.8/30 [110/128] via 209.17.220 Ser1a10/0/0
° 172.29.6.12/30 [110/128] via 209.17.22 Serial0/0/0
209.17.220.0/24 is variably subnetted, 4
c 205.17.220.0/30 is directly connected,
L 205.17.220.1/32 is directly connected, Serial0/0/0
c 209.17.220.4/30 is dizectly connected, Serial0/0/1]
T 209.17.220.5/32 is directly connected, Serial0/0/1
©0*E2 0.0.0.0/0 [110/1] via 54, Serialo/0/0
[110/1] via 2 Ser1al0/0/1
158> v
Ctri+F6 to exit CLI focus Copy. Paste

Oer

llustracioén 14 - Tabla de Enrutamiento Router ISP
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Parte 3: Deshabilitar la propagacion del protocolo OSPF.

a. Para no propagar las publicaciones por interfaces que no lo requieran se
debe deshabilitar la propagacion del protocolo OSPF, en la siguiente tabla se
indican las interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ
Bogotal SERIALO/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellinl SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIAL0/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0O/1; SERIALO/1/0

ISP No lo requiere
Tabla 23 - Deshabilitar la propagacion del protocolo OSPF

Bogotal - Serial 0/0/0

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#rou

Bogotal(config)#router os

Bogotal(config)#router ospf 1

Bogotal(config-router)#pas
Bogotal(config-router)#passive-interface s0/1/1
Bogotal(config-router)#

06:02:56: %OSPF-5-ADJCHG: Process 1, Nbr 7.7.7.7 on Serial0/0/0 from FULL to
DOWN, Neighbor Down: Interface down or detached
Bogotal(config-router)#end

Bogotal#

Bogota2 - Interfaz Serial 0/1/0 — G0/0

Bogota2>en

Password:

Bogota2#conft

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#ro

Bogota2(config)#router o
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Bogota2(config)#router ospf 1
Bogota2(config-router)#pas
Bogota2(config-router)#passive-interface s0/1/0
Bogota2(config-router)#passive-interface g0/0
Bogota2(config-router)#end

Bogota2#

Bogota3 - Interfaz GO/0

Bogota3>en

Password:

Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#ro

Bogota3(config)#router os 1

Bogota3(config-router)#pass g0/0

Bogota3(config-router)#end

Bogota3#

Medellinl - Interfaz Serial 0/1/0

Medellin1>en

Password:

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#rou

Medellin1(config)#router os
Medellin1(config)#router ospf 1
Medellin1(config-router)#pas
Medellin1(config-router)#passive-interface s0/1/0
Medellin1(config-router)#

Medellin2 - Interfaz GO/O

Medellin2>en

Password:

Medellin2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#rou os 1

Medellin2(config-router)#pass g0/0
Medellin2(config-router)#end

Medellin2#
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Medellin3 - Interfaz GO/0

Medellin3>en

Password:

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin3(config)#rout os

Medellin3(config)#rout ospf 1

Medellin3(config-router)#pass g0/0
Medellin3(config-router)#end

Medellin3#

Parte 4: Verificacion del protocolo OSPF.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexion hacia el ISP, la version
de OSPF y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de OSPF de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

% MEDELLINT - o X ®
Physical  Config Ll Attributes Physical  Config LI Aftributes
10S Command Line Interface 10S Command Line Interface
00:00:10: 30SPF-5-ADJCHG: Process 1, Nor 2.2.2.2 on Serial0/0/1 from LOADING to FULL, A SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state to up ~

Loading Done

SLINEPROTO-S-UBDOWN: Line protocol on Int Serial0/1/1, changed state to up

00:00:10: 30SPF-S-ADJCHG: Process 1, Nbr 7.7.7.7 on Seriald/1/1 from LOADING to FULL,

00:00:10: $0SPF-S-ADJCHG: Process 1, Nbr §.6.6.6 on Serial0/1/0 from LOADING to FULL,
Loading Done

Loading Done

00:00:10: 30SPF-S-ADJCHG: Process 1, Nbr 5.5.5.5 on Serial0/0/1 from LOADING to FULL,
Loading Done
Se prohbe el no autorizado!

Medellinl>sh ip prot

Routing Protocol is "ospf 1"

00:01:03 Last Update
00:01:03 00:00:29
00:01:03 00:00:29
7 00:01:03 00:00:29
Distance: (default is 110)
Medellinls| v Bogotal> v
Ctri+F6 to ext CLI focus Copy Paste Ctri+F6 to ext CL focus Copy Paste
O op O op

11:12p. m.

~ ) B 00

llustracion 15 - Verificacion protocolo OSPF MEDELLIN1 - BOGOTA1L
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® ¥ BoGOTA2 - o X

Physical  Config

Attributes Physical  Config Attributes

10S Command Line Interface 10S Command Line Interface

Medellinz?
Medellin2$
Medellinz$
Medellin2#
Medellin2g
Medellin2¢
Medellin2¢
Medellin2$
Medellin2#
Medellin2g
Medellin2¢
Medellin2¢
Medellin2¢sh ip prot

Se prohbe el acceso no autorizado!

User Access Verification

Password:

Bogota2>sh ip prot

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set

Rolicing Rrotocalizis) Jospfil®, Incoming update filter list for all interfaces is not set
Outgoing update filter list for all interfaces is mot set Router ID 5.5.5.5

Incoming update filter list for all interfaces is not set Nurber of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4

Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa

Maximum path: 4 172.29.0.0 0.0.0.255 area 0
: 72.29.3.0 0.0.0.3 area 0
0 172.29.3.4 0.0.0.3 area 0
172.29.3.12 0.0.0.3 area 0
Passive Interface(s):
Passive Interface(s): GigabitZthernes0/0
GigabitZthernes0/0 Serial0/1/0
uting Information Sources: Routing Information Sources:
Cateway Distance Last Update Distance Last Update
a1 110 00:1 110 :13:52
2 110 110
3 110 110
4 110 110
s 110 110
€ 110 110
) 110 110 00:03:48
Distance: (default is 110) sulc is 110)
Medellin2# v Bogotaz>] i
Ciri+F6 to exit CLI focus Copy Paste Ctri+F6 to exit CLI focus Copy. Paste

O op O 7op

924 p.m
11/05/2020

~ = Q) B

llustracion 16 - llustracion 15 - Verificacion protocolo OSPF MEDELLIN2 - BOGOTA2

® ¥ BOGOTA3 - o X
Physical Config Attributes Physical Config Attributes
10S Command Line Interface 10S Command Line Interface
Medellin3t ~ ~
Medellin3g
Medellin3§
Medellin3g
Medellin3$
Medellin3#
Medellin3g Se prohbe el acceso no autorizado!
Medellin3#
Medellin3$ User Access Verification
Medellin3g
Medellin3t Password:
Medellin3#sh ip prot
Bogotad>sh ip prot
Routing Protocel is "os] 1
Outgoing update filter list for all interfaces is not set Routing Protocol is “ospf 1"
Incoming update filter list for all interfaces is not set Outgoing update filter list for all interfaces is not set
Router ID 3.3.3.3 Incoming update filter list for all interfaces is mot set
Number areas in this router is 1. 1 normal 0 stub 0 nssa Router ID 6.6.6.6
Maximum path: 4 Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Routing for Networks: Maximum path: 4
172.29.4.128 0.0.0.127 area O Routing for Networks:
172.29.6.4 0.0.0.3 azea 0 172.29.1.0 0.0.0.255 azea 0
172.29.6.8 0.0.0.3 area 0 172.29.3.8 0.0.0.3 area 0
172.29.6.12 0.0.0.3 area 0 172.29.3.12 0.0.0.3 area 0
Passive Interface(s) Passive Interface(s):
GigabitEthernet0/0 GigabitEthernet0/0
Routing Information Scurces: Routing Information Scurces:
Gateway Distance Last Update Distance Last Update
1.1.1.1 00:14:37 110 00:14:44
2.2:2 00:-1. 110 00:16:24
3. 00:14 110 00:14:13
4. 00:0 110 00:03:50
s 00:03:11 110 00:03:18
[ 00:2: 110 00:21:28
7- 00:0. 110 00:04:40
Dist. ault is 110)
Medellin3# A Bogotad> Y
Ctrl+F8 to exit CLI focus. Copy Paste Ctri+F8 to exit CLI focus Copy Paste

O op O 7op

925p.m

U " ~ ) B o0

llustracién 17 - llustracion 15 - Verificacion protocolo OSPF MEDELLINS -BOGOTA3
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10S Command Line Interface
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Ctri+F® to exit CLI focus Copy Paste

O op

; 926p.m
~ ) B0

llustracion 18 - llustracién 15 - Verificacion protocolo OSPF Router ISP

Parte 5: Configurar encapsulamiento y autenticacion PPP.
a. Segun la topologia se requiere que el enlace Medellinl con ISP sea
configurado con autenticacion PAT.

Password:

Medellinl>en

Password:

Medellinl#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#int s0/1/1

Medellin1(config-if)#enca

Medellin1(config-if)#encapsulation ppp

Medellin1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state
to down

06:52:04: %OSPF-5-ADJCHG: Process 1, Nbr 7.7.7.7 on Serial0/1/1 from FULL to
DOWN, Neighbor Down: Interface down or detached

Medellin1(config-if)#exit

Medellin1(config)#us

Medellin1(config)#username ISP secr
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Medellin1(config)#username ISP secret cisco

Medellin1(config)#int s0/1/1

Medellin1(config-if)#ppp au

Medellin1(config-ify#ppp authentication pap
Medellin1(config-if)#ppp pap s

Medellin1(config-if)#ppp pap sent-username MEDELLIN pass cisco
Medellin1(config-if)#exit

Medellin1(config)#end

Medellinl#

ISP>en

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.

ISP(config)#int s0/0/0

ISP(config-if)#enc

ISP(config-if)#encapsulation ppp

ISP(config-if)#ex

ISP(config)#int s0/0/1

ISP(config-if)y#encapsulation ppp

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

06:00:31: %OSPF-5-ADJCHG: Process 1, Nbr 4.4.4.4 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Interface down or detached

ISP(config-if)#ex

ISP(config)#username MEDELLIN secret cisco

ISP(config)#

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#int s0/0/0

Bogotal(config-if)#enca

Bogotal(config-if)#encapsulation ppp

Bogotal(config-if)#no sh
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Bogotal(config-if)#exit

Bogotal(config)#us
Bogotal(config)#username ISP secret cisco
Bogotal(config)#int s0/0/0
Bogotal(config-if)#ppp authentication chap
Bogotal(config-if)#exit
Bogotal(config)#end

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console
cop run st

Destination filename [startup-config]?
Building configuration...

[OK]

Bogotal#

ISP(config)#int s0/0/0

ISP(config-if)#ppp pap se

ISP(config-if)#ppp pap sent-username

ISP(config-if)#ppp pap sent-username ISP pass cisco

ISP(config-if)#exit

ISP(config)#username BOGOTA secret cisco

ISP(config)#int s0/0/1

ISP(config-if)#ppp aut

ISP(config-if)y#ppp authentication chap

ISP(config-if)#end

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

ISP#

%SYS-5-CONFIG_I: Configured from console by console

06:03:13: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING
to FULL, Loading Done

ISP#

86



Parte 6: Configuracion de PAT.

a En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellinl), los routers internos de una ciudad no podran llegar hasta los
routers internos en el otro extremo, s6lo existira comunicacion hasta los
routers Bogotal, ISP y Medellinl.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellinl. Compruebe que la traduccién de direcciones
indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Medellin1, cémo diferente puerto.

Password:

Medellin1>en

Password:

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip acc sta

Medellin1(config)#ip acc standard 50host
Medellin1(config-std-nacl)#permit 172.29.4.0 0.0.0.127
Medellin1(config-std-nacl)#exit

Medellin1(config)#ip nat inside sour list 50host inter s0/1/1 overload
Medellin1(config)#int s0/0/0

Medellin1(config-if)#ip nat ins

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#ex

Medellin1(config)#int s0/0/1

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#int s0/1/0

Medellin1(config-if)#ip nat inside

Medellin1(config-if)#ex

Medellin1(config)#int s0/1/1

Medellin1(config-if)#ip nat outside
Medellin1(config-if)#end

Medellinl#

%SYS-5-CONFIG_I: Configured from console by console

Medellinl#ping 172.29.6.2
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Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.6.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/5 ms
Medellinl#ping 172.29.6.10

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.6.10, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 ms
Medellinl#ping 172.29.6.14

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.29.6.14, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/5 ms
Medellinl#

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al
realizar una prueba de ping, la direccién debe ser traducida automaticamente
a la direccion de la interfaz serial 0/1/0 del router Bogotal, como diferente

puerto.

Password:

Bogotal>en

Password:

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#

Bogotal(config)#no ip access-list standard 150host
Bogotal(config)#ip access-list standard 150host
Bogotal(config-std-nacl)#permit 172.29.0.0 0.0.0.255
Bogotal(config-std-nacl)#exit

Bogotal(config)#ip nat inside source list 150host int s0/0/0 overload
Bogotal(config)#int s0/0/0

Bogotal(config-if)#ip nat out
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Bogotal(config-if)#ip nat outside
Bogotal(config-if)#int s0/0/1
Bogotal(config-if)#ip nat insi
Bogotal(config-if)y#ip nat inside
Bogotal(config-if)#int sO/1/0
Bogotal(config-if)y#ip nat inside
Bogotal(config-if)#int sO/1/1
Bogotal(config-if)y#ip nat inside
Bogotal(config-if)#exit
Bogotal(config)#end

Bogotal#

%SYS-5-CONFIG_I: Configured from console by console

Bogotal#ping 172.29.3.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.3.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/10 ms
Bogotal#ping 172.29.3.6

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.3.6, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/15 ms
Bogotal#ping 172.29.3.10

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.29.3.10, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/21 ms
Bogotal#
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Parte 7: Configuracién del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser
el servidor DHCP para ambas redes Lan.

Password:

Medellin2>en

Password:

Medellin2#ip dhcp ex

Medellin2#conf ter

Enter configuration commands, one per line. End with CNTL/Z.
Medellin2(config)#ip dhc exc

Medellin2(config)#ip dhc excluded-address 172.29.4.1 172.29.4.9
Medellin2(config)#ip dhc pool Medellin2
Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#dns-server 10.10.10.10
Medellin2(dhcp-config)#exit

Medellin2(config)#ip dhcp excluded-address 172.29.4.129
Medellin2(config)#ip dhcp pool Medellin3
Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#default-router 172.29.4.129
Medellin2(dhcp-config)#dns-server 10.10.10.10
Medellin2(dhcp-config)#end

Medellin2#

%SYS-5-CONFIG_I: Configured from console by console
copy run st

Destination filename [startup-config]?

Building configuration...

[OK]

Medellin2#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

Password:

Medellin3>en

Password:

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Medellin3(config)#int g0/0

Medellin3(config-if)#ip help
Medellin3(config-if)#ip helper-address 172.29.6.5
Medellin3(config-if)#ex

Medellin3(config)#end

Medellin3#

%SYS-5-CONFIG_I: Configured from console by console
Medellin3#cop run st

Destination filename [startup-config]?

Building configuration...

[OK]

»
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llustraciéon 19 - Verificacion DHCP Redes MEDELLIN2 - MEDELLIN3

c. Configurar la red Bogota2 y Bogota3 donde el router Bogota2 debe ser el
servidor DHCP para ambas redes Lan.

Password:

Bogota2>en

Password:

Bogota2#conft

Enter configuration commands, one per line. End with CNTL/Z.
Bogota2(config)#ip dhcp exc
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Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.9
Bogota2(config)#ip dhcp pool BOGOTA2
Bogota2(dhcp-config)#net
Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#de
Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#dns
Bogota2(dhcp-config)#dns-server 10.10.10.10
Bogota2(dhcp-config)#exit

Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.9
Bogota2(config)#ip dhcp pool BOGOTAS
Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#default-router 172.29.1.1
Bogota2(dhcp-config)#dns-server 10.10.10.10
Bogota2(dhcp-config)#end

Bogota2#

%SYS-5-CONFIG_I: Configured from console by console
cop run star

Destination filename [startup-config]?

Building configuration...

[OK]

Bogota2#

d. Configure el router Bogota3 para que habilite el paso de los mensajes
Broadcast hacia la IP del router Bogotaz2.

Password:

Bogota3>en

Password:

Bogota3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogota3(config)#int g0/0

Bogota3(config-if)#ip help

Bogota3(config-if)#ip helper-address 172.29.6.13
Bogota3(config-if)#exit

Bogota3(config)#end

Bogota3#

%SYS-5-CONFIG_I: Configured from console by console
Bogota3#cop run st
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Destination filename [startup-config]?
Building configuration...
[OK]
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4 CONCLUSIONES

La (ACL) permiten el acceso de direcciones IP especificas, asegurar que solo la
computadora del administrador del sistema tenga permiso para acceder al router
mediante telnet o SSH, ayudando a restringir el acceso de administraciébn remota a
los dispositivos de red, sin embargo, no cifran los datos que se envian por la red. Si
otro programa en un host diferente en la red captura o detecta esa informacion, la
red no es segura.

Cada nodo de una red requiere una direccion IP Unica que establezca comunicacién
con otros dispositivos. Mediante la asignacion estatica de informacion de
direccionamiento IP en una red grande produce una carga administrativa que puede
eliminarse mediante el uso de DHCPv4 y DHCPvV6 para asignar de forma dindmica
informacion de direccionamiento IPv4 e IPv6.

Al comprender los comandos de configuracion, para implementar RIP y OSPF, al
igual que el enrutamiento estatico; mediante un esquema de direccionamiento IP
sin clase, se brindan soluciones de red y conectividad escalables, mediante el uso
de los principios de enrutamiento y conmutacion de paquetes en redes LAN y WAN.

Las VLAN se basan en conexiones logicas, en lugar de conexiones fisicas. Las
VLAN son un mecanismo para permitir que los administradores de red creen
dominios de difusion logicos que puedan extenderse a través de un Unico switch o
varios switches, independientemente de la cercania fisica. Esta funcion es util para
reducir el tamafio de los dominios de difusion o para permitir la agrupacién logica
de grupos o usuarios sin la necesidad de que estén ubicados fisicamente en el
mismo lugar.

NAT se utiliza para contribuir a mitigar el agotamiento del espacio de direcciones
IPv4. Permitiendo que los administradores de red utilicen el espacio de direcciones
privadas definido en RFC 1918, a la vez que proporciona conectividad a Internet,
mediante una unica direccion publica o una cantidad limitada de estas. Reduciendo
la sobrecarga administrativa de forma considerable al administrar las adiciones, los
movimientos y las modificaciones.
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