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GLOSARIO

Ethernet: La capa fisica de interconexion de sistemas abiertos (OSI) proporciona el
medio para transportar los bits que componen una trama de capa de enlace de datos
a través de los medios de red.

Gateway predeterminado: El gateway predeterminado es el dispositivo de red que
puede enrutar el trafico a otras redes. Es el router el que puede enrutar el trafico
fuera de la red local. Si se piensa en una red como si fuera una habitacion, el
gateway predeterminado es como la puerta. Si desea ingresar a otra habitacion o
red, debe encontrar la puerta.

Direcciones IPv4: El sistema binario es un sistema numérico que consiste en los
nameros 0 y 1, denominados bits. En comparacion, el sistema numérico decimal
consiste en 10 digitos, que incluyen los nameros 0 a 9.

Terminales: Los dispositivos de red con los que la gente esta méas familiarizada se
denominan terminales. Un terminal es el origen o el destino de un mensaje
transmitido a través de la red, como se muestra en la animacion de la figura. Para
distinguir un terminal de otro, cada terminal en la red se identifica por una direccion.
Cuando un terminal inicia una comunicacion, utiliza la direccion del terminal de
destino para especificar adonde se debe enviar el mensaje.

Mascara subred: es la direccidén que te asigna tu IPS empresa que da el acceso a
internet como telefonia, y sirve para identificarte dentro de internet cuando te
conectas, pero la IP por si sola tampoco sirve para identificarte en la red. A esta
direccién la vas a tener que acompafar siempre de la mascara9 de subred. A
efectos practicos se trata de otra IP, pero cuya numeracion casi siempre va a estar
compuesta por ceros y 255.

Switch: es un dispositivo de interconexion utilizado para conectar equipos de red
formando lo que se conoce como una red de é&rea local (LAN) cuyas
especificaciones técnicas siguen el estandar conocido como ethernet. Es importante
tener claro que un switch NO proporciona por si solo conectividad con otras redes,
y obviamente tan poca conectividad con internet.
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RESUMEN

En el tiempo del proceso de aprendizaje que he tenido en el diplomado de
profundizaciéon CISCO (disefios e implementaciones de soluciones integradas
LAN/WAN) (OPCI - (203092A 954, se desarrollé cada uno los médulos del curso
correspondientes CCNA, donde se adquiri6 habilidades de poder configurar
dispositivos PC, Router, Switch entre otros de las simulaciones de los escenarios
propuesto.

En este primer escenario 1 se configura los dispositivos de una red pequeia donde
se debe configurar un router, un switch y equipos, disefiar el esquema de
direccionamiento IPv4 para las LAN1 LAN2.

En el segundo escenario 2 es una topologia mas grande en este escenario se
plantean aspectos como: se debe configurar una red pequeia para que admita
conectividad IPv4 e IPv6, seguridad de switches, routing entre VLAN, el protocolo
de routing dinamico OSPF, el protocolo de configuracion de hosts dinamicos
(DHCP), la traduccién de direcciones de red dindmicas y estéaticas (NAT), listas de
control de acceso (ACL) y el protocolo de tiempo de red (NTP) servidor/cliente.
Durante la evaluacion, probara y registrara la red mediante los comandos comunes
de CLI.

palabras claves: CISCO, CCNP, Conmutacién, Enrutamiento, Redes, Electronica.
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ABSTRACT

In the time of the learning process that | have had in the CISCO deepening diploma
(designs and implementations of integrated solutions LAN / WAN) (OPCI -
(203092A 954), each one of the corresponding CCNA course modules was
developed, where power skills were acquired configure PC devices, Router, Switch
among others of the simulations of the proposed scenarios.

In this first scenario 1, the devices of a small network are configured where a router,
a switch and equipment must be configured, and the IPv4 addressing scheme for
the LAN1 LAN2 must be designed.

In the second scenario 2 is a larger topology in this scenario, aspects such as: a
small network must be configured to support IPv4 and IPv6 connectivity, switch
security, routing between VLANSs, the dynamic routing protocol OSPF, the protocol
of dynamic host configuration (DHCP), static and dynamic network address
translation (NAT), access control lists (ACL), and server / client Network Time
Protocol (NTP). During the evaluation, you will test and register your network using
common CLI commands.

keywords: CISCO, CCNP, Switching, Routing, Networks, Electronics.
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INTRODUCCION

La simulacion de las redes ha venido evolucionando, en cuanto a sus versiones del
simulador de packet trecer donde por medio de este programa podemos crear
topologia de red, enviar paquetes de informacion de un dispositivo a otro, y luego
ver en modo simulacion la transmision de datos. Estas tecnologias deben ir
adaptandose y evolucionando para cumplir con las necesidades comunicativas de
las personas en distintos ambitos sociales.

En este documentos veremos la configuracion de 2 escenarios dados, donde
relacionan los temas que hemos vistos al paso de diplomado cisco, las actividades
y ejercicios como configuracion: router, un switch y equipos, disefiar el esquema de
direccionamiento IPv4 para las LAN propuestas, seguridad de switches, routing
entre VLAN, el protocolo de routing dindmico OSPF, el protocolo de configuracion
de hosts dinamicos (DHCP), la traduccién de direcciones de red dindmicas y
estaticas (NAT), listas de control de acceso (ACL) y el protocolo de tiempo de red
(NTP) servidor/cliente y entre otros.

Por ultimo, el simulador de packet tracer es indispensable estarcapacitado para con

esta aplicacion para comprender su logica, su funcionamiento y poder solucionar
problematicas relacionadas con redes de distintos tipos.

13



DESARROLLO ESCENARIO 1

Figura 1 Topologia escenario 1.

LAN 1 LAN 2 PC-B
PC-A S1 R1

Fao/6 & GO/ GO/0N <= G O/0/0 [:!
. . A 5 .,
= F 2960-24TT 1504331

Fuente: Elaboracién propia

Como trabajo inicial se debe realizar lo siguiente:

e Realizar una construccion de red de acuerdo con la topologia légica que se
plantea en la figura 1.

¢ Realizar el direccionamiento de las subredes LAN 1y LAN 2 y desarrollar las
configuraciones béasicas de router y switch.
e Realizar la conexion fisica de los equipos con base en la topologia de red.

Figura 2: Escenario propuesto
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Fila Edit Options View Tools Extensions Window Halp

EERSO0LsL A AT @aaoOB@ EB=FE ?
SQ@E@i @/ rme @ M

CISCO prusba de practicas GONP
ios

LAN1
LAN 2
QE Fa0/6 = Gig/1 Gig0/0/1 ~= Gig0/0/0 Fa0
—_—— ey ——— ¢ —_—
F——n 51 » =
PC- A Rl PC-B

[.Realtlme J($R Simulation }

/ P < 5 5@ 5 / Fire  LastStaws Source Destination Type Color Timefsec) Periodic Num  Edit
< - @ Successful PC-A R1 IcMP g 0.000 N 0 (edit)

@ Succssstul PC-B R1 1oMP 0.000 N 1 (eait)

)

> MNew Delste

Toggle PDU List Window
Copper Straight-Through

< >

£59p.m.

~ DAY g B

Fuente: Elaboracion propia 1
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Tabla 1 direccionamiento del escenario 1

Item Requerimiento
Direccion de Red 192.168.89.0
Requerimiento de host Subred LAN1 100
Requerimiento de host Subred LAN2 50
R1 G0/0/1 192.168.89.1
R1 G0/0/0 192.168.89.129
S1SVi 192.168.89.2
PC-A 192.168.89.126
PC-B 192.168.89.190

Fuente: Elaboracion propia

Paso 1: Configuracion y ajuste basico del Router -

Tabla 2 Configuracion de R1

R1

Tarea

Especificaciones

Desactivar la busqueda DNS

R1(config)#no ip domain-lookup

Nombre del router

Router(config)#hostname R1

Nombre de dominio

R1(config)#ip domain-name ccna-lab.com
R1(config)#

Contrasefia cifrada para
el modo EXEC
privilegiado

R1(config)#enable secret ciscoenpass

Contraserfia de acceso a la consola

R1(config)#line console 0
R1(config-line) #Password ciscoconpass
R1(config-line) #login

R1(config-line) #exit

Establecer la longitud minima para
las contrasefas

R1(config)#security passwords min-length
10

Crear un usuario administrativo
en la base de datos local

R1(config)#username  admin

adminlpass

password

Configurar el inicio de sesion en
las lineas VTY para que use la
base de datos local

R1(config)#line vty 0 4
R1(config-line) #login local
R1(config-line) #exit
R1(config)#

Configurar VTY solo aceptando

R1(config)#hostname R1

SSH

R1(config)#ip domain-name ccna-lab.com

15




R1(config)#crypto key generate rsa
The name for the keys will be: Rl.ccna-
lab.com
Choose the size of the key modulus in the
range of 360 to 2048 for your

General Purpose Keys. Choosing a key,
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]: 10247?
% Generating 1024 bit RSA keys, keys will
be non-exportable..[OK]

R1(config)#ip ssh version 2
*Mar 1 0:38:50.383: %SSH-5-ENABLED:
SSH 1.99 has been enabled
R1(config)#ip ssh authentication-retries 2
R1(config)#line vty 0 15
R1(config-line) #login local
R1(config-line) #exit
R1(config)#username admin  password
adminlpass
R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from
console by console

Cifrar las contrasefias de texto no
cifrado

R1(config)#service password-encryption

Configure un MOTD Banner

R1(config)#banner motd $ESTUDIANTES
CISCOSUNAD$

Configurar interfaz G0/0/0

R1(config)#interface gi0/0/0

R1(config-if) #ip add 192.168.89.129
255.255.255.128

R1(config-if) #no shut

R1(config-if) #
%LINK-5-CHANGED: Interface
GigabitEthernet0/0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol
on Interface GigabitEthernet0/0/0, changed
state to up

16



R1#
%SYS-5-CONFIG_I:
console by console

Configured  from

Configurar interfaz G0/0/1

R1(config)#interfa
ce gi0/0/1
R1(config-if)#ip
add 192.168.89.1
255.255.255.128
R1(config-if) #no
shut

R1(config-if) #
%LINK-5-
CHANGED:
Interface
GigabitEthernetO/
0/1, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol
on Interface GigabitEthernet0/0/1, changed
state to up

Generar una clave de cifrado RSA

R1(config)#crypto key generate rsa

% You already have RSA keys defined
named R1.ccna-lab.com.

% Do you really want to replace them?
[yes/no]: y

The name for the keys will be: R1l.ccna-
lab.com

Choose the size of the key modulus in the
range of 360 to 2048 for your

General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.
How many bits in the modulus [512]: 10247

% Generating 1024 bit RSA keys, keys will
be non-exportable..[OK]

Fuente: Elaboracion propia
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*Nota se precede con la ilustracion de cada punto de la configuracién del R1

Figura 3 Nombre del router

L 2

L _ o x
, - _

EERSOL, 2 2A0 Physical  Comfig _ CLI 9

D@/ me ¢ 10 Command Line Interface
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Router (config) ¢hostname 21

Rliconfig) e A

C1rl+F8 to exit CLl focus Copy Paste

stination Typs  Color Time(sec) Periodic Num  Edit

[ Ter

Copper Straight-Through

9 p.m.
D o

Fuente: Elaboracion propia

Figura 4 Desactivar la busqueda DNS
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compliance with U.S. and local countzy laws. By using this preduct you -
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately

2 summary of U.S. laws governing Cisco cryptographic products may be found at:
http://wne. cisco.comfwwl/enport/crypto/tool/stqrg. heml

If you require further assistance please contact us by sending email to
export@eisce. com.

cisco ISR4331/KS (1RU) processor with 1755955K/E147K bytes of memory.
Processor board ID FIM232010G0

3 Gigabit Sthernet inmterfaces

32768K bytes of non-volatile configuration memory

4154304K bytes of physical memezy.

32071€7K bytes of flash memory at bootflash:.

OF bytes of WebUI ODM Files at webui:

Q_ - System Configuration Dialeg ---

Would you like to enver the initial configuratvion dialog? [ves/mcl:a

Press RETURN to get started!

Router-enable

Routerfconfigure terminal

Eater configuration commands, one per line. End with CNIL/Z.

Router{config) $hostname Rl

1(config)$no ip domain-lookup

R1{conzig)e v

Crri+F6 o exit CLI focus Copy Pasta

stination Type Color Timelsec) Periodic Num  Edit

[ Top

>
|‘ Toggle PDU List Window,

s Strainkt Thh 1

Fuente: Elaboracién propia

18



Figura 5 Nombre de dominio

EERSOCrih A1 Qeaeaozm BFE

S H/med HE

LAN1

PC-A

Time: OC

Fuente: Elaboracion propia

Copper Straight-Through
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Physical  Config _ CLI
—
10S Command Line Intarface
third-party authority to import, export, distribute or use encryption. ~
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
o comply with U.S. and local laws, return this product immedistely
A summary of U.S. laws governing Cisco cryptographic products may be found ac:
nttp://wnnr. cisco.com/wel/eXpoTt/Crypto/tosl/stary. heml
If you require further assistance please contact us by sending email to
export@cisco.com.
cisco ISR4331/KS (1RU) processor with 1755955SK/€147K bytes of memory.
Frocessor board ID FLM232010G0
3 Gigabit Sthernes inverfaces
32768 bytes of mon-volatile configuration memozy
4154304K bytes of physical memory
32071€7K bytes of flash memory at bootflash:.
OF bytes of WebUI ODM Files at webui:
~— System Configuration Dialog -—
Would you like to enter the initial configuration dialeg? [yes/nol:n
Press RETURN to get started!
acuterenable
Router#configure terminal
Enter configuration commands, one per lime. End with CNTL/Z.
Router (config) #hostname R1
Rl{config)#no ip domain-lockup
Rl{config)$ip domain-name ccna-lab.com
21 (conzige] v
Ctri+F6 to exit CLI focus Copy Pasts
[ Top.

Figura 6 Contrasefia cifrada para el modo EXEC Privilegiado

EERSO0sr i At @aeaeanoEm E=E

S Hsrme ¢ MG

&08p. m.
23/10/2021

PC- A

s1

2=

Fuente: Elaboracién propia 2

Gopper Straight-Through
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—
10S Command Line Interface
Importers, exporters, distributors and users are responsible for ~
compliance with U.S. and local country laws. By using this product you
agzee to comply with spplicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.
2 summary of U.S. laws governing Cisco cryptographic products may be found at:
http: //wins_cisco . com/wwl/export/crypo/tool/stqrg. hml
If you reguire further assistance please contact us by sending email to
export@cisco.com.
cisco ISR4331/KS (1RU) processcr with 179599SE/EL47K bytes of memory
Processor board ID FLM23201060
3 Gigabit Ethernet interfaces
32768K bytes of non-volatile configuration memory.
4154304F bytes of physical memory.
32071€7K bytes of flash memory at bootflash:.
OE bytes of WebUIL ODM Files at webui:.
--- System Configuration Dialog --—
Would you like to enter the initial configuration dialog? [yes/nol:n
Press RETURN to get started!
Router>enable
Routerg#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $hostname R1
Rl{config) #no ip domain-lookup
RL{config) $ip domain-name ccna-lab.com
RLiconfig) genable secret ciscoenpass
Rl{config)$ v
Crl+F6 to exit CLI focus Copy Pasts
O Top
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Figura 7 Contrasefia de acceso a la consola
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A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco. com.

cisco ISR433L/KS (1RU) processor with 1785835K/€147K bytes of memory.
Processor board ID FLM232010G0
3 Gigabit Ethernet interfaces

4194304K bytes of physical memory
32071E7K bytes of flash memory at bootflasl
0K bytes of WebUI ODM Files at webui:

LAN1 --- System Configuration Dialeg ---

Would you like to enter the initial configuration dialog? [yes/mol:n

Press RETURN to get started!

PC- A

Router>enable
Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z
Router (config) shostname R1

gi#no ip domain-lookup

g)#ip domain-name cena-lab.com

g)#Line console 0
g-line)#Password ciscocenpass
onfig-line)2login

(config-line) gexit

(configis

- 5 5@ 5 / Ctrl+F8 1o exit GLI focus Copy Paste

o4
yars

[ Tor

GCoppsr Straight-Through

meo®« o m O )" m P T ¥

Y
5]

qy El0Pm

23/10/2021

Fuente: Elaboracion propia

Figura 8 Establecer la longitud minima para las Contrasefas
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A summary of U.S. laws governing Cisco cryptographic products may be found at:
htTp://wew.cisco.com/wwl/export/ crypto/toel/ starg. hrml

If you require further assistance pleass contact us by sending email to

exportgeisco com.

cisco ISRE331/K9 (1RU) processor with 1795999K/E147K bytes of memory.
Processor board ID FIMZ32010C0

3 Gigabit Zthernet interfaces

327€8K bytes of nomn-volatile configuration memory.

4154304K bytes of physical memory

32071E7K bytes of flash memory at bootflash
0K bytes of WebUI ODM Files at webui:.

System Configuration Dialeg —--

LAN1

Would you like to enter the initial configuration dialog? [yes/no]:n

Press

ETURBN to get starsed!

PC- A

Router>enable
Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) shostname R1

{config)no ip domain-loskup

config)#ip domain-name ccna-lab._com

config) tenable secret ciscoenpass

config)$line console O

config-line) §Password ciscoconpass

contig Line) f10gin
config Line) gawir

(coneig) ssecuriny passwords min-lengeh 10
(ceneigd

5 5@ 5 / C1rl+76 to exit CLi focus Copy Pasta

O Ter

GCoppsr Straight-Through

811 p.m.
3 N

23/10/2021

Fuente: Elaboracion propia
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Figura 9 Crear un usuario administrativo en la base de datos local
L3

B R - O X

ESUBOLradAC) QaAnEERE | ™ o

10S Command Line Interface

REEp:/ /. 15C0. COm/WWl/EXpOrt/CTypto/tool/stqrg. html ~

If you require further assistance please contact us by sending email to
exportleisco.com.

cisco ISR4331/KS (IRU) processor with 179599SK/E147K bytes of memory.
Processor board ID FLM23201080

3 Gigabit Ethernet interfaces

32768K bytes of mon-volatile CONFiguraticn memory.

4194304K bytes of physical memory.

32071€7K bytes of flash memozy at bootflash:.

0K bytes of WebUT ODM Files at webui:.

--- System Configuration Dialog ———

LAN 1 Would you like to enter the initial configuration dialog? [yes/nol:n
= |
Q— e e Press RETURN to get started
== -31
PC- A
Routerrenable

Routergconfigure terminal

figuration commands, one per line. EInd with CNTL/Z.
nfig)#hostname R1

gl#nc ip domain-lockup

gl#ip domain-name ccna-lab.com

glienable secret ciscoenpass

g)3Line conmsole 0

g-line)$Password ciscoconpass

g-1ine) $login

g-line)fexit

g)2security passwords min-length 10

g)#username admin password adminlpass

(config)$ v

Gtrl+F6 to exit OLI focus GCopy. Pasts

[ Top

Fuente: Elaboracion propia

Figura 10 Configurar el inicio de sesién en las lineas VTY para que use la base de
datos local

L B R - [m] X

FEERSO0Li@acy aaQaoE B FE Fisical Come Ty
SZo€@S fl/srme d B
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4194304K bytes of physical memory ~
3207167K bytes of flash memory at bootflash:.
OK bytes of WebUI ODM Files at webui:.

--- System Configuration Dialog ———

Would you like to enter the initial configurasion dialog? [yes/nol:m

Press RETURN to get started!

Router>enable
Routergconfigure terminal

LAN 1 Enter configuration commands, one per line. End with CNTL/Z.
Router (config) fhostname RL

Rliconfig) tno ip domain-lockup

. R1{cenfig) #ip domsin-name cena-lab.com
Q— —-‘ - - Rl({config) fenable secret ciscoenpass
E—r 31 Rl{config)¢Line conscle O

PC-A Rl(config-line) $Password ciscoconpass
R1( g-line) $login
Rl g-line)gexit
Rliconfig) $security passwords min-length 10
Rliconfig) fusername admin password adminlpass
Rlicenfig) gexit

BL
3SYS-5-CONFIG_I: Configured from censole by consols

Rlfconfigure terminal

ter configuration commands, one per line. End with CNIL/Z.

onfig) #line vey 0 4

onfig-line) login local

Rl{config-line) fexit

Rl{config) 4] v

Gtri+F6 to axit GLI focus Copy. Pasts

[ Top

Fuente: Elaboracién propia 1
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Figura 11 Configurar VTY solo aceptando SSH

d L - o X
. P = s
ESNWBOCrh PAC) QAQOE ESE | e oo
— 105 Command Line Interface
@S fl/srme ¢ M
Press RETURN to get started! ~
Routerenable
Routergconfigure terminal
ter configuration cormands, cme per line. End with CNIL/Z.
Router (config) ¢hostname 21
{configignc ip demain-leokup
config)#ip domain-name cecna-lab.com
config) #enable secret ciscoenpass
config)$#line console 0
config-line) #Fassword ciscocompass
config-line) #login
2l(cenfig-line) genis
21(cenfig)gsecuriy passwords min-lengeh 10
Rl{config) $username admin password adminlpass
LANT Rl(config)fexic
Rl#
#SY¥YS-5-CONFIG_: Configured from console by conscle
- P I
; = Snter configuration commands, ome per line. End wish CNTL/Z.
PC-A licensig)¢line vey 0 4
Rl{config-line)#login local
Rl(config-line)#exitc
Rl(config)#hostname R1
Rl{config)$ip domain-—name ccna-lab.com
R1(config) fcrypto key gemerate rsa
The name for the keys will ba: Rl.ccna-lab.com
Choose the size of the key modulus in the rangs of 360 to 2048 for your
Genezal Purposs Keys. Choosing a key modulus grester than §12 may take
a few minutes.
i How many bits in the modulus [512]: 1024
% Generating 1024 bit RSh keys, keys will be non-exportable...[CK]
Rlicensige v
5 5@ 5 / C1rl+76 to exit CLi focus Copy Paste

Copper Straight-Through

Fuente: Elaboracion propia

Figura 12 Configurar VTY solo aceptando SSH

&15p.m.
23/10/2021
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Rl (config) #enable secret ciscoenpass -~
Rl(config)#line comsole O
21 (config-line) §Password ciscoconpass
21 (config-line) login
21 (cenfig-line) gewit
R1(config)#security passwords min-lengch 10
R1(config)fusername admin password adminlpass
Rl(config)#exit
nlg
#SYS-5-CONFIC_I: Configured from console by console
Rlfconfigure terminal
ter configuraticn commands, cne per line. End with CNTL/Z.
R1(configl#line voy 0 4
R1(config-line) slogin local
R1(config-line) fexit
Rl (config) #hostname R1
Rl(config) #ip domain-name ccna-lab.com
R1(config)#crypto key generate rsa
The name for the keys will be: Rl.ccna-lab.com
Choose the size of the key medulus in the range of 360 to 2048 for your
General Purposs Keys. Choosing a key modulus greater than S12 may take
a few minutes.
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSR keys, keys will be non-exportable...[OK]
Rl(config)#ip ssh version 2
“Mar 1 0:30:13.947: $SSH-S-SNABLED: SSH 1.99 has been ensbled
R1(configl#line wey 0 15
21(config-line) $login local
Rl (config-line) fexitc
Rl (config)#username admin password adminlpass
R1 (config) fexit
R1g
ASYS-S-CONFIG I: Configursd from comscle by comsole
214 S
Ctrl+F8 1o exit CLI focus. Copy Paste
[0 Tep
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Figura 13 Cifrar las contrasefias de texto no cifrado
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LAN 1

SAESEA Al
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Fuente: Elaboracion propia

Figura 14 Configure un MOTD Banner
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21(config-line) login ~
Rl (config-line) fexitc
Rl (config) #security passwords min-length 10
R1(config) fusername admin password adminlpass
R1 (config) fexit
R1g
45Y5-S-CONFIG I: Configursd from comscle by comsole
Rl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
config)#line vty 0 4
config-line) #login local
config-line) fexit
R1(config) ghostname RL
R1(config)#ip domain-name ccna-lab.com
R1(config)dcrypto key generate rsa
The name for the keys will be: Rl.ccna-lab.com
Choose the size of the key modulus in the range of 3€0 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
= few minuces.
How many bits in the medulus [512]: 1024
% Gemerating 1024 bit RSA keys, keys will be non-exporcable. . . [OK]
Rl(config)#ip ssh version 2
“Mar 1 0:30:13.547: ®SSH-S5-ENABLED: SSH 1.55% has been enabled
Rl(config)#line vty 0 15
21 (config-line) ¢login local
21 (config-line) fexit
R1(config)fusername admin password adminlpass
21 (configlgexic
nlg
#5YS-5-CONFIC_I: Configured from comnsole by console
Rlfconfigure terminal
ter configuration commands, cne per lins. End with CNTL/Z.
R1(config)#service password-encryption
21 (consigie] v
Ctrl+F6 1o exit CLI focus. Copy Pasts
[0 Top

9

&18p.m.
237102021
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R1(config-line) fexit ~
Rl (config) #security passwords min-length 10
Rl (config) #username admin password adminlpass
R1 (config) fexit
R1g
45Y5-S-CONFIG I: Configursd from comscle by comsole
Rlgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl(config)#line wty O 4
config-line) $login local
config-line) fexit
config)#hostname RL
config)#ip domain-name ccna-lab.com
configigerypro key generate rsa
The name for the keys will be: Rl.ccna-lab.com
Choose the size of the key modulus in the range of 3€0 to 2048 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
= few minuces.
How many bits in the medulus [S12]: 1024
% Gemerating 1024 bit RSA keys, keys will be non-exporcable. . . [OK]
R1(config)#ip ssh version 2
“Mar 1 0:30:13.547: ®SSH-S5-ENABLED: SSH 1.55% has been enabled
Rl(config)#line wty 0 1§
21 (config-line) ¢login local
21 (config-line) fexit
R1(config)gusername admin password adminlpass
RI1(config) gexit
a1
#5YS-5-CONFIC_I: Configured from comnsole by console
Rlgconfigure terminal
ter configuration commands, cne per lins. End with CNTL/Z.
R1(config)#service password-encryption
R1(config) #banner motd $ESTUDIANTES GISCOUNAD!S
21 (config)3 hd
Ctrl+F6 1o exit CLI focus. Copy Pasts
[0 Top

820 p.m.
2371072021

[

Fuente: Elaboracion propia
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Figura 15 Configurar interfaz G0/0/0
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Rl(configi¢line vy 0 4 ~
Rl(config-line)#login local

config)#hostname R1

config)#ip domain-name ccna-lab.com

lconfig) terypto key generate rsa

The name for the keys will ba: Rl.ccna-lab.com

Chooss the size of the key modulus in the rangs of 30 to 2048 for your
General Purposs Keys. Choosing a key modulus greater than §12 may take
2 fow minuses.

How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
Rl{config)#ip ssh version Z
*Mar 1 0:30:13.947: $55H-5-]
Bl(config)#line vey 0 15
LAN1 Bllconfig-line) #login local
Bliconfig-line)fexit

: SSH 1.99 has been enabled

Rl{config) fusername admin password adminlpass

- Rliconfig) #exit
- i
=

PC- A

3S¥S-5-CONFIG

Configured £rom comsole by console

Rlgconfigure verminal
Enter configuration commands, one per line. End with CNTL/Z.
Rliconfig)#service password-encryption

config)tbanner motd $ESTUDIANTES CISCOUNAD!3

config) tinterface gi0/0/0

config-if)#ip add 152.1€8.85 125 255.255.255.128
Rl{config-if)#no shut

Interface GigabitEvhernet0/0/0, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Inte:

ce CigabitZthernet(/0/0, changed state To up

21 {consig-ic)d] v

5 ;@ 5 / Ctri+F6 to exit CLI focus. Copy Paste

Copper Straight-Through

822p.m.
sz

Fuente: Elaboracion propia

Figura 16 Configurar interfaz G0/0/1
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How many bits in the modulus [S12]: 1024
% Gemerating 1024 bit RSA keys, keys will be non-exporcable. . . [OK]
R1(config)#ip ssh version 2
“Mar 1 0:30:13.547: ®SSH- NABLED: SSH 1.55% has been enabled
Rl(config)#line wty 0 1§
config-line)#login local
(config-line)gexit
R1(config)fusername admin password adminlpass
2l (configlsexit
nlg
#5YS-5-CONFIC_I: Configured from comnsole by console
Rlgconfigure terminal
Znter configuration commands, one per line. Znd with CNTL/Z.
21 (config)#service password-encryption
LAN 1 21 (config)#banner motd $ESTUDIANTES CISCOUNAD!:
R1(config)#intersace gi0/o/0
Rl (config-if)$ip add 152.1€8.85.129
Q_ Rl (config-if) #éno shut
=1 Rl(config-if)$#
PC- A SLINE-S-CHANGED: Interface GigabitZthernet0/0/0, changsd state to up
SLINEPROTG-S-UPDOWN: Line protocol on Interface GigabitZthernet0/0/0, changed state to up
21 (config-if) gexic
Rl (config)#interface gil/0/1
Rl(config-if)#ip add 152.1€8.85.1 255.255.255.128
R1(config-if) fno shut
R1(config-if)¢
< SLINE-5-CHANGED: Interface GigabitZthernes0s0/l, changed state to up
$LINEDROTC-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed state to up
. 2l (config-if) g ¥
5 5@ 5 / Ctrl+F6 to exit CU focus. Copy Paste
< [ Top
Copper Straight-Through

Q)

824p.m
znoa

Fuente: Elaboracion propia
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Figura 17 Generar una clave de cifrado RSA
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] 51
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its in the medulus [§12]: 1024
ting 1024 bit RSA keys, keys will be non-exportal

onfig)

Ctri+F6 to exit CLI focus

Copper Straight-Through

Fuente: Elaboracion propia
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Paso 2: Configuracion inicial S1

Tabla 3 Configuracion de S1

Tarea

Especificacién

Desactivar la busqueda DNS

Switch>enable

Switch#config t

Enter configuration commands, one per line.
End with CNTL/Z.

Switch(config)#no ip domain-lookup

Nombre del switch

Switch(config)#hostname S1

Nombre de dominio

S1(config)#ip domain-name ccna-lab.com

Contrasefia cifrada para el
modo EXEC Privilegiado

S1(config)#enable secret ciscoenpass

Contrasefia de acceso a la
consola

S1(config)#line console 0

S1(config-line) #Password ciscoconpass
S1(config-line) #login

S1(config-line) #exit

Establecer la longitud minima
para las Contrasefas

S1(config)#security passwords min-length 10

Crear un usuario

Sl(config)#username  admin password

25
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administrativo en la base de
datos local

adminlpass

Configurar el inicio de sesion
en las lineas VTY para que
use la base de datos local

S1(config)#line vty 0 4
S1(config-line) #login local
S1(config-line) #exit

Configurar VTY solo
aceptando SSH

S1(config)#hostname S1
S1(config)#ip domain-name ccna-lab.com
S1(config)#crypto key generate rsa
The name for the keys will be: Sl.ccna-
lab.com
Choose the size of the key modulus in the
range of 360 to 2048 for your

General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:1024
% Generating 1024-bit RSA keys, keys will be
non-exportable... [OK]

S1(config)#ip ssh version 2

*Mar 1 4:7:0.42: %SSH-5-ENABLED: SSH
1.99 has been enabled

S1(config)#line vty 0 15

S1(config-line) #login local

S1(config-line) #exit
S1(config)#username
adminlpass
S1(config)#exit

S1#
%SYS-5-CONFIG_I: Configured from console
by console

admin password

Cifrar las contrasefias de
texto no cifrado

S1(config)#service password-encryption

Configure un MOTD Banner

S1(config)#banner motd $ESTUDIANTES

CISCOUNADS$

Configurar la interfaz de

administracion (SVI)

S1(config)#int vlan 1

S1(config-if) #ip add 192.168.89.2
255.255.255.0

S1(config-if) #no shut

S1(config-if) #

%LINK-5-CHANGED: Interface Vlani,

changed state to up

26




%LINEPROTO-5-UPDOWN: Line protocol on
Interface Vlanl, changed state to up
exit

S1(config)#

Generar una clave de cifrado
RSA

S1(config)#crypto key generate rsa
% You already have RSA keys defined named
Sl.ccna-lab.com.
% Do you really want to replace them?
[yes/no]: y
The name for the keys will be: Sl.ccna-
lab.com
Choose the size of the key modulus in the
range of 360 to 2048 for your

General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.
How many bits in the modulus [512]: 10247
% Generating 1024 bit RSA keys, keys will be
non-exportable... [OK]

Configuracion del
predeterminado

gateway

S1(config)#ip default-gateway 192.168.89.1

Fuente: Elaboracion propia 2

*Nota se precede con la ilustracion de cada punto de la configuracién del S1

Eiaura 18 Desactivar la bUsaueda DNS
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Board Revision Mumber : 00l

C2560-LANBASEKS-M), Version 15.0(2)534,

1 Support: huop://www.cisco.con/techsupport
Copyright (e) 188€-201% by Cisco Systems, Inc.
Compiled Wed 2€-Jun-13 02:45 by mnguyen

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastZthernet(/€, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/€, changed state to up

SLINK-S-CHANGED: Interface itEthernet0/l, changed st

$LINEPROTO-S-UPDOWN: Line protocol on Interface CigabitZthernes0/l, changed state ©o up

Ctrl+F6 to exit CLI focus Copy Pasta

O Ter

Copper Straight-Through

Fuente: Elaboracién propia
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Figura 19 Nombre del switch
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Version ID Voz -
CLEI Code Numbsr COM3LOOBRR
Hardware Board Revision Number : 0xOl

Switch SW Version
® 126  WS-C23€0-24TT-L  15.0{2)SE4
Cisco I0S Software, C2S60 Softwars (C29E0-LANBASERS-M), Version 15.0(2)SE4, RELEASE
SOFTHARE (£c1)
Technical Support: RTLp://wnns.c1isco.com/techsupport
Copyright (e 6-2013 by Cisco Systems, Inc.
Compiled Wed 26-Jun-13 02:43 by mmguyen
Press RETURN to get started!
LAN1
SLINK-5-CHANGED: Interface FastEthernet(/6, changed State o up
Q— = g — $LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/€, changed state to up
= e
PC-A SLINK-5-CHANGED: Interface GigabitEthernst0/1, changed state to up

SLINEPROTO-S-UBDOWN: Line protocol on Interface GigabitZthernes0/l, changed state ©o up

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNIL/Z.
Switch(config) §no ip domain-lookup

Switch (config) fhostname S1 I

Sliconfig)#ip domain-name ccna-lab.com

S1icentigg =
C1rl+76 to exit CLi focus Copy Pasta E

[ Tep

>

Togale PDU List Window|
< >
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Fuente: Elaboracion propia

Figura 20 Nombre de dominio
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Version 1D oz '~
CLEI Code Number : COM3LOOBRA
Hardaware Board Revision Number : 0x:01

Switch Ports Model SW Version SW Image

126  WS-C29£0-24TT-L C2560-LANBASEHS-M

Cisco I0S Software, C2960 Software
SOFTWARE (fel)

Technical Support: http://wwW.cisco.com/techsupport
Copyright (c) 1586-2013 by Cisco Systems, Inc.
Compiled Wed 2é-Jun-13 02:45 by mnguyen

Version 15.0(2)SE4

Press RETURN to get started!

LAN1
SLINK-S-CHANGED: Inverface FastEthernet0/€, changed state to up
Q—_—_ = o= %LINEPROTO-5-UPDCWN: Line protocol on Interface FastEthernet(/€, changed state to up
= e
PC-A SLINK-5-CHANGED: Interface GigabitZthernet0/1, changed state to up
SLINEPRGTG-5-UPDGWN: Line protocol on Interface GigabitEtherneno/l, changed state to up
Switch-enable
Switchfconfigure terminal
Enter configuration commands, one per line. ZEnd with CNTL/Z
Switch(config)gno ip demain-lockup
Switch(config) shostname S1 "
e S1(config)$ip domain-name ccna-lab.com
S1(config)# hd
Time: 00:50:41
Ctri+F8 to exit CLI focus Copy. Pasts

O Top

831 p.m.
W poraez

Fuente: Elaboracion propia
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Figura 21 Contrasefia cifrada para el modo EXEC Privilegiado
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CLEI Cods Number COM3LOOERE
Hardware Board Revision Number 0201

Switch Ports Medel SW Version SW Image

24TT-L 13

Cisco I0S Software, C23€0 Software
SOFTWARE (£cl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 198€-2013 by Cisco Systems, Inc.
Compiled Wed 26-Jun-13 02:4% by mnguyen

Press RETURN to get started!

SLINE-5-CHANGED:

Interface FastEthernet0/§, changed state ©o up

Q_ 4LINEDPROTC-5-UBDOWN: Line protccol on Intverface FastEthernecd/€, changed state to up
51 SLINE-5-CHANGED: Interface GigabitZthernetO/l, changed state to up

PC- A

5L

ROTC-5-URDOWN: Line protocol on Interface GigabitEthernet0/l, changed state to up

Switchrenable

Switch#configuzre terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup

Switch(config) hostname S1

S1(config)#ip domsin-name ccna-lab.com

p S1(config)genable secret ciscoenpass

S1(consigig v

Cirl+F8 to exit G focus. Copy Pasta g

5% 5 /m

< 5]
Copper Straight-Through

Toggle PDU List Window|
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Fuente: Elaboracion propia

Figura 22 Contrasefa de acceso a la consola
®
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1554

Cisco 105 Sofsware, C2360 Software
SOFTWAR:
Technical
Copyright
Compiled Wed

(C25€0-LANBASEKS-YM), Version 15

http://www . ciseo . com/techsupport
013 by Cisco Systems, Inc.
~Jun-13

49 by mnguyen

Press RETURN to get started!

SLINE-5-CHANGED: Interface FastEthernet(/€, changed state to up
%LINEPROTO-5-UBDOWN: Line protocol on Interface FastEithernet0/€, changed state to up
SLINKE-5-CHAENGED: Interface GigabitEthernetO/l, changed state to up

Q_ %LINEPROTC-5-UBDOWN: Line protocol on Interface CigabitEthernet0/l, changed state ©o up

Switch>enable

Switchgconfigure terminal

Enter configuration commands, one per line.
Switchiconfig)dno ip domain-lookup
Switch{config) thostname S1

config)2ip domain-name cena-lab.com
config)fenable secret ciscosnpass
config)3line console 0

d with CNTL/Z.

(config-line) $Password ciscoconpass

(config-line) glegin

config-line)gexit

(config)s v

Cirl+F8 to exit G focus. Copy Pasta g

Time: 00

O Top

< 5]

Toggle PDU List Window|
< >

833p.m.
2oz

b

Fuente: Elaboracion propia
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Figura 23 Establecer la longitud minima para las Contrasefias
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SOFTWARE (£cl)

Technical Support: http://wwW.cisco.com/techsupport
Copyright (c) 1986-2013 by Cisco Systems, Inc.
Compiled Wed 2é-Jun-13 02:45 by mnguyen

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEshernet/€, changed state to up

$LINEZPACTC-5-UPDOWN: Line protocsl on Interface FastZithernet(/€, changed state ©o up

SLINK-5-CHANGE

: Interface GigabitEthernet0/l, changed state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface GigabitEthernes0/l, changed state to up

Switch-enable

Switchfconfigure tezminal

51 Switch(config)gno ip demain-lockup

Switch(config) ghostname S1
config)2ip domain-name ccna-lab.com
config)senable secret ciscosnpass
(config)éline conscle 4
(config-line)#Password ciscoconpass
cafig-line)$login
onfig-line)fexit
(config)#security passwords min-length 10

% Invalid input detected at '~' marker.

S1(config)d] A

53
Time: 00:53:01( Cirl+F6 to exit CL focus. Copy Paste

2= 20

[ Top

>
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Fuente: Elaboracion propia

Figura 24 Crear un usuario administrativo en la base de datos local
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Press RETURN to get started!

S LINE-5-CHANGE

Interface FastZthernet0/§, changed state to up
%LINEPROTO-5-UBDOWN: Line protocol on Interface FastEithernet0/€, changed state to up

SLINKE-5-CHAENGED: Interface GigabitEthernetO/l, changed state to up

%LINEPROTC-5-UBDOWN: Line protocol on Interface CigabitEthernet0/l, changed state ©o up

Switchrenable
Switchgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch{config) thostname S1
LAN 1 §1(config)#ip domain-name ccna-lab.com
onfig)#enable secret ciscoenpass
onfigl3line console 0

S1(config-line) §Password ciscoconpass

51 S1(config-line) gesit

PC-A S1(config)#security passwords min-lengsh 10

% Invalid input detected at '~' markez.

S1(config) fexit

%5YS-5-CONFIG_I: Configured from comsole by comsole
Slgconfigure terminal

EInter configuration commands, cne per line. EInd with CNTL/Z.
onfig) fusezname admin password adminlpass

Sl (configi v

Gtrl+F6 to exit GLI focus Copy Pasts E

s1

S&H= 2
[ Top

< 5]

Gopper Straight-Through

Toggle PDU List Window
< >

~ - B5pm.
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Fuente: Elaboracion propia
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Figura 25 Configurar el inicio de sesion en las lineas VTY para que use la base de
datos local
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S0 @E /s me ¢
~
Switch>enable
Switch#configuzre terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch{config)#no ip domain-lookup
Switch{config)#hostname S1
Sl(config)#ip demain-name coma-lab.com
S1(config)fensble seczew ciscosmpass
51(config)#Line console 0
51 (config-line) §Password ciscoconpass
51 (config-line) $login
onfig-line) fexit
S1(config)#security passwords min-length 10
% Invalid input desected av ‘o' marker.
LAN 1 51 (config) #exit
Sl
#5YS-5-CONFIC_I: Configured from comnsole by console
o ISP S I
_— o Znter configuration commands, one per line. End with CNTL/Z.
PC- A S1(config)fusername admin password adminlpass
Sl(configls
51 (config) #exit
Sl
#SYS-5-CONFIC_I: Configured from console by console
Slfconfigure terminal
Snter configuraticn commands, one per line. End with CNTL/Z.
S1(configi#line voy O 4
51(config-line) $login local he
51 (config-line) fexitc
51 (config)# >
Ctrl+F6 to exit CLI focus Copy Paste E
O 7op
2]
Toggle PDU List Window
Copper Straight-Through < >

Fuente: Elaboracion propia

Figura 26 Configurar VTY solo aceptando SSH
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Slgconfigure terminal ~
Enter configuration commands, one per line. End with CNTL/Z.
S1(config)$username admin password adminlpass

S1(config)fexit
si¢
%SYS-5-CONFIE I: Configured from console by console

Slgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.

(config)#line woy 0 4

{eonfig-line) #login local

onfig-line) fexit

onfig) $hostname SL

(config)#ip domain-name ccna-lab.com

S1(config)ferypto key generate rsa

The name for the keys will be: 51.cena-lab_com

LAN 1 Choose the size of the key modulus in the range of 360 to 2043 for your
General Durpose Keys. Choosing a key modulus greater than 512 may take

a few minutes.

o i o e e e 1 o
s e % Genersting 1024 bit RSA keys, keys will be non-esportable... [OK]
PC-A

S1(config)$ip ssh version
“Mar 1 0:51:44.546: BSSH-
Sl(config)tline vuy 0 15
§1(config-line) #login local

onfig-line) fexit

onfig)fusername admin password adminlpass
S1(config) fexit

RBLED: SSH 1.99 has been enabled

siz
45YS-S-CONFIG I: Configursd from comscle by comsole L
s1g v

Time: 00
Ctrl+F6 to exit CLI focus Copy. Paste E

2=
[ Top

< >]

Copper Straight-Through

Toggle PDU List Window|
< >

%38p.m.
D o

Fuente: Elaboracion propia
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Figura 27 Cifrar las contrasefas de texto no cifrado
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Sl(config)? -
S1(config)fexit

si¢
%5¥S-5-CONFIE

: Configured from console by comsole

Slgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#line woy 0 &

config-line) #login local

config-line) fexit

config)$hostname SL

config)#ip domain-name ccna-lab.com

S1(config)#crypto key generate rsa

The name for the keys will be: 51.cena-lab_com

Choose the size of the key modulus in the range of 360 to 2043 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
a few minutes.

LAN 1
How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable. .. [OK]
= 51 “Mar 1 0:51:44.54€: SSSH-S-ENABLED: SSH 1.59 has been enabled
PC- A Sl(config)tline vuy 0 15

S1(config-line) 3login local
S1(config-line) Sexit

S1(config)fusername admin password adminlpass
S1(config)gexit

sie
+5¥5-5-CONFIE

Configured from console by comsole

Sl¢configure terminal

Enter configuration commands, one per line. ZIad with CNTL/Z. e
S1(config)#service password-encryption

S1(configl$ v
Gtrl+F6 to exit OLI focus Copy Pasts g

== EIE A

[ Top

>]

Toggle PDU List Window
< >

839 p.m.
D o

Copper Straight-Through

Fuente: Elaboracion propia

Figura 28 Configure un MOTD Banner
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g) #exit ~

3SYS-5-CONFIG I: Co;

gured from console by console

Slgconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z

Sl{config)$line vty 0 4

81 g-line)#login local
s1 g-line)fexit

s1 g) thostname S1

S1{(config)#ip domain-name ccna-lab.com

S1(config)#erypto key generate rsa

The name for the keys will be: 51.ccna-lab. com

Choose the size of the key modulus in the range of 3€0 to 2043 for your
General Purpose Keys. Choosing a key modulus greater than 512 may take
& few minutes.

LAN 1 How many bits in the modulus [512]: 1024
% Generating 1024 bit RSA keys, keys will be non-suportabls...[OK]
S1(config)#ip ssh version
Q— = g — *Mar 1 0:51:44.54€: $5SH-S-ENABLED: SSH 1.5% has been enabled
== s1 g)#line viy 0 15
PG- A

g-line)2login local

g-line) exit

g) fusername admin password adminlpass
51(cenfig) gemic

s1s

45YS-5-CONFIG_I: Configured frem console by console

figure terminal
guration commands, one per line. End with CNTIL/Z.
S1{cenfig)¢service password-encryption L
) ¢banner motd $ESTUDIANTES CISCOUNAD!S

onfig) g v

Crri+F6 o exit CLI focus Copy Pasta

H 2= E L

[ Top

>

Copper Straight-Through

i - 841
m e « s ﬂ s - ® v 7V CF 3 & 13/10‘;.1;21 o

Fuente: Elaboracion propia
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Figura 29 Configurar la interfaz de administracion (SVI)
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S B srme ¢ B
51(config)fhostname S1 "
Sl(config)$#ip domain-name ccna-lab.com
S1{config)2crypto key generate rsa
The mame Eor the keys will be: S1.cona-lab.com
Chocse the size of the key modulus in the range of 360 ©o 2048 for your
Gemeral Purpose Keys. Chocsing a key modulus greaser shan S12 may take
a few minutes.
How many bits in the modulus [S12]: 1024
% Generating 1024 bit RSA keys, keys will be non-exportable...[OK]
S1(config)#ip ssh version 2
“Mar L 0:51:44. 54: SSSH-S-SNABLED: S5 1.99 has been enabled
S1iconfigisline vey O 1s
51(config-line)#login local
51 (config-line) fexitc
S1(config)#username admin password adminlpass
LAN 1 S1(config)fexit
S1g
5Y5-S-CONFIG_I: Configured from comscle by comsols
Q_ S e ———r T
r__N 51 Enter configuration commands, one per line. Ead with CNTL/Z.
PC- A config)#service password-encr
config)fbanner motd $ESTUDIANTES CISCOUNAD!:
config)#int vlan L
config-if) §ip add 152.168.85.2 25
config-it)no smus
51(config-if)2
SLINK-5-CHANCED: Inte: ce Vlanl, changed state to up
%LINEPROTC-5-UPDOWN: Line protocol on Interface Vlanl, changed state to up v
<
S1(config-if)s v
014
V=G Cri+F6 o xit CLI focus Copy Pasts g
SIEA VA
[ Top
< 5]
Toggla PDU List Window
Copper Straight-Through < >

&43p.m.
{ 23/10/2021 D

Fuente: Elaboracion propia

Figura 30 Generar una clave de cifrado RSA
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Sl#configure termimal ~
Enter configuration commands, one per lime. End with CNTL/ZI.
Sli{config)fusername admin password adminlpass
S1{config)
S1{config)gexit
s
5Y5-5-CONFIG_I: Configured fzom cemscle by console
Sl#configure termimal
Enter configuration commands, one per lime. End with CNTL/ZI.
config)#line vty 0 4
contig-line) flogin local
contig-line) fexit
contig) shossname 51
config)#ip domain-name cena-lab.com
51{config) écrypto key generate rsa
The name for the keys will be: Sl.ccna-lab.com
LANT Choose the size of the key modulus in the range of 3€0 to 2042 for your
Genezal Purpose Keys. Choosing a key modulus greater tham 512 may take
« few minutes.
==, = + Generasing 1024 bit ReA keys, keys will be mon-emporsable. .. [OK]
PC- A
Sl{config)#ip ssh versiom 2
*Mar 1 0:51:44.54&: %SSH-5-EMABLED: SSH 1.9% has been enabled
Sl{config)#line vty 0 15
SLicenfig-line) #login local
S1icensig-line)gemis
S1icentig)susername sdmin password acminlpass
Sl{config) gexit
#5YS-5-CONFIG_I: Configured from comnsole by console v
< s3] M
T Ctri+F6 to sxit CLI focus Copy. pasts E
&AL
[ Top
> \—
Toggle PDU List Window
Coppar Straight-Through < >

&38p. m.
s )

Fuente: Elaboracion propia

33



Figura 31 Configuracion del gateway predeterminado

¥ s
EiESO0rih@arcy QaaoE BEE Physical  Conva _oL_
Co@S /s me @ M

Physical) = 1082, y: a15

10S Command Line Interface

ts in the modulus [S12]: 1024

LAN 1

Q_ =

s1

S1(config-if) gexit

e v
< 5l(c g)#ip default-gateway 132.1€2.85.1
=
sIdmFfwe * |55 =z 72
x| me * S A
I ez
4 < >
-] [ Toggle PDU List Window
Copper Straight-Through < >
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Fuente: Elaboracion propia

*Nota: se procede con la configuracion inicial de los dispositivos expuestos en la
topologia de red que es PC-A:

Paso 3. Configuracién computador PC-A

Tabla 4 descripcion PC-A

PC-A Configuracion de lared

Descripcion PC-A este dispositivo esta conectado a la
LAN 1 que cuenta con 126 Host
utilizables y su direccién IP es la ultima
utilizable, conectado al R1 por medio de
la interfaz g0/0/1.

Direccioén fisica 0060.5C56.377D
Direccion IP 192.168.89.126
Mascara de subred 255.255.255.128
Gateway predeterminado 192.168.89.1

Fuente: Elaboracion propia

34



Figura 32 Descripcion del PC-A
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Fuente: Elaboracion propia

Paso 3.1: Configuracion PC-B

Tabla 5 Descripcién PC-B

Configuracién de lared PC-B

Descripcion PC-A este dispositivo esta conectado a la LAN 2 que
cuenta con 62 Host utilizables y su direccion IP es la
Gltima utilizable, conectado al S1 por medio de la interfaz

g0/0/0.
Direccion fisica 0060.70E8.1390
Direccioén IP 192.168.89.190
Mascara de subred 255.255.255.192

Gateway predeterminado 192.168.89.129
Fuente: Elaboracion propia
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Figura 33 Descripcion del PC-B
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DESARROLLO ESCENARIO 2

Escenario: Se debe configurar una red pequefia para que admita conectividad IPv4
e IPv6, seguridad de switches, routing entre VLAN, el protocolo de routing dindmico
RIPv2, el protocolo de configuracion de hosts dinamicos (DHCP), la traduccion de
direcciones de red dindmicas y estaticas (NAT), listas de control de acceso (ACL) y
el protocolo de tiempo de red (NTP) servidor/cliente. Durante la evaluacion, probara
y registrara la red mediante los comandos comunes de CLI.

Figura 34 Topologia escenario 2

Definiciones de VLAN

21 19216821.0/24 Contabilidad
23 192.16823.0/24 Ingeniena
99  192.16899.0/24 Administracion

209.165.200.238

2001:088:ACAD:Az38  [200-165-200.232/29

Go/o J2001:088:ACAD:A: /64

Servidor web
10.10.10.10/32

172.16.2.0/30
2001:DBS:ACAD: 2::/64

172.16.1.0/30
2001:DBSACAD: 1::/64

L04:192.168.4.0/24
105:192.168.5.0/24
L06: 192.168.6.0/24
Lo7; 2001:DB8:ACAD:3::1/64

OSPF

192.168.99.2 192.168.99.3

Fuente: Elaboracion propia
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PARTE 1: INICIALIZAR DISPOSITIVOS

Paso 1: inicializar y volver a cargar los routers y los switchs

Elimine las configuraciones de inicio y vuelva a cargar los dispositivos.

Antes de continuar, solicite al instructor que verifigue la inicializacion de los
dispositivos.

Tabla 6 — inicializacion dispositivos

Tarea Comandos de I0S

Eliminar el archivo startup-config de erase startup-config

todos los routers

Volver a cargar todos los routers reload

Eliminar el archivo startup-config de Switch#erase startup-config

todos los switches y eliminar la base de | Switch#delete flash: vian.dat
datos de VLAN anterior
Volver a cargar ambos switches

Switch#reload

Verificar que la base de datos de VLAN | Switch>enable
no esté en la memoria flash en ambos | Switch#show flash
switches

Fuente: Elaboracion propia

Eliminar el archivo startup-config de todos los routers

R1:

Router>enable

Router#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Router#

R2:

Router>enable

Router#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Router#
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R3:

Router>enable

Router#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram

Router#

Volver a cargar todos los routers
Nota: Se cargan todos los Routers de la topologia

Router#reload

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size =512 MB - On-board = 512 MB, DIMMO = 0 MB
CISC0O2901/K9 platform with 524288 Kbytes of main memory

Main memory is configured to 72/-1(On-board/DIMMO) bit mode with ECC
disabled

Readonly ROMMON initialized

program load complete, entry point: 0x80803000, size: 0x1b340
program load complete, entry point: 0x80803000, size: 0x1b340
IOS Image Load Test

Digitally Signed Release Software
program load complete, entry point: 0x81000000, size: 0x3bcd3d8
Self decompressing the image:
T
HiHHHHH R [OK]
Smart Init is enabled
smart init is sizing iomem
TYPE MEMORY_REQ
HWIC Slot 0  0x00200000 Onboard devices &
buffer pools  0x0228F000
TOTAL:  0x02A8F000

Rounded IOMEM up to: 44Mb.
Using 6 percent iomem. [44Mb/512Mb]

Restricted Rights Legend
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Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph

(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.

Cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706

Cisco I0S Software, C2900 Software (C2900-UNIVERSALK9-M), Version
15.1(4)M5, RELEASE SOFTWARE (fc2)Technical Support:
http://www.cisco.com/techsupport

Copyright (c) 1986-2007 by Cisco Systems, Inc.

Compiled Wed 18-Jul-07 04:52 by pt_team

Image text-base: 0x2100F918, data-base: 0x24729040

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product, you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.
A summary of U.S. laws governing Cisco cryptographic products may be
found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html
If you require further assistance please contact us by sending email to
export@cisco.com.
Cisco CISC0O2901/K9 (revision 1.0) with 491520K/32768K bytes of memory.
Processor board ID FTX152400KS
2 Gigabit Ethernet interfaces
2 Low-speed serial(sync/async) network interface(s)
DRAM configuration is 64 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
249856K bytes of ATA System CompactFlash 0 (Read/Write)

--- System Configuration Dialog ---
Would you like to enter the initial configuration dialog? [yes/no]: n
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Eliminar el archivo startup-config de todos los switches y eliminar la base
de datos de VLAN anterior

Nota. Se eliminan el archivo startup-config de los dos Switches

Switch>enable

Switch#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Switch#delete flash: vlan.dat

Delete filename [vlan.dat]?

Delete flash:/vlan.dat? [confirm]

%Error deleting flash:/vlan.dat (No such file or directory)

Volver a cargar ambos switches: S1y S3

Switch#
Switch#reload
Proceed with reload? [confirm]
C2960 Boot Loader (C2960-HBOOT-M) Version 12.2(25r)FX, RELEASE
SOFTWARE (fc4)
Cisco WS-C2960-24TT (RC32300) processor (revision C0) with 21039K bytes of
memory.
2960-24TT starting...
Base ethernet MAC Address: 0002.16BD.EE92
Xmodem file system is available.
Initializing Flash...
flashfs[O]: 1 files, O directories
flashfs [0]: 0 orphaned files, O orphaned directories
flashfs [0]: Total bytes: 64016384
flashfs [0]: Bytes used: 4670455
flashfs [O]: Bytes available: 59345929
flashfs [0]: flashfs fsck took 1 seconds.
...done Initializing Flash.
Boot Sector Filesystem (bs:) installed, fsid: 3
Parameter Block Filesystem (pb:) installed, fsid: 4
Loading "flash:/2960-lanbasek9-mz.150-2.SE4.bin"...
B
HiHHHAH [OK]
Smart Init is enabled
smart init is sizing iomem
TYPE MEMORY_REQ
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TOTAL:  0x00000000
Rounded IOMEM up to: OMb.
Using 6 percent iomem. [OMb/512Mb]
Restricted Rights Legend
Use, duplication, or disclosure by the Government is
subject to restrictions as set forth in subparagraph
(c) of the Commercial Computer Software - Restricted
Rights clause at FAR sec. 52.227-19 and subparagraph
(c) (1) (ii) of the Rights in Technical Data and Computer
Software clause at DFARS sec. 252.227-7013.
cisco Systems, Inc.
170 West Tasman Drive
San Jose, California 95134-1706
Cisco I0S Software, C2960 Software (C2960-LANBASEK9-M), Version
15.0(2)SE4, RELEASE SOFTWARE (fcl)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2013 by Cisco Systems, Inc.
Compiled Wed 26-Jun-13 02:49 by mnguyen
Initializing flashfs...
fsck: Disable shadow buffering due to heap fragmentation.
Flashfs [2]: 2 files, 1 directories
Flashfs [2]: 0 orphaned files, 0 orphaned directories
Flashfs [2]: Total bytes: 32514048
Flashfs [2]: Bytes used: 11952128
Flashfs 2]. Bytes available: 20561920
flashfs[2]: flashfs fsck took 2 seconds.
flashfs[2]: Initialization complete.... done Initializing flashfs.
Checking for Bootloader upgrade..
Boot Loader upgrade not required (Stage 2)
POST: CPU MIC register Tests : Begin
POST: CPU MIC register Tests : End, Status Passed
POST: PortASIC Memory Tests : Begin
POST: PortASIC Memory Tests : End, Status Passed
POST: CPU MIC interface Loopback Tests : Begin
POST: CPU MIC interface Loopback Tests : End, Status Passed
POST: PortASIC RingLoopback Tests : Begin
POST: PortASIC RingLoopback Tests : End, Status Passed
POST: PortASIC CAM Subsystem Tests : Begin
POST: PortASIC CAM Subsystem Tests : End, Status Passed
POST: PortASIC Port Loopback Tests : Begin
POST: PortASIC Port Loopback Tests : End, Status Passed
Waiting for Port download...Complete
This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
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third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found
at: http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco WS-C2960-24TT-L (PowerPC405) processor (revision B0O) with 65536K
bytes of memory.

Processor board ID FOC1010X104

Last reset from power-on

1 Virtual Ethernet interface

24 FastEthernet interfaces

2 Gigabit Ethernet interfaces

The password-recovery mechanism is enabled.

64K bytes of flash-simulated non-volatile configuration memory.

Base ethernet MAC Address: 00:17:59:A7:51:80

Motherboard assembly number  : 73-10390-03

Power supply part number : 341-0097-02

Motherboard serial number : FOC10093R12

Power supply serial number  : AZS1007032H

Model revision number : BO

Motherboard revision number : BO

Model number : WS-C2960-24TT-L

System serial number : FOC1010X104

Top Assembly Part Number : 800-27221-02

Top Assembly Revision Number : A0

Version ID 1 V02

CLEI Code Number : COM3LOOBRA

Hardware Board Revision Number : 0x01

Switch Ports Model SW Version SW Image

* 126 WS-C2960-24TT-L 15.0(2)SE4 C2960-LANBASEK9-M

Cisco 10S Software, C2960 Software (C2960-LANBASEK9-M), Version
15.0(2)SE4, RELEASE SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport

Copyright (c) 1986-2013 by Cisco Systems, Inc.

Compiled Wed 26-Jun-13 02:49 by mnguyen
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Verificar que la base de datos de VLAN no esté en la memoria flash en ambos
Switches

S1yS3
Switch>enable
Switch#show flash
Directory of flash:/

1 -rw- 4670455 <no date> 2960-lanbasek9-mz.150-2.SE4.bin

64016384 bytes total (59345929 bytes free)

Figura 35 — Topologia escenario 2
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PARTE 2: CONFIGURAR LOS PARAMETROS BASICOS DE LOS
DISPOSITIVOS

Paso 1: configurar la computadora de internet

Las tareas de configuracion del servidor de Internet incluyen lo siguiente (para
obtener informacion de las direcciones IP, consulte la topologia):
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Tabla 7- Configurar la computadora de internet

Elemento o tarea de configuracion Especificacion

Direcciéon IPv4 209.165.200.238

Mascara de subred para IPv4 255.255.255.248

Gateway predeterminado 209.165.200.233

Direcciéon IPv6/subred 2001:DB8:ACAD:A::38/64

Gateway predeterminado IPv6 2001:DB8:ACAD:2::1

Fuente: Elaboracién propia

Figura 36 — Servidor de Internet
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Paso 2: configurar R1
Las tareas de configuracion para R1 incluyen las siguientes:
Desactivar la busqueda DNS

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Nombre del router
e RI1
Router(config)#hostname R1

Contrasefia de exec privilegiado cifrada
e class
R1(config)#enable secret class
Contrasefia de acceso ala consolay Contrasefia de acceso Telnet
e cCisco
R1(config)#line console 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#line vty 0 15
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#

Cifrar las contrasefias de texto no cifrado
R1(config-line)#service password-encryption

Mensaje MOTD
e Se prohibe el acceso no autorizado
R1(config)#banner motd $SE PROHIBE EL ACCESO NO AUTORIZADO$

Interfaz S0/0/0

Establezca la descripcion

Establecer la direccion IPv4 Consultar el diagrama de
topologia para conocer la informacion de direcciones
Establecer la direccion IPv6 Consultar el diagrama de
topologia para conocer la informacion de direcciones
Establecer la frecuencia de reloj en 128000

Activar la interfaz

R1(config)#int s0/0/0

46



R1(config-if)#description connection to R2

R1(config-if)#ip add 172.16.1.1 255.255.255.252
R1(config-if)#ipv6 add 2001:DB8:ACAD:1::1/64
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces

R1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

Rutas predeterminadas

e Configurar una ruta IPv4 predeterminada de S0/0/0

e Configurar una ruta IPv6 predeterminada de S0/0/0
R1(config-if)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#ipv6 route ::/0 s0/0/0
R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from console by console

Nota: Todavia no configure GO/1.

Figura 37 — Configuracion de R1
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Paso 3: configurar R2
Desactivar la busqueda DNS

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Nombre del router
e R2
Router(config)#hostname R2

Contrasefia de exec privilegiado cifrada
e Class
R2(config)#enable secret class

Contrasefia de acceso ala consolay Contrasefia de acceso Telnet
e Cisco
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#line vty 0 15
R2(config-line)#password cisco
R2(config-line)#login

Cifrar las contrasefas de texto no cifrado
R2(config-line)#service password-encryption

Habilitar el servidor HTTP
Nota: Este comando (ip http server) no es compatible con Packet Tracer.

Mensaje MOTD

Se prohibe el acceso no autorizado.
R2(config)#banner motd $SE PROHIBE EL ACCESO NO AUTORIZADO$
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Interfaz S0/0/0

e Establezca la descripcion
e Establezca la direccion IPv4. Utilizar la siguiente
e direccion disponible en la subred.
e Establezca la direccion IPv6. Consulte el diagrama de
e topologia para conocer la informacion de direcciones.
e Activar la interfaz
R2(config)#int s0/0/0
R2(config-if)#description connection to R1
R2(config-if)#ip add 172.16.1.2 255.255.255.252
R2(config-if)#ipv6 add 2001:DB8:ACAD:1::2/64
R2(config-if)#no shut
R2(config-if)#%LINK-5-CHANGED: Interface Serial0/0/0, changed state to
up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed
state to up

Figura 38 — Configuracion R2 Interfaz s0/0/0
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Interfaz S0/0/1

Establecer la descripcion

Establezca la direccion IPv4. Utilizar la primera
direccién disponible en la subred.

Establezca la direccion IPv6. Consulte el diagrama de
topologia para conocer la informacién de direcciones.
Establecer la frecuencia de reloj en 128000.

Activar la interfaz

R2(config-if)#int s0/0/1

R2(config-if) #description connection to R3
R2(config-if) #ip add 172.16.2.2 255.255.255.252
R2(config-if) #ipv6 add 2001:DB8:ACAD:2::2/64
R2(config-if) #clock rate 128000

R2(config-if) #no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

Interfaz GO/O (simulacion de Internet)

Establecer la descripcion.

Establezca la direccion IPv4. Utilizar la primera

direccion disponible en la subred.

Establezca la direccion IPv6. Utilizar la primera

direccién disponible en la subred.

Activar la interfaz

R2(config-if) #description connection to Internet

R2(config-if) #ip add 209.165.200.233 255.255.255.248
R2(config-if) #ipv6 add 2001:DB8:ACAD:A::1/64

R2(config-if) #no shut

R2(config-if) #%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed
state to up%LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

Interfaz loopback 0 (servidor web simulado)

e Establecer la descripcién.

e Establezca la direccion IPv4
R2(config-if)#int loopback 0
R2(config-if)#
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%LINK-5-CHANGED: Interface LoopbackO, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO,
changed state to up
R2(config-if)#ip add 10.10.10.10 255.255.255.255
R2(config-if)#exit
Ruta predeterminada

e Configure una ruta IPv4 predeterminada de GO0/0.

e Configure una ruta IPv6 predeterminada de GO0/0.
R2(config)#ip route 0.0.0.0 0.0.0.0 g0O/0
%Default route without gateway, if not a point-to-point interface, may impact
performance
R2(config)#ipv6 route ::/0 g0/0
R2(config)#exit
R2#%SYS-5-CONFIG_I: Configured from console by console
Exit

Figura 39 — Configuracion total R2
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Paso 4: configurar R3
La configuracién del R3 incluye las siguientes tareas:

Desactivar la busqueda DNS

R3#enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#no ip domain-lookup

Nombre del router
e R3
Router(config)#hostname R3

Contrasefia de exec privilegiado cifrada
e Class
R3(config)#enable secret class
Contrasefia de acceso ala consolay Contrasefia de acceso Telnet
e Cisco
R3(config)#line console O
R3(config-line) #password cisco
R3(config-line) #login
R3(config-line) #line vty 0 15
R3(config-line) #password cisco
R3(config-line) #login

Cifrar las contrasefias de texto no cifrado
R3(config-line) #service password-encryption

Mensaje MOTD
Se prohibe el acceso no autorizado.
R3(config)#banner motd $SE PROHIBE EL ACCESO NO AUTORIZADO$

Interfaz S0/0/1

Establecer la descripcion

Establezca la direccion IPv4. Utilizar la siguiente direccion
disponible en la subred.

Establezca la direccion IPv6. Consulte el diagrama de
topologia para conocer la informacién de direcciones.
Activar la interfaz

R3(config)#int s0/0/1
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Figura 40- Configuracion R3
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Interfaz loopback 4

Establezca la direccion IPv4. Utilizar la primera direccion disponible en la
subred.

R3(config-if) #int loopback 4

R3(config-if) #

%LINK-5-CHANGED: Interface Loopback4, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up

R3(config-if) #ip add 192.168.4.1 255.255.255.0
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Interfaz loopback 5
o Establezca la direccion IPv4. Utilizar la primera direccion disponible en la

subred.
R3(config-if) #int loopback 5
R3(config-if) #
%LINK-5-CHANGED: Interface Loopback5, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5,
changed state to up
R3(config-if)#ip add 192.168.5.1 255.255.255.0

Interfaz loopback 6
e Establezca la direccion IPv4. Utilizar la primera direccion disponible en la

subred.
R3(config-if)#int loopback 6
R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback®6,
changed state to up
R3(config-if)#ip add 192.168.6.1 255.255.255.0

Interfaz loopback 7
e Establezca la direccion IPv6. Consulte el diagrama de topologia para

conocer la informacion de direcciones.
R3(config)#int loopback 7
R3(config-if)#
%LINK-5-CHANGED: Interface Loopback?7, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback?7,
changed state to up
R3(config-if)#ipv6 add 2011:DB8:ACAD:3::1/64
R3(config-if)#exit
R3(config)#ipv6 unicast-routing
R3(config)#

Rutas predeterminadas

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#ipv6 route ::/0 s0/0/1

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console
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Figura 41 rutas predeterminadas del R3
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Fuente: Elaboracion propia

Paso 5: configurar S1

La configuracion del S1 incluye las siguientes tareas:

Desactivar la busqueda DNS

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Nombre del switch
e S1
Switch(config)#hostname S1

Contrasefia de exec privilegiado cifrada

e class
S1(config)#enable secret class
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Contrasefia de acceso ala consolay Contrasefia de acceso Telnet cisco

e Cisco

S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#line vty 0 15
S1(config-line)#password cisco
S1(config-line)#login

Cifrar las contrasefias de texto no cifrado
S1(config-line)#service password-encryption

Mensaje MOTD
e Se prohibe el acceso no autorizado.

S1(config)#banner motd $SE PROHIBE EL ACCESO NO AUTORIZADO$

Figura 42 — Configuracion S1
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Paso 6: configurar S3
La configuracion del S3 incluye las siguientes tareas:

Desactivar la busqueda DNS

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Nombre del switch
e S3
Switch(config)#hostname S3
Contrasefia de exec privilegiado cifrada
e class
S3(config)#enable secret class

Contrasefia de acceso ala consolay Contrasefia de acceso Telnet
e cCisco
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 15
S3(config-line)#password cisco
S3(config-line)#login

Cifrar las contrasefas de texto no cifrado
S3(config-line)#service password-encryption

Mensaje MOTD

e Se prohibe el acceso no autorizado
S3(config)#banner motd $SE PROHIBE EL ACCESO NO AUTORIZADO$
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Figura 43 — Configuracion S3
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Fuente: Elaboracion propia

Paso 7: verificar la conectividad de la red

Utilice el comando ping para probar la conectividad entre los dispositivos de red.
Utilice la siguiente tabla para verificar metdédicamente la conectividad con cada

dispositivo de red.

Tome medidas correctivas para establecer la conectividad si alguna de las

pruebas falla:

Tabla 8- Verificar la conexién de la red

Desde A Direccién IP Resultado de ping

R1 R2, S0/0/0 172.16.1.2 exitoso

R2 R3, S0/0/1 172.16.2.1 exitoso

PC de Internet Gateway 209.165.200.232 | exitoso
predeterminado

Fuente: Elaboracion propia
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Figura 44 — Verificacion ping de R

EERSO0sLi@AaAcr @aeaoE B
ZJQ@e@Z B/ me s B

Servidor de || Fa0 5t
209.165.200.238
2001:DBB:ACAD:A:38
200.165.200.232/29
2001:DBB:ACADA/64

F— 7
© se0/0/0 § = ‘
'® se0/0/1 S
Servidor Web
10.10.10.10/32

NN

2
o CISCO CPCONA
Bermudsz Palacios

172.16.1.0/20
2001:DBBACAD:1:/64

Se0/0/0

Gig/1

F30/5 51

Fa0/3
192.168.90.2 f—

Time: 0

5 5=

1 a R2 s0/0/0

L - [m]
Physical Config CLI
10S Command Line Interface

RL(contig-linelslogin
Rl(config-line)#service password-encryprion
Rl{config) #banner motd L ACCESO NCO AUTCRIZADO:

g)#int s0/0/0

g-if)$descripti

g-if)#ip add 17

g-if)#ipvé add
R1(config-if)gclock rate 128000
This command applies only to DCE interfaces
Rl{config-if)$no shuc

: Interface Serial0/0/0, changed state to up

Rl(config-if)#ip route
SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up
% Invalid input detected at '~' marker.

g-if)#ip route 0.0.0.0 0.0.0.0 172.1€.1.2
21({config) #ipvé route ::/0 s0/0/0

g) fexit
45YS-5-CONFIG I: Configured from console by comsole
Rlg
Rlgping 1 1.z
Type escape sequence to sbort.
Sending 5, 100-byte ICMP Echos to 172.16.1.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip minfavg/max = 1/8/14 ms
nigl
Ctri+F6 to exit CLI focus Copy Paste

[ Top

c Num

Gopper Straight-Through

Fuente: Elaboracion propia

Figura 45 — Verificacion ping de R2 a R3 s0/0/1
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Figura 46 — Verificacion de PC de internet a Gateway predeterminado
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PARTE 3: CONFIGURAR LA SEGURIDAD DEL SWITCH, LAS VLAN Y EL
ROUTING ENTRE VLAN

Paso 1: Configurar S1

La configuracion del S1 incluye las siguientes tareas

Crear la base de datos de VLAN

S1>enable
Password:
S1#configure terminal

Utilizar la tabla de equivalencias de VLAN para topologia
para crear y nombrar cada una de las VLAN gue se indican

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#vlan 21

S1(config-vlan)#name Contabilidad

S1(config-vlan)#vlan 23

S1(config-vlan)#name Ingenieria

S1(config-vlan)#vlan 99

S1(config-vlan)#name Administracion

S1(config-vlan)#exit

60



Asignar la direccion IP de administracion.

e Asigne la direccion IPv4 a la VLAN de administracion.

Utilizar la direccion IP asignada al S1 en el diagrama de topologia
S1(config)#int vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up
S1(config-if) #ip add 192.168.99.2 255.255.255.0

S1(config-if)#no shut

Asignar el gateway predeterminado

e Asigne la primera direccion IPv4 de la subred como el gateway
predeterminado.
S1(config)#ip default-gateway 192.168.99.1

Forzar el enlace troncal en la interfaz FO/3

e Utilizar lared VLAN 1 como VLAN nativa
S1(config)#int f0/3
S1(config-if) #switchport mode trunk
S1(config-if)#switchport trunk native vlan 1

Forzar el enlace troncal en la interfaz FO/5

e Utilizar la red VLAN 1 como VLAN nativa
S1(config-if) #int f0/5
S1(config-if) #switchport mode trunk
S1(config-if) #switchport trunk native vlan 1

Configurar el resto de los puertos como puertos de acceso
e Utilizar el comando interface range
S1(config-if) #int range f0/1-2, f0/4, f0/6-24
S1(config-if-range) #switchport mode access

Asignar FO/6 ala VLAN 21

S1(config-if-range) #int f0/6
S1(config-if) #switchport access vian 21
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Apagar todos los puertos sin usar
S1(config-if) #int range f0/1-2, f0/4, f0/7-24, g0/1-2
S1(config-if-range) #shutdown

Figura 47 — Configuracion S1 con VLAN, asignacion IP de administracion
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Figura 48 — Configuracion S1 con troncal de interfaz
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Paso 2: Configurar S3
La configuracion del S3 incluye las siguientes tareas:

Crear la base de datos de VLAN

Utilizar la tabla de equivalencias de VLAN para topologia para crear cada una
de las VLAN que se indican Dé nombre a cada VLAN.
S3>enable

Password:

Password:

Password:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 21

S3(config-vlan) #name Contabilidad

S3(config-vlan) #vlan 23

S3(config-vlan) #name Ingenieria

S3(config-vlan) #vlan 99

S3(config-vlan) #name Administracion

S3(config-vlan) #exit

Asignar la direccion IP de administracion

Asigne la direccion IPv4 a la VLAN de administracion.

Utilizar la direccion IP asignada al S3 en el diagrama de topologia
S3(config)#int vian 99

S3(config-if) #ip add 192.168.99.3 255.255.255.0

S3(config-if) #no shut

S3(config-if) #exit

Asignar el gateway predeterminado.

Asignar la primera direccién IP en la subred como gateway predeterminado.
S3(config)#ip default-gateway 192.168.99.1

Forzar el enlace troncal en la interfaz F0O/3

Utilizar la red VLAN 1 como VLAN nativa
S3(config) #int f0/3

S3(config-if) #switch mode trunk
S3(config-if) #switch trunk native vlan 1
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Configurar el resto de los puertos como puertos de acceso
e Utilizar el comando interface range
S3(config-if) #int range f0/1-2, f0/4-24, g0/1-2
S3(config-if-range) #switchport mode access

Asignar F0/18 a la VLAN 21

S3(config-if-range) #int f0/18
S3(config-if) #switchport access vlan 21

Apagar todos los puertos sin usar
S3(config-if) #int range f0/1-2, f0/4-17, f0/19-24, g0/1-2
S3(config-if-range) #shutdown

Figura 49 — Configuracion S3 con VLAN, asignacion IP de administracion

e
¥ s - 0o X
. , -
EiER%0rihAarcy aaaoEm B=FE _
Physical Config CLI
= a= E s m e g o g 105 Command Lina Interface
*. Loglcal |( | Physic: y: 602 =
i il 10.10.10.10/32
~
S5e0/0/0
=
L)
Gigo/1
per 1 Ena with NTL/Z.
Fa0/s
Rl an ontabilidas
an
an n
o Faop an) #vlan
192.168.99.2 an inistracion
i an) fexic
Fa0/& 4 wlan
FaO | te -if
VLAN 21 FED: Interface
|
g te to up
F 7
PC-A
DHCP
wlan 1
ora-24, gari-z
coess
v
= = = = = = = = = = = ") Ctrl+F8 to exit CLI focus. ] Paste
-4 S 9 FS F5 ©5 ©5 & & S e e &
. y
DIim s weBECRRRIECRDEE
[0 Ter
M 1T Tk
] 0

>
Toggle PDU List Window
1941 < >

Fuente: Elaboracion propia

64



Figura 50 - Configuracién S3 con troncal de interfaz
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Paso 3: Configurar R1
Las tareas de configuracién para R1 incluyen las siguientes:
Configurar la subinterfaz 802.1Q .21 en GO0/1

e Descripcion: LAN de Contabilidad

e Asignar la VLAN 21

e Asignar la primera direccidn disponible a esta interfaz
R1>enable
Password:
R1#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.21
R1(config-subif) #description LAN de Contabilidad
R1(config-subif) #encapsulation dotlq 21
R1(config-subif) #ip add 192.168.21.1 255.255.255.0
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Configurar la subinterfaz 802.1Q .23 en G0/1

e Descripcion: LAN de Ingenieria

e Asignar la VLAN 23

e Asignar la primera direccion disponible a esta interfaz
R1(config-subif) #int g0/1.23
R1(config-subif) #description LAN de Ingenieria
R1(config-subif) #encapsulation dotlq 23
R1(config-subif) #ip add 192.168.23.1 255.255.255.0

Configurar la subinterfaz 802.1Q .99 en G0/1

e Descripcion: LAN de Administracion

e Asignar la VLAN 99

e Asignar la primera direccion disponible a esta interfaz
R1(config-subif) #int g0/1.99
R1(config-subif) #description LAN de Administracion
R1(config-subif) #encapsulation dotlqg 99
R1(config-subif) #ip add 192.168.99.1 255.255.255.0

Activar la interfaz G0O/1

R1(config-subif) #int g0/1
R1(config-if) #no shut

Figura 51- Configuracién de subinterfaz (Q.21, Q.23, Q.99)
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Paso 4: Verificar la conectividad de lared

Utilice el comando ping para probar la conectividad entre los switches y el R1.
Utilice la siguiente tabla para verificar metdédicamente la conectividad con cada

dispositivo de

red.

Tome medidas correctivas para establecer la conectividad si alguna de las pruebas

falla:

Tabla 9- Verificar la conectividad de la red

Desde A Direccion IP Resultado de ping
S1 R1, direccion VLAN 99 192.168.99.1 Satisfactorio
S3 R1, direccion VLAN 99 192.168.99.1 Satisfactorio
S1 R1, direccion VLAN 21 192.168.21.1 Satisfactorio
S3 R1, direccion VLAN 23 192.168.23.1 Satisfactorio
Fuente: Elaboracion propia
Figura 52 — Verificacion de ping entre S1 a R1 vlan99, R1 vlan 21.
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Figura 53 — Verificacion de ping S3 a R1
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PARTE 4: CONFIGURAR EL PROTOCOLO DE ROUTING DINAMICO OSPF

Paso 1: Configurar OSPF en el R1

Las tareas de configuracién para R1 incluyen las siguientes:

Tabla 10 - Configurar OSPF en el R1

Elemento o tarea de configuracion

Especificacidon

Configurar OSPF area 0

como pasivas

Anunciar las redes conectadas | Asigne todas las redes conectadas
directamente directamente.
Establecer todas las interfaces LAN

Desactive la sumarizacion automatica

Fuente: Elaboracion propia
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R1>enable

Password:

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config-router) #network 172.16.1.0 0.0.0.3 area O
R1(config-router) #network 192.168.21.0 0.0.0.255 area 0
R1(config-router) #network 192.168.23.0 0.0.0.255 area 0
R1(config-router) #network 192.168.99.0 0.0.0.255 area 0
R1(config-router) #passive-interface g0/1.21
R1(config-router) #passive-interface g0/1.23
R1(config-router) #passive-interface g0/1.99
R1(config-router) #no auto-summary

Figura 54 - Configurar OSPF en el R1
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Fuente: Elaboracion propia

Paso 2: Configurar OSPF en el R2
La configuracion del R2 incluye las siguientes tareas:

Tabla 11 - Configurar OSPF en el R2

Elemento o tarea de configuracion Especificacién
Configurar OSPF area 0
Anunciar las redes conectadas | Nota: Omitir la red GO/O

directamente

Establecer la interfaz LAN (loopback) como
pasiva

Desactive la sumarizacion automatica.

Fuente: Elaboracion propia
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R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router) #network 172.16.1.0 0.0.0.3 area O
R2(config-router) #network 172.16.2.0 0.0.0.3 area 0
R2(config-router)#network 209.165.200.232 0.0.0.7 area 0
R2(config-router) #passive-interface loopback 0
R2(config-router) #no auto-summary

Figura 55 - Configurar OSPF en el R2
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Fuente: Elaboracion propia

Paso 3: Configurar OSPFv3 en R2
La configuracion del R3 incluye las siguientes tareas:

Tabla 12 - Configurar OSPFv3 en R2

Elemento o tarea de configuracion Especificacion

Configurar OSPF area 0

Anunciar redes IPv4 conectadas
directamente

Establecer todas las interfaces de LAN
IPv4 (Loopback) como pasivas

Desactive la sumarizacion automatica

Fuente: Elaboracion propia
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R3>enable

Password:

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router) #network 172.16.2.0 0.0.0.3 area O
R3(config-router) #network 192.168.4.0 0.0.0.255 area 0
R3(config-router) #network 192.168.5.0 0.0.0.255 area O
R3(config-router) #network 192.168.6.0 0.0.0.255 area 0
R3(config-router) #passive-interface loopback 4
R3(config-router) #passive-interface loopback 5
R3(config-router) #passive-interface loopback 6
R3(config-router) #no auto-summary

Figura 56 - Configurar OSPFv3 en R2
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Fuente: Elaboracion propia

Paso 4: Verificar la informacién OSPF

Verifique que OSPF esté funcionando como se espera. Introduzca el comando de
CLI adecuado para obtener la siguiente informacion:
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Tabla 13 - Verificar la informacion OSPF

Pregunta

Respuesta

¢,Con qué comando se muestran la ID del
proceso OSPF, la ID del router, las redes
de routing y las interfaces pasivas
configuradas en un router?

show ip protocols

¢, Qué comando muestra solo las rutas
OSPF?

show ip route ospf

¢.,Qué comando muestra la seccion de
OSPEF de la configuracion en ejecucion?

Show ip ospf database

Fuente: Elaboracién propia

Figura 57 — R1 Verificar la informacién de OSPF

Ri>show ip protocols

Routing Prozocol is "ospf 1
Curgoing update filter list for all
Incoming update filter l1ist for all

Router ID 152.169.55.1

Number ©of areas in this router is 1. 1 normal ©
Maximum path: 4
Routing for Networks:
172.1€.12.0 0.0.90.3 area O
152.16€8.21.0 0,.0.0.255 area O
152.1€8.23.0 0.0.0.255 azea 0
0

192.1€98.55.0 0.90.0.
Passive Interface(s):
GigabicEchernetd/1.
CigabicEchernetd/1.
CigabicEchernetd/1.5
Routing Information Sources:
Gateway Distance

255 area

N W

b 4
3
-]

10.10.10.10 110
1%92.1€e.€.1 110
152.1€8.55.1 110
Discance: (defaulc is 110)

Rl>show 1p route ospf
172.1€.0.0/1€ is wvariably subnetted,

o 172.1€.2.0 [110/128] via 172,1€.1.2,
152 _1€2.4.0/32 is subnetted, 1 subnozd
o) 152.1€6.4.1 [110/1235) wvia 172.1€.1.2, 00
152 _1€2.5.0/32 is subnetted, 1 subnets
o] 152 .1€8.5.1 [110/125) wvia 172.1€.1.2, 900:
152.1€8.€.0/32 1is subnetted, 1 subnets
o 192 _1€8.€.1 [110/129) via 172_.1€.1.2, 00:
205.1€5.200.0/25 4is subnetted, 1 subnets
o 209.1€5.200.232 [110/€5) wvia 172.1€.1.2,
R1>Show ip ospf database
OSPF Router with ID (l1S2.1€8.55.1)
fouter Link States [(Axea 0)
Link ID ADV Router Age Seqs
152 .1€8 .55 1 182 .1€8.85.1 434
10.10.10.1¢0 19.190.10.19 207
152 .1€8.€.1 152 _.1€8.€.1 i17e

Fuente: Elaboracion propia

72

3 subnets,
0G:0€:33,

0x20000008
Ox80000005
0x80000008

interfaces 1S NOT SeT
LnTterfaces L{s nOot set

stub O nssa

2 masks
Sexialo/0/0

:02:58, Seriald/o/0
02:40, Seriald/0/0
02:30, Serxialdso/0
00:0€:04, Serxialdsoso

{Process ID 1)

Checksum Link count
0x0062d3 &
0x001f4ec 5
0x00cEL£€ &




PARTE 5: IMPLEMENTAR DHCP Y NAT PARA IPV4

Paso 1: Configurar R1 como servidor DHCP para las VLAN 21y 23
Las tareas de configuracion para R1 incluyen las siguientes:

Reservar las primeras 20 direcciones IP en la VLAN 21 para configuraciones
estaticas.

R1>enable

Password:

R1#configure terminal

R1(config)#ip dhcp excluded-address 192.168.21.1 192.168.21.20

Reservar las primeras 20 direcciones IP en la VLAN 23 para configuraciones
estaticas.
R1(config)#ip dhcp excluded-address 192.168.23.1 192.168.23.20

Crear un pool de DHCP para la VLAN 21.

Nombre: ACCT

Servidor DNS: 10.10.10.10

Nombre de dominio: ccha-sa.com

Establecer el gateway predeterminado

R1(config)#ip dhcp pool ACCT

R1(dhcp-config) #network 192.168.21.0 255.255.255.0
R1(dhcp-config) #default-router 192.168.21.1
R1(dhcp-config) #dns-server 10.10.10.10
R1(dhcp-config) #ip domain-name ccna-sa.com

Crear un pool de DHCP para la VLAN 23

Nombre: ENGNR

Servidor DNS: 10.10.10.10

Nombre de dominio: ccna-sa.com

Establecer el gateway predeterminado

R1(config)#ip dhcp pool ENGNR

R1(dhcp-config) #network 192.168.23.0 255.255.255.0
R1(dhcp-config) #default-router 192.168.23.1
R1(dhcp-config) #dns-server 10.10.10.10
R1(dhcp-config) #ip domain-name ccna-sa.com
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Figura 58 - Configurar R1 como servidor DHCP para las VLAN 21y 23
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Fuente: Elaboracion propia

Paso 2: Configurar la NAT estaticay dinamica en el R2
La configuracién del R2 incluye las siguientes tareas:

Crear una base de datos local con una cuenta de usuario

e Nombre de usuario: webuser

e Contrasefa: cisco12345

e Nivel de privilegio: 15
Password:
R2>enable
Password:
R2#configure terminal
R2(config)#username webuser privilege 15 secret cisco12345
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Habilitar el servicio del servidor HTTP
Configurar el servidor HTTP para utilizar la base de datos local para la
autenticacion.

Nota: Al tratar de habilitar el servicio del servidor HTTP, al igual que para
configurarlo para utilizar la base de datos local para la autenticacion; packet tracer
no admite los comandos:

ip http server, ip http authentication local, ip http secure-server

Crear una NAT estatica al servidor web.
e Direccion global interna: 209.165.200.229
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.238

Asignar la interfaz interna y externa para la NAT estética
R2(config)#int g0/0
R2(config-if)#ip nat inside

Configurar la NAT dindmica dentro de una ACL privada
e Lista de acceso: 1
e Permitir la traduccion de las redes de Contabilidad y de Ingenieria en el R1
e Permitir la traduccion de un resumen de las redes LAN (loopback) en el R3
R2(config-if)#access-list 1 permit 192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.23.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255

Defina el pool de direcciones IP publicas utilizables.

e Nombre del conjunto: INTERNET

e El conjunto de direcciones incluye:209.165.200.225 — 209.165.200.228
R2(config)#ip nat pool INTERNET 209.165.200.232 209.165.200.237 netmask
255.255.255.248

Definir la traduccion de NAT dinamica
R2(config)#ip nat inside source list 1 pool INTERNET
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Figura 59 - Configurar la NAT estatica y dindmica en el R2
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Fuente: Elaboracion propia

Paso 3: Verificar el protocolo DHCP y la NAT estética

Utilice las siguientes tareas para verificar que las configuraciones de DHCP y NAT
estatica funcionen de forma correcta. Quiza sea necesario deshabilitar el firewall de
las computadoras para que los pings se realicen correctamente.

Verificar que la PC-A haya adquirido informacion de IP del servidor de DHCP

Figura 60 — DHCP de PC-A
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Fuente: Elaboracion propia
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Figura 61 - DHCP de PC-C
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Fuente: Elaboracion propia

Verificar que la PC-A pueda hacer ping ala PC-C

¢ Nota: Quiza sea necesario deshabilitar el firewall de la PC.

Eigura 62 — Ping entre PC-A a PC-C

FEERSO i @A« QeaaeaoEm B=FE

H/ meosoSm

=

200.165.200.228

¥ 200.165.200.232/29
2001:DBB:ACAD:A:28 2001

8ACADAZ/6L
RN

100=

/(5 sswu/’ \

%33a.m.
6/11/2021

>
‘ Toggle PDU List Window
< >

B

B pc-a

Physical ~ Config _ Deskiop _  Programming
——

Sarvidor Wab
10.10.10.10/22

172.16.2.0/20

Tima:

4331 | 4321

19a1 | 2001

2011 @1910% Biraw

629

172.16.1.0/20
901 -DEE.ACAD: 1:/64 ST
Se0/0/0 ceoror
i o
=
cigos1 b
Fa/s ( 802.1Q
I ==
192.168.99.2
VLAN 21
PC-A
DHCP

with

[ Top

Fuente: Elaboracion propia

77




Figura 63 — Web del servidor de internet
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Fuente: Elaboracion propia

Nota: observamos que no es satisfactorio, recordemos que al tratar de habilitar el
servidor HTTP, packet tracer no acepté los comandos.

PARTE 6: CONFIGURAR NTP

Ajuste la fechay hora en R2. 5 de marzo de 2016, 9 a. m.
SE PROHIBE EL ACCESO NO AUTORIZADO

User Access Verification

Password:

R2>enable

Password:

R2#clock set 10:26:00 01 November 2021

Configure R2 como un maestro NTP.

e Nivel de estrato: 5
R2(config)#ntp master 5
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Figura 64 — R2 maestro NTP

{ALPCLOCK Ser UII43IUU €& hNovember <LuZl
R2$ntp master S

¢ Invalid input detected at '~' marker.

R2gconfigure terminal

inter configuration commands, one per line. End with CNTL/Z.

22 (config) $¢ntp master 5

Fuente: Elaboracién propia

Configurar R1 como un cliente NTP.
e Servidor: R2
R1>enable
Password:
R1#configure terminal

Enter configuration commands, one per line.

R1(config)#ntp server 172.16.1.2

Figura 65 — Configuracién R1 como un cliente NTP

SE PRCHIBE EL ACCESO NO AUTORIZADO
User Access Verification
Password:

Rl>enable

Password:

Rlgconfigure terminal

Enter configuration commands, one per line. End with
Rl (config) #ntp server 172.1€.1.2

CNTL/Z.

End with CNTL/Z.

Fuente: Elaboracion propia

Configure R1 para actualizaciones de calendario periédicas con hora

NTP.
R1(config)#ntp update-calendar

Verifique la configuracion de NTP en R1
R1#show ntp associations

address ref clock st when poll
*~172.16.1.2 127.127.11 5 6 16

* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

R1#
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Figura 65 — Verificacion de R1 con NTP
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PARTE 7: CONFIGURAR Y VERIFICAR LAS LISTAS DE CONTROL DE
ACCESO(ACL)

Paso 1: Restringir el acceso alas lineas VTY en el R2
Configurar una lista de acceso con nombre para permitir que solo R1 establezca
una conexion Telnet con R2
e Nombre de la ACL: ADMIN-MGT
R2(config)#ip access-list standard ADMIN-MGT

Aplicar la ACL con nombre a las lineas VTY
R2(config-std-nacl) #permit host 172.16.1.1
R2(config-std-nacl)#exit

Permitir acceso por Telnet a las lineas de VTY
R2(config)#line vty 0 15
R2(config-line)#access-class ADMIN-MGT in
R2(config-line)#exit

Verificar que la ACL funcione como se espera

Ri1#telnet 172.16.1.2
Trying 172.16.1.2 ...OpenSE PROHIBE EL ACCESO NO AUTORIZADO
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Figura 66- verificacion en el R1 que funciona

% Password: timeout expired!
[Connection to 172.1€.1.2 closed by foreign host]
R1g
v
W
_ Ctrl+F6 to exit CLI focus Copy Paste
===z
&9 T8 &9
1240 | FrAouer PRETHl
[ Top
> n =
Toggle PDU List Window
£ >

. g B32p.om.
N®EY e

Fuente: Elaboracion propia

R3>enable

Password:

R3#telnet 172.16.1.2

Trying 172.16.1.2 ...

% Connection refused by remote host
R3#

Figura 67- verificacion en el R3 que funciona

— R3zenable

Password:

R3f#telnet 172.1l€.1.2

Trying 172.16.1.2 ...

% Connection refused by remote host

R3g
v
. Ctrl+F& to exit CLI focus Copy Paste
"‘Hi i
Tty D Top

>
‘ Toggle POU List Window
< >

1/11/2021 D

Fuente: Elaboracion propia
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Paso 2: Introducir el comando CLI adecuado que se necesita para mostrar lo

siguiente

Mostrar las coincidencias recibidas por una lista de acceso desde la ultima

vez que se restablecio.

R2>enable

Password:

R2#show access-list

Standard IP access list 1
10 permit 192.168.21.0 0.0.0.255
20 permit 192.168.23.0 0.0.0.255
30 permit 192.168.4.0 0.0.3.255

Standard IP access list ADMIN-MGT

10 permit host 172.16.1.1 (2 match(es))

R2#show ip access-list

Standard IP access list 1
10 permit 192.168.21.0 0.0.0.255
20 permit 192.168.23.0 0.0.0.255
30 permit 192.168.4.0 0.0.3.255

Standard IP access list ADMIN-MGT

10 permit host 172.16.1.1 (2 match(es))

Figura 68- Verificacién coincidencias recibidas por una lista de acceso desde la

ltima vez que se restablecio.
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Restablecer los contadores de una lista de acceso
R2#clear access-list counters

¢,Qué comando se usa para mostrar qué ACL se aplica a una interfaz y la
direccién en que se aplica?
R2#sho ip interface
GigabitEthernet0/0 is up, line protocol is up (connected)
Internet address is 209.165.200.233/29
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent

Figura 69 - show ip interface
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¢,Con qué comando se muestran las traducciones NAT?

e Nota: Las traducciones para la PC-A y la PC-C se agregaron a la tabla
cuando la computadora de Internet intentdé hacer ping a esos equipos en el
paso 2. Si hace ping a la computadora de Internet desde la PC-A o la PC-C,
no se agregaran las traducciones a la tabla debido al modo de simulacion de
Internet en la red.

R2#show ip nat translations
Pro Inside global Inside local Outside local  Outside global
--- 209.165.200.238 10.10.10.10

Figura 70 — show ip nat translations en R2.

Hifshow 1p nat translations
Pro Inside glokal Inside local Outside local Outside globkal
-—— 20%_185_200.238 l0.10.10.10 -—= -—=

Fuente: Elaboracion propia

Figura 71 - Ping del PC-A al servidor de Internet
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Figura 72 - Ping del PC-C al servidor de internet
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Figura 73 — Acceso del PC-C a servidor web.
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¢,Qué comando se utiliza para eliminar las traducciones de NAT dinamicas?
R2#clear ip nat translation *

Figura 74 — clear ip nat translation *
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Fuente: Elaboracion propia
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CONCLUSIONES

De acuerdo con los contenidos analizado por los dos escenarios, podemos
conceptualizar con claridad el termino de red, que no es mas que un conjunto de
equipos conectador por cables sefiales, ondas o cualquier otro método de
transportes de datos, que comparte informacién, (archivos) y servicios como lo es
acceso a internet, se pudo comprender todos los beneficios y mecanismos que se
implementan en una red y comandos al configurarla y tener la mejor optimizacion
de la misma.

Se aprendieron mediante simulaciones distintas tareas basicas para configurar,
conexion y administracion de redes. Ademas, se cumplié con la totalidad de los
puntos propuestos en la guia de actividades del curso de disefio e implementacién
de soluciones integradas LAN, correspondientes al diplomado de profundizacion
prueba de habilidades practicas CCNP.
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