SOLUCION DE DOS ESCENARIOS PRESENTES EN ENTORNOS
CORPORATIVOS BAJO EL USO DE TECNOLOGIA CISCO

JONATHAN FERNANDO RAMIREZ VALENCIA

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA - UNAD
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA - ECBTI
INGENIERIA SISTEMAS
CUCUTA
2021



SOLUCION DE DOS ESCENARIOS PRESENTES EN ENTORNOS
CORPORATIVOS BAJO EL USO DE TECNOLOGIA CISCO

JONATHAN FERNANDO RAMIREZ VALENCIA

Diplomado de opcién de grado presentado para optar el titulo de
Ingeniero de Sistemas

Asesora:
Magister MARIA ALEJANDRA LOPEZ HURTADO

UNIVERSIDAD NACIONAL ABIERTA Y A DISTANCIA - UNAD
ESCUELA DE CIENCIAS BASICAS, TECNOLOGIA E INGENIERIA - ECBTI
INGENIERIA SISTEMAS
CUCUTA
2021



NOTA DE ACEPTACION

Firma del Presidente del Jurado

Firma del Jurado

Firma del Jurado

CUCUTA, 28 de noviembre de 2021



DEDICATORIA

Este trabajo esta dedicado a Dios, a mi familia, en especial a mi esposa que me
brinda gran motivacion para lograr todas mis metas establecidas, a mis docentes de
la UNAD. Este es el resultado de estudiar el plan de ingenieria de sistemas y el
curso de profundizacion de Cisco.



AGRADECIMIENTOS

Después de un potente periodo de cuatro meses, hoy es el dia en el que escribo
este apartado de agradecimientos para concluir mi proyecto de fin de grado. Ha sido
una época de aprendizaje intenso no solo en el campo académico sino también a
nivel personal. Escribir este trabajo ha tenido un gran impacto en mi persona y por
ello me gustaria dar las gracias a todas aquellas personas que me han ayudado y
apoyado durante este proceso.

En primer lugar, me gustaria agradecer a mis compaferos de practicas, por su
colaboracion. Me han dado todo su apoyo enormemente y siempre han estado ahi
para ayudarme cuando lo he necesitado.

Ademas, me gustaria dar las gracias a mis tutores por su valiosa ayuda.
Definitivamente me han ofrecido todas las herramientas necesarias para completar
mi proyecto de fin de grado de forma satisfactoria.

También me gustaria agradecer a mi esposay a mis padres por sus sabios consejos
y su comprension. Siempre han estado ahi cuando los he necesitado. Finalmente,
mis amigos. No solo han estado a mi lado para apoyarnos entre nosotros en los
momentos mas complicados, sino que también hemos tenido conversaciones sobre
otras cosas no relacionadas con universidades y articulos académicos.



CONTENIDO

INDICE
D] (@ 2 I ] P 4
AGRADECIMIENTOS ... .o 5
CONTENIDO ...ttt 6
LISTADO DE TABLAS ... oottt ettt e e e e e e e e e e e e e e eeeees 8
LISTADO DE FIGURAS . .....co oottt ettt e e e e e e e e e e e eeeees 9
GLOSARIO ..ttt 11
RESUMEN .....coiiiiiiiiiieeeeeee ettt ettt e e e e e e e e e e e e e e e e e e e e eeeeees 12
AB ST RA CT 13
INTRODUGCCION ..ottt ettt e st e et e e eseeteeteeaeee s 14
D Y Y ] L 15
Yo =1 o =T o 15
ODBJBLIVOS ...ttt e e e e e e e e e e aaeaaaan 16
ASPECIOS DASICOS/SITUACION .......uveeiiiieeeiiiiiiiie it e e 16
Parte 1: Construya la Red.............uuiiiiiiiiiiiiiiiiiiiii e 16
Parte 2: Desarrolle el esquema de direccionamiento IP ..............ccoovvvviiiiiineenenn.. 16
Parte 3: Configure aspectos DASICOS..........ooviuuiiiiiiiiie e 17
Paso 1: configurar [0S ajustes DASICOS..........c..uueiiiiiieeiiieeee e 17
Paso 2. Configurar l0S €QUIPOS .........uuuiiiiie e 25
R Yo =1 o =g o 31
Parte 1: Inicializar diSPOSITIVOS .........uuuuuiuiiiiiiiiiiiiiiiiiiieiiii bbb 32
Paso 1: Inicializar y volver a cargar los routers y los switches........................ 32
Parte 2: Configurar los parametros basicos de los diSpositivos ..............evvvvennnes 34
Paso 1: Configurar la computadora de Internet...........cccoevvevviiiiiee e, 34
Paso 2: Configurar RL..........uiiiiiiiii e e 35
Pas0 3: CONfIQUIAT R2........uuiiiiiiiiiiiiiiiiiiiiiiiiiibii bbb 37
Paso 4: Configurar R3 .........uuuiiiiiiiiiiiiiiiiiiiiiiiiei bbb 42
Paso 5: ConfiguIrar SL ..o 47
Paso 6: Configurar € S3 .........uuuiiiiiiiiiiiiiiiiii 49
Paso 7: Verificar la conectividad de lared .........cccooovveeiiiiiiiiiiiiieeeeeeeeeen, 51

Parte 3: Configurar la seguridad del switch, las VLAN y el routing entre VLAN..54
[ Yo I I O 0 110 [0 = LS 54



Paso 2: Configurar €1 S3 .......cco o 59

Paso 3: Configurar RL.......cccoooeiiiiieiiiei e e e e e e e 64
Paso 4: Verificar la conectividad de lared.........cccooveeeeiiiiiiiiiiiie e, 67
Parte 4. Configurar el protocolo de routing dinamico OSPF ...........ccccccceeeeeeenn. 70
Paso 1: Configurar OSPF €n €l R1L......coooiiiiiiiiiiee e 70
Paso 2: Configurar OSPF €N €l R2 .....coooiiiiiiii e 73
Paso 3: Configurar OSPFv3 en el R3.......ccooriiiiiiiii e 75
Paso 4: Verificar la informacion de OSPF .............uuuuiiiiiiiiiiiiiiiiiiiiieeenns 77
Parte 5: Implementar DHCP y NAT para IPV4 ...........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiines 79
Paso 1: Configurar el R1 como servidor de DHCP para las VLAN 21y 23.....79
Paso 2: Configurar la NAT estaticay dinamicaen el R2...............cccoevvvvvvnnnnnn. 81
Paso 3: Verificar el protocolo DHCP y la NAT eStatica ........ccccceeevviiiiviienennnnn. 83
Parte 6: Configurar NTP........cooo i e 86
Parte 7. Configurar y verificar las listas de control de acceso (ACL) .................. 87
Paso 1. Restringir el acceso a las lineas VTY en el R2.........cccccvvvvvvvivininnnnnnns 87
CONGCLUSIONES .....uutiiiiiiiiiiiiiiiiiiiiiiaaiinaeesaaa e asssssassnsasssssssssssssanssnssssnnes 100
BIBLIOGRAFIA ...ttt 101



LISTADO DE TABLAS

Tabla 1: Tabla de direcCioNamMIENTO .........uuuuiiieie e 16
Tabla 2: Subneteo de redes requeridas. ... 17
Tabla 3: ConfiguracioNeS R1..........ccooiiiiiiiiiii e 17
Tabla 4: configuracion SL ... 22
Tabla 5: configuracion PC-A ... 25
Tabla 6: configuracCion PC-B ..........ccooiiiiiiiiie e 26
Tabla 7: inicializacion de Routers y SwWitches. ..........coovviiiiiii 32
Tabla 8: Configurar la computadora de Internet...........ccoooeeeeviveeeiiiiiineee e, 34
Tabla 9: ConfiguracioNeSs R1..........ccoiiiiiiiiiiii it 35
Tabla 10: ConfiguraCioN@s R2.........ccoiiiiiiiiiiiiee e 37
Tabla 11: Configuraciones R3........ccoiiiiiiiiiiie e 42
Tabla 12: ConfiguraCionNes Sl.........ccooiiiiiiiiiiiiie e a7
Tabla 13: ConfiguraCioNes S3........cccoiiiiiiiiiiiee e e e e e e 49
Tabla 14: Verificar la conectividad de lared ..........oooeuiiiiiiiiiiiiiiiii e, 51
Tabla 15: Configuraciones S1 tar€as........ccceeveeeeeiiiiiiiiiiii e 54
Tabla 16: Configuraciones S3 tAr€aS.........uuiiiieeeiiiieiiiiiiee e e e e e e e e eeeeeenns 59
Tabla 17: Configuraciones RL tar€as..........ceeeeeeeiiieeiiiiiiieeeeee e e e e e eeeeeanns 64
Tabla 18: Verificar la conectividad de lared ..., 67
Tabla 19: Configurar OSPF €n €l R1L ......ovviiiiiii e 70
Tabla 20: Configurar OSPF €n €l R2 .......uvniiiii e 73
Tabla 21: Configurar OSPF en el R3 .......oviiiiiiieieeee e 75
Tabla 22: Verificar la informacion de OSPF.............ccccooe e, 77
Tabla 23: Implementar DHCP y NAT para IPV4.........coooooiii, 79
Tabla 24: Configurar la NAT estética y dindmicaen el R2...........cccccoeeeeeiiiviininnnnnn. 81
Tabla 25: Verificar el protocolo DHCP y la NAT estatica.........cccccceeeeeeieeeieeiinnnnnnnn. 83
Tabla 26: Configurar NTP €N RLY R2 ..o, 86
Tabla 27: Restringir el acceso alas lineas VTY enelR2 ........cccccoeeeeiiiiiniiiiiininnnnn. 87
Tabla 28: Comandos SOlCItAdOS .........coceuuuiiiiii e 89



LISTADO DE FIGURAS

Figura 1: Topologia €SCeNArio 1 .....cccoiiiiiiiiiiiiieee et 15
Fuente: PRUEBA DE HABILIDADES CCNA 11-2021 .......cuuiiiiiiiaiiiiiiiiiieeeea e 15
Figura 2: topologia €N P . ... e 15
Fuente: ElabOracCion PrOPIa...........eeeieeeaiiiiiiiiiiiiieea e ettt e e e e e e e e e e e 15
Figura 3: Configuraciones R ..........ccooiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeee et 20
Figura 4: Configuraciones R1 ..........ouiiiiiiiiie i 21
Figura 5: Configuraciones S1..........ccoiiiiiiiiiiiiiiiiiiiiiieiieeeeeeeeeee et 24
Figura 6: ConfiguracionNes S1..........ccoiiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeee et 25
Figura 7: comando ipconfig /all en PC-A........oooiiii e 26
Figura 8: comando ipconfig /all en PC-B.........ccooviiiiiiiiiiiiiiiiieeeeeeeeeeeee 27
Figura 9: ping PC-B @ PC-A ..o 28
Figura 10: ping PC-A @ PC-B.....coooiiieie e 29
Figura 11: Topologia escenario 1 completamente funcional...............cccccceeeeennnnn. 30
Figura 12: Topologia @SCENAIIO 2. .....cceiiiiiiiiiiiiieee et e e e e 31
Fuente: PRUEBA DE HABILIDADES CCNA 11-2021 .......ouuiiiiiiiiiiiiiiiiiiieeeeee e 31
Figura 13: Topologia eSCenario 2 PT......cooiiiiiiiiieee et 33
Figura 14: Configurar la computadora de Internet ..........cccccvvvveiiiiiiiiiiiiiiiiiieieeeenen, 34
Figura 15: Configuracion@s R1 ...........uuiiiiiiiiiiieeee e 36
Figura 16: Configuraciones R2 ...........ccoiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeee e 40
Figura 17: Configuraciones R3 .........ccoiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeee ettt 45
Figura 18: Configuraciones Sl.............ciiiiiiiiiiiiieiee e 48
Figura 19: ConfiguracCionNes S3.........cooiiiiiiiiiiiiiiiieiiieeeeee ettt 50
Figura 20: ping 172.16.1.2 €N R1....coiiiiiiiiiiiiiiiiiiiiiieeeeeeeeeeeeeeeeeeeeeeeeee e 53
Figura 21: ping 172.16.2.1 €N R2......uiiiiiii e 53
Figura 22: ping 209.168.200.233 en PC-INternet.........c.ccoovviiiiiiiiiiiieeceie e, 53
Figura 23: Configuraciones S1 tar€as..........ccuuviiiiiiiiiiiiiiiiiiiieieieieeeeeeeee e 56
Figura 24: Configuraciones S3 tar€as........c.ccovuvuiiieiiiiiiii e 61
Figura 25: Configuracione@s RL tar€as .........ccovuvuiiieiiiiiii i 65
Figura 26: ping 192.168.99.1 €N S1......ccoiiiiiiiiiiiiiiiiiiiiieieeeeeeeeeeeeeeee et 69
Figura 27: ping 192.168.99.1 €N S3.. ..o 69
Figura 28: ping 192.168.21.1 €N Sl.....ccoiiiiiiiiiiie e 70



Figura 29:
Figura 30:
Figura 31:
Figura 32:
Figura 33:
Figura 34:
Figura 35:
Figura 36:
Figura 37:
Figura 38:
Figura 39:
Figura 40:
Figura 41:
Figura 42:
Figura 43:
Figura 44:
Figura 45:
Figura 46:
Figura 47:
Figura 48:
Figura 49:
Figura 50:
Figura 51:

PINg 192.168.23.1 €N S3...ccoiiiiiiiiiiiiieiiiieeeeeeeeee e 70
Configurar OSPF en el R1......coooviiiiiii e 72
Configurar OSPF €N €l R2 ..o 74
Configurar OSPF en el R3 ... 76
R1 Verificar la informacion de OSPF ..., 78
Implementar DHCP y NAT paralPvd enR1..........ccoooiiiiii 80
Configurar la NAT estaticay dinamicaen el R2 ..........ccccccceeeeviiiiieennnns 82
Verificar el protocolo DHCP y la NAT estatica PC-A..........cccoovvvvvvvvnnnnn. 84
Verificar el protocolo DHCP y la NAT estética PC-C ...............cceeeee. 85
pPiNg 192.168.21.21 €N PC-A...cooiiiiiiiiiiiiiieieeeeeeeeeeeeeeeeeeeeeeee e 86
acceder al servidor web (209.165.200.237) .....uucieieeeeeieeeiiiiiiieeeeeeeeeennns 86
SHOW NP ASSOCIALIONS.......uuiiiiiiiiiiiiiiiiiiiiiiiie e 87
Restringir el acceso alas lineas VTY enelR2........cccccoeevviiiiiiieiiinnnnnnn. 88
telnet 172.16.1.2 desde el R1 @l R2...........uuuiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiiieees 89
Comandos solicitados Show access-liSt..............uuuuviiiiiiiiiiiiiiiiiiiiiiiiiees 90
Comandos solicitados clear ip access-list counters...........cccooeeeeeeeeennn. 91
comando show ip interface en R2...........ccoovviiiiiiiii e, 95
comando show ip nat translation N R2..............euuiiiiiiiiiiiiiiiiiiiiiiiiiiens 96
PINg PC-A @l PC INtEIMEL......ci i 96
PINg PC-C al PC INtEINEL ... 97
prueba de acceso del PC-A al servidor web .........ccccoovvviiiiiiiiiiiiinnneen, 97
comando clear ip nat translation en R2.............cccoooeeiiiiiiiiiiiieeeeeee, 98
topologia completa y funcional escenario 2. ............cccoevvvvviiieeeeeeeeeennnn, 99

10



GLOSARIO

DNS: La sigla DNS proviene de la expresion inglesa Domain Name System: es
decir, Sistema de Nombres de Dominio. Se trata de un método de denominacion
empleado para nombrar a los dispositivos que se conectan a una red a través del
IP (Internet Protocol o Protocolo de Internet).

INTERFAZ: Se denomina interfaz a cualquier medio que permita la interconexion de
dos procesos diferenciados con un Unico propdsito comun. Se conoce como Interfaz
Fisica a los medios utilizados para la conexion de un computador con el medio de
transporte de la red.

MASCARA DE SUBRED: La mascara de subred es particularmente necesaria al
momento de sefalar la direccion de red correspondiente a cada subred, y que es la
gue se encuentra referenciada en la tabla de enrutamiento.

PREFIJO IP: Es una forma particular de expresar las direcciones de red y sus
mascaras a partir de identificar solamente la cantidad de bits que se encuentran en
uno en la méscara de subred.

PROTOCOLOS DE RED: Los protocolos de red son un conjunto de reglas que
gobiernan la comunicacion entre dispositivos que estan conectados a una red.
Dichas reglas se constituyen de instrucciones que permiten a los dispositivos
identificarse y conectarse entre si, ademas de aplicar reglas de formateo, para que
los mensajes viajen de la forma adecuada de principio a fin. Dichas reglas de
formateo determinan si los datos son recibidos correctamente o si son rechazados
o ha habido algun tipo de problema en la transferencia de la informacion.

ROUTER: Dispositivo hardware o software de interconexidbn de redes de

computadores que opera en la capa tres (nivel de red) del modelo OSI. Este
dispositivo interconecta segmentos de red o redes enteras.
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RESUMEN

La evaluacion denominada “Prueba de habilidades practicas”, forma parte de las
actividades evaluativas del Diplomado de Profundizacion CCNA, y busca identificar
el grado de desarrollo de competencias y habilidades que fueron adquiridas a lo
largo del diplomado. Lo esencial es poner a prueba los niveles de comprension y
solucién de problemas relacionados con diversos aspectos de Networking.

En este primer escenario se configuraran los dispositivos de una red pequefia. Debe
configurar un router, un switch y equipos, disefiar el esquema de direccionamiento
IPv4 para las LAN propuestas. El router y el switch también deben administrarse de
forma segura.

Para el segundo escenario, Se debe configurar una red pequefia para que admita
conectividad IPv4 e IPv6, seguridad de switches, routing entre VLAN, el protocolo
de routing dinamico OSPF, el protocolo de configuracién de hosts dinamicos
(DHCP), la traduccién de direcciones de red dindmicas y estéticas (NAT), listas de
control de acceso (ACL) y el protocolo de tiempo de red (NTP) servidor/cliente.
Durante la evaluacion, probara y registrara la red mediante los comandos comunes
de CLI.

PALABRAS CLAVE: CISCO, Conmutaciéon, Enrutamiento, Redes, Sistemas.
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ABSTRACT

The evaluation called "Test of practical skills" is part of the evaluative activities of the
CCNA Deepening Diploma, and seeks to identify the degree of development of skills
and abilities that were acquired throughout the diploma. The essential thing is to test
the levels of understanding and problem solving related to various aspects of
Networking.

In this first scenario, the devices of a small network will be configured. You must
configure a router, a switch and equipment, design the IPv4 addressing scheme for
the proposed LANs. The router and switch must also be managed securely.

For the second scenario, a small network must be configured to support IPv4 and
IPv6 connectivity, switch security, inter-VLAN routing, OSPF dynamic routing
protocol, Dynamic Host Configuration Protocol (DHCP), address translation dynamic
and static network (NAT), access control lists (ACL), and network time protocol
(NTP) server / client. During the evaluation, you will test and register your network
using common CLI commands.

KEY WORDS: CISCO, Switching, Routing, Networks, Systems.
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INTRODUCCION

El contenido de este documento tiene como fin desarrollar el escenario 1 como
avance documento final de grado del Diplomado de Profundizacion Cisco respecto
a la guia de actividades entregada por la UNAD en el entorno aprendizaje unidad 5
paso 6, aplicando los conceptos aprendidos en el curso en linea El desarrollo del
primer ejercicio nos ayudara a mejorar las competencias mediante el uso adecuado
de estrategias basadas en comandos del IOS y estadisticas de trafico en las
interfaces. Adicional a esto se desarrollé simulacion del ejercicio propuestos en el
simulador PACKET TRACER.

La solucion de este ejercicio nos brindara un conocimiento en el uso de comandos
de configuracion ya que con las simulaciones aprendemos a usarlos correctamente,
asi como los niveles de seguridad que se pueden configurar para disefar soluciones
tecnoldgicas innovadoras para satisfacer las necesidades de las compaiiias.

Teniendo en cuenta que la Prueba de habilidades est4 conformada por dos (2)
escenarios, el estudiante debera realizar el proceso de configuracién de usando
cualquiera de las siguientes herramientas: Packet Tracer o GNS3.

Al final, cada proceso esta debidamente documentado y consta de una evidencia
gue determina la operacion y aplicacion de cada una de las instrucciones requeridas
para el cumplimiento de lo solicitado en cada uno de los escenarios y ademas de
verificar el funcionamiento y el comportamiento de la red a medida que se va
implementando cada uno de los cambios y configuracion de los dispositivos.
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DESARROLLO

Escenario 1
Topologia
Figura 1: Topologia escenario 1
PC-A e s1 R LA
[: Fa0/6 d Go/1 Go/o/1 ;aj_g G 0/0/0
e 2960-24TT 1SR4331

Fuente: PRUEBA DE HABILIDADES CCNA 11-2021

En este primer escenario se configuraran los dispositivos de una red pequefia. Debe
configurar un router, un switch y equipos, disefiar el esquema de direccionamiento
IPv4 para las LAN propuestas. El router y el switch también deben administrarse de

forma segura.

Figura 2: topologia en PT.
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Objetivos

Parte 1: Construir en el simulador la Red
Parte 2: Desarrollar el esquema de direccionamiento IP para la LAN1 y la LAN2

Parte 3: Configurar los aspectos béasicos de los dispositivos de la Red
propuesta.

Parte 4: Configurar los ajustes bésicos de seguridad en el R1y S1
Parte 4: Configurar los hosts y verificar la conectividad entre los equipos

Aspectos basicos/situacion

En el desarrollo del caso de estudio usted implementa la topologia mostrada en la
figura y configura el Router R1 y el swich S1, y los PCs. Con la direccion
suministrada realizaré el subnetting y cumplird el requerimiento para la LAN1 (100
host) y la LAN2 (50 hosts)

Parte 1: Construya la Red

En el simulador construya la red de acuerdo con la topologia légica que se plantea
en la figura 1, cablee conforme se indica en la topologia, y conecte los equipos de
computo.

Parte 2: Desarrolle el esquema de direccionamiento IP
Desarrolle el esquema de direccionamiento IP. Para la direccion IPv4 cree las dos
subredes con la cantidad requerida de hosts. Asigne las direcciones de acuerdo con

los requisitos mencionados en la tabla de direccionamiento.

Cada estudiante tomard el direccionamiento 192.168.X.0 donde X corresponde a
los ultimos dos digitos de su cédula.

Tabla 1: Tabla de direccionamiento

Item Requerimiento

Direccion de red 192.168.22.0

Requerimiento de host LAN 1 100  (126)

Requerimiento de host LAN 2 50 (62)

R1 GO0/0/1 192.168.22.1

R1 G0/0/0 192.168.22.129

S1 SV 192.168.22.2

PC-A 192.168.22.126

PC-B 192.168.22.190

Fuente: Elaboracidn propia
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Mi nimero de CC es 1.073.322.122 = 192.168.22.0

Entonces la red quedaria de la siguiente manera 192.168.22.0/24, el 24 es porque
los primeros 3 puntos van a estar encendidos, esta red la vamos a dividir en dos
subredes las cuales van a quedar cada una con 126 host, ya que por cada subred
se reservan dos para la red y el broadcast.

Como en la Lan 2 solo necesitamos 50 host procederemos a dividir la segunda red
en dos redes mas cada una con 64 hosty 62 utilizables quedando una red disponible
para futuro ampliacién de la red.

En este orden de ideas la red quedaria asi:

IP: 192.168.22.0 LAN1
Mascara: 255.255.255.0 /24 Bits
Sub mascara: 255.255.255.128 /25 Bits

IP: 192.168.22.128 LAN2
Mascara: 255.255.255.128 /25 Bits
Sub mascara: 255.255.255.192 /26 Bits

Tabla 2: Subneteo de redes requeridas.

No | Red Rango Host Broadcast
1 ]192.168.22.0/25 192.168.22.1--192.168.22.126 192.168.22.127
2 1192.168.22.128/26 | 192.168.22.129--192.168.22.190 | 192.168.22.191

Fuente: Elaboracidn propia

Parte 3: Configure aspectos basicos

Los dispositivos de red (S1 y R1) se configuran mediante conexion de consola
Paso 1: configurar los ajustes basicos

Las tareas de configuracién para R1 incluyen las siguientes:

Tabla 3: Configuraciones R1

Tarea Especificacién
Desactivar la busqueda DNS R1>enable
R1#configure terminal
R1(config)#no ip domain-lookup
Nombre del router R1(config)#hostname R1

17



Nombre de dominio

R1(config)#ip domain-name ccna-
lab.com

Contrasefia cifrada para el modo
EXEC Privilegiado

R1(config)#enable secret ciscoenpass

Contrasefa de acceso a la
consola

R1(config)#Line console 0
R1(config-line)#Password ciscoconpass
R1(config-line)#login
R1(config-line)#exit

Establecer la longitud minima
para las Contrasefias

R1(config)#security passwords min-
length 10

Crear un usuario administrativo
en la base de datos local

R1(config)#username admin password
adminlpass

Configurar el inicio de sesién en
las lineas VTY para que use la
base de datos local

R1(config)#line vty 0 4
R1(config-line)#login local
R1(config-line)#exit
R1(config)#

Configurar VTY solo aceptando
SSH

R1(config)#hostname R1

R1(config)#ip domain-name ccna-
lab.com

R1(config)#crypto key generate rsa
The name for the keys will be: R1.ccna-
lab.com

Choose the size of the key modulus in
the range of 360 to 2048 for your
General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
1024

% Generating 1024 bit RSA keys, keys
will be non-exportable...[OK]

R1(config)#ip ssh version 2

*Mar 5 1:18:9.131: %SSH-5-ENABLED:
SSH 1.99 has been enabled
R1(config)#line vty 0 15
R1(config-line)#login local
R1(config-line)#exit
R1(config)#username admin password
adminlpass

R1(config)#exit

R1#
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%SYS-5-CONFIG_I: Configured from
console by console

R1#

Cifrar las contrasefas de texto no
cifrado

R1(config)#service password-encryption

Configure un MOTD Banner

R1(config)#banner motd $SOLO
PERSONAL DE LA UNAD!$

Configurar interfaz G0/0/0

R1(config)#interface gigabitethernet 0/0/0
R1(config-if)#ip address 192.168.22.129
255.255.255.128

R1(config-if)#no shutdown
R1(config-if)#exit

Configurar interfaz GO/0/1

R1(config)#interface gigabitethernet 0/0/1
R1(config-if)#ip address 192.168.22.1
255.255.255.0

R1(config-if)#no shutdown
R1(config-if)#exit

Generar una clave de cifrado
RSA

R1(config)#crypto key generate rsa
The name for the keys will be: R1.ccna-
lab.com

Choose the size of the key modulus in
the range of 360 to 2048 for your
General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
1024

% Generating 1024 bit RSA keys, keys
will be non-exportable...[OK]

Fuente: Elaboracidn propia
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Figura 3: Configuraciones R1
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User Access Werification ~

Username: adwin
Password:

Bl=en

Pazszword:

Blfcont t

Enter configquration commands, one per line. End with CMTL/Z.

Bl {config)fno ip domain-loockup

Bl {config)fhostname Bl

Bliconfig)#ip domain-name ccna-lab.com

Bl (config)#enable secret ciscoenpass

Bliconfigqi#line console 0O

Bl {config-line)#Password ciscoconpass

Bliconfig-line)f#login

Bliconfig-line)fexit

Bl{config)#security passwords min-length 10

Bl iconfig)fusername adwmin password adwminlpass

Bliconfig)#line vy 0 4

Bliconfig-line)f#flogin local

Bliconfig-line)fexit

Bl{config)#crypto key generate rsa

% Towu already have BEL keys defined named Bl.ccna-lab.com .

¥ Do you really want to replace them? [yesfmo]l: 10&4

% Pleasze answer 'yes' or 'no'.

% Do wou really want to replace them? [yesfnol:

% Pleasze answer 'yes' or 'no'.

% Do wou really want to replace themn? [yesfnol: yes

The name for the keys will he: Bl_ccna-lab.com

Choose the size of the key modulus in the range of 360 to Z04% for your
General Purpose EHeys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [51Z2]:
% Generating E£12 bit BEA keys, keys will be non-exportable. . . [0E]

El{config) h

Chr+FE to exit CLI focus Copy Paste

L] Tap

13:48

tam o)) ESP

2T110/2021 G

Fuente: Elaboracién propia
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Figura 4: Configuraciones R1
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Bliconfig) fline wty 0 15 ~
*Mar 1 0:11:2E.1&5: BSA key size needs to be at least 768 bits for ssh version &
*Mar 1 0:11:2Z.165: %55H-E-ENABLED: 55H 1.5 has been enabled
Bliconfig-line) #login local
Bliconfig-line) fexit
Bliconfig) fexic
RBl§
$8YE-5-CONFIG I: Configured from console by console
Blzervice password-sncryption
% Inwalid input detected at '"™' marker.
Blfcont t
Enter confiquration commands, one per line. End with CHTL/Z.
Bliconfiyg) fservice password-encryption
Bl iconfig) fbanner motd $50L0 PERSONAL DE LA TNAD!:
Bliconfig)finterface gigabitethernet 07070
Bliconfig-if)fip addres=s 19Z.168_2F.1F% Z55_FEL_Z56. 178
Bliconfig-if)#no shutdowm
Bliconfig-if)fexitc
Bliconfig)finterface gigabitethernet 07071
Bli{config-if)fip address 12Z.168_22.1 ZLE_ELE.ZEE.D
$ 192 168_22.0 owverlaps with GigabitEthernet0/0/0
Bliconfig-if)#no shutdowm
Bliconfig-if)fexit
Bliconfig) forypto key generate rsa
% Tou already have BEA keys defined named Bl.ccna-lab.com .
% Do you really want to replace them? [yesfnol: yes
The name for the keys will be: Bl.ccona-lab. com
Choose the size of the key modulus in the range of 360 to Z043 for your
General Purpose Eeys. Choosing a key modulus greater than 51E may take
a few minutes.
How many bits in the modulus [E1E]: 10E4
% Generating l0E4 bit BEA keys, keys will be non-exportable. .. [0E]
Eliconfig) W
Chr+FE to exit CLI focus Copy Paste
[ Tap

= tm o) ESP

Fuente: Elaboracién propia

Las tareas de configuracion de S1 incluyen lo siguiente:
21
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Tabla 4: configuracién S1

Tarea

Especificacion

Desactivar la busqueda DNS

S1>enable
S1#configure terminal
S1(config)#no ip domain-lookup

Nombre del switch

S1(config)#hostname S1

Nombre de dominio

S1(config)#ip domain-name ccna-lab.com

Contrasefia cifrada para el modo
EXEC Privilegiado

S1(config)#enable secret ciscoenpass

Contrasefia de acceso a la
consola

S1(config)#Line console 0
S1(config-line)#Password ciscoconpass
S1(config-line)#login
S1(config-line)#exit

Establecer la longitud minima
para las Contrasefias

S1(config)#security passwords min-
length 10
10 caracteres

Crear un usuario administrativo
en la base de datos local

R1#configure terminal
R1(config)#username admin password
adminlpass

Configurar el inicio de sesion en
las lineas VTY para que use la
base de datos local

S1#configure terminal
S1(config)#line vty 0 4
S1(config-line)#login local
S1(config-line)#exit
S1(config)#

Configurar VTY solo aceptando
SSH

S1(config)#hostname S1

S1(config)#ip domain-name ccna-lab.com
S1(config)#crypto key generate rsa

The name for the keys will be: S1.ccna-
lab.com

Choose the size of the key modulus in
the range of 360 to 2048 for your

General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
1024

% Generating 1024 bit RSA keys, keys
will be non-exportable...[OK]

S1(config)#ip ssh version 2
*Mar 5 1:22:19.227: %SSH-5-ENABLED:
SSH 1.99 has been enabled
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S1(config)#line vty 0 15
S1(config-line)#login local
S1(config-line)#exit
S1(config)#username admin password
adminlpass

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from
console by console

S1#

Cifrar las contrasefas de texto no
cifrado

S1(config)#service password-encryption

Configure un MOTD Banner

S1(config)#banner motd $SOLO
PERSONAL DE LA UNAD!$

Configurar la interfaz de
administracion (SVI)

S1(config)#int vlian 1

S1(config-if)#ip address 192.168.22.2
255.255.255.0

S1(config-if)#no shutdown
S1(config-if)#exit

Generar una clave de cifrado
RSA

S1(config)#crypto key generate rsa
The name for the keys will be: R1.ccna-
lab.com

Choose the size of the key modulus in
the range of 360 to 2048 for your
General Purpose Keys. Choosing a key
modulus greater than 512 may take

a few minutes.

How many bits in the modulus [512]:
1024

% Generating 1024 bit RSA keys, keys
will be non-exportable...[OK]

Configuracion del gateway
predeterminado

S1(config)#ip default-gateway
192.168.22.1

Fuente: Elaboracidn propia
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Figura 5: Configuraciones S1
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Sl=en

Password:

Slffcont t

Enter configquration commands, one per line. End with CHTL/Z.
Sliconfig) fno ip domain-lookup

3l {config) fhostnane S1

Sliconfig) #fip domain-name cchna-lab.com
Zliconfig) fenable secret ciscoenpass
Sliconfig) fline consale 0

Sliconfig-line) #Password ciscoconpass
Sliconfig-line) #login

Zliconfig-line) fexit

Sliconfig) fsecurity passwords min-length 10

~

' marker.

% Invalid input detected at

Eliconfig) fusername admin password adwinlpass

Sliconfig) #line wvoy 0O 4

Eliconfig-line) #login local

Zliconfig-line) fexitc

Eliconfig) forypto key generate rsa

% Tou already have BSA keys defined named 351.ccna-lab. com .

% Do ywou really want to replace then? [yesfno]: wes

The name for the keys will be: Sl.ccna—lah.coﬂ

Choose the size of the key wodulus in the range of 360 to 2042 for your
General Purpose Feys. Choosing a key modulus greater than 512 may take
a few minutes.

How many bits in the modulus [E1Z2]: 10Z4
% Generating 1024 bhit RBS5A keys, keys will be non-exportable. . | [0E]

Sl{config) fip =ssh version Z

*Mar 1 0:EZ:15.58: %55H-S5-ENABLED: S553H Z has been enabled

Sli{config)fline vty 0 15

Sliconfig-line)#login local

Sliconfig-line) fexit

Sl {config) § hd

Chl+FE to exit CLI focus Copy Paste

L Top

14:01 »
Zino/2021 2

= 4 o)) ESP

Fuente: Elaboracidn propia
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Figura 6: Configuraciones S1

Sliconfiog) fcrypto key geherate rsa

% Tou already have BSA keys defined nawmed 51.ccha-lab.com .

% Do you really want to replace then? [yes/nol: yes

The name for the keys will be: 51.ccna-lab.com

Choose the =zize of the key modulus in the range of 360 to 20458 for jour
General Purpose Heys. Choosing a key modulus greater than 51F may take
a few mimates.

How many bhits in the modulus [51Z2]: 1024
¥ Generating 1024 hic RSA keys, keys will be non-exportable. . . [0E]

Sliconfig) fip default-gateway 192 168 E2E.1
FMar 1 0:25:35.175: %58H-5-ENAELED: 35H Z has been enahleﬂ
Sl{config)#

Cr+FG to exit CLI focus Copy Pazte

[ Tep

14:04 =
27/10/2021 =

< m ) ESP

Fuente: Elaboracidn propia
Paso 2. Configurar los equipos

Configure los equipos host PC-A y PC-B conforme a la tabla de direccionamiento,
registre las configuraciones de red del host con el comando ipconfig /all.

Tabla 5: configuracion PC-A

PC-A Network Configuration
Descripcion Este PC-A esta conectado a una red
la cual cuenta con 126 host utilizables,
esta conectado al ultimo host como su
direccioén ip, su puerta de enlace es la
ip conexiébn del R1 en el g0/0/1

192.168.22.1
Direccion fisica 0060.470C.162A
Direccion IP 192.168.22.126
Méscara de subred 255.255.255.128
Gateway predeterminado 192.168.22.1

Fuente: Elaboracién propia
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Figura 7: comando ipconfig /all en PC-A

B pc-a

Command Prampt

PC Command Lime 1.0

[ Top

fault port)

Phyzical Config DesktoE Programrning Attributes

—Qo-01-3 —BE-00—-&60-47—-0C—1¢ Z A5

—BEE-00-60-47-0C—-1&-ZA

16:03
= tam cl)) ESP B

Fuente: Elaboracidn propia

Tabla 6: configuracion PC-B

14/10/2027

PC-B Network Configuration

Descripcién

Este PC-B esta conectado a una red
la cual cuenta con 62 host utilizables,
esta conectado al ultimo host como su
direccion ip, su puerta de enlace es la
ip conexién del R1 en el g0/0/0
192.168.22.129

Direccion fisica

000A.4198.7551

Direccion IP

192.168.22.190

Mascara de subred

255.255.255.192

Gateway predeterminado

192.168.22.129

Fuente: Elaboracidn propia
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Figura 8: comando ipconfig /all en PC-B

¥ pcop — O b

Phyzical Config DesktoE Pragraniriitig Attributes

Line 1.0

oo0&k_41

00-01-00-01-

O Tep

1&10
14/10/2021

wm ) ESP

Fuente: Elaboracidn propia
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Figura 9: ping PC-B a PC-A
¥ pe.p — O *

Phyzical Canfig DesktoE Frogramming Aftributes

oximate
Minjmum =

1&15
14/10/2021

B 7 m q) Esp

Fuente: Elaboracién propia

Desde el PC-B se realiza ping al PC-A y demas IP de la topografia con 0 perdidas
y envio de paquetes completos.
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Figura 10: ping PC-A a PC-B

¥ pc-a — O hod

Phpsical Config DesktDE Programming Attributes

Ows, Awer

1621
14/10/2021

4 ]y ESP

Fuente: Elaboracién propia

Con el PC-A se realiza ping al PC-B y las puetas de enlace del Router todas con 0O
perdidas de paquetes.

29



Figura 11: Topologia escenario 1 completamente funcional.
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Fuente: Elaboracién propia
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Escenario 2

Escenario: Se debe configurar una red pequefia para que admita conectividad IPv4
e IPv6, seguridad de switches, routing entre VLAN, el protocolo de routing dinAmico
OSPF, el protocolo de configuracion de hosts dinamicos (DHCP), la traduccion de
direcciones de red dindmicas y estaticas (NAT), listas de control de acceso (ACL) y
el protocolo de tiempo de red (NTP) servidor/cliente. Durante la evaluacion, probara
y registrara la red mediante los comandos comunes de CLI.

Figura 12: Topologia escenario 2.

Definiciones de VLAN
VLAN Di ion IPv4
21  192.16821.0/24 Contabilidad
23 192.16823.0/24 Ingenieria
99  192.16899.0/24 Administracién

209.165.200.238 ™
2001:DB8:ACAD:A::38

209.165.200.232/29
2001:DB8:ACAD:A::/64

10.10.10.10/32

172.16.2.0/30
2001:DB8:ACAD: 2::/64

172.16.1.0/30
2001:DB8:ACAD: 1::/64

L04:192.168.4.0/24
L05:192.168.5.0/24
L06:192.168.6.0/24
Lo7:2001:DB8:ACAD:3::1/64

OSPF

192.168.99.2 192.168.99.3

Fuente: PRUEBA DE HABILIDADES CCNA 11-2021
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Parte 1: Inicializar dispositivos

Paso 1: Inicializar y volver a cargar los routers y los switches
Elimine las configuraciones de inicio y vuelva a cargar los dispositivos.

Antes de continuar, solicite al instructor que verifigue la inicializacion de los
dispositivos.

Tabla 7: inicializacion de Routers y Switches.

Tarea Comando de I0S
Eliminar el archivo startup- Router#erase startup-config
configde todos los routers Erasing the nvram filesystem will remove all
configuration files! Continue? [confirm]
[OK]
Erase of nvram: complete
Router#
Volver a cargar todos los Router#reload
routers Proceed with reload? [confirm]
Eliminar el archivo startup- Switch#erase startup-config
configde todos los switches y Erasing the nvram filesystem will remove all
eliminar la base de datos de configuration files! Continue? [confirm]
VLAN anterior [OK]
Erase of nvram: complete
Switch#
Volver a cargar ambos Switch#reload
switches Proceed with reload? [confirm]
Verificar que la base de Switch#show flash:
datos deVLAN no esté en la Directory of flash:/
memoria flash en ambos
switches 1 -rw- 4670455
<no date> 2960-
lanbasek9-mz.150-
2.SE4.bin
64016384 bytes total
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(59345929 bytes free)
Switch#
Fuente: Elaboracidn propia
Figura 13: Topologia escenario 2 PT.
B Cisco Packet Tracer - CilserstemsubtOneDriverDesktopiUMADNDiplamadoGradatUnida... — O s

EE RSO -2 A1 @aeaaeaom =2 2
B » m e ¢ =3 pd

Sercer-PT
Internet
A
1941 1941
R3

= wm ) ESP

Fuente: Elaboracidn propia
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Parte 2:

Paso 1:

Configurar la computadora de Internet
Las tareas de configuracion del servidor de Internet incluyen lo siguiente (para

obtener informacion de las direcciones IP, consulte la topologia):

Tabla 8: Configurar la computadora de Internet

Configurar los parametros béasicos de los dispositivos

Elemento o tarea de
configuracion

Especificacion

Direcciéon IPv4

209.165.200.238

Méscara de subred para IPv4

255.255.255.248

Gateway predeterminado

209.165.200.233

Direcciéon IPv6/subred

2001:DB8:ACAD:A::38/64

Gateway predeterminado IPv6

2001:DB8:ACAD::1

Fuente: Elaboracidn propia

Figura 14: Configurar la computadora de Internet

? Internet

Phyzical Config Services D eszkiop

Programming

Attributes

IP Configuration

) DHCP

(®) Static

|4 Address

[209.165.200.228

Subriet Mazk

[255 255255 245

Default Gateway

[209.155.200.233

DS Server |DD,DD
IFP+E Configuration

() Automatic (®) Static
IP+E Address

|2DD1 DESACAD:A:SE

| « B4

Link Lozal Address

| FES0:290: 2BFF:FEO4: D 23E

Default Gateway

[z001:DERACAD:

DS Server |

8021
[] Uze 80215 Security
Avthentication DS

Uszername

FPassword

Fuente: Elaboracidn propia

7= e ]0) ESP
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Nota: Quiza sea necesario deshabilitar el firewall de las computadoras para que los
pings se realicen correctamente en partes posteriores de esta practica de

laboratorio.

Paso 2: Configurar R1

Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 9: Configuraciones R1

Elemento o tarea de
configuracion

Especificacién

Desactivar la busqueda DNS

Router(config)#no ip domain-lookup

Nombre del router

Router(config)#hostname R1

Contrasefa de exec
privilegiado cifrada

R1(config)#enable secret class

Contrasefia de acceso a la
consola

R1(config)#line con 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit

Contrasefia de acceso Telnet

R1(config)#line vty 0 4
R1(config-line)#passwordcisco
R1(config-line)#login
R1(config-line)#exit

Cifrar las contrasefas de texto
no cifrado

R1(config)#service password-encryption

Mensaje MOTD

R1(config)# banner motd %Se prohibe
el acceso no autorizado.%

Interfaz S0/0/0

R1(config)#int sO/0/0
R1(config-if)#description
Connection to R2
R1(config-if)#ip address
172.16.1.1 255.255.255.252
R1(config-if)#ipv6 address
2001:db8:acad:1::1/64
R1(config-if)#clock rate 128000
R1(config-if)#no shutdown
%LINK-5-CHANGED: Interface
Serial0/0/0, changed state to
down

R1(config-if)#exit
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R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
%Default route without gateway, if not a
Rutas predeterminadas point-to-point interface, may impact
performance

R1(config)#ipv6 route ::/0 s0/0/0
R1(config)#

Fuente: Elaboracidn propia

Nota: Todavia no configure GO/1.

Figura 15: Configuraciones R1

¥ — O *
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Bouter=en

RPouterfcont

Enter configuration commands, one per line. End with CHNTLAZ.
Bouter (configl #no ip domain-lookup

PBouter (config) fhostname R1

Bliconfig) fenakhle secret class

Bliconfig) fline console 0O

Bliconfig-line) fpassword cisco

Bliconfig-line) flogin

Bliconfig-line)#line vty 0O 1%

Bliconfig-line) fpassword cisco
Bliconfig-line)#login

Bliconfig-line)f#service password-sncryption
Bliconfig)fbarmmer motd %#%e prohibe =]l acceso no autorizado. %
Bliconfig)fint =0/7050

Bliconfig-if)f#fdescription Comnection to RE
Bliconfig-if)#ip address 17Z.16.1.1 E55_E&EE_ELEL_ZEE
Bliconfig-if)#ipve address ZO00l:db8:acad:1::1/64
Bliconfig-if)#clock rate 122000

Thi=s command applies only to DCE interfaces
Bliconfig-if)#no shucdowm

#LINE-E-CHANGED: Interface Seriall/ /070, changed state to down

Bliconfig-if) #exit

Bliconfig)fip rouce 0.0.0.0 0.0.0_.0 =s3/0/0

(Default route without gateway, if not a point-to-point interface, may impact performance
Bliconfig) fipws route ::/ 0 =0/070

BEliconfig) g b

Chrl+FE to exit CLI focus Copy FPazte

11:29

WD) EP omem 4

Fuente: Elaboracién propia
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Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#line console 0

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#line vty 0 15
R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#service password-encryption
R1(config)#banner motd %Se prohibe el acceso no autorizado.%
R1(config)#int s0/0/0

R1(config-if)#description Connection to R2
R1(config-if)#ip address 172.16.1.1 255.255.255.252
R1(config-if)#ipv6 address 2001:db8:acad:1::1/64
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces
R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R1(config)#ipv6 route ::/0 s0/0/0

R1(config)#

Paso 3: Configurar R2
La configuracién del R2 incluye las siguientes tareas:

Tabla 10: Configuraciones R2

Elemento o tarea de
configuracion Especificacién
Desactivar la busqueda DNS Router(config)#no ip domain-lookup
Nombre del router Router(config)#hostname R2
Contrasefia de exec privilegiado
cifrada R2(config)#enable secret class
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Contrasefia de acceso a la consola

R2(config)#line con 0
R2(config-line)#password cisco
R2(config-line)#login

Contrasefa de acceso Telnet

R2(config-line)#line vty 0 15
R2(config-line)#password
cisco

R2(config-line)#login

Cifrar las contrasefas de texto no
cifrado

R2(config)#service password-encryption

Habilitar el servidor HTTP

R2(config)#ip http server (No soportado)

Mensaje MOTD

R2(config)# banner motd %Se prohibe
el acceso no autorizado.%

Interfaz S0/0/0

R2(config)#int sO/0/0
R2(config-if)#description

Connection to R1

R2(config-if)#ip address

172.16.1.2 255.255.255.252
R2(config-if)#ipv6 address
2001:db8:acad:1::2/64

R2(config-if)#no shutdown

R2(config-if)#

%LINK-5-CHANGED: Interface
Serial0/0/0, changed state to up
R2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol
on Interface Serial0/0/0, changed state to

up

Interfaz S0/0/1

R2(config-if)#int s0/0/1
R2(config-if)#description
Connection to R3
R2(config-if)#ip address
172.16.2.2 255.255.255.252
R2(config-if)#ipv6 address
2001:db8:acad:2::2/64
R2(config-if)#clock rate 128000
R2(config-if)#no shutdown
%LINK-5-CHANGED: Interface
Serial0/0/1, changed state to
down
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Interfaz GO/O (simulacion de
Internet)

R2(config-if)#int g0/0
R2(config-if)#description Connection to
Internet

R2(config-if)#ip address
209.165.200.233 255.255.255.248
R2(config-if)#ipv6 address
2001:db8:acad:a::1/64

R2(config-if)#no shutdown
R2(config-if)#

%LINK-5-CHANGED: Interface
GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line
protocol on Interface GigabitEthernet0/0,
changed state to up

Interfaz loopback O (servidor web
simulado)

R2(config-if)#int
loopback 0
R2(config-if)#
%LINK-5-CHANGED:
Interface LoopbackO,
changed state to up

%LINEPROTO-5-
UPDOWN: Line
Interface LoopbackO,
changed state to up
R2(config-if)#ip
address 10.10.10.10
255.255.255.255
R2(config-
if)#description
Simulated Web Server
R2(config-if)#exit

Ruta predeterminada

R2(config)#ip route 0.0.0.0 0.0.0.0
g0/0

%Default route without gateway, if
not a point-to-point interface, may
impact performance
R2(config)#ipv6 route ::/0 g0/0
R2(config)#

Fuente: Elaboracién propia
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Figura 16: Configuraciones R2
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(LINE-S5-CHAMGED: Interface Seriallds0/0, changed state to up ~

BZiconfig-if)#
($LINEPROTO-S5-UPDOWH: Line protocol on Interface Serialld,0,/0, changed state tCo up

REIjconfig-if)#int =s0/051

REiconfig-if)#description Commection to B2
RBEZlconfig-if)#ip address 17Z2_1&6. 2. & EL5_ZEL_ZL5_EEE
EZiconfig-if)#ipwvsd address 2001:dbS:acad:-Z::2/64
PEiconfig-ififclock race 1Z3000

RZziconfig-if)#no shucdown

(LINE-E5E-CHAMGCED: Interface Serialls0,/1, changed state to down
PEZiconfig-if)#fint gOs0

RZiconfig-if)fdescription Commection to Internet
DEiconfig-if)#ip address Z09.155.2Z00.2322 ELL.ZEE.EZLE.Zam
PEiconfig-if)#ipve address Z001:dbS8:acad-a::-1/64
REZ{config-if)#no shutdown

BZiconfig-if)#
#LINE-S5-CHAMNGED: Interface GigabitEthernetcds0, changed state to up

($LINEPROTO-E5-UPDOWH: Line protocol on Interface GigabitEthernet0/0, changed state to up
REiconfig-if)#int loopback 0O

EZlconfig-if)#
#LINE-5-CHAMNGED: Interface Loopbackd, changed statse to up

($LINEPROTO-S5-UPDOWHN: Line protocol on Interface Loopback0, changed stcate tCo up

PEZiconfig-if)#ip address 10.10.10_.10 EZEE_ZEE_ZEL_EZEE

RZiconfig-if)fdescription Simulated Webkh Server

PEZiconfig-if)fexit

BZiconfigifip route 0.0. 0.0 O.0.0_0 gOs0

#Defanlt route without gateway, if not a point-to-point interface, may impact performance
BZiconfig)f#ipwvsd route :: 0 gdsfo

RE(config) s v

Ctrl+FE to exit CLI focus Copy Paste

[ Tep

11:38

) ESP

05/11/2021
Fuente: Elaboracidn propia

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hostname R2
R2(config)#enable secret class
R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#line vty 0 15
R2(config-line)#password cisco
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R2(config-line)#login
R2(config-line)#service password-encryption
R2(config)#ip http server

N

% Invalid input detected at "' marker.

R2(config)#banner motd %Se prohibe el acceso no autorizado.%
R2(config)#int sO/0/0

R2(config-if)#description Connection to R1

R2(config-if)#ip address 172.16.1.2 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:acad:1::2/64
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

R2(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state
to up

R2(config-if)#int s0/0/1

R2(config-if)#description Connection to R3
R2(config-if)#ip address 172.16.2.2 255.255.255.252
R2(config-if)#ipv6 address 2001:db8:acad:2::2/64
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R2(config-if)#int g0/0

R2(config-if)#description Connection to Internet

R2(config-if)#ip address 209.165.200.233 255.255.255.248
R2(config-if)#ipv6 address 2001:db8:acad:a::1/64

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/O0,
changed state to up

R2(config-if)#int loopback O

R2(config-if)#
%LINK-5-CHANGED: Interface Loopback0O, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

R2(config-if)#ip address 10.10.10.10 255.255.255.255

R2(config-if)#description Simulated Web Server

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0

%Default route without gateway, if not a point-to-point interface, may impact

performance
R2(config)#ipv6 route ::/0 g0/0
R2(config)#

Paso 4: Configurar R3

La configuracién del R3 incluye las siguientes tareas:

Tabla 11: Configuraciones R3

Elemento o tarea de
configuracion

Especificacién

Desactivar la busqueda DNS

Router(config)#no ip domain-lookup

Nombre del router

Router(config)#hostname R3

Contrasefia de exec privilegiado
cifrada

R3(config)#enable secret class

Contrasefia de acceso a la
consola

R3(config)#line con 0
R3(config-line)#password cisco
R3(config-line)#login

Contrasefia de acceso Telnet

R3(config-line)#line vty 0 15
R3(config-line)#password cisco
R3(config-line)#login

Cifrar las contrasefas de texto
no cifrado

R3(config)#service password-encryption

Mensaje MOTD

R3(config)# banner motd %Se prohibe
el acceso no autorizado.%
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Interfaz S0/0/1

R3(config)#int sO/0/1
R3(config-if)#description

Connection to R2

R3(config-if)#ip address

172.16.2.1 255.255.255.252
R3(config-if)#ipv6 address
2001:db8:acad:2::1/64

R3(config-if)#no shutdown

R3(config-if)#

%LINK-5-CHANGED: Interface
Serial0/0/1, changed state to up
R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on
Interface Serial0/0/1, changed state to up

Interfaz loopback 4

R3(config-if)#int
loopback 4
R3(config-if)#
%LINK-5-CHANGED:

Interface Loopback4,
changed state to up

%LINEPROTO-5-
UPDOWN: Line
protocol on Interface
Loopback4, changed
state to up

R3(config-if)#ip address 192.168.4.1
255.255.255.0

Interfaz loopback 5

R3(config-if)#int
loopback 5
R3(config-if)#
%LINK-5-CHANGED:
Interface Loopbacks,
changed state to up
%LINEPROTO-5-
UPDOWN: Line
protocol on Interface
Loopback5, changed
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state to up

R3(config-if)#ip address 192.168.5.1
255.255.255.0

Interfaz loopback 6

R3(config-if)#int
loopback 6
R3(config-if)#
%LINK-5-CHANGED:

Interface Loopbacké,
changed state to up

%LINEPROTO-5-
UPDOWN: Line
protocol on Interface
Loopback6, changed
state to up

R3(config-if)#ip address 192.168.6.1
255.255.255.0

Interfaz loopback 7

R3(config-if)#int
loopback 7
R3(config-if)#
%LINK-5-CHANGED:
Interface Loopback?,
changed state to up
%LINEPROTO-5-
UPDOWN: Line
protocol on Interface
Loopback?, changed
state to up
R3(config-if)#ipv6
address
2001:DB8:ACAD:3::1/6
4

R3(config-if)#exit

Rutas predeterminadas

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1
%Default route without gateway, if not a

point-to-point interface, may impact
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performance performance
R3(config)#ipv6 route ::/0 sO/0/1
R3(config)#

Fuente: Elaboracidn propia

Figura 17: Configuraciones R3
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I iconfig-—ififint loopback 4
REZ{config—if)#
% LINE-5-CHAMGED: Interface Loopbackd, changesd state to up
FLINEFPROTO-S5-UTUPDOWH: Line protocol on Interface Loopbackd, changed stcate to uap
E3iconfig-ifi#ip address 192_1&68.4_.1 Z55_ZE5E_ZE5L5_0
RE{config-iflf#int loopback E
REZ{config—if)#
% LINE-5-CHAMGED: Interface Loopbackt, changesd state to up
FLINEFPROTO-S5-UTUPDOWH: Line protocol on Interface Loopbacks, changed state to uap
E3iconfig-ifi#ip address 192 _1838.5.1 Z55_ZE5_ZE5L5_0
I iconfig-—ififint loopback &
REZ{config—if)#
% LINK-5-CHANGED: Interface Loopbacks, changed state to up
5LIMEPROTO-S5-UPDOWH: Line protocol on Interface Loopbacks, changed state to up
E3iconfig-ifi#ip address 192 _188.6.1 Z55_ZE5E_ZE5L5_0
I iconfig-—ififint loopback 7
REZ{config—if)#
#FLINE-S5-CHAMGED: Interface Loopback?, changed state to up
FLINEFPROTO-S5-UTUPDOWH: Line protocol on Interface Loopback?, changed stcate to uap
EIiconfig—if)#ipwve address Z001:DES:ACAD:-3::1/,64
EIiconfig—if)#exit
IZiconfiglffip route 0.0. 0.0 0. 0. 0.0 =050,1
#Defanlt route without gateway, if not a point-to-point interface, may impact performance
E3iconfig)fipvs routce :-:,0 =001
B3 {conficg g =
Chl+FE to exit CLI focus Copy Paste
[ Top

11:47
05/11,/2021

S} c]i) ESP

Fuente: Elaboracidn propia

Router>en

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R3

R3(config)#enable secret class

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login
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R3(config-line)#line vty 0 15

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#service password-encryption

R3(config)#banner motd %Se prohibe el acceso no autorizado.%
R3(config)#int sO/0/1

R3(config-if)#description Connection to R2

R3(config-if)#ip address 172.16.2.1 255.255.255.252
R3(config-if)#ipv6 address 2001:db8:acad:2::1/64
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config-if)#int loopback 4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#int loopback 5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#int loopback 6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
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R3(config-if)#int loopback 7

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback?7, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback7, changed state
to up

R3(config-if)#ipv6 address 2001:DB8:ACAD:3::1/64

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#ipv6 route ::/0 s0/0/1

R3(config)#

Paso 5: Configurar S1
La configuracion del S1 incluye las siguientes tareas:

Tabla 12: Configuraciones S1

Elemento o tarea de

configuracién Especificacion
Desactivar la busqueda DNS Switch(config)#no ip domain-lookup
Nombre del switch Switch(config)#hostname S1

Contrasefia de exec privilegiado
cifrada S1(config)#enable secret class

S1(config)#line con O
S1(config-line)#password cisco
S1(config-line)#login
Contrasefia de acceso a la consola

S1(config)#line vty 0 15
S1(config-line)#password cisco
S1(config-line)#login

Contrasefia de acceso Telnet S1(config-line)#exit

Cifrar las contrasefias de texto no

cifrado S1(config)#service password-encryption
S1(config)# banner motd %Se Se

Mensaje MOTD prohibe el acceso no autorizado.%

Fuente: Elaboracién propia
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Figura 18: Configuraciones S1
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Switch conl is now available

Press RETURN to get started.

Switch=en

Bwitchficonf t

Enter configuration commamnds, one per line. End with CHNTL/SZ.
Switchiconfig) fno ip domain-lookup

Switchiconfig) fhostname 21

Sllconfig) fenable secret class

2llconfigl#line console 0O

S8l {config-line) fpassword cisco

Sliconfig-line) #login

Bliconfig-line) #line wty 0O 18

Sliconfig-line) frassword cisco

Sliconfig-line) #login

Bliconfig-line) fservice password-encryption

Sliconfig) fhanner motd ¥Se Se prohbe 2l acceso no autorizado.
51 {config) s

Chl+FB to exit CLI focus Copy

4 i) ESP

Fuente: Elaboracidn propia

Switch>en

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#hostname S1

S1(config)#enable secret class
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S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#line vty 0 15
S1(config-line)#password cisco
S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd %Se Se prohbe el acceso no autorizado.%

S1(config)#

Paso 6: Configurar el S3

La configuracion del S3 incluye las siguientes tareas:

Tabla 13: Configuraciones S3

Elemento o tarea de
configuracion

Especificacién

Desactivar la busqueda DNS

Switch(config)#no ip domain-lookup

Nombre del switch

Switch(config)#hostname S3

Contrasefia de exec privilegiado
cifrada

S3(config)#enable secret class

Contraserfia de acceso a la consola

S3(config)#line con 0
S3(config-line)#password
ciscoS3(config-line)#login

Contrasefa de acceso Telnet

S3(config)#line vty 0 15
S3(config-line)#password
ciscoS3(config-line)#login

Cifrar las contrasefas de texto no
cifrado

S3(config)#service password-encryption

Mensaje MOTD

S3(config)# banner motd %Se Se
prohibe el acceso no autorizado.%

Fuente: Elaboracién propia
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Figura 19: Configuraciones S3
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5LINEPEOTO-S5-UPDOWN: Line protocol on Interface FastEthernet(D/18, changed state to up
#LINE-Z-UPDOWN: Interface FastEthernet0/s2, changed state to down
($LIMEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0,/3, changed state to domm
(LINE-S5-CHANGED: Interface FastEthernet0/3, changed state to up
(#LIMEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up
#LINE-Z-UPDOWN: Interface FastEthernet0/s2, changed state to down
($LIMEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0,/3, changed state to domm
% LINE-5-CHAMNGED: Interface FastEthernet0/3, changed state to up
#LIMEPPOTO-S-UPDOWN: Line protocol on Interface FastEthernetO/3, changed state o up
Switchrxen
Switchfconf o
Enter configuration commamnds, one per line. End with CHTL/Z.
Switchiconfig)ffno ip domain-lookup
Switchiconfig) fhostnane 23
S3{config) fenable secret class
S3{config)fline console 0O
S3{config-line) fpassword cisco
S3(config-line) flogin
83 (config-line) fline wvoy 0 15
S22 iconfig-line) fpassword cisco
22 {config-line) flogin
Z3{config-line) fservice password-encryption
S3 {config) fbharnner motd #%e Ze prohbe =2l acceso no autorizado.
83 fconfig g hd
Ctrl+F& to exit CLI facus Copy FPaszte
[ Tap

11:53
05/11/2021

ym ) ESP

Fuente: Elaboracidn propia

Switch>en
Switch#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 15
S3(config-line)#password cisco
S3(config-line)#login
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S3(config-line)#service password-encryption
S3(config)#banner motd %Se Se prohbe el acceso no autorizado.%
S3(config)#

Paso 7:

Tabla 14: Verificar la conectividad de la red

Verificar la conectividad de la red
Utilice el comando ping para probar la conectividad entre los dispositivos de red.

Desde

A

Direcciéon IP

Resultados de ping

R1

R2, S0/0/0

172.16.1.2

R1#ping 172.16.1.2

Type escape sequence
to abort.

Sending 5, 100-byte
ICMP Echos to
172.16.1.2, timeout is 2
seconds:

percent (5/5), round-trip
min/avg/max = 6/9/18
ms

R1#

R2

R3, S0/0/1

172.16.2.1

R2#ping 172.16.2.1

Type escape
sequence to abort.
Sending 5, 100-byte
ICMP Echos to
172.16.2.1, timeout is
2 seconds:

Success rate is 100
percent (5/5), round-
trip min/avg/max =
7/9/18 ms

R2#
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PC de
Internet

Gateway
predeterminado

209.165.200.233

C:\>ping
209.165.200.233

Pinging
209.165.200.233 with
32 bytes of data:

Reply from
209.165.200.233:
bytes=32 time<lms
TTL=255

Reply from
209.165.200.233:
bytes=32 time<lms
TTL=255

Reply from
209.165.200.233:
bytes=32 time<lms
TTL=255

Reply from
209.165.200.233:
bytes=32 time=5ms
TTL=255

Ping statistics for
209.165.200.233:
Packets: Sent = 4,
Received = 4, Lost =0
(0% loss),
Approximate round trip
times in milli-seconds:
Minimum = 0ms,
Maximum = 5ms,
Average = 1ms

C:\>

Fuente: Elaboracién propia
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Figura 20: ping 172.16.1.2 en R1

TUser Access Werification
DPassword:

Bl emn
DPassword:
Blfping l72.15.1.2

Type escape sequence to abort.

Sending £, 1l00-byte ICHP Echos to 172.16.1.Z, timeocut is Z seconds:
[

Success rate is 100 percent (5450, round trip minfavgimax = 579715 s

RlE

Ctrl+FE to exit CLI focus Copw Fast=

[ Top

13:37

ho= 04,/11/2021

Fuente: Elaboracidn propia

Figura 21: ping 172.16.2.1 en R2

Refping 172.16.2._1

Type escape seqguence to abort .

Sending £, 100-byte ICHMP Echos to 17Z.16_Z.1, timeout is Z seconds:
1 [

Buccess rate is 100 percent (5/5), round-trip minSavg /max = 773718 ms

RZ#
RZ#

Ctrl+FE to exit CLI focus Copy Faste

[ Top

13:54

7 G c])) ESP

041172021 L8
Fuente: Elaboracidn propia

Figura 22: ping 209.168.200.233 en PC-Internet
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14:50
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et ) ESP

Fuente: Elaboracién propia
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Utilice la siguiente tabla para verificar metddicamente la conectividad con cada
dispositivo de red.

Tome medidas correctivas para establecer la conectividad si alguna de las pruebas
falla:

Nota: Quiza sea necesario deshabilitar el firewall de las computadoras para que los
pings se realicen correctamente.

Parte 3: Configurar la seguridad del switch, las VLAN y el routing entre
VLAN
Paso 1: Configurar S1

La configuracion del S1 incluye las siguientes tareas:

Tabla 15: Configuraciones S1 tareas

Elemento o tarea de
configuracién Especificacion

S1(config)#vlan 21
S1(config-vlan)#name Contabilidad
S1(config-vlan)#vlan 23
S1(config-vlan)#name Ingenieria
S1(config-vlan)#vlan 99
S1(config-vlan)#name Administracion
S1(config-vlan)#exit

Crear la base de datos de
VLAN

S1(config)#interface vlan 99

Asignar la direccion IP de S1(config-if)#
administracion. %L INK-5-CHANGED:

Interface VIan99, changed
state to up
S1(config-if)#ip address
192.168.99.2
255.255.255.0
S1(config-if)#no shutdown
S1(config-if)#exit

Asignar el gateway
predeterminado S1(config)#ip default-gateway 192.168.99.1.
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Forzar el enlace troncal en la
interfaz FO/3

S1(config)#int fO/3
S1(config-if)y#switchport mode trunk
S1(config-if)#
%LINEPROTO-5-UPDOWN: Line
protocol on Interface
FastEthernet0/3, changed state to
down

%LINEPROTO-5-UPDOWN: Line
protocol on Interface
FastEthernet0/3, changed state to
up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Vlan99,
changed state to up
S1(config-if)#switchport trunk native vlan 1

Forzar el enlace troncal en la
interfaz FO/5

S1(config-if)#int f0/5

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vian 1

Configurar el resto de los
puertos como puertos de
acceso

S1(config-if)#int range f0/1-2, f0/4, f0/6-
24, g0/1-2
S1(config-if-range)#switchport mode access

Asignar FO/6 a la VLAN 21

S1(config-if-range)#int f0/6
S1(config-if)y#switchport access vian 21

Apagar todos los puertos sin
usar

S1(config-if)#int range f0/1-2, f0/4, f0/7-24,
g0/1-2

S1(config-if-

range)#shutdown

Fuente: Elaboracidn propia
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Figura 23: Configuraciones S1 tareas

# 5 - u x
Phyzical Config CLI Altnbutes
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L]
#LINE-5-CHANGEL: Interface FastEthernec0/10, changed state to administratiwely dowm
(#LINE-5-CHANGED: Interface FastEthernet0/11, changed state to administratively dowm
(#LINE-E5-CHANGED: Interface FastEthernet0/1Z, changed state to administratively dowm
$LINE-S5-CHANGELD: Interface FastEthernet0/s13, changed state Lo administratiwvely dowmn
#LINE-L5-CHANGED: Interface FastEthernet0/14, changed state to administratiwvely dowm
(#LINE-E5-CHANGED: Interface FastEthernet0/1E, changed state to administratively dowm
(#LINE-E5-CHANGED: Interface FastEthernet0/1&, changed state to administratively dowm
$LINE-S5-CHANGED: Interface FastEthernet0/17, changed state to administratiwvely dowmn
$LINE-&£-CHANGED: Interface FastEthernet0/12, changed state to administratively dowmn
(#LINE-E5-CHANGED: Interface FastEthernet0/19, changed state to administratively dowm
(#LINE-5-CHANGED: Interface FastEthernet0/20, changed state to administratively dowm
$LINE-S5-CHANGED: Interface FastEthernet0/Z1l, changed state to administratiwvely dowmn
$LINE-&£-CHANGED: Interface FastEthernet0/ZZ, changed state to administratively dowmn
#LINE-S5-CHANGEL: Interface FastEthernec0/23, changed state to administratiwely dowm
(#LINE-5-CHANGED: Interface FastEthernet0/24, changed state to administratively dowm
#LINE-S5-CHANGED: Interface GigabitEthernet0/l, changed state to administratiwvely down
$LINE-S5-CHANGED: Interface GigabitEthernet0/sZ, changed state Lo administratively down
gliconfig-if-range) g s
Chrl+FE to exit CLI focus Copy Paste

1815
05/11/2021 G

tam o]y ESP

Fuente: Elaboracidn propia

Se Se prohbe el acceso no autorizado.
User Access Verification

Password:

S1>en
Password:
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Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 21

S1(config-vlan)#name Contabilidad

S1(config-vlan)#vlan 23

S1(config-vlan)#name Ingenieria

S1(config-vlan)#vlan 99

S1(config-vlan)#name Administracion

S1(config-vlan)#exit

S1(config)#interface vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-if)y#switchport mode trunk

S1(config-if)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed
state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up

S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/5

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vian 1
S1(config-if)#int range f0/1-2, f0/4, f0/6-24, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/6
S1(config-if)y#switchport access vian 21
S1(config-if)#int range f0/1-2, f0/4, f0/7-24, g0/1-2
S1(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

57



%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

Interface FastEthernet0/4, changed state to administratively

Interface FastEthernet0/7, changed state to administratively

Interface FastEthernet0/8, changed state to administratively

Interface FastEthernet0/9, changed state to administratively

Interface FastEthernet0/10, changed state to administratively

Interface FastEthernet0/11, changed state to administratively

Interface FastEthernet0/12, changed state to administratively

Interface FastEthernet0/13, changed state to administratively

Interface FastEthernet0/14, changed state to administratively

Interface FastEthernet0/15, changed state to administratively

Interface FastEthernet0/16, changed state to administratively

Interface FastEthernet0/17, changed state to administratively

Interface FastEthernet0/18, changed state to administratively

Interface FastEthernet0/19, changed state to administratively

Interface FastEthernet0/20, changed state to administratively
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%LINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/23, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively
down

%LINK-5-CHANGED: Interface  GigabitEthernet0/1, changed state to
administratively down

%LINK-5-CHANGED: Interface  GigabitEthernet0/2, changed state to
administratively down
S1(config-if-range)#

Paso 2: Configurar el S3
La configuracién del S3 incluye las siguientes tareas:

Tabla 16: Configuraciones S3 tareas

Elemento o tarea de
configuracion Especificacion

S3(config)#vlan 21
S3(config-vlan)#name Contabilidad
S3(config-vlan)#vlan 23
S3(config-vlan)#name Ingenieria
S3(config-vlan)#vlan 99
S3(config-vlan)#name Administracion
S3(config-vlan)#exit

S3(config)#int vlan 99

Asignar la direccién IP de S3(config-if)#
administracion %LINK-5-CHANGED:

Interface Vlan99, changed
state to up

%LINEPROTO-5-

Crear la base de datos de
VLAN
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UPDOWN: Line protocol on
Interface Vlan99, changed
state to up

S3(config-if)#ip address
192.168.99.3
255.255.255.0
S3(config-if)#no shutdown
S3(config-if)#exit

Asignar el gateway
predeterminado.

S3(config)#ip default-gateway 192.168.99.1

Forzar el enlace troncal en la
interfaz FO/3

S3(config)#int f0/3
S3(config-if)y#switchport mode trunk
S3(config-if)#switchport trunk native vian 1

Configurar el resto de los
puertos como puertos de
acceso

S3(config-if)#int range f0/1-2, f0/4-24,
g0/1-2

S3(config-if-range)#switchport mode
Access

Asignar FO/18 a la VLAN 21

S3(config-if-range)#int f0/18
S3(config-if)y#switchport access vilan
23

Apagar todos los puertos sin
usar

S3(config-if)#int range f0/1-2, f0/4-17,
f0/19-24, g0/1-2

S3(config-if-

range)#shutdown

Fuente: Elaboracidn propia
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Figura 24: Configuraciones S3 tareas
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(#LINE-E5-CHANGED: Interface FastEthernet0/?, changed state to administratively dowm a
$LINE-E-CHANGED: Interface FastEthernet0/l0, changed state to administratively dowmn
(#LINE-E-CHANGED: Interface FastEthernet0/s11, changed state to adwinistratively domm
(#LINE-E5-CHANGED: Interface FastEthernet0/1Z, changed state to administratively down
$LINE-E-CHANGED: Interface FastEthernet0/1l3, changed state to administratively dowm
¥LINE-E-CHANGED: Interface FastEthernetlys1l4, changed state to adwinistratively domm
(#LINE-E-CHANGED: Interface FastEthernet0/1E5, changed state to adwinistratiwvely domm
#LINE-E-CHANGED: Interface FastEthernet(/le, changed state to administratively dowm
$LINE-E-CHANGED: Interface FastEthernetl/1l7, changed state to administratively dowmn
(#LINE-E-CHANGED: Interface FastEthernet0/s19, changed state to adwinistratively domm
(#LINE-E-CHANGED: Interface FastEthernet0/20, changed state to administratiwvely domm
$LINE-E-CHANGED: Interface FastEthernetD/Zl, changed state to administratively dowmn
(#LINE-E-CHANGED: Interface FastEthernet0/ZZ, changed state to adwinistratively domm
(#LINE-E5-CHANGED: Interface FastEthernet0/23, changed state to administratiwvely domm
$LINE-E-CHANGED: Interface FastEthernet(/Z4, changed state to administratively dowmn
¥LINE-E-CHANGED: Interface GFigabitEthernet0/1l, changed state to administratiwvely domm
(#LINE-E5-CHANGED: Interface GigabitEthernet0/Z, changed state to administratively dowon

23 {config-if-rangs)# v

Ctrl+F& bo et CLI focus Copy Paste

1821
05/11/2021 G

tam o) ESP

Fuente: Elaboracidn propia

Se Se prohbe el acceso no autorizado.
User Access Verification

Password:

S3>en

Password:
S3t#conft
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Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 21

S3(config-vlan)#name Contabilidad

S3(config-vlan)#vlan 23

S3(config-vlan)#name Ingenieria

S3(config-vlan)#vlan 99

S3(config-vlan)#name Administracion

S3(config-vlan)#exit

S3(config)#int vlan 99

S3(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan99, changed state to up

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#ip default-gateway 192.168.99.1
S3(config)#int fO/3

S3(config-if)#switchport mode trunk
S3(config-if)y#switchport trunk native vlian 1
S3(config-if)#int range f0/1-2, f0/4-24, g0/1-2
S3(config-if-range)#switchport mode Access
S3(config-if-range)#int f0/18

S3(config-if)y#switchport access vian 23
S3(config-if)#int range f0/1-2, f0/4-17, f0/19-24, g0/1-2
S3(config-if-range)#shutdown

%LINK-5-CHANGED: Interface FastEthernet0/1, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/4, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/5, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernet0/6, changed state to administratively
down

%LINK-5-CHANGED: Interface FastEthernetO/7, changed state to administratively
down
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%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

%LINK-5-CHANGED:

down

Interface FastEthernet0/8, changed state to administratively

Interface FastEthernet0/9, changed state to administratively

Interface FastEthernet0/10, changed state to administratively

Interface FastEthernet0/11, changed state to administratively

Interface FastEthernet0/12, changed state to administratively

Interface FastEthernet0/13, changed state to administratively

Interface FastEthernet0/14, changed state to administratively

Interface FastEthernet0/15, changed state to administratively

Interface FastEthernet0/16, changed state to administratively

Interface FastEthernet0/17, changed state to administratively

Interface FastEthernet0/19, changed state to administratively

Interface FastEthernet0/20, changed state to administratively

Interface FastEthernet0/21, changed state to administratively

Interface FastEthernet0/22, changed state to administratively

Interface FastEthernet0/23, changed state to administratively
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%LINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively

down

%LINK-5-CHANGED: Interface  GigabitEthernet0/1, changed state
administratively down

%LINK-5-CHANGED: Interface  GigabitEthernet0/2, changed state
administratively down
S3(config-if-range)#

Paso 3: Configurar R1
Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 17: Configuraciones R1 tareas

to

to

Elemento o tarea de
configuracién Especificacion

R1(config)#int g0/1.21
R1(config-subif)#description LAN de
Configurar la subinterfaz 802.1Q Contabl!ldad . _

21 en GO/1 R1(config-subif)#encapsulation dotlq 21

R1(config-subif)#ip address 192.168.21.1
255.255.255.0

R1(config-subif)#int g0/1.23
R1(config-subif)#description LAN de
Configurar la subinterfaz 802.1Q Ingenlerlla . _

23 en GO/1 R1(config-subif)#encapsulation dotlq 23

R1(config-subif)#ip address 192.168.23.1
255.255.255.0

R1(config-subif)#int g0/1.99
R1(config-subif)#description LAN de
Configurar la subinterfaz 802.1Q 455“‘3”9450 n_450n _

99 en GO/1 R1(config-subif)#encapsulation dotlq 99

R1(config-subif)#ip address 192.168.99.1
255.255.255.0
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R1(config-subif)#int g0/1
Activar la interfaz GO/1 R1(config-if)#no shutdown

Fuente: Elaboracidn propia

Figura 25: Configuraciones R1 tareas

Lt
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Bliconfig-subif) fdescription LAN de Contabilidad
Bliconfig-subif) fencapsulation dotlyg Z1
Bliconfig-subif)l fip address 19Z2_168.Z21.1 ELE_ZEL_EEE_ 0O
Pliconfig-subif)finc gls/1_ 23

Bliconfig-subif) fdescription LAN de Ingenieria
Bliconfig-subif) fencapsulation dotlg 3
Bliconfig-subif) fip address 192 162_.E3_.1 EEE_ZEE_EEE. O
Bliconfig-—subif) fint gls1.99

Bliconfig-subif) fdescription LAN de 4fsuaricdfo ndbn
Bliconfig-subif) fencapsulation dotlag 99
Bliconfig-subifl fip address 132_165.9%%_.1 EEE_ZES_EE5.0
Bliconfig-subif)fint ogldsl

Bl iconfig-if)#no shutdown

Dliconfig-if)#
$LINE-5-CHAMNGED: Interface GigabitEthernet0/1l, changed state to up

(LINEK-E5-CHANGED: Interface GigabitEthernet0s1_Z1, changed state to up

($LINEPROTO-E-TJPDOWH: Lins protocol on Interface GigabitEthernet0,1.21, changed
up

3 LINFK-5-CHAMNGED: Interface GigabitEthernec0s1.Z3, changed state to up

3LINEPROTO-E-TUPDOWH: Line protocol on Interface GigabitEthernet0,s1.22, changed
up

$LINFE-5-CHANGED: Interface GigabitEthernset0/1.923, changed state to up

(3LINEPROTO-S5-TTPDOWN: Line protocol on Interface GigabitEthernet0s1.33, changed
up

Bl{config—if)s

#LINEPROTO-E5-TTPDOWN: Line protocol on Interface GigabitEthernet0s1, changed state to up

state to

state to

state to

Chrl+FE to exit CLI focus Copy

[ Top

Fuente: Elaboracién propia

Se prohibe el acceso no autorizado.
User Access Verification

Password:

R1>en
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Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.21

R1(config-subif)#description LAN de Contabilidad
R1(config-subif)#encapsulation dotlq 21
R1(config-subif)#ip address 192.168.21.1 255.255.255.0
R1(config-subif)#int g0/1.23

R1(config-subif)#description LAN de Ingenieria
R1(config-subif)#encapsulation dotlq 23
R1(config-subif)#ip address 192.168.23.1 255.255.255.0
R1(config-subif)#int g0/1.99

R1(config-subif)#description LAN de 45suario450 n45n
R1(config-subif)#encapsulation dotlqg 99
R1(config-subif)#ip address 192.168.99.1 255.255.255.0
R1(config-subif)#int g0/1

R1(config-if)#no shutdown

R1(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetO/1,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.21, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.21,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.23, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.23,
changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.99,
changed state to up

R1(config-if)#
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Paso 4: Verificar la conectividad de la red

Utilice el comando ping para probar la conectividad entre los switches y el R1.

Utilice la siguiente tabla para verificar metdédicamente la conectividad con cada
dispositivo de red. Tome medidas correctivas para establecer la conectividad si

alguna de las pruebas falla:

Tabla 18: Verificar la conectividad de la red

Desde

A

Direcciéon IP

Resultados de
ping

S1

R1, direccién VLAN 99

192.168.99.1

S1#ping
192.168.99.1

Type escape
sequence to
abort.
Sending 5,
100-byte
ICMP Echos
to
192.168.99.1
, timeout is 2
seconds:

Success rate
is 100
percent
(5/5), round-
trip
min/avg/max
=0/1/8 ms

S1#

S3

R1, direccién VLAN 99

192.168.99.1

S3#ping
192.168.99.1

Type escape
sequence to
abort.
Sending 5,
100-byte
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ICMP Echos
to
192.168.99.1
, timeout is 2
seconds:

Success rate
is 100
percent
(5/5), round-
trip
min/avg/max
= 0/0/0 ms

S3#

S1

R1, direccién VLAN 21

192.168.21.1

S1#ping
192.168.21.1

Type escape
sequence to abort.
Sending 5, 100-byte
ICMP Echos to
192.168.21.1,
timeout is 2
seconds:

Success rate is 100
percent (5/5),
round-trip
min/avg/max =
0/0/1 ms

S1#
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S3 R1, direccion VLAN 23 192.168.23.1 S3#ping
192.168.23.1

Type escape
sequence to abort.
Sending 5, 100-byte
ICMP Echos to
192.168.23.1,
timeout is 2
seconds:

Success rate is 100
percent (5/5),
round-trip
min/avg/max =
0/0/0 ms

S3#

Fuente: Elaboracidn propia

Figura 26: ping 192.168.99.1 en S1

Slfping 192.168_99_1

Type escape seqgquence to akbort.
Sending &, 1l00-byte ICHMP Echos to 132 168_.22_1, timeout is Z seconds:

Success rate is 100 percent (575), round-trip minfavgs/max = 05178 ms
=13 b
Chl+FE to exit CLI focus Copy Pazte
[ Top

= AR e i 14:45
.q 23°C A gE wEm 9) ESP Q

04/11/2021

Fuente: Elaboracidn propia

Figura 27: ping 192.168.99.1 en S3

Baffping 192.168.99.1

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 19Z2_1&8%.33_1, timecut is Z seconds:

Success rate is 100 percent (E/E8), round-trip minfavg/max = 0070 m=
| b
Chil+FE to ewxit CLI focus Copy Fazte
[ Tep

14:47
04/11/2021 Q

GZ ¢ ) ESP

Fuente: Elaboracién propia
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Figura 28: ping 192.168.21.1 en S1

Slfping 192.16%8.21.1

Type escapes sequehce to ahort.
Sending &, 1l00-byte ICHMP Echos to 192_162_2Z1.1,

Success rate is 100 percent (5/5),

timeout is 2 seconds:

round-trip mindavg/max = 0,01 ns

£13]

Chrl+FE to exit CLI focus Copy Pazte

[ Tep

14:49
04/11/2021 G

& 23c A 7 ® Q) ESP

Fuente: Elaboracidn propia

Figura 29: ping 192.168.23.1 en S3

Safping 192.168.23.1

Type escape Seduasnce to abort.
Sending &£, 1l00-byte ICHMP Echos to 19Z.152.Z2.1,

Success rate is 100 percent (5750,

timeout is 2 seconds:

round-trip minsavgsmax = 0/0/0 m=s

zz8

Chtrl+FE to exit CLI focus Copy Pazte

[ Top

14:50

7 Y ) ESP

04/11/2021 L2
Fuente: Elaboracidn propia

Parte 4: Configurar el protocolo de routing dinamico OSPF

Paso 1: Configurar OSPF en el R1
Las tareas de configuracién para R1 incluyen las siguientes:

Tabla 19: Configurar OSPF en el R1

Elemento o tarea de configuracion Especificacion

Configurar OSPF area 0

R1(config)#router ospf 1
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Anunciar las redes conectadas directamente

R1(config-router)#network
172.16.1.0 0.0.0.3 area 0
R1(config-router)#network
192.168.21.0 0.0.0.255 area 0
R1(config-router)#network
192.168.23.0 0.0.0.255 area 0
R1(config-router)#network
192.168.99.0 0.0.0.255 area O

Establecer todas las interfaces LAN como
pasivas

R1(config-router)#passive-
interface g0/1.21
R1(config-router)#passive-
interface g0/1.23

R1(config-router)#passive-
interface g0/1.99

Desactive la sumarizacion automatica

R1(config-router)#no auto-
summary (no soportado)

Fuente: Elaboracidn propia
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Figura 30: Configurar OSPF en el R1
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Rliconfig-subif)#encapsulation dotlg 22 A
Bl (config-subif)#fip address 122.168.%2.1 EEE_EZEE_EZEE.D

RBliconfig-subif)l#int glsl

Bliconfig-if)#no shutdowm

Rliconfig-if)#
$LINE-E5E-CHANGED: Interface GigabitEthernet0f1l, changed state to up

(LINEPREOTO-5-TUPDOWH: Line protocol on Interface GigabitEthernet0/1, changed state o up
#LINE-E5-CHAMGED: Interface GigabitEthernet0s1.2Z1, changed state to up

#LINEPROTO-E5-UPDOWH: Line protocol on Interface GigabitEthernet0/1.21, changed state to
up

#LINE-E5-CHAMNGED: Interface GigabitEthernet071. 23, changed state to up

(LINEPREOTO-5-TUPDOWH: Line protocol on Interface GigabitEthernet0/1_23, changed state to
up

#LINE-E5-CHAMGCED: Interface GigabitEthernet0s1.29, changed state to up

#LINEPROTO-E5-UPDOWH: Line protoccol on Interface GigabitEthernetc0/1.93, changed state to
up

Bliconfig-if)fexit
Dl {config) frouter ospf 1

Bl {config-router) fnetwork 172.16.1.0 0.0.0.3 area 0O

Bl (config-router) fnetwork 192 168.21.0 0.0.0_255 area O

Bl ({config-router) fnecwork 192 1658.E23.0 0.0.0_.255 area O

Rliconfig-router) fnetwork 192.168.%2.0 0.0.0.ZE85 area 0

Rliconfig-router) fpassive-interface glf1l.Z1

Rliconfig-router) fpassive-inter face glf1l. 23

Rliconfig-router) fpassive-inter face glfl.323

Rl(config—routerhﬁ| W
Chl+FE to exit CLI focus Copy Paste

] Top

18:32
05/11/2021 G

4am i) ESP

Fuente: Elaboracidn propia

R1(config)#router ospf 1

R1(config-router)#network 172.16.1.0 0.0.0.3 area 0
R1(config-router)#network 192.168.21.0 0.0.0.255 area 0
R1(config-router)#network 192.168.23.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface g0/1.21
R1(config-router)#passive-interface g0/1.23
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R1(config-router)#passive-interface g0/1.99
R1(config-router)#

Paso 2: Configurar OSPF en el R2

La configuracion del R2 incluye las siguientes tareas:

Tabla 20: Configurar OSPF en el R2

Elemento o tarea de configuracion

Especificacién

Configurar OSPF area 0

R2(config)#router ospf 1

Anunciar las redes conectadas directamente

R2(config-router)#network
10.10.10.10 0.0.0.0 area O
R2(config-router)#network
172.16.1.0 0.0.0.3 area 0
R2(config-router)#network
172.16.2.0 0.0.0.3 area 0

Establecer la interfaz LAN (loopback) como
pasiva

R2(config-router)#passive-
interface loopback 0

Desactive la sumarizacion automatica.

R2(config-router)#no auto-
summary (no soportado)

Fuente: Elaboracidn propia
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Figura 31: Configurar OSPF en el R2
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L]
3LINEPROTO-S5-UPDOWH: Line protocol on Interface Seriall /0751, changed state to dowm
#LINEPROTO-S5-UPDOWH: Line protocol on Interface Seriall/ 070, changed state to dowm
$LINEPROTO-E-UPLOWNH: Line protocol on Interface Seriallys0/0, changed state to up
$LINEPROTO-S5-UPDOWH: Line protocol on Interface Serial0/0/1, changed state to up
S5e prohibe el acceso no autorizado.

User Access Verification

Password:

BZ=en

Pazsword:

Diffconf t

Enter configuration commands, one per line. End with CHTL/Z.

BZ (confiyg) frouter ospf 1

Bz fconfig-roucer) fnecwork 10.10.10.10 0.0.0.0 area 0

BZiconfig-router) fnetwork 17Z_16.1.0 0.0.0.3 area 0O

B iconfig-router) f

09:39:12: %03PF-5-ADJCHG: Process 1, Nbr 192_162.93.1 on Zeriald/0/0 from LOADING tao

FULL, Loading Done

BZjconfig-roucer) fnetwork 17Z.16. 2.0 0.0.0_.3 area 0

BZiconfig-router) fpassive-interface loopback 0O

RZ(cnnfig—rnuterJ#| W

Ctr+FE to exit CLI focus Copy FPazte
1 Top

1835

G o) ESP

05/11/2021 Q

Fuente: Elaboracidn propia

Se prohibe el acceso no autorizado.
User Access Verification

Password:

R2>en
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Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#router ospf 1

R2(config-router)#network 10.10.10.10 0.0.0.0 area 0

R2(config-router)#network 172.16.1.0 0.0.0.3 area O

R2(config-router)#

09:39:12: %OSPF-5-ADJCHG: Process 1, Nbr 192.168.99.1 on Serial0/0/0 from
LOADING to FULL, Loading Done

R2(config-router)#network 172.16.2.0 0.0.0.3 area 0
R2(config-router)#passive-interface loopback 0
R2(config-router)#

Paso 3: Configurar OSPFv3 en el R3
La configuracién del R3 incluye las siguientes tareas:

Tabla 21: Configurar OSPF en el R3

Elemento o tarea de configuracion Especificacion

Configurar OSPF area 0 R3(config)#router ospf 1

R3(config-router)#network
172.16.2.0 0.0.0.3 area 0
R3(config-router)#network
192.168.4.0 0.0.0.255 area O
R3(config-router)#network
192.168.5.0 0.0.0.255 area O
R3(config-router)#network
Anunciar redes IPv4 conectadas directamente | 192.168.6.0 0.0.0.255 area 0

R3(config-router)#passive-
interface loopback 4

R3(config-router)#passive-
interface loopback 5

Establecer todas las interfaces de LAN IPv4 R3(config-router)#passive-

(Loopback) como pasivas interface loopback 6
R3(config-router)#no auto-

Desactive la sumarizacion automatica. summary (no soportado)

Fuente: Elaboracién propia
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Figura 32: Configurar OSPF en el R3
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L]

#LIMEPROTO-E-TUPDOWH: Line protocol on Interface Seriald 0/ 1, changed state to dowm

#LINEPROTO-S5-UPDOWH: Line protocol on Interface Seriald 071, changed state to up

Se prohibe &l acceso no autorizado.

User Access Verification

Pas=sword:

L3ren

Password:

EZffconf ©

Enter conficuration commands, one per line. End with CHNTL/Z.

L3 (config)frouter ospf 1

BI{config-router) fnecwork 172.1&6. 2.0 0.0.0_.3 area 0

DI{config-router)#

09:L50:329: $08PF-5-ADJCHGZ: Process 1, MNbr 10.10.10.10 on Seriall /0,1 from LOADING to FULL,

Loading Done

Lilconfig-router) #fnetwork 12z.165.4.0 0.0.0.258 area 0O

Lilconfig-router) #fnetwork 12z.1628.5.0 0.0.0.258 area 0O

B3 lconfig-router) fnetwork 19Z_168. 6.0 0.0_0_.ZEE area 0

B3f{config-router) fpassive-inter face loopback 4

B3 {config-router) fpassive-inter face loophack §

B3 {config-router) fpassive-inter face loophack &

R3(config—router)#| b

Ctrl+FE to exit CLI focus Copy Pazte
] Tap

18:39
05/11/2021 G

Gy i)) ESP

Fuente: Elaboracidn propia

Se prohibe el acceso no autorizado.
User Access Verification

Password:

R3>en

Password:
R3#conft
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Enter configuration commands, one per line. End with CNTL/Z.

R3(config)#router ospf 1

R3(config-router)#network 172.16.2.0 0.0.0.3 area 0

R3(config-router)#

09:50:39: %OSPF-5-ADJCHG: Process 1, Nbr 10.10.10.10 on Serial0/0/1 from
LOADING to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.0.255 area O
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area O
R3(config-router)#passive-interface loopback 4
R3(config-router)#passive-interface loopback 5
R3(config-router)#passive-interface loopback 6
R3(config-router)#

Paso 4: Verificar la informacién de OSPF

Verifique que OSPF esté funcionando como se espera. Introduzca el comando de
CLI adecuado para obtener la siguiente informacion:

Tabla 22: Verificar la informaciéon de OSPF

Pregunta Respuesta

¢,Con qué comando se muestran la ID del proceso | Show ip protocols
OSPF, la ID del router, las redes de routing y las
interfaces pasivas configuradas en un router?

¢, Qué comando muestra solo las rutas OSPF? Show ip route ospf

¢, Qué comando muestra la seccion de OSPF de la | Show ip ospf database
configuracion en ejecucion?
Fuente: Elaboracidn propia
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Figura 33: R1 Verificar la informacién de OSPF
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Maximum path: 4 A
Bouting for MNetworks:
172.16.1.0 0.0.0.3 area O
192,168 21.0 0.0.0.255 area O
192,168 23.0 0.0.0.255 area O
192.168.93.0 0.0.0.255 area O
Pazsiwve Interfacei(s):
GigabitEthernet0/1_Z1
GigabitEthernet0/1_E3
Bouting Information Sources:

Gateway Distance Last Tpdate
10.10.10.10 110 00:03:48
192.168.6.1 110 0o0:03:10
192.168.23.1 110 00:07:4z2

Distance: {(default is 1107

BlfShow ip route ospf
17E2.16.0.0/16 is wariably subnetted, 2 subnets, Z masks

u] 17Z2.16.2.0 [11041Z8] wia 17Z.16.1_.Z, 00:0%:15, Berialos0/s0
19F_.168_.4_0/32 i=s subnetted, 1 subnets

1] 152.168.4.1 [110/129] wvia 172.16.1.Z, 00:05:40, Serial0s0/0
192z2.1658.5.0/32 is subnetted, 1 subnets

1] 192.168.5.1 [110/129] wia 172.16.1.2, 00:05:30, Serial0/0/0
192_168_6.0/32 i=s subnetted, 1 subnets

1] 19Z.168.6.1 [l10/12%)] wia 17E.16.1.2, 00:05:17, Berial0/o/fo
209165 200.0/29 is subnetted, 1 subnets

u] Z09.165.200.232 [l10/65] wia 172.16.1.Z, 00:08:52, Berial0fofo

BlgShow ip ospf datahase
O02PF Router with ID (192.1868_.73.1) {(Process ID 1)

Bouter Link 3tates (Area 0

Link IL ADV Router Lyge Seqf Checksum Link count

192 _168_F3.1 192 1e8_F3.1 a04 Ox80000004 Ox00SE78 4

10.10.10.10 10.10.10.10 270 020000005 OxO007047 &

19Z.1e2.6.1 19Z.1628.6.1 33 020000005 OxOo0chbfe &

n1g] v

Chl+FE to exit CLI focus Copy Faszte
(] Top

16:08
03/11/2021 G

b i) ESP

Fuente: Elaboracién propia
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Parte 5: Implementar DHCP y NAT para IPv4

Paso 1: Configurar el R1 como servidor de DHCP para las VLAN 21y 23
Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 23: Implementar DHCP y NAT para IPv4

Elemento o tarea de
configuracioén

Especificacién

Reservar las primeras 20
direcciones IP en la VLAN 21
para configuraciones estaticas

R1(config)#ip dhcp excluded-address
192.168.21.1 192.168.21.20

Reservar las primeras 20
direcciones IP en la VLAN 23
para configuraciones estaticas

R1(config)#ip dhcp excluded-address
192.168.23.1 192.168.23.20

Crear un pool de DHCP para la
VLAN 21.

R1(config)#ip dhcp pool ACCT

R1(dhcp-config)#network 192.168.21.0
255.255.255.0

R1(dhcp-config)#default-router 192.168.21.1
R1(dhcp-config)#dns-server 10.10.10.10

R1(dhcp-config)#ip domain-name ccna-
sa.com

Crear un pool de DHCP para la
VLAN 23

R1(config)#ip dhcp pool ENGNR

R1(dhcp-config)#network 192.168.23.0
255.255.255.0

R1(dhcp-config)#default-router
192.168.23.1

R1(dhcp-config)#dns-server 10.10.10.10

R1(dhcp-config)#ip domain-name ccna-
sa.com

Fuente: Elaboracidn propia
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Figura 34: Implementar DHCP y NAT para IPv4 en R1
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(:LINEPREOTO-5-UPDOWH: Line protocol on Interface GigabitEthernet0/1.F23, changed state to
up

(#LINE-E-CHANGED: Interface GigabitEtherrnet0/1.93,  changed state to up

(:LINEPREOTO-5-UPDOWH: Line protocol on Interface GigabitEthernet0/1.93, changed state to
up

Bliconfig-if) fexitc
RBliconfig)ffroucer ospf 1

Bliconfig-router) frnetwork 172 16 1.0 0.0.0_3 area O
Bliconfig-router) fnetwork 192 162 2Z1.0 0.0.0.ZE55 area 0
Dliconfig-router) fnetwork 15EZ.1e8.23.0 0.0_0.Z55 area 0O
Bliconfig-router) fnetwork 15%Z_168.99.0 0.0_.0.ZE5E area 0
Pliconfig-router) fpassive-interface gl l.Z1

Bliconfig-router) fpassive-interface glfl_z3

Bliconfig-router) fpassive-interface gl/1.393

RBliconfig-router)

09:39:32: %08PF-E5-ADJCHG: Process 1, Nbr 10.10.10.10 on 2eriall/0/0 from LOADIMNG to FOLL,
Loading Done

Bliconfig-router) fexit

Dliconfiglfip dhep excluded-address 192 162.EZ1.1 192,168 21.:20
Bliconfig)#ip dhep excluded-address 192 168 23.1 192,168 Z3_Z0
RBliconfiglfip dhcp pool ACCT

Ll i{dhcp-config) fnetwork 19Z.1e8.21.0 zLE_ZEL.EEE.0

Bl i{dhep-config) fdefanlc-router 197 _168_71.1

RBlidhcp-config) fdns-=server 10.10.10.10

Bl {dhop-config) #fip domain-name cocha-sa.com

Dliconfig)fip dhep pool ENGHNER

Ll i{dhcp-config) fnetwork 19Z.1le8.23.0 zLE_ ZEL.EEE.0

Bl i{dhep-config) fdefanlc-router 197 _168_Z3.1

RBlidhcp-config) fdns-=server 10.10.10.10

Bl {dhop-config) #fip domain-name cocha-sa.com

Bl iconfig)§]

18:43

Z Q) BP0

Fuente: Elaboracién propia

R1(config)#ip dhcp excluded-address 192.168.21.1 192.168.21.20
R1(config)#ip dhcp excluded-address 192.168.23.1 192.168.23.20
R1(config)#ip dhcp pool ACCT

R1(dhcp-config)#network 192.168.21.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.21.1
R1(dhcp-config)#dns-server 10.10.10.10

R1(dhcp-config)#ip domain-name ccna-sa.com

R1(config)#ip dhcp pool ENGNR

R1(dhcp-config)#network 192.168.23.0 255.255.255.0
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R1(dhcp-config)#default-router 192.168.23.1
R1(dhcp-config)#dns-server 10.10.10.10
R1(dhcp-config)#ip domain-name ccna-sa.com

R1(config)#

Paso 2: Configurar la NAT estatica y dinamica en el R2
La configuracion del R2 incluye las siguientes tareas:

Tabla 24: Configurar la NAT estatica y dinamica en el R2

Elemento o tarea de
configuracion

Especificacién

Crear una base de datos local
con una cuenta de usuario

R2(config)#user webuser privilege 15 secret
ciscol12345

Habilitar el servicio del servidor
HTTP

R2(config)#ip http server

N

% Invalid input detected at ‘*’ marker.
(No soportado)

Configurar el servidor HTTP para
utilizar la base de datos local para
la autenticacion

R2(config)#ip http authentication local

% Invalid input detected at ‘*’ marker.
(No soportado)

Crear una NAT estatica al
servidor web.

R2(config)#ip nat inside source static
10.10.10.10 209.165.200.238

Asignar la interfaz interna y
externa para la NAT estatica

R2(config)#interface
gio/0
R2(config-if)#ip nat inside

Configurar la NAT dinamica
dentro de una ACL privada

R2(config)#access-list 1 permit
192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit
192.168.23.0 0.0.0.255

R2(config)#access-list 1 permit 192.168.4.0
0.0.0.255

Defina el pool de direcciones IP
publicas utilizables.

R2(config)#ip nat pool INTERNET
209.165.200.232 209.165.200.237 netmask
255.255.255.248

Definir la traduccion de NAT
dinAmica

R2(config)#ip nat inside source list 1 pool
INTERNET

Fuente: Elaboracidn propia
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Figura 35: Configurar la NAT estéatica y dinamica en el R2
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Physical Canfig LI Attributes
—
185 Command Line |nterface
£1:324:0E&: %08PF-5-ADJCHG: Process 1, Mbr 192.168.9%.1 on Seriald/0/0 from FULL to DOTIH, ”
Neighbor Dowm: Interface dovm or detached
*LINEPROTO-S5-UPDOWH: Line protocol on Interface Serialf0ys0/ 1, changed state to domm
£1:324:0E&: %05PF-5-ADJCHG: Process 1, Mbr 192 16%.6.1 on ZSeriald/0f1 from FULL to DOWHN,
Neighbor Down: Interface dowm or detached
(LINEPROTO-5-UPDOWH: Line protocol on Interface Serialls0/1, changed state to up
$LINEPROTO-S5-TUPDOWH: Line protocol on Interface Serially 0 0, changed state to up
£1:324:1&: %08PF-5-ADJCHG: Process 1, Mbr 192 16%.&6.1 on Serialld/s/071 from LOADING to FULL,
Loading Done
£1:34:1Z: %08PF-5-ADJCHG: Process 1, Mbr 192_162.99.1 on Serial0/s0/0 from LOADTING to
FULL, Loading Done
%2 prohibe =2l acceso no autorizado.
User Access Verification
Password:
Diz=en
Password:
Lifcont ©
Enter conficuration commands, one per line. End with CNTL/Z.
Bz {config)fuser webuser priwvilege 15 secret ciscolZ345
BZtconfigl iy nat inside source static 10.10.10.10 Z09_ 16L& Z00_ 233
REZ{config)finterface gils0
LZiconfig-if)#ip nat inside
Riiconfig-if)#access-list 1 permit 19Z2.162_.z21.0 0.0.0_ZEE
Bz (config)faccess-listc 1 perhit 12Z_1628_Z1.0 O.0.0_ZES
Bz {config)faccess-list 1 permit 192_168.2Z3.0 0.0.0.255
RBZiconfig)faccess—-list 1 permit 19Z_168. 4.0 0.0_0.ZE5L
REiconfig)f#ip nat pool INTERMET Z0%_1&5_ Z00_E3Z E09.165.z200.E37 netmask 255 255 EZEE5_E4%
REEiconfig)lf#ip nat inside source list 1 pool INTERNET
DE(configl# w

Ctl+FE to exit CLI focus Copy Paste

(1 Top

21:43

Gam ) ESP

06/11/2021

Fuente: Elaboracién propia
Se prohibe el acceso no autorizado.
User Access Verification

Password:
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R2>en

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.165.200.238
R2(config)#interface gi0/0

R2(config-if)#ip nat inside

R2(config-if)#access-list 1 permit 192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.23.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#ip nat pool INTERNET 209.165.200.232 209.165.200.237 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool INTERNET

R2(config)#

Nota: Los siguientes comandos no son compatibles con Packet Tracer.
Ip http server

Ip http authentication local

Ip http secure-server

Paso 3: Verificar el protocolo DHCP y la NAT estatica

Utilice las siguientes tareas para verificar que las configuraciones de DHCP y NAT
estatica funcionen de forma correcta. Quiza sea necesario deshabilitar el firewall de
las computadoras para que los pings se realicen correctamente.

Tabla 25: Verificar el protocolo DHCP y la NAT estética

Prueba Resultados

Verificar que la PC-A haya
adquirido informacion de IP del
servidor de DHCP

Verificar que la PC-C haya
adquirido informacion de IP del
servidor de DHCP

Verificar que la PC-A pueda
hacer ping a la PC-C

Nota: Quiza sea necesario
deshabilitar el firewall de la PC.
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Utilizar un navegador web en la
computadora de Internet para
acceder al servidor web
(209.165.200.229) Iniciar sesion
con el nombre de usuario
webuser y la contrasefia
cisco012345

Fuente: Elaboracidn propia

Figura 36: Verificar el protocolo DHCP y la NAT estatica PC-A
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Fuente: Elaboracidn propia
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Figura 37: Verificar el protocolo DHCP y la NAT estatica PC-C
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Fuente: Elaboracidn propia
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Figura 38: ping 192.168.21.21 en PC-A
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Fuente: Elaboracidn propia

Figura 39: acceder al servidor web (209.165.200.237)

¥ |nternet
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Fuente: Elaboracidn propia

Parte 6: Configurar NTP

Tabla 26: Configurar NTP en R1y R2

Elemento o tarea de configuracion Especificacion

R2#clock set 15:35:00 04
Ajuste la fecha y hora en R2. November 2021

R2(config)#ntp master 5

Configure R2 como un maestro NTP.
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"% Invalid input detected at
‘N marker.

Configurar R1 como un cliente NTP.

R1(config)#ntp server
172.16.1.2

Configure R1 para actualizaciones de calendario
periddicas con hora NTP.

R1(config)#ntp update-
calendar

Verifique la configuracién de NTP en R1.

R1#show ntp associations

Fuente: Elaboracidn propia

Figura 40: show ntp associations

[ Top

Blffshow ntp associations
address ref clock =t when poll reach delay offset
disp
17 16_1.2 127 127.1.1 5 a 1& 17 5.00 a.aa
0.1z
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
n1g v
Ctrl+FE to exit CLI focus Copy FPazte
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Fuente: Elaboracidn propia

Parte 7. Configurar y verificar las listas de control

de acceso (ACL)

Paso 1. Restringir el acceso a las lineas VTY en el R2

Tabla 27: Restringir el acceso a las lineas VTY en el R2

Elemento o tarea de configuracion

Especificacién

Configurar una lista de acceso con nombre para
permitir que solo R1 establezca una conexion Telnet
con R2

R2(config)#ip access-
list standard ADMIN-
MGT

Aplicar la ACL con nombre a las lineas VTY

R2(config-std-
nacl)#permit host
172.16.1.1

R2(config-std-nacl)#exit
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R2(config)#line vty 0 15
R2(config-line)#access-
class ADMIN-MGT in

R2(config-line)#transport
Permitir acceso por Telnet a las lineas de VTY input telnet

Verificar que la ACL funcione como se espera Rl#telnet 172.16.1.2
Trying 172.16.1.2

...OpenSe prohibe el
acceso no Elaboracion
propiaizado.
User Access Verification
Password:

R2>exit
[Connection to 172.16.1.2
closed by foreign host]

Fuente: Elaboracidn propia
Figura 41: Restringir el acceso a las lineas VTY en el R2
DPiffcont t
Enter configuration commands, one per line. End with CNTL/Z.
BE(config) fip access-list standard ADMIN-MGT
RE{config-std-nacl) fpernit host 172.16.1.1
| BE(config-std-nacl) fexit
i BE(config) fline wty 0 15
BEZ{config-line) faccess-class ADMIN-MGT in
BZ{config-line) fcransport input telnet
] BZ {config-line)§ b
i
Chil+FE to exit CLI focus Copy Paste
i
L] Top

19:16
05/11/2021 G

A 7 m o)) ESP

Fuente: Elaboracidn propia

R2(config)#ip access-list standard ADMIN-MGT
R2(config-std-nacl)#permit host 172.16.1.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 15
R2(config-line)#access-class ADMIN-MGT in
R2(config-line)#transport input telnet
R2(config-line)#
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Figura 42: telnet 172.16.1.2 desde el R1 al R2

Dlftelnet 17Z.16.1.2
Trying 17Z.16.1.2 . _.0penfe prohibe el acceso no sutorizado.

User Access Werification

Pazszword:

RE=en

Password:

BE# hd

Cir+FE to exit CLI focug Copy FPazte

] Top

. E im0 ESP A

05/11/2021 G

Fuente: Elaboracidn propia

R1l#telnet 172.16.1.2
Trying 172.16.1.2 ...OpenSe prohibe el acceso no autorizado.

User Access Verification

Password:
R2>en
Password:
R2#

Introducir el comando de CLI adecuado que se necesita para mostrar lo siguiente

Tabla 28: Comandos solicitados

Descripcién del comando Entrada del estudiante (comando)

Mostrar las coincidencias
recibidas por una lista de
acceso desde la ultima vez que
se restablecio

R2#show access-list

Restablecer los contadores de

; R2#clear access-list counters (no soportado)
una lista de acceso

¢Qué comando se usa para
mostrar qué ACL se aplica a R2#show ip interface
una interfaz y la direccién en
gue se aplica?
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R2#show ip nat translations

¢,Con qué comando se
muestran las traducciones
NAT?

¢, Qué comando se utiliza para
eliminar las traducciones de R2#clear ip nat translation *
NAT dinamicas?

Fuente: Elaboracidn propia

Figura 43: Comandos solicitados show access-list

BZfishow access-list
Standard IP access list 1

10 permit 192 168.21.0 0O.0.0.EE58

20 permit 122 168 E232.0 0.0.0.EZEE

30 permit 192_1658.4.0 0.0_0_ZE&

40 permit 192.158.4.0 0,02 ZEL
Standard IP access list ADMIN-MGT

10 permit host 172.16.1.1 (& matchies))

r g

Chl+FE ta exit CLI focus Copy Pazte

1543
0471172021 G

7 Sm o) ESP

Fuente: Elaboracidn propia

R2#show access-list
Standard IP access list 1

10 permit 192.168.21.0 0.0.0.255

20 permit 192.168.23.0 0.0.0.255

30 permit 192.168.4.0 0.0.3.255
Standard IP access list ADMIN-MGT

10 permit host 172.16.1.1 (2 match(es))

R2#
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Figura 44: Comandos solicitados clear ip access-list counters

Biffclear ip access-list counters

~

% Inwvalid input detected at '*' marker.

| v

Chl+FE to exit CLI focus Copy Paszte

[ Top

17:00
03/11/2021 G

A 7 GE ) ESP

Fuente: Elaboracidn propia

Restablecer los contadores de una lista de acceso
R2#clear ip access-list counters

R2#clear ip

bgp Clear BGP connections

dhcp Delete items from the DHCP database

nat Clear NAT

ospf OSPF clear commands

route Delete route table entries

Comando show ip interface en R2

R2#show ip interface

GigabitEthernet0/0 is up, line protocol is up (connected)
Internet address is 209.165.200.233/29
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes
Helper address is not set
Directed broadcast forwarding is disabled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is disabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP Fast switching turbo vector
IP multicast fast switching is disabled
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IP multicast distributed fast switching is disabled

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

BGP Policy Mapping is disabled

Input features: MCI Check

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled
GigabitEthernet0/1 is administratively down, line protocol is down (disabled)

Internet protocol processing disabled
Serial0/0/0 is up, line protocol is up (connected)

Internet address is 172.16.1.2/30

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled

IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled
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WCCP Redirect outbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled
Serial0/0/1 is up, line protocol is up (connected)

Internet address is 172.16.2.2/30

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled

IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled

Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled

TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled
LoopbackO is up, line protocol is up (connected)

Internet address is 10.10.10.10/32

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1514bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled
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Security level is default
Split horizon is enabled
ICMP redirects are always sent
ICMP unreachables are always sent
ICMP mask replies are never sent
IP fast switching is disabled
IP fast switching on the same interface is disabled
IP Flow switching is disabled
IP Fast switching turbo vector
IP multicast fast switching is disabled
IP multicast distributed fast switching is disabled
Router Discovery is disabled
IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled
Network address translation is disabled
BGP Policy Mapping is disabled
Input features: MCI Check
WCCP Redirect outbound is disabled
WCCP Redirect inbound is disabled
WCCP Redirect exclude is disabled
Vlanl is administratively down, line protocol is down
Internet protocol processing disabled

R2#
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Figura 45: comando show ip interface en R2

¥ p; — O *

Phyzical Canfig CLI Attributes

105 Command Line Interface

AL - AAREIEETEY i
T is 1Eldbwtes &
Helper address is not set
Directed broadcast forwarding iz dizahkled
Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enakled
Security lewel is default
Split horizon is enahbled
ICHP redirects are always sent
ICHP unreachahles are always sent
ICHP mask replies are never sent
IPF fast switching is disabled
IPF fast switching on the same interface is dizabled
IPF Flow switching is disabled
IP Fast switching turbo wvector
IPF wulticast fast switching is disabled
IF multicast distributed fast switching is dizabled
Pouter Discowery is disabled
IPF output packet accounting is disabled
IF access wiolation accounting is disabled
TCP/IP header compression is disabled
ETP/IP header compression is disahled
Probe proxy hawme replies are disabled
Policy routing is disabled
Network address translation is disabled
EBGPF Policy Mapping is disabled
Input features: MCI Check
WCCP Redirect cuthound is disahleﬂ
WCCP Redirect inbound is dizabled
WCCP Redirect exclude is disabled
Wlanl is adwinistratiwely down, line protocol is down
Internet protocol processing disabhled

RZ§

haird

Ctrl+FE to exit CLI focus Copy Paste

U Tap

19:26
05/11/2021 G

7 v ) ESP

Fuente: Elaboracién propia
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Figura 46: comando show ip nat translation en R2

BZffzhow ip nat translations

Pro Inside global In=zide local Outside local Outside global

--- Z03.1e5.200.237 10.10.10.10 - ---

teop 2090165 200 237:380 10.10.10.10:80 Z08_165. 200, 2358: 1025209, 165200, 2358: 1025

nz4 v

Ctrl+FB ta ext CLI focus Capy Paste
[]Tap

1927

03/11/2021

Fuente: Elaboracidn propia

R2#show ip nat translations

Pro Inside global Inside local Outside local  Outside global

--- 209.165.200.237 10.10.10.10

tcp 209.165.200.237:80 10.10.10.10:80
209.165.200.238:1025209.165.200.238:1025

R2#

Figura 47: ping PC-A al PC Internet

¥ pcoa - O

Phasical Canfig DesktDE Praogramming Abtributes

15:49
041172021 G

7 i) ESP

Fuente: Elaboracidn propia
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Figura 48: ping PC-C al PC Internet

L - O X

Phwsical  Config D esktnE Programming — Attibutes

Command Prompt

C:hverping E09.1e&.Z0

1552
0471172021 G

e ® +» ¢ . °C A 7 tm ) ESP

Fuente: Elaboracidn propia

Figura 49: prueba de acceso del PC-A al servidor web

¥ pc-s - o X

Phwsical  Config DesktnE Programming  Abtributes

< > | URL [http://209.165.200.239 Go Stop

Cigco Packet Tracer

Welcome to Cisco Packet Tracer Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copynights
Image page
Image

15354
04/11/2021 G

® ¢ ~ 7@ Q) ESP

Fuente: Elaboracidn propia
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Figura 50: comando clear ip nat translation en R2

Biffshow ip nat translations

209,165,200, 237:80 10.10.10.10:20

Biffclear ip nat translation

% Inconplete command.
Biffclear ip nat translation *
Biffishow ip nat translations

Pro Inside global Inside local
-—- E09.1&5_Z00.Z237 10.10.10.10
-—- E05_165_Z00.Z238 10.10.10.10

Pro Inside global Inside local
-—— E05_165_Z200.237 10.10.10.10
-—-- E059.1&E_Z200.Z238 10.10.10.10
top Z0%_165.Z00.Z233:103619Z.168_E1.31:

Outside local Outside global

1026 202 1eE_200.238:20 Z02. 15 Z00.Z233:80
209,165,200, 238: 1026202, 165, 200, 2358: 1026

fucside local Outcside global

Ch+FE to exit CLI focus

O Top

Fuente: Elaboracidn propia
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Figura 51: topologia completa y funcional escenario 2.

? Cisco Packet Tracer - CAUsers\emsub’OneDrivet\Desktopt UMNADNDiplormadoGrad... — O >

File Edit Options  Wiew  Tools  Estenzion: Window  Help

EEREOLiAd AT QoE B &
Q€@ X H/ me d Hd

Diefraciores de WLAKN
Irkenet 209165 200232/29 —— WLAH Disecciones |Pwd Mombre
:[IEH.DBEIS.F!E#D ] Lodl I'Sell.-idm weh 1 192.168.21. 0724 Contabilidad
n i .l’ Rz { 10in0t0ze 23152 166,23 0/24 Inganieria
p G0A fae 51 -. 99152 16899 0424 Admenistracidn
Sener T . 50 A2 1721620430 b
41721610430
zug';:;'g - 4 2001.0BEACAD -84 2001:0BACAD2 B3 | T
2001 DBBACADA-38 | A 5o 5‘.“'.::3— Lo 1 16as 024
I o Lof 132 1686 0/24
o hki 1841 Lo?. 2001 DB ACAD:3:1/64

I F |

[ FIS |

! y : . 1

I 15216699 2 | 51 ey [

%ﬁn FO/3
Fiv T

| | v '

I: F F 3 'I

| .."' y
| FL:A

—_—
PCAT
h [
* DHCP ;
\\'\\._ _H/ g
- e v
- v

Tirne: O0:0

- e r —_— —_— — # —_— —_— — — e r
iy o .ﬂ"n‘.:'i“‘""il"lI"ll"ll'll"ll"ll"ll"li“’"i
_f‘. o 4331 4321 1941 2901 2911 41910 319HGW B9 1240 PTHRoutes

| |
ﬂ_.-!lmﬁi_w

Select a Device to Drag and Drop to the Workspace
12:08

tim o]9) ESP

091172021

Fuente: Elaboracién propia
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CONCLUSIONES

Mediante la utilizacién de herramientas de simulacion se permitio realizar un analisis
sobre el comportamiento de diversos protocolos y métricas de enrutamiento,
mediante el uso de comandos de administracion de tablas de enrutamiento.

Se identifico problemas propios de conmutacién y enrutamiento, mediante el uso
adecuado de estrategias basadas en comandos del I0S y estadisticas de trafico en
las interfaces, soportado en modelos de arquitecturas de comunicacion, con el fin
de resolver problemas de configuracién, conectividad y enrutamiento

Se adquirié habilidades de gestidén de redes orientadas hacia el mundo profesional
y corporativo, ademas necesarios para planificar, implementar, asegurar, mantener
y solucionar problemas de redes convergentes.

Se logro entender el funcionamiento de un sistema de enrutamiento avanzado y su
importancia a la hora de implementar en una red de datos.

Con el estudio de estos dos escenarios como trabajo final, se configuro su topologia

fisica calculando el direccionamiento adecuado que cumple con las necesidades
solicitadas por la guia, finalizando con la implementacion en el Packet Tracer.
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