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ESCENARIO 1 

 

Parte 1: Construir la red y configurar los parámetros básicos de los 

dispositivos y el direccionamiento de las interfaces 

 

Paso 1: Cablear la red como se muestra en la topología. 

 

Figura 1 Topología de red escenario 1 

 

 

Fuente: tomado de Prueba de habilidades Ccnp 2021, Cisco Academy 

Paso 2: Configurar los parámetros básicos para cada dispositivo. 

 

Router R1  

hostname R1 

ipv6 unicast-routing 

no ip domain lookup 
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banner motd # R1, ENCOR Skills Assessment, Scenario 1 # 

line con 0 

 exec-timeout 0 0 

 logging synchronous 

 exit 

interface F0/0 

 ip address 209.165.200.225 255.255.255.224 

 ipv6 address fe80::1:1 link-local 

 ipv6 address 2001:db8:200::1/64 

 no shutdown  

 exit 

interface F0/1 

 ip address 10.0.10.1 255.255.255.0 

 ipv6 address fe80::1:2 link-local 

 ipv6 address 2001:db8:100:1010::1/64 

 no shutdown 

 exit 

interface s2/0 

 ip address 10.0.13.1 255.255.255.0 

 ipv6 address fe80::1:3 link-local 

 ipv6 address 2001:db8:100:1013::1/64 

 no shutdown 

 exit 

 

Router R2 

hostname R2  

ipv6 unicast-routing 

no ip domain lookup 

banner motd # R2, ENCOR Skills Assessment, Scenario 1 # 

line con 0 
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 exec-timeout 0 0 

 logging synchronous 

 exit 

interface g0/0/0 

 ip address 209.165.200.226 255.255.255.224 

 ipv6 address fe80::2:1 link-local 

 ipv6 address 2001:db8:200::2/64 

 no shutdown 

 exit 

interface Loopback 0 

 ip address 2.2.2.2 255.255.255.255 

 ipv6 address fe80::2:3 link-local 

 ipv6 address 2001:db8:2222::1/128 

 no shutdown 

 exit 

  

Router R3 

hostname R3  

ipv6 unicast-routing 

no ip domain lookup 

banner motd # R3, ENCOR Skills Assessment, Scenario 1 # 

line con 0 

 exec-timeout 0 0 

 logging synchronous 

 exit  

interface g0/0/1  

 ip address 10.0.11.1 255.255.255.0 

 ipv6 address fe80::3:2 link-local 

 ipv6 address 2001:db8:100:1011::1/64 

 no shutdown 
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 exit 

interface s0/1/0 

 ip address 10.0.13.3 255.255.255.0 

 ipv6 address fe80::3:3 link-local 

 ipv6 address 2001:db8:100:1010::2/64 

 no shutdown 

 exit 

  

Switch D1 

hostname D1  

ip routing 

ipv6 unicast-routing 

no ip domain lookup 

banner motd # D1, ENCOR Skills Assessment, Scenario 1 # 

line con 0 

 exec-timeout 0 0 

 logging synchronous 

 exit 

vlan 100 

 name Management 

 exit 

vlan 101 

 name UserGroupA 

 exit 

vlan 102 

 name UserGroupB 

 exit 

vlan 999 

 name NATIVE 

 exit 
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interface g1/0/11 

 no switchport 

 ip address 10.0.10.2 255.255.255.0 

 ipv6 address fe80::d1:1 link-local 

 ipv6 address 2001:db8:100:1010::2/64 

 no shutdown 

 exit 

interface vlan 100  

 ip address 10.0.100.1 255.255.255.0  

 ipv6 address fe80::d1:2 link-local 

 ipv6 address 2001:db8:100:100::1/64 

 no shutdown 

 exit 

interface vlan 101  

 ip address 10.0.101.1 255.255.255.0 

 ipv6 address fe80::d1:3 link-local 

 ipv6 address 2001:db8:100:101::1/64 

 no shutdown 

 exit 

interface vlan 102 

 ip address 10.0.102.1 255.255.255.0 

 ipv6 address fe80::d1:4 link-local 

 ipv6 address 2001:db8:100:102::1/64 

 no shutdown 

 exit 

ip dhcp excluded-address 10.0.101.1 10.0.101.109 

ip dhcp excluded-address 10.0.101.141 10.0.101.254 

ip dhcp excluded-address 10.0.102.1 10.0.102.109 

ip dhcp excluded-address 10.0.102.141 10.0.102.254 

ip dhcp pool VLAN-101 
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 network 10.0.101.0 255.255.255.0 

 default-router 10.0.101.254 

 exit 

ip dhcp pool VLAN-102 

 network 10.0.102.0 255.255.255.0 

 default-router 10.0.102.254 

 exit 

interface range g1/0/1-10 

 shutdown 

 exit 

interface range g1/0/12-24 

 shutdown 

 exit 

interface range g1/1/1-4 

 shutdown 

 exit 

 

Switch D2 

hostname D2  

ip routing 

ipv6 unicast-routing 

no ip domain lookup 

banner motd # D2, ENCOR Skills Assessment, Scenario 1 # 

line con 0 

 exec-timeout 0 0 

 logging synchronous 

 exit 

vlan 100 

 name Management 

 exit 
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vlan 101 

 name UserGroupA  

 exit  

vlan 102 

 name UserGroupB 

 exit  

vlan 999 

 name NATIVE  

 exit 

interface g1/0/11 

 no switchport 

 ip address 10.0.11.2 255.255.255.0 

 ipv6 address fe80::d1:1 link-local 

 ipv6 address 2001:db8:100:1011::2/64 

 no shutdown 

 exit 

interface vlan 100 

 ip address 10.0.100.2 255.255.255.0 

 ipv6 address fe80::d2:2 link-local 

 ipv6 address 2001:db8:100:100::2/64 

 no shutdown 

 exit 

interface vlan 101 

 ip address 10.0.101.2 255.255.255.0 

 ipv6 address fe80::d2:3 link-local 

 ipv6 address 2001:db8:100:101::2/64 

 no shutdown 

 exit 

interface vlan 102 

 ip address 10.0.102.2 255.255.255.0 
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 ipv6 address fe80::d2:4 link-local 

 ipv6 address 2001:db8:100:102::2/64 

 no shutdown 

 exit 

ip dhcp excluded-address 10.0.101.1 10.0.101.209 

ip dhcp excluded-address 10.0.101.241 10.0.101.254 

ip dhcp excluded-address 10.0.102.1 10.0.102.209 

ip dhcp excluded-address 10.0.102.241 10.0.102.254 

ip dhcp pool VLAN-101 

 network 10.0.101.0 255.255.255.0 

 default-router 10.0.101.254 

 exit 

ip dhcp pool VLAN-102 

 network 10.0.102.0 255.255.255.0 

 default-router 10.0.102.254 

 exit 

interface range g1/0/1-10 

 shutdown 

 exit 

interface range g1/0/12-24 

 shutdown 

 exit 

interface range g1/1/1-4 

 shutdown 

 exit 

 

 Switch A1 

hostname A1  

no ip domain lookup 

banner motd # A1, ENCOR Skills Assessment, Scenario 1 # 
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line con 0 

 exec-timeout 0 0  

 logging synchronous 

 exit 

vlan 100 

 name Management 

 exit 

vlan 101 

 name UserGroupA 

 exit 

vlan 102 

 name UserGroupB 

 exit 

vlan 999 

 name NATIVE 

 exit 

interface vlan 100 

 ip address 10.0.100.3 255.255.255.0 

 ipv6 address fe80::a1:1 link-local 

 ipv6 address 2001:db8:100:100::3/64 

 no shutdown 

 exit 

interface range f0/5-22 

 shutdow 

exit 
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Configure el direccionamiento de los host PC 1 y PC 4 como se muestra en 

la tabla de direccionamiento. Asigne una dirección de puerta de enlace 

predeterminada de 10.0.100.254, la cual será la dirección IP virtual HSRP 

utilizada en la Parte 4. 

 

Figura 2 host PC 1 y PC 4 

 

 

Parte 2: Configurar la capa 2 de la red y el soporte de Host  

En esta parte de la prueba de habilidades, debe completar la configuración de la 

capa 2 de la red y establecer el soporte básico de host. Al final de esta parte, 

todos los switches deben poder comunicarse. PC2 y PC3 deben recibir 

direccionamiento de DHCP y SLAAC. 

 

 

2.1 En todos los switches configure interfaces troncales IEEE 802.1Q sobre 

los enlaces de 

interconexión entre switches. 

D1(config)#interface range gigabitEthernet 1/0/1 – 6  

D1(config-if-range)#switchport trunk encapsulation dot1q  
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D1(config-if-range)#switchport mode trunk 

 

D2(config)#interface range gigabitEthernet 1/0/1 - 6 

D2(config-if-range)#switchport trunk encapsulation dot1q  

D2(config-if-range)#switchport mode trunk 

 

A1(config)#interface range fastEthernet 0/1 - 4 

A1(config-if-range)#switchport mode trunk 

 

 

2.2 En todos los switches cambie la VLAN nativa en los enlaces troncales. 

D1(config-if-range)#switchport trunk native vlan 999 

 

D2(config-if-range)#switchport trunk native vlan 999 

 

A1(config-if-range)#switchport trunk native vlan 999 

 

2.3 En todos los switches habilite el protocolo Rapid Spanning-Tree (RSTP) 

D1(config)# spanning-tree mode rapid-pvst 

D2(config)# spanning-tree mode rapid-pvst 

A1(config)# spanning-tree mode rapid-pvst 

 

2.4 En D1 y D2, configure los puentes raíz RSTP (root bridges) según la 

información del diagrama de topología.  D1 y D2 deben proporcionar 

respaldo en caso de falla del puente raíz (root bridge). 

D1(config)#spanning-tree vlan 100 root primary 

D1(config)#spanning-tree vlan 102 root primary 

D1(config)#spanning-tree vlan 101 root secondary 

 

D2(config)#spanning-tree vlan 101 root primary 
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D2(config)#spanning-tree vlan 100 root secondary 

D2(config)#spanning-tree vlan 102 root secondary 

 

 

2.5 En todos los switches, cree EtherChannels  LACP como se muestra en el 

diagrama de topología. Use los siguientes números de canales: 

 

• D1 a D2 – Port channel 12 

D1(config)# interface range g1/0/1-4 

D1(config-if-range)# channel-group 12 mode active 

Creating a port-channel interface Port-channel 12 

D1(config-if-range)# no shutdown 

 

D2(config)# interface range g1/0/1-4 

D2(config-if-range)# channel-group 12 mode passive 

Creating a port-channel interface Port-channel 12 

D2(config-if-range)# no shutdown 

 

 

• D1 a A1 – Port channel 1 

D1(config)# interface range g1/0/5-6 

D1(config-if-range)# channel-group 1 mode active 

Creating a port-channel interface Port-channel 1 

D1(config-if-range)# no shutdown 

 

A1(config)# interface range f0/1-2 

A1(config-if-range)# channel-group 1 mode passive 

Creating a port-channel interface Port-channel 1 

A1(config-if-range)# no shutdown 
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• D2 a A1 – Port channel 2 

D2(config)# interface range g1/0/5-6 

D2(config-if-range)# channel-group 2 mode active 

Creating a port-channel interface Port-channel 2 

D2(config-if-range)# no shutdown 

 

A1(config)# interface range f0/3-4 

A1(config-if-range)# channel-group 2 mode passive 

Creating a port-channel interface Port-channel 2 

A1(config-if-range)# no shutdown 

 

 

2.6 En todos los switches, configure los puertos de acceso del host (host 

access port) que se conectan a PC1, PC2, PC3 y PC4. 

D1(config)# interface g1/0/23 

D1(config-if)# switchport mode Access 

D1(config-if)# switchport Access vlan 100 

D1(config-if)# no shutdown 

D2(config)# interface g1/0/23 

D2(config-if)# switchport mode Access 

D2(config-if)# switchport Access vlan 102 

D2(config-if)# no shutdown 

 

A1(config)# interface f0/23 

A1(config-if)# switchport mode Access 

A1(config-if)# switchport Access vlan 101 

A1(config-if)# no shutdown 

A1(config)# interface f0/24 

A1(config-if)# switchport mode Access 

A1(config-if)# switchport Access vlan 100 
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A1(config-if)# no shutdown 

 

2.7 Verifique los servicios DHCP IPv4. 

 

Figura 3 DHCP pc2 
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Figura 4 FastEthernet 0 
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Figura 5 DHCP pc3 

 

 



27 
 

Figura 6 DHCP pc3 Fsdtethernet 0 

 

Verifique la conectividad de la LAN local PC1 debería hacer ping con éxito a: 

• D1: 10.0.100.1  

• D2: 10.0.100.2 

• PC4: 10.0.100.6  
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Figura 7 Verificación LAN local 
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Figura 8 Verificación D2: 10.0.100.2 

 

PC2 debería hacer ping con éxito a: 

• D1: 10.0.102.1  

• D2: 10.0.102.2 
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Figura 9 PC2  ping D1: 10.0.102.1 D2: 10.0.102.2 

 

PC3 debería hacer ping con éxito a:  

• D1: 10.0.101.1 

• D2: 10.0.101.2  
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Figura 10 PC3  ping D1: 10.0.102.1 D2: 10.0.102.2 

 

PC4 debería hacer ping con éxito a: 

• D1: 10.0.100.1   

• D2: 10.0.100.2 

• PC1: 10.0.100.5 
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Figura 11 PC4 ping D1: 10.0.102.1 D2: 10.0.102.2: PC1: 10.0.100.5 

 

Parte 3: Configurar los protocolos de enrutamiento 

 

3.1 En la “Red de la Compañia” (es decir, R1, R3, D1, y D2), configure 

singlearea OSPFv2 

En área 0.  

 

Use OSPF Process ID 4 y asigne los siguientes routerIDs: 

 

• R1: 0.0.4.1 

R1(config)#router ospf 4 

R1(config-router)#router-id 0.0.4.1 

 

• R3: 0.0.4.3 

R3(config)#router ospf 4 

R3(config-router)#router-id 0.0.4.1 
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• D1: 0.0.4.131 

D1(config)#router ospf 4 

D1(config-router)#router-id 0.0.4.131 

 

• D2: 0.0.4.132  

D2(config)#router ospf 4 

D2(config-router)#router-id 0.0.4.132 

 

En R1, R3, D1, y D2, anuncie todas las redes directamente conectadas / 

VLANs en Area 0.   

• En R1, no publique la red R1 – R2. 

R1(config-router)#network 10.0.10.0 0.0.0.255 area 0 

R1(config-router)#network 10.0.13.0 0.0.0.255 area 0 

 

R3(config-router)#network 10.0.11.0 0.0.0.255 area 0 

R3(config-router)#network 10.0.13.0 0.0.0.255 area 0 

 

D1(config-router)#network 10.0.10.0 0.0.0.255 area 0 

D1(config-router)#network 10.0.100.0 0.0.0.255 area 0 

D1(config-router)#network 10.0.101.0 0.0.0.255 area 0 

D1(config-router)#network 10.0.102.0 0.0.0.255 area 0 

 

D2(config-router)#network 10.0.11.0 0.0.0.255 area 0 

D2(config-router)#network 10.0.100.0 0.0.0.255 area 0 

D2(config-router)#network 10.0.101.0 0.0.0.255 area 0 

D2(config-router)#network 10.0.102.0 0.0.0.255 area 0 
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• En R1, propague una ruta por defecto. Note que la ruta por defecto deberá 

ser provista por BGP. 

 

R1(config-router)#default-information originate 

 

Deshabilite las publicaciones OSPFv2 en:  

 

• D1: todas las interfaces excepto G1/0/11 

D1(config-router)#passive-interface gigabitEthernet 1/0/1 

D1(config-router)#passive-interface gigabitEthernet 1/0/2 

D1(config-router)#passive-interface gigabitEthernet 1/0/3 

D1(config-router)#passive-interface gigabitEthernet 1/0/4 

D1(config-router)#passive-interface gigabitEthernet 1/0/5 

D1(config-router)#passive-interface gigabitEthernet 1/0/6 

D1(config-router)#passive-interface gigabitEthernet 1/0/7 

D1(config-router)#passive-interface gigabitEthernet 1/0/8 

D1(config-router)#passive-interface gigabitEthernet 1/0/9 

D1(config-router)#passive-interface gigabitEthernet 1/0/10 

D1(config-router)#passive-interface gigabitEthernet 1/0/12 

D1(config-router)#passive-interface gigabitEthernet 1/0/13 

D1(config-router)#passive-interface gigabitEthernet 1/0/14 

D1(config-router)#passive-interface gigabitEthernet 1/0/15 

D1(config-router)#passive-interface gigabitEthernet 1/0/16 

D1(config-router)#passive-interface gigabitEthernet 1/0/17 

D1(config-router)#passive-interface gigabitEthernet 1/0/18 

D1(config-router)#passive-interface gigabitEthernet 1/0/19 

D1(config-router)#passive-interface gigabitEthernet 1/0/20 

D1(config-router)#passive-interface gigabitEthernet 1/0/21 

D1(config-router)#passive-interface gigabitEthernet 1/0/22 

D1(config-router)#passive-interface gigabitEthernet 1/0/23 
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D1(config-router)#passive-interface gigabitEthernet 1/0/24 

 

• D2: todas las interfaces excepto G1/0/11 

D2(config-router)#passive-interface gigabitEthernet 1/0/1 

D2(config-router)#passive-interface gigabitEthernet 1/0/2 

D2(config-router)#passive-interface gigabitEthernet 1/0/3 

D2(config-router)#passive-interface gigabitEthernet 1/0/4 

D2(config-router)#passive-interface gigabitEthernet 1/0/5 

D2(config-router)#passive-interface gigabitEthernet 1/0/6 

D2(config-router)#passive-interface gigabitEthernet 1/0/7 

D2(config-router)#passive-interface gigabitEthernet 1/0/8 

D2(config-router)#passive-interface gigabitEthernet 1/0/9 

D2(config-router)#passive-interface gigabitEthernet 1/0/10 

D2(config-router)#passive-interface gigabitEthernet 1/0/12 

D2(config-router)#passive-interface gigabitEthernet 1/0/13 

D2(config-router)#passive-interface gigabitEthernet 1/0/14 

D2(config-router)#passive-interface gigabitEthernet 1/0/15 

D2(config-router)#passive-interface gigabitEthernet 1/0/16 

D2(config-router)#passive-interface gigabitEthernet 1/0/17 

D2(config-router)#passive-interface gigabitEthernet 1/0/18 

D2(config-router)#passive-interface gigabitEthernet 1/0/19 

D2(config-router)#passive-interface gigabitEthernet 1/0/20 

D2(config-router)#passive-interface gigabitEthernet 1/0/21 

D2(config-router)#passive-interface gigabitEthernet 1/0/22 

D2(config-router)#passive-interface gigabitEthernet 1/0/23 

D2(config-router)#passive-interface gigabitEthernet 1/0/24 
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3.2 En la “Red de la Compañia” (es decir, R1, R3, D1, y D2), configure classic 

single-area OSPFv3 en area 0. 

 

Use OSPF Process ID 6 y asigne los siguientes routerIDs: 

 

• R1: 0.0.6.1 

R1(config)#ipv6 unicast-routing 

R1(config)#ipv6 router ospf 6 

R1(config-rtr)#router-id 0.0.6.1 

 

• R3: 0.0.6.3 

R3(config)#ipv6 unicast-routing 

R3(config)#ipv6 router ospf 6 

R3(config-rtr)#router-id 0.0.6.3 

 

• D1: 0.0.6.131 

D1(config)#ipv6 unicast-routing 

D1(config)#ipv6 router ospf 6 

D1(config-rtr)#router-id 0.0.6.131 

 

• D2: 0.0.6.132  

D2(config)#ipv6 unicast-routing 

D2(config)#ipv6 router ospf 6 

D2(config-rtr)#router-id 0.0.6.132 
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En R1, R3, D1, y D2, anuncie todas las redes directamente conectadas / VLANs 

en Area 0.   

 

• En R1, no publique la red R1 – R2. 

R1(config)#int g 0/0/1 

R1(config-if)#ipv6 ospf 6 area 0 

R1(config-if)#int s 0/1/0 

R1(config-if)#ipv6 ospf 6 area 0 

 

R3(config)#int g 0/0/1 

R3(config-if)#ipv6 ospf 6 area 0 

R3(config-if)#int s 0/1/0 

R3(config-if)#ipv6 ospf 6 area 0 

 

D1(config)#int g 1/0/11 

D1(config-if)#ipv6 ospf 6 area 0 

D1(config)#int vlan 100 

D1(config-if)#ipv6 ospf 6 area 0 

D1(config)#int vlan 101 

D1(config-if)#ipv6 ospf 6 area 0 

D1(config)#int vlan 102 

D1(config-if)#ipv6 ospf 6 area 0 

 

D2(config)#int g 1/0/11 

D2(config-if)#ipv6 ospf 6 area 0 

D2(config)#int vlan 100 

D2(config-if)#ipv6 ospf 6 area 0 

D2(config)#int vlan 101 

D2(config-if)#ipv6 ospf 6 area 0 

D2(config)#int vlan 102 
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D2(config-if)#ipv6 ospf 6 area 0 

 

• En R1, propague una ruta por defecto. Note que la ruta por defecto deberá 

ser provista por BGP. 

 

R1(config-rtr)#default-information originate 

 

Deshabilite las publicaciones OSPFv3 en:  

 

• D1: todas las interfaces excepto G1/0/11 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/2 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/3 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/4 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/5 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/6 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/7 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/8 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/9 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/10 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/12 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/13 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/14 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/15 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/16 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/17 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/18 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/19 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/20 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/21 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/22 
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D1(config-rtr)#passive-interface gigabitEthernet 1/0/23 

D1(config-rtr)#passive-interface gigabitEthernet 1/0/24 

• D2: todas las interfaces excepto G1/0/11 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/2 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/3 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/4 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/5 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/6 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/7 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/8 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/9 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/10 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/12 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/13 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/14 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/15 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/16 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/17 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/18 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/19 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/20 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/21 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/22 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/23 

D2(config-rtr)#passive-interface gigabitEthernet 1/0/24 
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3.3 En R2 en la “Red ISP”, configure MP-BGP. 

 

Configure dos rutas estáticas predeterminadas a través de la interfaz Loopback 0:  

• Una ruta estática predeterminada IPv4. 

R2(config)#ip route 0.0.0.0 0.0.0.0 0.0.0.0 

• Una ruta estática predeterminada IPv6.  

R2(config)#ipv6 route 0::0/64 0::0 

 

Configure R2 en BGP ASN 500 y use el router-id 2.2.2.2. 

R2(config)#router bgp 500 

R2(config-router)# bgp router-id 2.2.2.2 

R2(config-router)# neighbor 209.165.200.225 remote-as 300 

R2(config-router)# neighbor 2001:db8:200::1 remote-as 300 

 

Configure y habilite una relación de vecino IPv4 e IPv6 con R1 en ASN 300. 

 

En IPv4 address family, anuncie:   

• La red Loopback 0 IPv4 (/32). 

• La ruta por defecto (0.0.0.0/0).  

R2(config-router)# address-family ipv4 

R2(config-router-af)# neighbor 209.165.200.225 activate  

R2(config-router-af)# no neighobor 2001:db8:200::1 activate 

R2(config-router-af)# network 2.2.2.2 mask 255.255.255.255 

R2(config-router-af)# network 0.0.0.0 

R2(config-router-af)# exit-address-family 

 

En IPv6 address family, anuncie:   

• La red Loopback 0 IPv4 (/128). 

• La ruta por defecto (::/0). 

R2(config-router)#address-family ipv6 
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R2(config-router-af)# no neighbor 209.165.200.225 activate  

R2(config-router-af)# neighobor 2001:db8:200::1 activate 

R2(config-router-af)# network 2001:db8:2222::/128 

R2(config-router-af)# network ::/0 

R2(config-router-af)# exit-address-family 

 

3.4 En R1 en la “Red ISP”, configure MPBGP 

 

Configure dos rutas resumen estáticas a la interfaz Null 0: 

 

• Una ruta resumen IPv4 para 10.0.0.0/8. 

R1(config)#ip route 10.0.0.0 255.0.0.0 null0 

 

• Una ruta resumen IPv6 para 2001:db8:100::/48. 

R1(config)#ipv6 route 2001:db8:100::/48 null0 

 

Configure R1 en BGP ASN 300 y use el router-id 1.1.1.1. 

R1(config)#router bgp 300 

R1(config-router)# bgp router-id 1.1.1.1 

R1(config-router)# neighbor 209.165.200.226 remote-as 500 

R1(config-router)# neighbor 2001:db8:200::2 remote-as 500 

 

Configure una relación de vecino IPv4 e IPv6 con R2 en ASN 500.  

 

En IPv4 address family: 

 

• Deshabilite la relación de vecino IPv6. 

• Habilite la relación de vecino IPv4. 

R1(config-router)# address-family ipv4 unicast  

R1(config-router-af)#  neighbor 209.165.200.226 activate 
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R1(config-router-af)#  no neighbor 2001:db8:200::2 activate 

R1(config-router-af)#  exit-address-family 

 

• Anuncie la red 10.0.0.0/8. 

R1(config-router-af)#  network 10.0.0.0 mask 255.0.0.0 

 

En IPv6 address family: 

 

• Deshabilite la relación de vecino IPv4. 

• Habilite la relación de vecino IPv6. 

R1(config-router)# address-family ipv6 unicast 

R1(config-router-af)#  no neighbor 209.165.200.226 activate 

R1(config-router-af)#  neighbor 2001:db8:200::2 activate 

R1(config-router-af)#  exit-address-family 

 

• Anuncie la red 2001:db8:100::/48. 

R1(config-router-af)#  network 2001:db8:100::/48 

 

Parte 4: Configurar la Redundancia de Primer Salto(Fist Hop Redundancy) 

 

4.1 En D1, cree IP SLAs que prueben la accesibilidad de la interfaz R1 G0/0/1 

 

• Use la SLA numero 4 para IPv4. 

• Use la SLA numero 6 para IPv4. 

D1# show run 

D1(config)# track 4 ip sla 4 

D1(config)# delay down 10 up 15                             

D1(config)# track 6 ip sla 6 

D1(config)# delay down 10 up 15 

D1(config)# ip sla  
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D1(config-ip-sla) icmp-echo 10.0.10.1 

D1(config-ip-sla-echo)frequency 5 

D1(config-ip-sla-echo)# exit 

D1(config)# ip sla schedule 4 life forever start-time now  

D1(config)# ip sla 6 

D1(config-ip-sla) icmp-echo 2001:db8:100:1010::1 

D1(config-ip-sla-echo)frequency 5 

D1(config-ip-sla-echo)# exit 

D1(config)# ip sla schedule 6 life forever start-time now 

 

4.2 En D2, cree IP SLAs que prueben la accesibilidad de la interfaz R1 G0/0/1 

 

• Use la SLA numero 4 para IPv4. 

• Use la SLA numero 6 para IPv4. 

D2# show run 

D2(config)# track 4 ip sla 4 

D2(config)# delay down 10 up 15                             

D2(config)# track 6 ip sla 6 

D2(config)# delay down 10 up 15 

D2(config)# ip sla  

D2(config-ip-sla) icmp-echo 10.0.10.1 

D2(config-ip-sla-echo)frequency 5 

D2(config-ip-sla-echo)# exit 

D2(config)# ip sla schedule 4 life forever start-time now  

D2(config)# ip sla 6 

D2(config-ip-sla) icmp-echo 2001:db8:100:1010::1 

D2(config-ip-sla-echo)frequency 5 

D2(config-ip-sla-echo)# exit 

D2(config)# ip sla schedule 6 life forever start-time now 
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4.3 En D1 configure HSRPv2. 

 

  Configure IPv4 HSRP grupo 104 para la VLAN 100: 

• Asigne la dirección IP virtual 10.0.100.254. 

D1(config)#interface Vlan100 

D1(config-if)#standby version 2 

D1(config-if)#standby 104 ip 10.0.100.254 

 

• Establezca la prioridad del grupo en 150. 

D1(config-if)#standby 104 priority 150 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 104 preempt 

 

• Rastree el objeto 4 y decremente en 60.  

D1(config-if)#standby 104 track 4 decrement 60 

 

Configure IPv4 HSRP grupo 114 para la VLAN 101: 

• Asigne la dirección IP virtual 10.0.101.254. 

D1(config)#interface Vlan101 

D1(config-if)#standby version 2 

D1(config-if)#standby 114 ip 10.0.101.254 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 114 preempt 

 

• Rastree el objeto 4 para disminuir en 60.  

D1(config-if)#standby 114 track 4 decrement 60 
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Configure IPv4 HSRP grupo 124 para la VLAN 102: 

• Asigne la dirección IP virtual 10.0.102.254. 

D1(config)#interface Vlan102 

D1(config-if)#standby version 2 

D1(config-if)#standby 124 ip 10.0.102.254 

• Establezca la prioridad del grupo en 150. 

D1(config-if)#standby 124 priority 150 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 124 preempt 

 

• Rastree el objeto 4 para disminuir en 60.  

D1(config-if)#standby 124 track 4 decrement 60 

 

Configure IPv6 HSRP grupo 106 para la VLAN 100 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 

D1(config-if)#standby 106 ipv6 autoconfig 

 

• Establezca la prioridad del grupo en 150. 

D1(config-if)#standby 106 priority 150 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 106 preempt 

 

• Rastree el objeto 6 y decremente en 60.  

D1(config-if)#standby 106 track 6 decrement 60 

 

 

Configure IPv6 HSRP grupo 116 para la VLAN 101: 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 
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D1(config-if)#standby 116 ipv6 autoconfig 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 116 preempt 

 

• Registre el objeto 6 y decremente en 60.  

D1(config-if)#standby 116 track 6 decrement 60 

 

Configure IPv6 HSRP grupo 126 para la VLAN 102: 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 

D1(config-if)#standby 126 ipv6 autoconfig 

 

• Establezca la prioridad del grupo en 150. 

D1(config-if)#standby 126 priority 150 

 

• Habilite la preferencia (preemption). 

D1(config-if)#standby 126 preempt 

 

• Rastree el objeto 6 y decremente en 60. 

D1(config-if)#standby 126 track 6 decrement 60 

 

En D2, configure HSRPv2. 

 

Configure HSRP version 2.  

 

Configure IPv4 HSRP grupo 104 para la VLAN 100: 

• Asigne la dirección IP virtual 10.0.100.254. 

D2(config)#interface Vlan100 

D2(config-if)#standby version 2 

D2(config-if)#standby 104 ip 10.0.100.254 
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• Habilite la preferencia (preemption). 

D2(config-if)#standby 104 preempt 

 

• Rastree el objeto 4 y decremente en 60.  

D2(config-if)#standby 104 track 4 decrement 60 

 

Configure IPv4 HSRP grupo 114 para la VLAN 101: 

• Asigne la dirección IP virtual 10.0.101.254. 

D2(config)#interface Vlan101 

D2(config-if)#standby version 2 

D2(config-if)#standby 114 ip 10.0.101.254 

 

• Establezca la prioridad del grupo en 150. 

D2(config-if)#standby 114 priority 150 

 

• Habilite la preferencia (preemption). 

D2(config-if)#standby 114 preempt 

 

• Rastree el objeto 4 para disminuir en 60.  

D2(config-if)#standby 114 track 4 decrement 60 

  

Configure IPv4 HSRP grupo 124 para la VLAN 102: 

• Asigne la dirección IP virtual 10.0.102.254. 

D2(config)#interface Vlan102 

D2(config-if)#standby version 2 

D2(config-if)#standby 124 ip 10.0.102.254 

 

• Habilite la preferencia (preemption). 

D2(config-if)#standby 124 preempt 
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• Rastree el objeto 4 para disminuir en 60.  

D2(config-if)#standby 124 track 4 decrement 60 

 

Configure IPv6 HSRP grupo 106 para la VLAN 100: 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 

D2(config-if)#standby 106 ipv6 autoconfig 

 

• Habilite la preferencia (preemption). 

D2(config-if)#standby 106 preempt 

 

• Rastree el objeto 6 para disminuir en 60.  

D2(config-if)#standby 106 track 6 decrement 60 

 

Configure IPv6 HSRP grupo 116 para la VLAN 101: 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 

D2(config-if)#standby 116 ipv6 autoconfig 

 

• Establezca la prioridad del grupo en 150. 

D2(config-if)#standby 116 priority 150 

 

• Habilite la preferencia (preemption). 

D2(config-if)#standby 116 preempt 

 

• Rastree el objeto 6 para disminuir en 60.  

D2(config-if)#standby 116 track 6 decrement 60 

 

Configure IPv6 HSRP grupo 126 para la VLAN 102: 

• Asigne la dirección IP virtual usando ipv6 autoconfig. 

D2(config-if)#standby 126 ipv6 autoconfig 
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• Habilite la preferencia (preemption). 

D2(config-if)#standby 126 preempt 

 

• Rastree el objeto 6 para disminuir en 60. 

D2(config-if)#standby 126 track 6 decrement 60 

 

 

Parte 5: Seguridad 

 

5.1 En todos los dispositivos, proteja el EXEC privilegiado usando el algoritmo de 

encriptación SCRYPT 

• D1 

D1(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

• D2 

D2(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

• R1 

R1(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

• R2 

R2(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

• R3 

R3(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

• A1 

A1(config)#enable algorithm-type SCRYPT secret cisco12345cisco 

 

5.2 En todos los dispositivos, cree un usuario local y protéjalo usando el algoritmo  

de encriptación  SCRYPT. 

• D1. 

D1(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 
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• D2. 

D2(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 

 

• R1. 

R1(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 

 

• R2. 

R2(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 

 

• R3. 

R3(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 

 

• A1. 

A1(config)#username sadmin privilege 15 algorithm-type SCRYPT 

secret cisco12345cisco 

 

 

5.3 En todos los dispositivos (Excepto R2), habilite AAA 

 

• Habilite AAA 

• Dirección IP del servidor RADIUS es 10.0.100.6.  

• Puertos UDP del servidor RADIUS son 1812 y 1813. 

• Contraseña: $trongPass 

D1(config)#aaa new-model 

D1(config)#radius server RADIUS 
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D1(config-radius-server)#address ipv4 10.0.100.6 auth-port 1812 

acct-port 1813 

D1(config-radius-server)#key $trongPass 

 

D2(config)#aaa new-model 

D2(config)#radius server RADIUS 

D2(config-radius-server)#address ipv4 10.0.100.6 auth-port 1812 

acct-port 1813 

D2(config-radius-server)#key $trongPass 

 

R1(config)#aaa new-model 

R1(config)#radius server RADIUS 

R1(config-radius-server)#address ipv4 10.0.100.6 auth-port 1812 

acct-port 1813 

R1(config-radius-server)#key $trongPass 

 

R3(config)#aaa new-model 

R3(config)#radius server RADIUS 

R3(config-radius-server)#address ipv4 10.0.100.6 auth-port 1812 

acct-port 1813 

R3(config-radius-server)#key $trongPass 

 

A1(config)#aaa new-model 

A1(config)#radius server RADIUS 

A1(config-radius-server)#address ipv4 10.0.100.6 auth-port 1812 

acct-port 1813 

A1(config-radius-server)#key $trongPass 
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5.5 En todos los dispositivos (excepto R2), configure la lista de métodos de 

autenticación AAA 

 

Use la lista de métodos por defecto 

D1(config)#aaa authentication login default group radius local 

 

D2(config)#aaa authentication login default group radius local 

 

R1(config)#aaa authentication login default group radius local 

 

R3(config)#aaa authentication login default group radius local 

 

A1(config)#aaa authentication login default group radius local 

 

 

5.6 Verifique el servicio AAA en todos los dispositivos (except R2) 

 

Cierre e inicie sesión en todos los dispositivos (except R2) con el usuario: 

raduser y la contraseña: upass123 

 

Parte 6: Configure las funciones de Administración de Red 

 

6.1 Configure R2 como un NTP maestro. 

• Configurar R2 como NTP maestro en el nivel de estrato 3. 

D2(config)#ntp master 3 

 

6.2 Configure NTP en R1, R3, D1, D2, y A1 

Configure NTP de la siguiente manera:  

• R1 debe sincronizar con R2 
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R1(config)#ntp server 2.2.2.2 

• R3, D1 y A1 para sincronizar la hora con R1. 

R3(config)#ntp server 10.0.10.1 

D1(config)#ntp server 10.0.10.1 

A1(config)#ntp server 10.0.10.1 

 

• D2 para sincronizar la hora con R3. 

D2(config)#ntp server 10.0.11.1 

 

6.4 Configure Syslog en todos los dispositivos excepto R2 

Syslogs deben enviarse a la PC1 en 10.0.100.5 en el nivel WARNING. 

R1(config)# logging trap warning 

R1(config)# logging host 10.0.100.5 

R1(config)# logging on 

R1(config)#ip access-list standard SNMP-NMS 

R1(config-std-nacl)#  permit host 10.0.100.5 

 

R3(config)# logging trap warning 

R3(config)# logging host 10.0.100.5 

R3(config)# logging on 

R3(config)#ip access-list standard SNMP-NMS 

R3(config-std-nacl)#  permit host 10.0.100.5 

 

D1(config)# logging trap warning 

D1(config)# logging host 10.0.100.5 

D1(config)# logging on 

D1(config)#ip access-list standard SNMP-NMS 

D1(config-std-nacl)#  permit host 10.0.100.5 

 

D2(config)# logging trap warning 
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D1(config)# snmp-server enable traps ospf 

D2(config)# snmp-server ifindex persist 

D2(config)# snmp-server enable traps config 

D2(config)# snmp-server enable traps ospf 

 

• En R1, habilite el envío de traps bgp, config, y ospf. 

R1(config)# snmp-server ifindex persist 

R1(config)# snmp-server enable traps bgp 

R1(config)# snmp-server enable traps config 

R1(config)# snmp-server enable traps ospf 

 

• En A1, habilite el envío de traps config. 

A1(config)# snmp-server ifindex persist 

A1(config)# snmp-server enable traps config 

A1(config)# snmp-server enable traps ospf 
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