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INTRODUCCION
En el presente informe se demuestra y se pone en practica los conocimientos
adquiridos durante el curso Diplomado de Profundizacion CCNA de CISCO
aplicando las habilidades y competencias adquiridas a lo largo del curso. Se
configuraron los dispositivos en cada uno de los escenarios y al final se verificaran
si fueron aplicadas apropiadamente las configuraciones implementadas y que las

redes funcionen correctamente



RESUMEN

El presente trabajo es realizado con el objetivo de poner en préactica los
conocimientos adquiridos en el Diplomado De Profundizacion CISCO (Disefio e
Implementacion de soluciones integradas LAN/WAN). Se trabajo sobre el manejo
de redes, aplicando estos conocimientos en dos escenarios, en la cual en cada uno
se debe construir su topologia. En el escenario 1 se aplican los conocimientos en
cuanto a la configuracion de los equipos descritos en una topologia y en una tabla,
la cual contiene el direccionamiento de cada uno de ellos.

Respecto al escenario 2, se debe configurar una red pequeia para que admita
conectividad IPv4 e IPv6, seguridad de switches, routing entre VLAN, el protocolo
de routing dinamico OSPF, el protocolo de configuracion de hosts dinamicos
(DHCP), la traduccion de direcciones de red dindmicas y estaticas (NAT), listas de
control de acceso (ACL) y el protocolo de tiempo de red (NTP) servidor/cliente.
Finalmente se hizo una evaluacién, para probar y registrar la red mediante los
comandos comunes de CLI.

Palabras Clave: Comando, Configuracion, Escenario, Red, Routing.



ASTRACT

The work is carried out with the purpose of executing in a practical way, the
knowledge acquired throughout the CISCO Deepening Diploma (Design and
Implementation of integrated LAN / WAN solutions), providing the student with the
necessary skills in network management, facing it to two scenarios, where for each
of them you must build your topology. In scenario 1, knowledge is developed
regarding the configuration of the equipment described in a topology and in a table,
which contains the addressing of each one of them.

Regarding scenario 2, you must configure a small network to support IPv4 and IPv6
connectivity, switch security, routing between VLANs, OSPF Dynamic Routing
Protocol, Dynamic Host Configuration Protocol (DHCP), Dynamic and Static
Network Address (NAT) Translation, Access Control Lists (ACLs), and Server/Client
Network Time Protocol (NTP). Finally, an evaluation was made, to test and register
the network using the common CLI

Keywords:commands.Command, configuration, Network, Scenario, Routing.
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GLOSARIO

Banda: Conjunto de las frecuencias comprendidas entre limites determinados y
pertenecientes a un espectro o gama de mayor extension. La clasificacion
adoptada internacionalmente esta basada en bandas numeradas que van de la
gue se ubica de los 0.3 x 10n Hz a 3 x 10n Hz, en la cual n es el nUmero de
banda.

Direccion IP: Una direccion en la red asignada a una in-terfaz de un nodo de la
red y usada para identificar (localizar) en forma Unica el nodo dentro de la Internet.
Dos versiones estan actualmente implementadas: IPv4 e IPv6.

Direccion IPv4: Una direccion IP con base en el IPv4. Esas direcciones consisten
en 32 bits (0 al 31) particionados en cuatro grupos de ocho bits cada uno
(Ilamados octetos) y organizados en cinco clases (A a la E) con base en los
valores de bits 0 al 3.

Direccion IPv6: Una direccion IP con base en IPv6. Una direccion IPv6 consiste
en 128 bits y tiene 4000 millones X 4000 millones de veces el tamafio del espacio
de direccion IPv4 (2128 vs. 232). A diferencia de las direcciones IPv4, las
direcciones IPv6 usan dos puntos como delimitador (en vez de una notacion
“punto”), y ellas son escritas como ocho enteros de 16 bits expresados en forma
hexadecimal.

ICPM (Internet Control Message Protocol, Protocolo de mensajes de control
de Internet): Es un protocolo que permite administrar informacion relacionada con
errores de los equipos en red

ISP (Internet Services Provider/Proveedor de Servicios de Internet): Una
compafiia que proporciona a sus clientes acceso a Internet.

Kernel (del Inglés Nucleo): En informatica, el nlcleo (también conocido en
espafiol con el anglicismo kernel, de raices germanicas como kern) es la parte
fundamental de un sistema operativo. Es el software responsable de facilitar a los
distintos programas acceso seguro al hardware del computador o en forma mas
basica, es el encargado de gestionar recursos, a través de servicios de llamada al
sistema. Como hay muchos programas y el acceso al hardware es limitado, el
nacleo

también se encarga de decidir qué programa puede hacer uso de un dispositivo de
hardware y durante cuanto tiempo, lo que se conoce como multiplexado

11



OBJETIVOS

OBJETIVO GENERAL

Desarrollar cada uno de los escenarios asignados en el Diplomando de
Profundizaciéon CISCO aplicando las competencias y habilidades desarrolladas

durante el proceso académico dando respuesta y solucion a cada uno de estos.

OBJETIVOS ESPECIFICOS

e Disefiar, instalar, configurar y administrar redes conmutadas.

e Configurar los dispositivos: router, switch y equipos que admitan tanto la
conectividad IPv4 como IPv6, protocolos de enrutamiento, creacion de
VLAN’s, NAT, listas de control de acceso y seguridad con los comandos
disefiados para tal fin.

e Resolver problemas de red relacionados con; Administracion, Seguridad y
Escalabilidad en redes conmutadas.

e Aprender a realizar resolucion de problemas en problemas de enrutamiento

avanzados.

12



DESARROLLO DE ESCENARIOS

Desarrollo de escenario 1

Escenario 1

Topologia

Figura 1. Topologia escenario 1

bCA LAN 1 o - LAN 2 PC-B

] 1 Fa0/6 ‘ Go/1 GO/O/1 == G0/0/0 D
P L _—y
[ — 2960-24TT ISR43‘g

Figura 1: Topologia scenario 1
En este primer escenario se configuraran los dispositivos de una red pequefa. Debe
configurar un router, un switch y equipos, disefiar el esquema de direccionamiento

IPv4 para las LAN propuestas. El router y el switch también deben administrarse de

forma segura.
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Objetivos
Parte 1: Construir en el simulador la Red
Parte 2: Desarrollar el esquema de direccionamiento IP para la LAN1y la LAN2
Parte 3: Configurar los aspectos basicos de los dispositivos de la Red propuesta.
Parte 4: Configurar los ajustes basicos de seguridad en el R1y S1
Parte 4: Configurar los hosts y verificar la conectividad entre los equipos

Aspectos basicos/situacion

En el desarrollo del caso de estudio usted implementa la topologia mostrada en la
figura y configura el Router R1 y el swich S1, y los PCs. Con la direccion
suministrada realizaré el subnetting y cumplira el requerimiento para la LAN1 (100
host) y la LAN2 (50 hosts).

Parte 1. Construya la Red
En el simulador construya la red de acuerdo con la topologia légica que se plantea
en la figura 1, cablee conforme se indica en la topologia, y co|necte los equipos de

computo.

14



Parte 1: Construccién delared

Figura 2. Construccion de la red
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Parte 2: Desarrolle el esquema de direccionamiento IP
Desarrolle el esquema de direccionamiento IP. Para la direccion IPv4 cree las dos
subredes con la cantidad requerida de hosts. Asigne las direcciones de acuerdo con
los requisitos mencionados en la tabla de direccionamiento.
Cada estudiante tomara el direccionamiento 192.168.46.0 donde X corresponde a

los dltimos dos digitos de su cédula.

Tabla 1. Direccionamiento

ltem Especificacion

Direccion de Red 192.168.46.0 donde corresponde a los
altimos dos digitos de su cédula.
Requerimiento de host Subred LAN1 100

Requerimiento de host Subred LAN2 50

R1 GO0O/0/1 Primera direccion de host de la subred
LAN1 192.168.46.1

15



R1 GO0/0/0

Primera direccién de host de la subred
LANZ2 192.168.46.129

S1 SvI Segunda direccién de host de la subred
LAN1 192.168.46.2

PC-A Ultima direccion de host de la subred
LAN1192.168.46.126

PC-B Ultima direccion de host de la subred

LAN2 192.168.46.190

Parte 3: Configure aspectos bésicos

Se realiza en los dispositivos de red (S1y R1) la configuracion mediante conexion de consola.

Tabla 2. Configuracion de los ajustes basicos R1.

Tarea

Especificacién

Desactivar la busqueda DNS

Router>enable

Router#configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#

Nombre del router

Router(config)#hostname R1
R1(config)#

Nombre de dominio

R1(config)#ip domain-name ccna-

lab.com

16




R1(config)#

Contrasefia cifrada para el modo EXEC

privilegiado

R1(config)#enable secret ciscoconpass
R1(config)#

Contrasefia de acceso a la consola

R1(config)#line console 0
R1(config-line)#password
ciscoconpass
R1(config-line)#login
R1(config-line)#exit
R1(config)#

Establecer la longitud minima para las

contrasefas

R1(config)#security password min-
length 10

R1(config)#

Crear un usuario administrativo en la

base de datos local

R1(config)#username admin password
adminlpass
R1(config)#

Configurar el inicio de sesion en las
lineas VTY para que use la base de

datos local

R1(config)#line vty 0 15
R1(config-line)#login local
R1(config-line)#exit
R1(config)#

Configurar VTY solo aceptando SSH

R1(config)#line vty 0 15
R1(config-line)#transport input ssh
R1(config-line)#login local

R1(config-line)#exit

R1(config)#
Cifrar las contrasefias de texto no R1(config)#service password-
cifrado encryption

R1(config)#

17




Configure un MOTD Banner R1(config)#banner motd #*** CNNA-
Acceso restringido***#
R1(config)#

Configurar interfaz G0/0/0 R1(config-if)#exit

R1(config)#interface
GigabitEthernet0/0/0

R1(config-if)#ip address
192.168.46.129 255.255.255.192
R1(config-if)#no shutdown
R1(config-if)#exit

R1(config)#

Configurar interfaz G0/0/1 R1(config)#interface
GigabitEthernet0/0/1

R1(config-if)#ip address 192.168.46.1
255.255.255.128

R1(config-if)#ip address 192.168.46.1
255.255.255.128

R1(config-if)#no shutdown
R1(config-if)#exit

Generar una clave de cifrado RSA R1(config)#

R1(config)#crypto key generate rsa
1024

R1(config)#do wr

R1(config)#exit

R1#

Tabla 2. Configuracion de los ajustes basicos R1

18




Se realizo la configuracion de R1 en la topologia implementada en el simulador,
donde se realizé cada uno de los pasos y configuracion sugerida, como se muestra

a continuacion

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup
Router(config)#hosname R1

A

% Invalid input detected at "' marker.
Router(config)#hostname R1

R1(config)#ip domain-name ccna-lab.com
R1(config)#enable secret ciscoconpass
R1(config)#line console 0
R1(config-line)#password ciscoconpass
R1(config-line)#login

R1(config-line)#exit

R1(config)#security password min-length 10
R1(config)#username admin password adminlpass
R1(config)#line vty 0 15

R1(config-line)#login local

R1(config-line)#exit

R1(config)#line vty 0 15

R1(config-line)#transport input ssh
R1(config-line)#login local

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd #*** CNNA-Acceso restringido***#

19



R1(config)#interface gigabitEthernet 0/0/0
R1(config-if)#description Vlan2 Bikes

R1(config-if)#ip adrress 192.168.46.129 255.255.255.192
A

% Invalid input detected at " marker.

R1(config-if)#

R1(config-if)#exit

R1(config)#interface GigabitEthernet0/0/0
R1(config-if)#ip address 192.168.46.129 255.255.255.192
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#interface GigabitEthernet0/0/1
R1(config-if)#exit

R1(config)#interface GigabitEthernet0/0/0
R1(config-if)#

R1(config-if)#exit

R1(config)#interface GigabitEthernet0/0/1
R1(config-if)#ip address 192.168.46.1 255.255.255.128
R1(config-if)#ip address 192.168.46.1 255.255.255.128
R1(config-if)#no shutdown

R1(config-if)#exit

R1(config)#

R1(config)#crypto key generate rsa 1024

A

% Invalid input detected at "' marker.
R1(config)#crypto key generate rsa 1024

A

% Invalid input detected at "' marker.

R1(config)#

R1(config)#interface GigabitEthernet0/0/1

20



R1(config-if)#exit
R1(config)#crypto key generate rsa 1023

AN

% Invalid input detected at " marker.
R1(config)#

R1(config)#

R1(config)#crypto key generate rsa 1024
R1(config)#do wr

R1(config)#exit

R1#

21



¥ Routerl — O

Physical Config CLI Attributes
I

105 Command Line Interface

Bouter (config) #hostname R1

Bl (config) #ip domain-name ccna-lab.com

Bl {config) $enable secret ciscoconpass
Rliconfig)#line consocle 0

Rl{config-line) §password ciscoconpass

Bl (config-line) #login

Bl {config-line) fexit

Rliconfig)#security password min-length 10
Rliconfig) #username admin password adminlpass
Bl (config)#line wty O 15

Bl {config-line) #login local
Rliconfig-line) fexit

Bl {config)#line wty 0 15

Bl (config-line) #transport input ssh

Bl {config-line) #login local
Rliconfig-line) fexit

Rliconfig)#service password-encryption

Bl (config) #banner motd #%** CHNNA-RAcceso restringido¥**g
Bl {config)finterface gigabitEthernet 0/0/0
Rliconfig-if) #description VlanZ Bikes
Rliconfig-if)#ip adrress 15%2.1€8.4c.125% 255.255.255.152

% Invalid input detected at """ marker.

Bl{config-if)

Bl (config-if) fexit

Bl {config)finterface FigabitEthernetl/0/0
Rliconfig-if)#ip address 152 .1€2.4€.125% 255.255.
Bliconfig-if)dno shutdown

Bl (config-if) fexit

Bl {config)finterface FigabitEthernetl/0/1

Bl (config-if)fexit

Rliconfig) #interface GigabitEthernetl/0/0

Bl (config-if)#

ra
o
i
=
u
[

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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Las tareas de configuracion de Sl incluyen lo siguiente:

Tarea

Especificacion

ctivar la busqueda DNS.

Switch>enable

Switch#configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.
Switch(config)#no ip domain lookup
Switch(config)#

Nombre del switch

Switch(config)#hostname S1
S1(config)#

Nombre de dominio

S1(config)#ip domain-name
ccnalab.com

S1(config)#

Contrasefia cifrada para el modo EXEC

privilegiado

S1(config)#enable secret ciscoenpass
S1(config)#

Contrasefa de acceso a la consola

S1(config)#line console 0
S1(config-line)#password
ciscoconpass
S1(config-line)#login
S1(config-line)#exit

Crear un usuario administrativo en la

base de datos local

S1(config)#username admin password
andminlpass
S1(config)#

Configurar el inicio de sesion en las
lineas VTY para que use la base de

datos local

S1(config)#line vty 0 15
S1(config-line)#login local
S1(config-line)#exit
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Configurar las lineas VTY para que
acepten Unicamente las conexiones
SSH

S1(config)#line vty 0 15
S1(config-line)#transport input ssh
S1(config-line)#login local
S1(config-line)#exit

S1(config)#
Cifrar las contrasefias de texto no S1(config)#service password-
cifrado encryption

S1(config)#
Configurar un MOTD Banner S1(config)#banner motd #***CCNA-

Acceso restringido***#
S1(config)#

Generar una clave de cifrado RSA

S1(config)#crypto key generate rsa

1024

Configurar la interfaz de administracion
(SvI)

S1(config)#interface Vlanl
S1(config-if)#ip
192.168.46.2

default-gateway

Configuracion del gateway

predeterminado

S1(config-if)#ip
192.168.46.2
S1(config)#do wr
Building configuration...
[OK]

S1(config)#

default-gateway

Tabla 3. Configuracion de los ajustes basicos S1

Se realizé la configuracion de R1 en la topologia implementada en el simulador,

donde se realiz6 cada uno de los pasos y configuracion sugerida.

Switch>enable
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Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain lookep

A

% Invalid input detected at "' marker.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1

S1(config)#ip domain-name ccna-lab.com
S1(config)#enable secret ciscoenpass
S1(config)#line console 0
S1(config-line)#password ciscoconpass
S1(config-line)#login

S1(config-line)#exit

S1(config)#username admin password adminlpass
S1(config)#line vty 0 15

S1(config-line)#login local

S1(config-line)#exit

S1(config)#line vty 0 15

S1(config-line)#transport input ssh
S1(config-line)#login local

S1(config-line)#exit

S1(config)#service password-encryption
S1(config)#banner motd #***CCNA Acceso restringido***#
S1(config)#crypto key generate rsa 1024

A

% Invalid input detected at " marker.
S1(config)#interface Vlanl

S1(config-if)#ip default-gateway 192.168.46.2
S1(config)#do wr

Building configuration...
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[OK]
S1(config)#

¥ Switchi — O

Physical Config CLI Attributes
I

103 Command Line Interface

LINAT O -IIAalenEny LOLELLale Tas Lo LIElIIsLU o, llallyesd S Lalbs [EL =
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/€, changed state to up
5LINE-S5-CHANGED: Interface GigabitEthernetl/1l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface GFigabitEthernetl/l, changed state to up

Switch>»enakle

Switch#configure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
Switchi{config)#no ip domain lookep

% Invalid input detected at '*' marker.

Switch{config)#no ip domain-lookup
Switch{config)fhostname S1

Sliconfig) #ip domain-name ccna-lab.com
Sliconfig) #enable secret ciscoenpass

S5l {config)#line console 0

Sliconfig-line) fpassword ciscoconpass
Sliconfig-line) flogin

Sliconfig-line) fexit

51l {config) fusername admin password adminlpass
51 {config) #line wty 0O 15
Sliconfig-line)#login local

Sliconfig-line) fexit

S5l {config)#line wty O 15

Sl{config-line) #transport input ssh
Sliconfig-line)#login local

Sliconfig-line) fexit

S5l {config) §service password-encryption

S5l {config) fbanner motd $***CCHA Acceso restringido***g
Sliconfig) #crypto key generate rsa 1024

Ctrl+F6& to exit CLI focus Copy Paste

[] Top
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Paso 2. Configurar los equipos

Configure los equipos host PC-A 'y PC-B conforme a la tabla de direccionamiento,

registre las configuraciones de red del host con el comando ipconfig /all.

PC-A Network Configuration

Descripcién

PC-1

Direccion fisica

192.168.46.0

Direccion IP

192.168.46.126

Mascara de subred

255.255.255.128

Gateway predeterminado

192.168.46.1
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Tabla 4 Configuracién de los equipos host PC-1

Figura 3 configuracion PC-A
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Authentication MDS
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Password W

>
| Toggle PDU List Window!
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Figura configuracion de equipo ipconfig /all

Figura 4 verificacion comando ipconfig /all en la PC-A

®

p ® pca1 = ‘O X
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PC-b Network Configuration
Descripcién PC-2

Direccion fisica 192.169.46.128
Direccion IP 192.168.46.190
Mascara de subred 255.255.255.192
Gateway predeterminado 192.168.46.129
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Figura 5 configuracién PC-2
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Figura configuracion de PC-2

Figura 6 verificacion comando ipconfig /all en la PC-2
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PING DEL PC-A a PC-B

¥ opca — O X

Physical Config Dasktop Programming Artributes
I

[ Top
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PING DEL PC-B a PC-A

1 d

N ® pc- - =] X
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Toggle PDU List Window!
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Escenario 2

Figura 7. Topologia escenario 2

Definiciones de VLAN

VLAN Dil ion IPv4 m|
21 192.16821.0/24 Contabilidad

23 192.16823.0/24 Ingenieria

Internet 99 192.16899.0/24 Administracion

209.165.200.238

et SR 209.165.200.232/29
SNLDDAACARA G0Jo |2001:088:ACAD:A::/64

Servidor web
10.10.10.10/32

172.16.1.0/30 172.16.2.0/30
2001:DB8:ACAD: 1::/64

L04:192.168.4.0/24
L05: 192.168.5.0/24
L06:192.168.6.0/24
L07:2001:DB8:ACAD:3::1/64

OSPF

192.168.99.2

Inicializar dispositivos

Escenario: Se debe configurar una red pequefia para que admita conectividad IPv4
e IPv6, seguridad de switches, routing entre VLAN, el protocolo de routing dinamico
OSPF, el protocolo de configuracion de hosts dinamicos (DHCP), la traduccion de
direcciones de red dindmicas y estaticas (NAT), listas de control de acceso (ACL) y
el protocolo de tiempo de red (NTP) servidor/cliente. Durante la evaluacién, probara

y registrara la red mediante los comandos comunes de CLI.
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Figura 8. Construccion de la red simulador Packet Tracer

? Cisco Packet Tracer - C:\Users\CAMILO\Desktop\TOPOLOGIA 2 YOJAN PAEZ.pkt ol X
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Tabla 6: Pasos parainicializar y volver a cargar los routers y los switches

TAREA COMANDO IOS

Eliminar el archivo | Configuracion Routers R1, R2 Y R3

startup-config de todos | Router>enable

los routers Router#erase startup-config

Volver a cargar todos los | Confguracion Routers R1, R2 Y R3

routers Router# reload

Eliminar el archivo | Configuracién Switches S1y S2
startup-config de todos | Switch# erase startup-config

los switches y eliminar la | Switch# delete vlan.dat

base de datos de VLAN

anterior
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switches

Volver a cargar ambos

Configuracion Switches S1y S2

Switch# reaload

la memoria

ambos switches

Verificar que la base de
datos de VLAN no esté en

flash en

Switch# reaload vlan brief

Figura 9. Configuraciones de inicio y cargar de los Router.
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Figura 10. Configuraciones de inicio y cargar de los Switches.
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Power supply serial number
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Top Assembly Part Number
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Hardware Board Revision Number

Switch Ports Model

T 341-0097-02
: FOC10093R12
: AZS1007032H

: voz
: COM3LOOBRA
: 0x01

C2960-LANBASEKS-M

Model number
System serial number

Top Assembly Part Number

Top Assembly Revision Number
Version ID

CLEI Code Number

Hardware Board Revision Number

Switch Ports Model

WS-C2960-24TT-L

Cisco IOS

SW Version

15.0(2)SE4

: WS-C29€0-24TT-L
: FOCL010X104

: 800-27221-02

: A0

: Vo2

: COM3LOOBRA

: 0x01
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(C2960-L ] ), Version 15.0(2)SE4, RELEASE

Cisco I0S Software, C2960 Software (C29€0-LANBASEKS-M),
SOFTWARE (fcl)

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2013 by Cisco Systems, Inc.
Compiled Wed 26-Jun-13 02:49 by mnguyen

Version 15.0(2)SE4, RELZASE

Press RETURN to get started!

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3,

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/€,

SLINK-S-CHANGED: Interface FastEthernet0/3, changed state to up

changed state to up

SLINK-S-CHANGED: Interface FastEthernet0/€, changed state to up

changed state to up

Ctrl+F6 to exit CLI focus.

[ Top

Copy Pag

Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1986-2013 by Cisco Systems, Inc.
Compiled Wed 2€-Jun-13 02:45 by mnguyen

Press RETURN to get started!

SLINK-S-CHANGED: Interface FastEthernet0/3, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state to up

SLINK-S-CHANGED: Interface FastEthernet0/18, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/18, changed state to up

Switch>enable
Switchgshow vlan brief

Ctrl+F8 to exit CLI focus.

[ Top

Paste

Paso 1: Configurar la

computadora de Internet

Parte 2: Configurar los parametros basicos de los dispositivos

Las tareas de configuracién del servidor de Internet incluyen lo siguiente (para

obtener informacion de las direcciones IP, consulte la topologia):

Tabla 3. Direcciones

IP acuerdo latopologia.

Elemento o

configuracion

tarea de

Especificaciéon

Direccion IPv4

209.165.200.238
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Méscara de subred para | 255.255.255.252
IPv4

Gateway predeterminado | 209.165.200.233

Direcciéon IPv6/subred 2001:DB8:ACAD:2::1

Gateway predeterminado | 2001:DB9:ACAD:2::1
IPv6

Nota: Quizé sea necesario deshabilitar el firewall de las computadoras para que los
pings se realicen correctamente en partes posteriores de esta practica de

laboratorio.
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Figura 11. Configuracion de la computadora servidor.
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Paso 2: Configurar R1

Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 4. Pasos para configuracion R1.

Elemento o tarea de configuracion Especificacion

Desactivar la busqueda DNS Router>enable
Router#configure terminal.

Router(config)#no ip domain-lookup

Nombre del router Router>enable
Router#configure terminal.

Router(config)#hostname R1

Contrasefia de exec privilegiado cifrada | Router>enable
Router#configure terminal
R1(config)#enable secret class
R1(config)#exit

Contrasefia de acceso a la consola R1(config)#line console 0
R1(config-line)#password cisco
R1(config-line)#login
R1(config-line)#exit
R1(config)#exit

Contrasefia de acceso Telnet R1#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#line vty 0 4

R1(config-line)#password cisco
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R1(config-line)#login
R1(config-line)#exit

Cifrar las contrasefias de texto no R1(config)#service password-
cifrado encryption

R1(config)#exit
Mensaje MOTD R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.
R1(config)#banner motd #***Se prohibe
el acceso no autorizado***#
R1(config)#exit

Interfaz S0/0/0

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#int sO/0/0
R1(config-if)#description connection to
R1(config-if)#description connection to
R2

R1(config-if)#ip adrress 172.16.1.1
255.255.255.252

A

% Invalid input detected at "' marker.
R1(config-if)#ip address 172.16.1.1
255.255.255.252

R1(config-if)#ipv6 address
2001:DB8:ACAD:1::1/64
R1(config-if)#clock rate 128000

This command applies only to DCE

interfaces
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R1(config-if)#exit

R1(config-if)#no shutdown

%LINK-5-CHANGED:
Serial0/0/0, changed state to down

Interface

s0/0/0

performance

R1(config)#exit

point-to-point interface,

Rutas predeterminadas R1(config)#ip route 0.0.0.0 0.0.0.0

%Default route without gateway, if not a

may impact

R1(config)#ipv6 route ::/0 s0/0/0

Nota: Todavia no configure GO/1

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain-lookup
Router(config)#hostname R1

R1(config)#enable secret class

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conft

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#line console 0
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R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#line vty 0 4

R1(config-line)#password cisco

R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#banner motd #***Se prohibe el acceso no autorizado***#
R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int s0/0/0

R1(config-if)#description connection to
R1(config-if)#description connection to R2
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R1(config-if)#ip adrress 172.16.1.1 255.255.255.252
A

% Invalid input detected at " marker.
R1(config-if)#ip address 172.16.1.1 255.255.255.252
R1(config-if)#ipv6 address 2001:DB8:ACAD:1::1/64
R1(config-if)#clock rate 128000

This command applies only to DCE interfaces

R1(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#exit

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R1(config)#ipv6 route ::/0 sO/0/0

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#
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Paso 3: Configurar R2

La configuracion del R2 incluye las siguientes tareas:

Tabla 5. Pasos para configuracion R2

Elemento o tarea de configuracion Especificacion

Desactivar la busqueda DNS Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per
line. End with CNTL/Z.

Router(config)#no ip domain-lookup

Nombre del router Router(config)#hostname R2
R2(config)#EXIT

Contrasefia de exec privilegiado cifrada | R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R2(config)#enable secret class
R2(config)#exit

Contrasefia de acceso a la consola R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#line console 0
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit

Contrasefia de acceso Telnet R2(config)#line vty 0 4
R2(config-line)#password cisco
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R2(config-line)#login
R2(config-line)#exit

Cifrar las contrasefias de texto no

cifrado

R2(config)#service password-
encryption
R2(config)#exit

Habilitar el servidor HTTP

No aplica (El escenario simulado en
Packet tracer no permite la inserccion
del protocolo HTTP)

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ip http server

Mensaje MOTD

R2(config)#banner motd #***Se prohibe
el acceso no autorizado***#.
R2(config)#exit

R2#

Interfaz S0/0/0

R2(config)#int sO/0/0
R2(config-if)#description connection to
R1

R2(config-if)#ip address 172.16.1.2
255.255.255.252

R2(config-if)#ip address

% Incomplete command.
R2(config-if)#ipv6 address
2001:DB8:ACAD:1::2/64
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface

Serial0/0/0, changed state to down
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R2(config-if)#exit
R2(config)#

Interfaz SO/0/1

R2(config)#interface s0/0/1
R2(config-if)#description connectio to
R3

R2(config-if)#ip address 172.16.2.2
255.255.255.252

R2(config-if)#ipv6 address
2001:DB8:ACAD:2::2/64
R2(config-if)#clock rate 128000
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface
Serial0/0/1, changed state to up

R2(config-if)#exit
R2(config)#

Interfaz GO/O (simulacion de Internet)

R2(config)#int gigabitEthernet 0/0

R2(config-if)#description connection to

internet

R2(config-if)#ip address
209.165.200.233 255.255.255.248
R2(config-if)#ipv6 address

2001:DB8:ACAD:A::1/64
R2(config-if)#no shutdown

R2(config-if)#
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%LINK-5-CHANGED: Interface
GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface

GigabitEthernet0/0, changed state to up

R2(config-if)#exit
R2(config)#

Interfaz loopback 0 (servidor

simulado)

web

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R2(config)#interface loopback O
R2(config-if)#ip address 10.10.10.10
255.255.255

A

% Invalid input detected at "' marker.
R2(config-if)#ip address 10.10.10.10
255.255.255.255

R2(config-if)#exit

R2(config)#

Ruta predeterminada

R2(config-if)#ip address 10.10.10.10
255.255.255.255

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0
%Default route without gateway, if not a
point-to-point interface, may impact
performance

R2(config)#ipv6 route ::/0 g0/0
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R2(config)#exit

Router>

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#no ip domain-lookup

Router(config)#hostname R2

R2(config)#EXIT

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#enable secret class

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#line console 0

R2(config-line)#password cisco

R2(config-line)#login

R2(config-line)#exit

R2(config)#line vty 0 4

R2(config-line)#password cisco

R2(config-line)#exit
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R2(config)#line vty 0 4
R2(config-line)#password cisco
R2(config-line)#login
R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#exir

A

% Invalid input detected at " marker.
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip http server

A

% Invalid input detected at ' marker.

R2(config)#banner modt #***Se prohibe el acceso no autorizado***#
A

% Invalid input detected at ' marker.

R2(config)#banner motd #***Se prohibe el acceso no autorizado***#
R2(config)#exir

A

% Invalid input detected at " marker.

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conft

Enter configuration commands, one per line. End with CNTL/Z.
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R2(config)#int sO/0/=

A

% Invalid input detected at " marker.

R2(config)#int sO/0/0

R2(config-if)#description connection to R1
R2(config-if)#ip address 172.16.1.2 255.255.255.252
R2(config-if)#ip address

% Incomplete command.

R2(config-if)#ipv6 address 2001:DB8:ACAD:1::2/64
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#exit

R2(config)#interface s0/0/1

R2(config-if)#description connectio to R3

R2(config-if)#ip address 172.16.2.2 255.255.255.252
R2(config-if)#ipv6 address 2001:DB8:ACAD:2::2/64
R2(config-if)#clock rate 128000

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R2(config-if)#exit

R2(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R2(config)#int gigabitEthernet 0/0

R2(config-if)#description connection to internet
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R2(config-if)#ip address 209.165.200.233 255.255.255.248
R2(config-if)#ipv6 address 2001:DB8:ACAD:A::1/64
R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/O0,

changed state to up

R2(config-if)#exit
R2(config)#int loopback O

R2(config-if)#
%LINK-5-CHANGED: Interface LoopbackO, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state
to up

R2(config-if)#exit

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface loopback O

R2(config-if)#ip address 10.10.10.10 255.255.255

AN

% Invalid input detected at "~ marker.
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R2(config-if)#ip address 10.10.10.10 255.255.255.255

R2(config-if)#exit

R2(config)#ip route 0.0.0.0 0.0.0.0 g0/0

%Default route without gateway, if not a point-to-point interface, may impact
performance

R2(config)#ipv6 route ::/0 g0/0

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console
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Paso 4: Configurar R3

La configuracion del R3 incluye las siguientes tareas:

Tabla 6. Pasos para configuracién R3.

Elemento o tarea de configuracion Especificacion

Desactivar la busqueda DNS Router>enable

Router#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Router(config)#no ip domain

% Incomplete command.
Router(config)#no ip domain-lookup

Router(config)#

Nombre del router Router(config)#hostname R3
R3(config)#EXIT
R3#

Contrasefia de exec privilegiado cifrada | R3#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R3(config)#enable secret class
R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from

console by console

Contrasefia de acceso a la consola R3#conft
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Enter configuration commands, one per
line. End with CNTL/Z.

R3(config)#line cosole O
R3(config)#line console 0
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit

R3(config)#

Contrasefa de acceso Telnet

R3(config)#line vty 0 4
R3(config-line)#password cisco
R3(config-line)#login
R3(config-line)#exit

Mensaje MOTD

R3(config)#banner motd #***Se prohibe
el acceso no autorizado***#
R3(config)#exit

R3#

Interfaz SO/0/1

R3#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R3(config)#int sO/0/1
R3(config-if)#description conecction to
R2

R3(config-if)#ip address 172.16.2.1
255.255.255.252

R3(config-if)#ipv6 address
2001:DB8:ACAD:2::1/64
R3(config-if)#no shutdown

R3(config-if)#
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%LINK-5-CHANGED: Interface
Serial0/0/1, changed state to up

R3(config-if)#exir

N

% Invalid input detected at ' marker.
R3(config-if)#xit

N

% Invalid input detected at "' marker.
R3(config-if)#exit

R3(config)#

Interfaz loopback 4

R3(config)#int loopback 4

R3(config-if)#
%LINK-5-CHANGED: Interface
Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Loopback4,
changed state to up

R3(config-if)#description interfaz
virtual(para pruebas, en este caso el 4)
R3(config-if)#ip address 192.168.4.1
255.255.255.0

R3(config-if)#exit

R3(config)#

Interfaz loopback 5

R3(config)#interface loopback 5
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R3(config-if)#
%LINK-5-CHANGED: Interface
Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface Loopback5,

changed state to up

R3(config-if)#description interfaz virtual
(para pruebas, en este caso el 5)
R3(config-if)#ip address 192.168.5.1
255.255.255.0

R3(config-if)#exit

Interfaz loopback 6

R3#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R3(config)#interface loopback 6
R3(config-if)#description Interfaz virtual
(para pruebas, para en este caso el 6)
R3(config-if)#ip address 192.168.6.1
255.255.255.0

R3(config-if)#exit

R3(config)#

Interfaz loopback 7

R3(config)#interface loopback 7

R3(config-if)#
%LINK-5-CHANGED: Interface
Loopback?, changed state to up
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%LINEPROTO-5-UPDOWN: Line
protocol on Interface Loopback?,

changed state to up

R3(config-if)#description Interfaz virtual
(para pruebas, en este caso el 7)
R3(config-if)#ipv6 address
2001:DB8:ACAD:3::1/64
R3(config-if)#exit

R3(config)#

Rutas predeterminadas

R3(config)#ip route 0.0.0.0 0.0.0.0
s0/0/1

%Default route without gateway, if not a
point-to-point interface, may impact
performance

R3(config)#ipv6 route ::/0 s0/0/1
R3(config)#exit

R3#

Router>enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#no ip domain

% Incomplete command.
Router(config)#no ip domain-lookup
Router(config)#hostname R3
R3(config)#EXIT
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R3#
%SYS-5-CONFIG_I: Configured from console by console

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#enable secret class

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#line cosole 0

A

% Invalid input detected at ' marker.

R3(config)#line console 0

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#line vty 0 4

R3(config-line)#password cisco

R3(config-line)#login

R3(config-line)#exit

R3(config)#banner motd #***Se prohibe el acceso no autorizado***#
R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#conft

Enter configuration commands, one per line. End with CNTL/Z.
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R3(config)#int loobpack 4

N

% Invalid input detected at " marker.
R3(config)#int loopback 4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#description interfaz virtual(para pruebas, en este caso el 4)
R3(config-if)#ip address 192.168.4.1 255.255.255.0

R3(config-if)#exit

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int s0/0/1

R3(config-if)#description conecction to R2

R3(config-if)#ip address 172.16.2.1 255.255.255.252
R3(config-if)#ipv6 address 2001:DB8:ACAD:2::1/64
R3(config-if)#no shutdown

R3(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R3(config-if)#exir
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AN

% Invalid input detected at " marker.
R3(config-if)#xit

A
% Invalid input detected at "' marker.

R3(config-if)#exit

R3(config)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to up

R3(config)#interface loopback 5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#description interfaz virtual (para pruebas, en este caso el 5)
R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#exit

R3(config)#interface loopback 6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#description Interfaz virtual (para pruebas, en este caso 6)
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R3(config-if)#ip address 2001:DB8:ACAD::3::1/64

N

% Invalid input detected at " marker.

R3(config-if)#ip address 2001:DB8:ACAD:3::1/64}

N

% Invalid input detected at " marker.

R3(config-if)#p adrress 192.168.6.1 255.255.255.0

% Ambiguous command: "p adrress 192.168.6.1 255.255.255.0"
R3(config)#ip address 192.168.6.1 255.255.255.0

N

% Invalid input detected at "' marker.

R3(config)#ip address 192.168.6.1 255.255.255.0

N

% Invalid input detected at "' marker.

R3(config)#ip address 192.168.6.1 255.255.255.0

N

% Invalid input detected at ' marker.

R3(config)#

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#interface loopback 6

R3(config-if)#description Interfaz virtual (para pruebas, para en este caso el 6)
R3(config-if)#ip address 192.168.6.1 255.255.255.0

R3(config-if)#exit

R3(config)#interface loopback 7
R3(config-if)#
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%LINK-5-CHANGED: Interface Loopback7, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback7, changed state
to up

R3(config-if)#description Interfaz virtual (para pruebas, en este caso el 7)
R3(config-if)#ipv6 address 2001:DB8:ACAD:3::1/64

R3(config-if)#exit

R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

%Default route without gateway, if not a point-to-point interface, may impact
performance

R3(config)#ipv6 route ::/0 s0/0/1

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console
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Figura 12. Configuracion de R1, R2 y R3.
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Paso 5: Configurar S1

La configuracion del S1 incluye las siguientes tareas:

Tabla 7. Pasos para configuracion S1.

Elemento o tarea de configuracion Especificacion

Desactivar la busqueda DNS Switch>enable

Switch#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#exit

Nombre del switch Switch#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Switch(config)#hostname S1
S1(config)#EIT

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from

console by console

Contrasefia de exec privilegiado cifrada | S1#conft

Enter configuration commands, one per
line. End with CNTL/Z.
S1(config)#enable secret class
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from

console by console

Contrasefia de acceso a la consola Si1#conft
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Enter configuration commands, one per
line. End with CNTL/Z.

S1(config)#line console 0
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from

console by console

Contrasefa de acceso Telnet

Sl#conft

Enter configuration commands, one per
line. End with CNTL/Z.

S1(config)#line vty 0 4
S1(config-line)#password cisco
S1(config-line)#login
S1(config-line)#exit

S1(config)#exit

S1#

Cifrar las contrasefas de texto no

cifrado

Si1#conft

Enter configuration commands, one per
line. End with CNTL/Z.
S1(config)#service password-
encryption

S1(config)#exit

S1#

Mensaje MOTD

Sl#conft
Enter configuration commands, one per
line. End with CNTL/Z.
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S1(config)#banner motd #***Se prohibe
el acceso no autorizado***#
S1(config)#exit

S1#

Switch>enable

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#no ip domain-lookup

Switch(config)#no ip domain-lookup

Switch(config)#exir

A

% Invalid input detected at "' marker.

Switch(config)#exit

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S1

S1(config)#EIT

A

% Invalid input detected at ' marker.

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Si1#conft
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Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#enable secret class

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#line vty 0 4

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#exit

S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#service password-encryption

S1(config)#exit
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S1#
%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#banner motd #***Se prohibe el acceso no autorizado***#
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console
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Paso 6: Configurar el S3

La configuracion del S3 incluye las siguientes tareas:

Tabla 8. Pasos para configuracién S3.

Elemento o tarea de configuracién

Especificacién

Desactivar la busqueda DNS

Switch>enable

Switch#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#exit

Switch#

Nombre del switch

Switch#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Switch(config)#hostname S3
S3(config)#exit

S3#

Contrasefia de exec privilegiado cifrada

S3#conft

Enter configuration commands, one per
line. End with CNTL/Z.
S3(config)#enable secret class
S3(config)#exit

S3#

Contrasefa de acceso a la consola

S3#conft

Enter configuration commands, one per
line. End with CNTL/Z.

S3(config)#line console 0

S3(config-line)#password cisco
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S3(config-line)#login
S3(config-line)#exit
S3(config)#

Contrasefia de acceso Telnet

S3#conft

Enter configuration commands, one per
line. End with CNTL/Z.

S3(config)#line vty 0 4
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#exit

S3(config)#exit

S3#

Cifrar las contrasefias de texto no

cifrado

S3#conft

Enter configuration commands, one per
line. End with CNTL/Z.
S3(config)#service password-
encryption

S3(config)#exit

S3#

Mensaje MOTD

S3#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
S3(config)#banner motd #***Se prohibe
el acceso o autorizado***#
S3(config)#exit

S3#

Switch>enable
Switch#cofig t
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AN

% Invalid input detected at " marker.

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup

Switch(config)#exit

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#

Switch#

Switch#

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#enable secret class

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#conft

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#line console 0

S3(config-line)#password cisco
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S3(config-line)#login

S3(config-line)#exit

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#conft

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#line vty 0 4

S3(config-line)#password cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#conft

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#service password-encryption

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#banner motd #***Se prohibe el acceso o autorizado***#
S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console
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S3#

Figura 13. Configuracion de S1y S3
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Press RETURN to get started!
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Physical Config CLI Attributes
I

10% Command Line Interface

] 1 2& WS-C25€0-24TT-L 15.0({2)5E4 C29€0-LANBASEES-M ~
Cisco I0S Software, C2%60 Software (C2580-LANBASEES-M), Version 15.0(2)5E4, RELEASE
SOFTWRARE (£col)
Technical Support: http://www.cisco.com/techsupport
Copyright (c) 1%8€-20132 by Cisco Systems, Inc.
Compiled Wed 2€-Jun-13 02:45% by mnguyen
Press RETUEN to get started!
SLINE-5-CHANEZED: Interface FastEthernetl/3, changed state to up
5LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state to up
SLINE-5-CHANEZED: Interface FastEthermnetd/1lZ%, changed state to up
5LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/18, changed state to up
% Invalid input detected at "*" marker.
End with CNTL/Z.
Switchi
%5¥5—-5—CONFIG I: Configured from consocle by console
Switch# R
Ctrl+F86 to exit CLI focus Copy Paste
] Top
Paso 7: Verificar la conectividad de la red
Utilice el comando ping para probar la conectividad entre los dispositivos de red.

Utilice la siguiente tabla para verificar metdédicamente la conectividad con cada

dispositivo de red. Tome medidas correctivas para establecer la conectividad si

alguna de las pruebas falla:
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Tabla 9. Resultado de ping.

Desde

Direccién IP

Resultados de

ping

R1

R2, S0/0/0

172.16.1.2

Router>enable
Password:
Router#ping
172.16.1.2

Type escape
sequence to abort.
Sending 5, 100-
byte ICMP Echos
to 172.16.1.2,
timeout is 2
seconds:
Success rate is
100 percent (5/5),
round-trip
min/avg/max =
1/48/206 ms

Router#

R2

R3, S0/0/1

172.16.2.1

R2>enable
Password:
R2#ping
172.16.2.1

78




Type escape
sequence to abort.
Sending 5, 100-
byte ICMP Echos
to 172.16.2.1,
timeout IS 2
seconds:

Success rate is
100 percent (5/5),
round-trip

min/avg/max =
1/5/13 ms

R2#

PC de Internet

Gateway
predeterminado

209.165.200.233

C:\>ping
209.165.200.233

Pinging
209.165.200.233
with 32 bytes of

data:

Reply from
209.165.200.233:
bytes=32
time=22ms
TTL=255
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Reply from
209.165.200.233:
bytes=32
time<ims
TTL=255

Reply from
209.165.200.233:
bytes=32
time<lms
TTL=255

Reply from
209.165.200.233:
bytes=32
time<lms
TTL=255

Ping statistics for
209.165.200.233:
Packets: Sent = 4,
Received = 4, Lost
=0 (0% loss),
Approximate
round trip times in
milli-seconds:
Minimum = 0ms,
Maximum = 22ms,

Average = 5ms

C:\>

80




Figura 14. Resultado de la ejecucion del comando ping.
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Paso 1: Configurar S1

Parte 3: Configurar la seguridad del switch, las VLAN y el routing entre VLAN
La configuracion del S1 incluye las siguientes tareas:

Tabla 10. Comandos para configuras S1.

Elemento o tarea de configuracion Especificacion

Crear la base de datos de VLAN Sl1>enable

Password:

Sl#conft

Enter configuration commands, one per
line. End with CNTL/Z.
S1(config)#vlan 21
S1(config-vlan)#name Contabilidad
S1(config-vlan)#vlan 23
S1(config-vlan)#name Ingenieria
S1(config-vlan)#vlan 99
S1(config-vlan)#name Administracion

S1(config-vlan)#exit

Asignar la direccion IP de | S1(config)#int vlan 99
administracion. S1(config-if)#
%LINK-5-CHANGED: Interface VIan99,

changed state to up

S1(config-if)#ip address 192.168.99.2
255.255.255.0

S1(config-if)#no shut

S1(config-if)#exit

S1(config)#
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Asignar el gateway predeterminado S1(config)#ip default-gateway
192.168.99.1
S1(config)#exit

Forzar el enlace troncal en la interfaz | S1#conft

FO/3

Enter configuration commands, one per
line. End with CNTL/Z.

S1(config)#int fO/5
S1(config-if)y#switchport mode trunk.
S1(config-if)y#switchport trunk native
vlian 1

S1(config-if)

Forzar el enlace troncal en la interfaz
FO/5

S1(config)#int fO/5
S1(config-if)#switchport mode trunk
S1(config-if)y#switchport trunk native
vian 1

S1(config-if)#exit

Configurar el resto de los puertos como

puertos de acceso

S1(config)#int range f0/1-2, f0/4,f0/6-
24,90/1-2
S1(config-if-range)#switchport ~ mode
access

S1(config-if-range)#exit

Asignar FO/6 a la VLAN 21

S1(config)#interface f0/6
S1(config-if)y#switchport access vian 21
S1(config-if)#exit

Apagar todos los puertos sin usar

S1(config)#int range f0/1-2,f0/4, fO/7-
24, g0/1-2

S1(config-if-range)#no shut
S1(config-if-range)#exit
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S1>enable

Password:

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 21

S1(config-vlan)#name Contabilidad

S1(config-vlan)#vlan 23

S1(config-vlan)#name Ingenieria

S1(config-vlan)#vlan 99

S1(config-vlan)#name Administracion

S1(config-vlan)#exir

A

% Invalid input detected at ' marker.

S1(config-vian)#exit

S1(config)#int vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int fO/5

S1(config-if)#switchport mode trunk
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S1(config-if)#switchport mode trunk native vlan 1
A

% Invalid input detected at "' marker.
S1(config-if)y#switchport trunk native vian 1
S1(config-if)#exit

S1(config)#int f0/5

S1(config-if)y#switchport mode trunk
S1(config-if)y#switchport trunk native vlian 1
S1(config-if)#exit

S1(config)#int range f0/1-2, f0/4,f0/6-24,90/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#eit

A

% Invalid input detected at ' marker.
S1(config-if-range)#exit

S1(config)#interface f0/6
S1(config-if)y#switchport access vian 21
S1(config-if)#exit

S1(config)#int range f0/1-2,f0/4, f0/7-24, g0/1-2
S1(config-if-range)#no shut
S1(config-if-range)#exit

S1(config)#

S1>enable

Password:

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 21

S1(config-vlan)#name Contabilidad

S1(config-vlan)#vlan 23

86



S1(config-vlan)#name Ingenieria

S1(config-vlan)#vlan 99

S1(config-vlan)#name Administracion

S1(config-vlan)#exir

A

% Invalid input detected at " marker.

S1(config-vlan)#exit

S1(config)#int vlan 99

S1(config-if)#

%LINK-5-CHANGED: Interface VIan99, changed state to up

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shut

S1(config-if)#exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#exit

S1#

%SYS-5-CONFIG_I: Configured from console by console

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int fO/5

S1(config-if)#switchport mode trunk
S1(config-if)#switchport mode trunk native vlan 1
A

% Invalid input detected at "' marker.
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int f0/5

S1(config-if)#switchport mode trunk
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S1(config-if)#switchport trunk native vian 1
S1(config-if)#exit

S1(config)#int range f0/1-2, f0/4,f0/6-24,90/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#eit

A

% Invalid input detected at "*' marker.
S1(config-if-range)#exit

S1(config)#interface f0/6
S1(config-if)y#switchport access vian 21
S1(config-if)#exit

S1(config)#int range f0/1-2,f0/4, f0/7-24, g0/1-2
S1(config-if-range)#no shut
S1(config-if-range)#exit

S1(config)#
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Figura 15. Configuracion de S1y S3
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Sli{config-if) #ip address 152.1€8.5%%.2 255.255.255.0
Sliconfig-if) #no shut
51 (config-if) gexit
Sli{config)#ip default-gateway 15%2.1€2.55.1
Sl{config) #exit
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Slgcont t
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Sli{config)dint £0/5
51 (config-if) §switchport mode trunk
51 (config-if) gswitchport mode trunk native wlan 1
% Inwvalid input detected at '""' marker.
Sl{config-if) #switchport trunk native wvlan 1
S5li{config-if) gexit
51 (config)#int £0/5
Sl{config-if) gswitchport mode trunk
Sliconfig-if) §switchport trunk native wvlan 1
51 (config-if) fexit
Sl {config)#int range £0/1-2, £0/4, £0/6-24, gl/f1-2
Sliconfig-if-range) #switchport mode access
51 (config-if-range) feit
% Inwvalid input detected at """ marker.
51 (config-if-range) gexit
Sli{config) #interface £0/6
Sliconfig-if) §switchport access vlan 21
51 (config-if) gexit
Sl{config) #int range £0/1-2, £0/4, £0/7-24, gl/s1-2
Sliconfig-if-range) fno shut
Ctrl+F6 to exit CLI focus Copy Paste
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Paso 3: Configurar R1

Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 15. Comandos para configuras R1

Elemento o tarea de configuracion

Especificacion

Configurar la subinterfaz 802.1Q .21 en
GO0/1

Router>enable

Password:

Router#conf t

Enter configuration commands, one per
line. End with CNTL/Z..
Router(config)#interface
gigabitEthernet 0/1.21
Router(config-subif)#encapsulation
dotlQ 21
Router(config-subif)#ip
192.168.21.1 255.255.255.0

Router(config-subif)#no shutdown

address

Router(config-subif)#exit

Router(config)#

Configurar la subinterfaz 802.1Q .23 en
GO0/1

Router(config)#interface
gigabitEthernet 0/1.21
Router(config-subif)#encapsulation
dotlQ 21
Router(config-subif)#ip
192.168.21.1 255.255.255.0

Router(config-subif)#no shutdown

address

Router(config-subif)#exit
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Router(config)#interface
gigabitEthernet 0/1.23
Router(config-subif)#description VLAN
23

Router(config-subif)#encapsulation
dotl
Router(config-subif)#encapsulation
dotlQ 23
Router(config-subif)#ip
192.168.23.1 255.255.255.0

address

Router(config-subif)#no shutdown.
Router(config-subif)#exit

Router(config)#

Configurar la subinterfaz 802.1Q .99 en
GO0/1

Router(config)#interface
gigabitEthernet 0/1.99
Router(config-subif)#description VLAN
99

Router(config-subif)#encapsulation
dotl
Router(config-subif)#encapsulation
dot1Q 99
Router(config-subif)#ip
192.168.99.1 255.255.255.0

Router(config-subif)#no shutdown

address

Activar la interfaz G0/1

Router(config)#interface
gigabitEthernet 0/1

Router(config-if)#no shutdown

Router(config-if)#
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%LINK-5-CHANGED: Interface
GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface

GigabitEthernet0/1, changed state to up

%LINK-5-CHANGED: Interface
GigabitEthernet0/1.21, changed state to

up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface

GigabitEthernet0/1.21, changed state to
up

%LINK-5-CHANGED: Interface
GigabitEthernet0/1.23, changed state to

up

%LINEPROTO-5-UPDOWN: Line
protocol on Interface

GigabitEthernet0/1.23, changed state to
up

%LINK-5-CHANGED: Interface
GigabitEthernet0/1.99, changed state to

up
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%LINEPROTO-5-UPDOWN: Line

protocol on Interface
GigabitEthernet0/1.99, changed state to
up

Router(config-if)#exit

Router(config)#

Router>enable

Password:

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#interface gigabitEtheret 0/1.21

A

% Invalid input detected at "' marker.
Router(config)#interface gigabitEthernet 0/1.21
Router(config-subif)#encapsulation dot1Q 21
Router(config-subif)#ip address 192.168.21.1 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#interface gigabitEthernet 0/1.23
Router(config-subif)#description VLAN 23
Router(config-subif)#encapsulation dotl
Router(config-subif)#encapsulation dot1Q 23
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Router(config-subif)#ip address 192.168.23.1 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#wxit

A

% Invalid input detected at "' marker.
Router(config-subif)#exit

Router(config)#interface gigabitEthernet 0/1.99
Router(config-subif)#description VLAN 99
Router(config-subif)#encapsulation dotl
Router(config-subif)#encapsulation dot1Q q
Router(config-subif)#encapsulation dot1lQ q

A

% Invalid input detected at "' marker.
Router(config-subif)#encapsulation dot1Q 99
Router(config-subif)#ip address 192.168.99.1 255.255.255.0
Router(config-subif)#no shutdown

Router(config-subif)#exit

Router(config)#interface gigabitEthernet 0/1

Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,

changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.21, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.21,

changed state to up
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%LINK-5-CHANGED: Interface GigabitEthernet0/1.23, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.23,

changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.99, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1.99,

changed state to up

Router(config-if)#exit
Router(config)#

Lq
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Password:
Routerscont ©

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #interface gigabitStheret 0/1.21]

% Invalid input detected at '~' marker.
Router (config) #interface gigabitIthernet 0/1.21
Router (config-subif) fencapsulation dotlQ 21

Server-PT Router (config-subif) $ip address 152.168.21.1 255.255.255.0
Server de internet Router (config-subif)$no shutdown
Router (config-subif) gexit
ace gigabitIthernet 0/1.23
description VLAN 23
Router (config-subif) tencapsulation dotl

255.255.255.0
Router (config-subif) gwxit

)
1 " Router (config-subif) $no shutdown

% Invalid input detected at '~' marker.
Router (config-subif) gexit
2060§24 Router(config) #interface gigabitEthernet 0/1.93
Router (config-subif) #description VLAN 39
Router (config-subif) gencapsulation dotl
Router (config-subif) fencapsulation dotlQ g
Router (config-subif) fencapsulation dotlQ g

% Invalid input detected at '~' marker.
Router (config-subif) fencapsulation dotlQ 55

Router (config-subif) $ip address 152.168.95.1 255.255.255.0
Router (config-subif) $no shutdown >

Ctrl+F6 to exit CLI focus Copy Paste

Periodic Num  Edit
[ Top
Fal o o B el < AT e
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Paso 4: Verificar la conectividad de la red

Utilice el comando ping para probar la conectividad entre los switches y el R1.
Utilice la siguiente tabla para verificar metdédicamente la conectividad con cada
dispositivo de red. Tome medidas correctivas para establecer la conectividad si
alguna de las pruebas falla:

Tabla 11. Resultado de la ejecucién del comando ping.

Desde A Direccion IP Resultados de
ping

S1 R1, direccion | 192.168.99.1 S1>enable
VLAN 99 Password:
S1#ping
192.168.99.1

Type escape
sequence to abort.
Sending 5, 100-
byte ICMP Echos
to 192.168.99.1,
timeout is 2
seconds:

Success rate is 80
percent (4/5),
round-trip
min/avg/max =
0/5/21 ms
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S1#

S3 R1, direccion | 192.168.99.1 S3#ping
VLAN 99 192.168.99.1

Type escape
sequence to abort.
Sending 5, 100-
byte ICMP Echos
to 192.168.99.1,
timeout is 2
seconds:
A
Success rate is 80
percent (4/5),
round-trip
min/avg/max =
0/3/12 ms
S3#

S1 R1, direccion | 192.168.21.1 Sl1>enable

VLAN 21 Password:

S1#ping
192.168.21.1
Type escape

seqguence to abort.
Sending 5, 100-
byte ICMP Echos
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192.168.21.1,
2

to
timeout is

seconds:

Success rate is
100 percent (5/5),
round-trip

min/avg/max
0/0/0 ms

S1#

B
=

N

Figura 16. Resultado de la ejecucion del comando ping.
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#++Se prohibe el acceso no autorizade***
User Access Verification

Password:
Password:

Sl>enable
Password:
Slgping 192.1€8.21.1

Type escape sequence to abort.
Sending §, 100-byte ICMP Zchos to 152.168.21.1, timeout is 2
iy

seconds:

Success rate is 100 percent ($/5), round-trip min/avg/max = 0/0/0 ms

siz

Ctrl+F6 to exit CLI focus

[ Top
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Physical  Config _ CLI  Attributes
s
10S Command Line Interface =
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SLINK-5-CHANGED: Interface FastEthernet0/1S5, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/l€, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/17, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/13, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/20, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/21, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/22, changed state to administratively down
RLINK-5-CHANGED: Interface FastEthernet0/23, changed state to administratively down
SLINK-5-CHANGED: Interface FastEthernet0/24, changed state to administratively down
3LINK-S-CHANGED: Interface GigabitZthernet0/l, changed state to administratively down
SLINK-5-CHANGED: Interface GigabitEthernet0/2, changed state to administratively down
S3(config-if-range) gexit
S3(config) gexit
538
#SYS-5-CONFIG_I: Configured from console by console

v

ype escape sequence to abort. 5
Sending 5, 100-byte ICMP Echos to 152.1€8.95.1, timeout is 2 seconds:
Success rate is 80 percent (4/5), round-trip min/avg/max = 0/3/12 ms E
%) Edit

Ctrl+F6 to exit CLI focus Copy Paste

>
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Paso 1: Configurar OSPF en el R1

Parte 4. Configurar el protocolo de routing dinamico OSPF

Las tareas de configuracion para R1 incluyen las siguientes:

Tabla 12. Comandos para configurar OSPF en R1.

Elemento o tarea de configuracion

Especificacion

Configurar OSPF area 0

Router#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
Router(config)#router ospf 1
Router(config-router)#router-id 1.1.1.1

Router(config-router)#exit

Anunciar las redes conectadas

directamente

Router#conf t

Enter configuration commands, one per
line. End with CNTL/Z..
Router(config)#router ospf 1
Router(config-router)#network
172.16.1.0 0.0.0.3 area 0
Router(config-router)#network
192.168.21.0 0.0.0.255 area 0
Router(config-router)#network
192.168.23.0 0.0.0.255 area 0
Router(config-router)#network
192.168.99.0 0.0.0.255 area 0
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Establecer todas las interfaces LAN

como pasivas

Router(config)#router ospf 1
Router(config-router)#passive-interface
g0/1.21
Router(config-router)#passive-interface
g0/1.23
Router(config-router)#passive-interface
g0/1.99

Router(config-router)#exit

Desactive la sumarizacion automatica

No Aplica

(El escenario simulado en Packet tracer
no permite la insercién del comando no
auto-summary)
Router(config)#router ospf 1
Router(config-router)#no auto-
summary.

Router(config-router)#exit

Router(config)#

Router>enable
Password:

Router#tconf t

Enter configuration commands, one per line. End with CNTL/Z.

Router(config)#router ospf 1

Router(config-router)#router-id 1.1.1.1

100




Router(config-router)#exit

Router(config)#exit

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#network 172.16.1.0 0.0.0.0.3 area O

A

% Invalid input detected at "' marker.
Router(config)#network 172.16.1.0 0.0.0.3 area 0

A

% Invalid input detected at "' marker.
Router(config)#network 172.16.1.0 0.0.0.3 area 0

A

% Invalid input detected at "' marker.
Router(config)#network 172.16.1.0 0.0.0.3 area0

A

% Invalid input detected at ' marker.

Router(config)#router ospf 1

Router(config-router)#network 172.16.1.0 0.0.0.3 area 0
Router(config-router)#network 192.168.21.0 0.0.0.255 area 0
Router(config-router)#network 192.168.23.0 0.0.0.255 area 0
Router(config-router)#network 192.168.99.0 0.0.0.255 area 0
Router(config-router)#exit

Router(config)#passive-interface g0/1.21

A

% Invalid input detected at "' marker.

Router(config)#router ospf 1

Router(config-router)#passive-interface g0/1.21
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Router(config-router)#passive-interface g0/1.23
Router(config-router)#passive-interface g0/1.99
Router(config-router)#exit
Router(config)#router ospf 1
Router(config-router)#no auto-summary

A

% Invalid input detected at " marker.
Router(config-router)#exit

Router(config)#

Figura 17. Ejecucion de los comandos para la configuracion en R1

® R - a X
REO LA @Y QAAQAOE pnysicn comig _cu Auributes ?
a = E s m e @ M 9 10S Command Line Interface
a M Physicaillx 200,y: 99 ST &
s Password:

Routergconf t
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Router (config) $router ospf 1
Router (config-router) grouter-id 1.1.1.1
Router (config-router) gexit

Server-PT Router (config) gexit
Server de intemet Routers
$SYS-5-CONFIG_I: Configured from console by conso! le

A Routergconf t
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) gnetwork 172.16.1.0 0.0.0.0.3 area 0

¢
% Invalid input detected at '~' marker.
Router (config) $network 172.16.1.0 0.0.0.3 area 0

% Invalid input detected at '~' marker.

2060f247T
Router (config) #network 172.1€.1.0 0.0.0.3 area 0
VLA % Invalid input detected at '~' marker.
Router (config) $network 172.16.1.0 0.0.0.3 aread
g % Invalid input detected at '~' marker.
s
pT
PC-A Router (config) $router ospf 1

-router) ¢network 172.16.1.0

0.0.0.
Router (config-router) #network 192.1€8.21.0 0.0 o M
Router (config-router) ¢network 192.1€8.23.0 0.0
Router (config-router) 192.1€8.99.0 0.0.0.255 area 0 2
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Paso 2: Configurar OSPF en el R2

La configuracién del R2 incluye las siguientes tareas:
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Tabla 13. Comandos para configurar OSPF en R2.

Elemento o tarea de configuracién

Especificacién

Configurar OSPF area 0

R2>enable

Password:

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R2(config)#router ospf 1
R2(config-router)#router-id 2.2.2.2

Anunciar las redes conectadas

directamente

R2(config-router)#network 10.10.10.10
0.0.0.0 area 0
R2(config-router)#network 172.16.1.0
0.0.0.3 area 0
R2(config-router)#network 172.16.2.0
0.0.0.3 area 0

Establecer la interfaz LAN (loopback)

como pasiva

R2(config-router)#passive-interface
loopback 0
R2(config-router)#exit

Desactive la sumarizacion automatica.

No Aplica

(El escenario simulado en Packet tracer
no permite la insercion del comando no
auto-summary)

R2(config)#router ospf 1
R2(config-router)#no auto-summary

R2(config-router)#exit
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R2>enable

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 2.2.2.2

R2(config-router)#network 10.10.10.10 0.0.0.0 area 0
R2(config-router)#network 172.16.1.0 0.0.0.3 area 0
R2(config-router)#network 172.16.2.0 0.0.0.3 area O

00:01:30: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING
to FULL, Loading Done

R2(config-router)#passive-interface loopback 0
R2(config-router)#exit

R2(config)#router ospf 1

R2(config-router)#no auto-summary

A

% Invalid input detected at ' marker.

R2(config-router)#exit
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Router-PT
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Physical ~ Config _ CLI _ Attributes

10S Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
+++Se prohibe el acceso no autorizado***

User Access Verification

Password:
Password:

R2>enable

Password:

R2gcont ©

Enter configuration commands, one per line.
R2 (config) $router ospf 1

R2 (config-router) $router-id 2.2.2.2

R2 (config-router) gnetwork 10.10.10.10 0.0.0.0 area 0

R2 (config-router) #network 172.1€.1.0 0.0.0.3 area 0

R2 (config-router) #network 172.1€.2.0 0.0.0.3 area 0

00:01:30: %OSPF-S-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING to FULL,
Loading Done

End with CNTL/Z.

R2 (config-router) #passive-interface loopback 0
R2 (config-router) gexit

R2 (config) $router ospf 1

R2 (config-router)$no auto-summary

% Invalid input detected at '~' marker.
R2 (chnfig-router) fexit

R2(config)$

R2¢

$5YS-5-CONFIG_I: Configured from console by console

Ctrl+F6 to exit CLI focus Paste

[ Top

Paso 3: Configurar OSPFv3 en el R2

La configuracién del R3 incluye

las siguientes tareas:

Tabla 14. Comandos para configurar OSPFv3 en R2.

tlmeJ\"ﬂ_Slmula(iorl/

) Periodic Num Edit

Elemento o tarea de configuracion

Especificacion

Configurar OSPF area 0

R3>enable
Password:
R3#conft

line. End with CNTL/Z.
R3(config)#router ospf 1

Enter configuration commands, one per

R3(config-router)#router-id 3.3.3.3
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Anunciar redes IPv4 conectadas

directamente

R3(config-router)#network 192.168.4.0
0.0.0.255 area 0
R3(config-router)#network 192.168.5.0
0.0.0.255 area 0
R3(config-router)#network 192.168.6.0
0.0.0.255 area 0

Establecer todas las interfaces de LAN

IPv4 (Loopback) como pasivas

R3(config)#router ospf 1
R3(config-router)#passive-interface
loopback 4
R3(config-router)#passive-interface
loopback 5
R3(config-router)#passive-interface
loopback 6
R3(config-router)#passive-interface
loopback 7

R3(config-router)#exit

Desactive la sumarizacion automatica.

R3#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R3(config)#router ospf 1
R3(config-router)#no auto-summary
R3(config-router)#exit

R3(config)#

R3>enable
Password:
R3#conft

Enter configuration commands, one per line. End with CNTL/Z.

106




R3(config)#router ospf 1

R3(config-router)#router-id 3.3.3.3

R3(config-router)#network 172.16.2.0 0.0.0.3 area 0

R3(config-router)#network 192.16.2.0 0.0.0.3 area 0

00:01:00: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1 from LOADING
to FULL, Loading Done

R3(config-router)#network 192.168.4.0 0.0.0.255 area 0
R3(config-router)#network 192.168.5.0 0.0.0.255 area 0
R3(config-router)#network 192.168.6.0 0.0.0.255 area 0
R3(config-router)#exit

R3(config)#passive-interface loopback 4

A

% Invalid input detected at "' marker.

R3(config)#router ospf 1
R3(config-router)#passive-interface loopback 4
R3(config-router)#passive-interface loopback 5
R3(config-router)#passive-interface loopback 6
R3(config-router)#passive-interface loopback 7
R3(config-router)#exit

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#no auto-summary

AN

% Invalid input detected at " marker.
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R3(config-router)#exit
R3(config)#

Figura 18. Ejecucion de los comandos para configuracion de R1, R2 Y R3.
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Paso 4: Verificar lainformacion de OSPF

Verifique que OSPF esté funcionando como se espera. Introduzca el comando de

CLI adecuado para obtener la siguiente informacion:

Tabla 15. Comandos para verificacion OSPF.

Pregunta

Respuesta

¢,Con qué comando se muestran la ID
del proceso OSPF, la ID del router, las
redes de routing y las interfaces pasivas

configuradas en un router?

Desde el modo de usuario y en R1, R2
Y R3 aplica el siguiente comando

R1#show ip protocols

¢, Qué comando muestra solo las rutas
OSPF?

Desde el modo de usuario y en R1, R2
Y R3 aplica el siguiente comando
R2#show ip route ospf
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¢,Qué comando muestra la seccion de
OSPF

ejecucion?

de la configuraciobn en

Desde el modo de usuario y en R1, R2
Y R3 aplica el siguiente comando
R3# show running-config | section

router ospf

R1#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal O stub 0 nssa

Maximum path: 4

Routing for Networks:
172.16.1.0 0.0.0.3 area O
192.168.21.0 0.0.0.255 area 0
192.168.23.0 0.0.0.255 area 0
192.168.99.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1.21
GigabitEthernet0/1.23
GigabitEthernet0/1.99
Routing Information Sources:
Gateway Distance Last Update
1.1.1.111000:14:11
2.2.2.211000:13:21
3.3.3.311000:12:12
Distance: (default is 110)

110




R2#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2

Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4

Routing for Networks:

10.10.10.100.0.0.0 area O

172.16.1.0 0.0.0.3 area 0

172.16.2.00.0.0.3 area 0

Passive Interface(s):

LoopbackO

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:13:12

2.2.2.2 110 00:12:22

3.3.3.311000:11:13

Distance: (default is 110)
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R3#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3

Number of areas in this router is 1. 1 normal O stub 0 nssa
Maximum path: 4

Routing for Networks:

172.16.2.00.0.0.3 area 0

192.16.2.00.0.0.3 area 0

192.168.4.0 0.0.0.255 area 0

192.168.5.0 0.0.0.255 area 0

192.168.6.0 0.0.0.255 area 0

Passive Interface(s):

Loopback4

Loopback5

Loopback6

Loopback?7

Routing Information Sources:

Gateway Distance Last Update

1.1.1.1 110 00:13:39

2.2.2.211000:12:49

3.3.3.311000:11:40

Distance: (default is 110)
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Figura 19. Ejecucion del comando show ip protocols.
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Router-PT |

R1#show ip route ospf

10.0.0.0/32 is subnetted, 1 subnets

0 10.10.10.10[110/65] via 172.16.1.2, 00:15:30, Serial0/0/0
172.16.0.0/16 is variably subnetted, 3 subnets, 2 masks

0 172.16.2.0[110/128] via 172.16.1.2, 00:15:30, Serial0/0/0
192.168.4.0/32 is subnetted, 1 subnets

0 192.168.4.1 [110/129] via 172.16.1.2, 00:13:50, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnets

0 192.168.5.1 [110/129] via 172.16.1.2, 00:13:37, Serial0/0/0
192.168.6.0/32 is subnetted, 1 subnets

0 192.168.6.1 [110/129] via 172.16.1.2, 00:13:27, Serial0/0/0

R2#show ip route ospf
192.168.4.0/32 is subnetted, 1 subnets
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0 192.168.4.1 [110/65] via 172.16.2.1, 00:14:18, Serial0/0/1
192.168.5.0/32 is subnetted, 1 subnets

0 192.168.5.1 [110/65] via 172.16.2.1, 00:14:05, Serial0/0/1
192.168.6.0/32 is subnetted, 1 subnets

0 192.168.6.1 [110/65] via 172.16.2.1, 00:13:55, Serial0/0/1
0 192.168.21.0 [110/65] via 172.16.1.1, 00:15:58, Serial0/0/0
0 192.168.23.0 [110/65] via 172.16.1.1, 00:15:58, Serial0/0/0
0 192.168.99.0 [110/65] via 172.16.1.1, 00:15:58, Serial0/0/0

R3#show ip route ospf
10.0.0.0/32 is subnetted, 1 subnets

0 10.10.10.10 [110/65] via 172.16.2.2, 00:15:29, Serial0/0/1

172.16.0.0/16 is variably subnetted

, 3 subnets, 2 masks

0 172.16.1.0 [110/128] via 172.16.2.2, 00:15:29, Serial0/0/1

0 192.168.21.0 [110/129] via 172.16.2.2, 00:15:29, Serial0/0/1
0 192.168.23.0 [110/129] via 172.16.2.2, 00:15:29, Serial0/0/1
0 192.168.99.0 [110/129] via 172.16.2.2, 00:15:29, Serial0/0/1

> S S
¥ R3 ]
. = Physical ~ Config _ CLI _ Attributes Physical ~ Config __CLI_ Awrby  ppygical Config  CLI  Attributes
= 10S Command Line Interface
- Routing Protocol is "ospf L© ©  192.1€8.55.0 [110/€5] v|
m Oucgotng updace filter lisc for Rousing Prosocol is "ospf 1"
Incoming update filter list for Rzgshow ip provocels Outgoing update filter list for all interfaces is not set
Router ID 1.1.1.1 Incoming update filter list for all interfaces is not set
Number of areas in this router i Routing Protocol is "ospf 1) Router ID 3.3.3.3
Maximum path: 4 Outgoling update) filter L1y Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Routing for Networks: Incoming update filter lis| Maximum path: 4
172.1€.1.0 0.0.0.3 area 0 Routing for Networks:
192.1€8.21.0 0.0.0.255 area 0 0.0.0.3 area 0
192.1€8.23.0 0.0.0.255 area 0 00.0.0.3 area 0
192.1€8.95.0 0.0.0.255 area 0 Routing for Nevworks: 168.4.0 0.0.0.255 area 0
Passive Interface(s): 10.10.10.10 0.0.0.0 area 0.0.0 area 0
Ethernet0/1.21 172.16.1.0 0.0.0.3 area 192.1€8.6.0 0.0 area 0
itEthernet0/1.23 172-16.2.0:0:0.0-3/azea Passive Interface(s):
hernet0/1.59 DPassive Interface(s): Loopbacks
Routing Information Sources: Loopback0 Loopbacks
Gateway Distance Routing Information Source| Tocbacke
1111 110 Gateway Distance| Loopback?
2.2.2.2 110 l:1.1.1 110 Routing Information Sources:
3.3.3.3 110 110 Gateway Distance Last Update
Distance: (default is 110) 3.3.3.3 110] et 110 00:13:39
Distance: (default is 110) 3.3.2% 110 00-12-45
Rlgshow ip route ospf 3 110 00:11:40
10.0.0.0/32 is subnetted, 1§ |R2#show ip route ospf Distance: (default is 110)
o 10.10.10.10 [110/65] via 1 192.168.4.0/32 is: subne|
172.16€.0.0/1€ is variably suh o 1s2.168.4.1 [110/€s5] R32show ip route ospf
o 172.16.2.0 [110/128] via 1 152.1€8.5.0/32 is subne) 10.0.0.0/32 is subnetted, 1 subnets
192.168.4.0/32 is subnetted, 2 IS lse = gLiin ety 10.10.10.10 [110/65] via 172.1€.2.2, 00:15:29, Serial0/0/1
o 192.168.4.1 [110/129] via 192.169.€.0/32 is: subne /1€ is variably subnetted, 3 subnets, 2 masks
152.168.5.0/32 is subnetted, o el (LRl [110/128] via 172.16 00:15:29, Serial0/0/1
° 192.1€8.5.1 [110/125] via O 52 168 2L DN [II0/E01RT) [110/129] via 172.1€. 00:15:29, Seriald/0/1
192.1€8.€.0/32 is subnetted, o 192.1€8.23.0 [110/€5]1 v| [110/123) via 172.16.
o 152.168.6.1 [110/128] via 2 e o, DN D SR TRy 152.168.99.0 [110/129] via 172.16. Serialo/0/
<
R1g R2g R32
Time: 00: N
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R1#show running-config | section router ospf
router ospf 1

router-id 1.1.1.1
log-adjacency-changes
passive-interface GigabitEthernet0/1.21
passive-interface GigabitEthernet0/1.23
passive-interface GigabitEthernet0/1.99
network 172.16.1.0 0.0.0.3 area O
network 192.168.21.0 0.0.0.255 area 0
network 192.168.23.0 0.0.0.255 area 0
network 192.168.99.0 0.0.0.255 area 0

R2#show running-config | section router ospf
router ospf 1

router-id 2.2.2.2

log-adjacency-changes

passive-interface LoopbackO

network 10.10.10.10 0.0.0.0 area O

network 172.16.1.0 0.0.0.3 area 0

network 172.16.2.0 0.0.0.3 area 0

R3#show running-config | section router ospf
router ospf 1

router-id 3.3.3.3

log-adjacency-changes

passive-interface Loopback4
passive-interface Loopback5
passive-interface Loopback6

passive-interface Loopback?7
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network 172.16.2.0 0.0.0.3 area 0
network 192.16.2.0 0.0.0.3 area 0
network 192.168.4.0 0.0.0.255 area 0
network 192.168.5.0 0.0.0.255 area 0
network 192.168.6.0 0.0.0.255 area 0

= e A

Figura 20. Ejecucion del comando show running-config | section router ospf.

Physical  Config _ CLI  Attributes
—

10S Command Lin Interfacy

Routing Information Source

Gateway Distance Last Update
11:1:1 110
2:2:2.2 110
3.3.3.3 110

Distance: (default is 110)

Rlgshow ip route ospf

10.0.0.0/32 is subnetted, 1 subnets

o 10.10.10.10 [110/€S] via 172.1€.1.2, 00:15:30, §
172.1€.0.0/1€ is variably subnetted, 3 subnets, 2 m

o 172.16.2.0 [110/128] via 172.1€.1.2, 00:15:30, §
192.1€8.4.0/32 is subnetted, 1 subnets

o 192.1€8.4.1 [110/129] via 172.1€.1.2, 00:13:50,
152.1€8.5.0/32 is subnetted, 1 subnets

o 192.1€8.5.1 [110/129] via 172.16.1.2, 00:13:37,
192.168.6.0/32 is subnetted, 1 subnets

o 192.1€8.6.1 (110/129] via 172.1€.1.2, 00:13:27,

Rlgshow running-config section router ospf
% Invalid input detected at '~' marker.

Rigshow running-config | section router ospf

P i 1.21
D Gigab: 1.23
passive-i Gigabi 1.99
network 172.1€.1.0 0.0.0.3 area 0
network 152.168.21.0 0.0.0.255 area 0
network 152.168.23.0 0.0.0.255 area 0
network 192.168.99.0 0.0.0.255 area 0

Ctrl+F6 to exit CLI focus

[ Top

L4 B R3 u}
Physical  Config _ CLI_ Auributes
¥; e ot i Physical ~ Config _CLI__ Attributes
L 10S Command Line Interface
Passive Interface(s):
R2¢ p: Gigab: Loopback4d
- Loopbacks
% Invalid input detected at '~' mark Loopbacké
Loopback?
R2¢ p: Gigab: Routing Inf t Sources:
- Gateway Distance Last Update
% Invalid input detected at '~' mark SR 00:13:39
110 00:12:49
R2# network 172.1€.1.0 0.0.0.3 area 110 00-11:-40
- Distance: (default is 110)
% Invalid input detected at '~' mark
R3gshow ip route ospf
R2# network 192.1€8.21.0 0.0.0.255 a 10.0.0.0/32 is subnetted, 1 subnets
. ° 10.10.10.10 [110/€5] via 172.1€.2.2, 00:15:29, Seriald/0/1
% Invalid input devected av '~' mark 172.1€.0.0/1€ is variably subnetted, 3 subnets, 2 masks
° 172.1€.1.0 [110/128] via 172.1€.2.2, 00:15:29, Serial0/0/1
B2%inecwork ldaclen;23.07.0.0.0-286 0 o 192.1€8.21.0 [110/129] via 172.1€.2.2, 00:15:29, Serial0/0/1
- O 152.1€8.23.0 [110/125] via 172.1€.2.2, 00:15:29, Seriald/0/1
% Invalid input detected at '"' mark ) 152.1€8.99.0 [110/125] via 172.1€.2.2, 00:15:29, Serial0/0/1
R2# network 152.168.95.0 0.0.0.255 a | EFE TR P Ty
- cuter ospf 1
% Invalid input detected at '~' mark tmter 3dialargs
log-adjacency-changes
R2#show running-config | section rou S e e
router ospf 1 passive-interface Loopbacks
router-id 2.2.2.2
log-adjacency-changes
passive-interface Loopbackd
network 10.10.10.10 0.0.0.0 area 0 e
network 172.16.1.0 0.0.0.3 area 0
network 172.1€.2.0 0.0.0.3 area 0 g
R22 network
R28
Ctrl+F6 to exit CLI focus Ctrl+F6 to exit CLI focus. Copy Past(

O Top
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Paso 1: Configurar el R1 como servidor de DHCP para las VLAN 21y 23

Parte 5: Implementar DHCP y NAT para IPv4

Las tareas de configuracion para R1 incluyen las siguientes:
Tabla 16. Configuracion DHCP en R1

Elemento o tarea de configuracién

Especificaciéon

Reservar las primeras 20 direcciones IP
en la VLAN 21 para configuraciones

estaticas

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ip dhcp excluded-address
192.168.21.1 192.168.21.20
R1(config)#exit

117



R1#

Reservar las primeras 20 direcciones IP
en la VLAN 23 para configuraciones

estaticas

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ip dhcp excluded-address
192.168.23.1 192.168.23.20
R1(config)#exit

R1#

Crear un pool de DHCP para la VLAN
21.

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ip dhcp pool ACCT
R1(dhcp-config)#network 192.168.21.0
255.255.255.0
R1(dhcp-config)#default-router
192.168.21.1
R1(dhcp-config)#dns-server
10.10.10.10
R1(dhcp-config)#domain-name ccha-
sa.com

R1(dhcp-config)#exit

R1(config)#

Crear un pool de DHCP para la VLAN
23

R1#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ip dhcp pool ENGNR
R1(dhcp-config)#network 192.168.23.0
255.255.255.0
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R1(dhcp-config)#default-router
192.168.23.1
R1(dhcp-config)#dns-server
10.10.10.10
R1(dhcp-config)#domain-name
sa.com

R1(dhcp-config)#exit
R1(config)#

ccna-

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dchp pool excluded-address 192.168.21.1 192.168.23.20
A

% Invalid input detected at "' marker.

R1(config)#ip dchp pool excluded-address 192.168.21.1 192.168.21.20
A

% Invalid input detected at ' marker.

R1(config)#ip dhcp pool excluded-address 192.168.21.1 192.168.21.20
A

% Invalid input detected at ' marker.

R1(config)#ip dhcp excluded-address 192.168.21.1 192.168.21.20
R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#cong t

A

% Invalid input detected at ' marker.

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.23.1 192.168.23.20
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R1(config)#exit
R1#
%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ACCT

R1(dhcp-config)#network 192.168.21.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.21.1
R1(dhcp-config)#dns-server 10.10.10.10
R1(dhcp-config)#domain-name ccna-sa.com
R1(dhcp-config)#exit

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp pool ENGNR

R1(dhcp-config)#network 192.168.23.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.23.1
R1(dhcp-config)#dns-server 10.10.10.10
R1(dhcp-config)#domain-name ccna-sa.com
R1(dhcp-config)#exit

R1(config)#
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Figura 21. Ejecucion de los comandos para configuracion de DHCP R1.
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Paso 2: Configurar la NAT estéticay dindmica en el R2

La configuracion del R2 incluye las siguientes tareas:

Tabla 17. Configuracion NAT estética y dindmica en el R2.

Elemento o tarea de configuracién

Especificacién

Crear una base de datos local con una

cuenta de usuario

R2>enable

Password:

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R2(config)#username webuser
privilege 15 secret cisco 12345
R2(config)#exit

R2#

Habilitar el servicio del servidor HTTP

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ip http server
R2(config)#exit

R2#

Configurar el servidor HTTP para
utilizar la base de datos local para la

autenticacion

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ip http authentication local.
R2(config)#exit

R2#

Crear una NAT estética al servidor web.

R2#conf t
Enter configuration commands, one per
line. End with CNTL/Z.
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R2(config)#ip nat inside source static
10.10.10.10 209.165.200.237
R2(config)#exit

R2#

Asignar la interfaz interna y externa

para la NAT estatica

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.
R2(config)#interface g0/0
R2(config-if)#ip nat outside
R2(config-if)#interface loopback 0
R2(config-if)#ip nat inside
R2(config-if)#exit

R2(config)#exit

R2#

Configurar la NAT dinamica dentro de

una ACL privada

R2#conf t
Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#access-list 1 permit
192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit
192.168.23.0 0.0.0.255
R2(config)#access-list 1 permit

192.168.4.0 0.0.0.255
R2(config)#exit
R2#

Defina el pool de direcciones IP

publicas utilizables.

R2#conf t
Enter configuration commands, one per
line. End with CNTL/Z.

123




R2(config)#ip nat pool INTERNET
209.165.200.233 209.165.200.236
netmask 255.255.255.248
R2(config)#exit

R2#

Definir la traduccion de NAT dinamica
R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ip nat inside source list 1
pool

R2(config)#ip nat inside source list 1
pool INTERNET

R2(config)#exit

R2#

R2>enable

Password:

R2#username webuser privilege 15 secret cisco 12345

A

% Invalid input detected at ' marker.

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#username webuser privilege 15 secret cisco 12345
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conft
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Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip http server

A

% Invalid input detected at " marker.

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip http authentication local

A

% Invalid input detected at "' marker.

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface g0/0

R2(config-if)#ip nat outside

R2(config-if)#interface loopback O

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conft

Enter configuration commands, one per line. End with CNTL/Z.
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R2(config)#ip nat inside source static 10.10.10.10 209.165.200.237
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#access-list 1 permit 192.168.21.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.23.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip nat pool INTERNET 209.165.200.233 209.165.200.236 netmask
255.255.255.248

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip nat inside source list 1 pool

R2(config)#ip nat inside source list 1 pool INTERNET
R2(config)#exit

R2#
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Figura 22. Configuracion de NAT estatica y dinamica.
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Paso 3: Verificar el protocolo DHCP y la NAT estética

Utilice las siguientes tareas para verificar que las configuraciones de DHCP y NAT

estatica funcionen de forma correcta. Quiza sea necesario deshabilitar el firewall de

las computadoras para que los pings se realicen correctamente.

Tabla 18. Verificacion de las configuraciones DHCP y NAT.

Prueba

Resultados

Verificar que la PC-A haya adquirido
informacion de IP del servidor de DHCP

Ip address 192.168.21.21

Verificar que la PC-C haya adquirido
informacion de IP del servidor de DHCP

Ip address 192.168.23.21

Verificar que la PC-A pueda hacer ping
alaPC-C

Packet Tracer PC Command Line 1.0
C:\>ping 192.168.23.21
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Nota: Quiza sea necesario deshabilitar

el firewall de la PC.

Pinging 192.168.23.21 with 32 bytes of

data:

Request timed out.

Reply from 192.168.23.21: bytes=32
time=23ms TTL=127

Reply from 192.168.23.21: bytes=32
time=1ms TTL=127

Reply from 192.168.23.21: bytes=32
time<lms TTL=127

Ping statistics for 192.168.23.21:
Packets: Sent = 4, Received = 3, Lost =
1 (25% loss),

Approximate round trip times in milli-
seconds:

Minimum = Oms, Maximum = 23ms,

Average = 8ms

C:\>

Utilizar un navegador web en la
computadora de Internet para acceder
web (209.165.200.229)

Iniciar sesion con el nombre de usuario

al servidor

webuser y la contrasefa cisc012345

http://209.165.200.237
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Figura 23. Resultados de la configuracion DHCP en la PC-A.
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figura 24. Resultados de la configuracion DHCP en la PC-C
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. Configuracion de NTP en R1y R2.

Elemento o tarea de configuracion

Especificacion

Ajuste la fecha y hora en R2.

R2>enable

Password:

R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from

console by console

R2#clock set 8:00:00 24 june 2022

R2#conf t

Configure R2 como un maestro NTP.

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ntp master 5

R2(config)#exit

Configurar R1 como un cliente NTP.

R1>enable

Password:

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ntp server 172.16.1.2
R1(config)#exit
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R1#

Configure R1 para actualizaciones de

calendario periédicas con hora NTP.

R1#conft

Enter configuration commands, one per
line. End with CNTL/Z.

R1(config)#ntp update-calendar
R1(config)#exit

Verifiqgue la configuracion de NTP en
R1.

Se aplica el comando Show ntp

associations
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Parte 6: Configurar NTP

R1>nable
Translating "nable"”

% Unknown command or computer name, or unable to find computer address

R1>enable

Password:

R1#cong t

A

% Invalid input detected at ' marker.

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ntp server 172.16.1.2

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ntp update-calendar

R1(config)#ext

A

% Invalid input detected at " marker.

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#Show ntp associations
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address ref clock st when poll reach delay offset disp
*~172.16.1.2 127.127.1.1 5916 1 2.00 0.00 0.00
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured

Figura 25. Configuracion y ejecucion de los comandos en R2 y R1.
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L - O

B

Physical Config CLI Attributes
I

105 Command Line Interface

00:00:22: %0S5PF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0 /0/0 from LOADING to FULL,
Loading Done

00:00:23: %0S5PF-5-ADJCHG: Process 1, WNbr 3.3.32.3 on Seriallys/0/1 from LOADING to FULL,
Loading Done
¥**Se prohibe el acceso no autorizado*®d

User Rccess Verification
Password:

RZrenable

Password:

Rifcontf t

Enter configuration commands, one per line. End with CNIL/Z.
B2 (config) #clock set 2:00:00 24 june 2022

% Inwvalid input detected at '"' marker.

R2 (config) fexit
R2§
%5Y5-5-CONFIG I: Configured from console by console

RZfclock set E:00:00 24 june 2022

RZgconf t©

Enter configuration commands, one per line. End with CWNTL/Z.
B2 (config) #ntp master 5

B2 {config) fexit

RZg

%5Y5-5-CONFIG I: Configured from console by console

B2

Ctrl+F& to exit CLI focus Copy Paste

[ Top

135




Paso 1: Restringir el acceso alas lineas VTY en el R2

Parte 7: Configurar y verificar las listas de control de acceso (ACL)

Tabla 19. Restriccion de acceso lineas VTY.

Elemento o tarea de configuracién

Especificacién

Configurar una lista de acceso con
nombre para permitir que solo R1

establezca una conexién Telnet con R2

R2>enable

Password:

R2#conf t

Enter configuration commands, one per
line. End with CNTL/Z.

R2(config)#ip  access-list  standar
ADMIN-MGT
R2(config-std-nacl)#permit host
172.16.1.1

R2(config-std-nacl)#exit

R2(config)#

Aplicar la ACL con nombre a las lineas
VTY

R2(config)#line vty 0 4
R2(config-line)#access-class ADMIN-
MGT in

R2(config-line)#exit

R2(config)#

Permitir acceso por Telnet a las lineas
de VTY

R2(config)#line vty 0 4
R2(config-line)#transport input telnet
R2(config-line)#exit

R2(config)#

Verificar que la ACL funcione como se

espera

Se apica en R1 el siguiente comando
Rl#telnet 172.16.1.2
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R2>enable

Password:

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip access-list standar ADMIN-MGT
R2(config-std-nacl)#permit host 172.16.1.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4
R2(config-line)#access-class ADMIN-MGT in
R2(config-line)#exit

R2(config)#line vty 0 4
R2(config-line)#transport input telnet
R2(config-line)#exit

R2(config)#

Figura 26. Configuracion de restriccién de acceso lineas VTY en R2.
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Figura 27. Verificacion de la configuracion Telnet desde R1.
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R1>enable
Password:
Ri1#telnet 172.16.1.2

Trying 172.16.1.2 ...Open***Se prohibe el acceso no autorizado***

Paso 2: Introducir el comando de CLI adecuado que se necesita para mostrar
lo siguiente
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Tabla 20. Comandos para verificacion de las configuraciones.

Descripcion del comando

Entrada del estudiante (comando)

Mostrar las coincidencias recibidas por
una lista de acceso desde la ultima vez

gue se restablecié

R2#show access-list

Restablecer los contadores de una lista

de acceso

R2#

R2#clear ip Access-list counters
OBS:Packet tracer no soporta este

comando

¢Qué comando se usa para mostrar
qué ACL se aplica a una interfaz y la

direccién en que se aplica?

R2#show ip interface

¢Con qué comando se muestran las

traducciones NAT?

R2#show ip nat translation

Nota: Las traducciones para la PC-A'y
la PC-C se agregaron a la tabla cuando
la computadora de Internet intento
hacer ping a esos equipos en el paso 2.
Si hace ping a la computadora de
Internet desde la PC-A o la PC-C, no se
agregaran las traducciones a la tabla
debido al

Internet en la red.

modo de simulacion de
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¢ Qué comando se utiliza para eliminar

las traducciones de NAT dindmicas?

R2#clear ip nat translation

R2>enable

Password:

R2#show access-list

Standard IP access list 1

10 permit 192.168.21.0 0.0.0.255

20 permit 192.168.23.0 0.0.0.255

30 permit 192.168.4.0 0.0.0.255
Standard IP access list ADMIN-MGT
10 permit host 172.16.1.1 (2 match(es))

R2#

R2#show ip interface

GigabitEthernet0/0 is up, line protocol is up (connected)

Internet address is 209.165.200.233/29
Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500 bytes

Helper address is not set

Directed broadcast forwarding is disabled

Outgoing access list is not set
Inbound access list is not set
Proxy ARP is enabled
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Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

BGP Policy Mapping is disabled

Input features: MCI Check

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled
GigabitEthernet0/1 is administratively down, line protocol is down (disabled)
Internet protocol processing disabled
Serial0/0/0 is up, line protocol is up (connected)
Internet address is 172.16.1.2/30

Broadcast address is 255.255.255.255

Address determined by setup command
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MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

WCCP Redirect outbound is disabled

WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled

Serial0/0/1 is up, line protocol is up (connected)
Internet address is 172.16.2.2/30
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Broadcast address is 255.255.255.255
Address determined by setup command
MTU is 1500

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent
ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
Router Discovery is disabled

IP output packet accounting is disabled
IP access violation accounting is disabled
TCP/IP header compression is disabled
RTP/IP header compression is disabled
Probe proxy name replies are disabled
Policy routing is disabled

Network address translation is disabled
WCCP Redirect outbound is disabled
WCCP Redirect exclude is disabled

BGP Policy Mapping is disabled
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LoopbackO is up, line protocol is up (connected)
Internet address is 10.10.10.10/32

Broadcast address is 255.255.255.255
Address determined by setup command

MTU is 1514bytes

Helper address is not set

Directed broadcast forwarding is disabled
Outgoing access list is not set

Inbound access list is not set

Proxy ARP is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMP unreachables are always sent

ICMP mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is disabled
IP Flow switching is disabled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
Router Discovery is disabled

IP output packet accounting is disabled

IP access violation accounting is disabled
TCP/IP header compression is disabled

RTP/IP header compression is disabled

Probe proxy name replies are disabled

Policy routing is disabled

Network address translation is disabled

BGP Policy Mapping is disabled
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Input features: MCI Check

WCCP Redirect outbound is disabled

WCCP Redirect inbound is disabled

WCCP Redirect exclude is disabled

Vlanl is administratively down, line protocol is down

Internet protocol processing disabled

R2#

R2#show ip nat translations

Pro Inside global Inside local Outside local Outside global
--- 209.165.200.237 10.10.10.10 --- ---

PING PC-A

C:\>ping 209.165.200.238

Pinging 209.165.200.238 with 32 bytes of data:
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Ping statistics for 209.165.200.238:

Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms
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C:\>

PING PC-C
C:\>ping 209.165.200.238

Pinging 209.165.200.238 with 32 bytes of data:

Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126
Reply from 209.165.200.238: bytes=32 time=1ms TTL=126

Ping statistics for 209.165.200.238:
Packets: Sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round trip times in milli-seconds:

Minimum = 1ms, Maximum = 1ms, Average = 1ms

VERIFICACION DE SERVIDOR WEB
iError! Referencia de hipervinculo no valida.09.165.200.238
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Figura 28. Ejecucion del comando http://209.165.200.238.
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CONCLUSIONES
En conclusion, se cumpli6 con el objetivo de poner en practica sobre los
conocimientos adquiridos en el Diplomado De Profundizacion CISCO. Se pudo
poner en practica el manejo de redes, el cual se aplico en los dos escenarios, y al

mismo tiempo se construyo su respectiva topologia en packet tracer.

Se logro una conexién, configuracion y simulacion de los dispositivos de las redes

en los correspondientes escenarios.

Finalmente se tiene satisfaccion por el aprendizaje adquirido durante el desarrollo
del diplomado y la aplicacién de la teoria vista de la plataforma Cisco, para aplicar
un correcto Subneteo y enrutamiento en una red, que la profesion Ingenieria de

Sistemas requiere aplicar en todos los campos de la vida profesional real.
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