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GLOSARIO

CCNP: Traduccion del inglés-Un Cisco Certified Network Professional es una
persona en la industria de Tl que ha alcanzado el nivel profesional de Certificacion
de Carrera de Cisco

DHCP: Siglas del inglés "Dynamic Host Configuration Protocol." Protocolo Dindmico
de Configuracion del Host. Un servidor de red usa este protocolo para asignar de
forma dinamica las direcciones IP a las diferentes computadoras de la red.

GNS3: Simulador gréafico de red lanzado en 2008, que te permite disefiar topologias
de red complejas y poner en marcha simulaciones sobre ellos, permitiendo la
combinacion de dispositivos tanto reales como virtuales. Para permitir completar
simulaciones

OSPF: Open Shortest Path First, Abrir el camino mas corto primero en espafol, es
un protocolo de red para encaminamiento jerarquico de pasarela interior o Interior
Gateway Protocol, que usa el algoritmo Dijkstra, para calcular la ruta mas corta entre
dos nodos.

VLAN: Acrénimo de virtual LAN (red de area local virtual), es un método para crear
redes logicas independientes dentro de una misma red fisica.



RESUMEN

En el desarrollo de esta prueba de habilidades practica del Diplomado de
profundizacién Cisco CCNP, se realizan actividades de estructuracién de una red
empresarial, utilizando como software principal GNS3, el cual funciona en adjunto
al software VirtualBox, se hacen las configuraciones adecuadas en cada uno de los
3 routers, los 3 switch y los equipos de computo virtuales, utilizando las imagenes
de cada dispositivo recomendadas para el desarrollo adecuado de esta prueba de
habilidades. Al hacer un correcto enrutamiento, todas las pruebas de verificacion
desde cada uno de los dispositivos pasaran correctamente, teniendo como finalidad
la red empresarial requerida y con las condiciones adecuadas para su total
funcionalidad.

PALABRAS CLAVE: CISCO, CCNP, Conmutacion, Enrutamiento, Redes,
Electrénica.

ABSTRACT

In the development of this practical skills test of the Cisco CCNP Deepening
Diploma, structuring activities of a business network are carried out, using GNS3 as
the main software, which works together with the VirtualBox software, the
appropriate configurations are made in each of the 3 routers, the 3 switches and the
virtual computing equipment, using the images of each device recommended for the
proper development of this skills test. By making a correct routing, all the verification
tests from each of the devices will pass correctly, with the purpose of the required
business network and with the appropriate conditions for its full functionality.

KEYWORDS: CISCO, CCNP, Routing, Swicthing, Networking, Electronics.



INTRODUCCION

En el desarrollo de este Diplomado de profundizacién de Cisco CCNP, se podra
estructurar redes conmutadas mediante el uso del protocolo STP y la configuraciéon
de VLANSs, para comprender las caracteristicas de una infraestructura de red
jerarquica convergente. Serd posible disefiar soluciones de red escalables mediante
la configuracién basica y avanzada de protocolos de enrutamiento para la
implementacion de servicios IP con calidad de servicio en ambientes de red
empresariales LAN y WAN.

En la continuacion del desarrollo de los resultados de aprendizaje del diplomado se
planificaran las redes inalambricas, de acceso remoto y sitio a sitio seguras
mediante el analisis de escenarios simulados de infraestructuras de red
empresariales para la aplicacion de servicios de autenticacion, roaming vy
localizacion. Por ultimo, se implementaran redes empresariales con acceso seguro
a través de la automatizacion y virtualizacion de la red para aplicar metodologias de
solucion de problemas en ambientes de red corporativos LAN y WAN.

Finalizando las diferentes configuraciones de cada uno de los dispositivos, se podra
comprobar y evidenciar por medio de comandos adecuados, la correcta
configuracion de la red empresarial, dando lugar a una conectividad funcional, tal
cual como era requerida desde el inicio de la estructuracion.



DESARROLLO

ENCOR SKILLS ASSESSMENT (SCENARIO 1)
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llustracion 1. Topology

Fuente: Prueba de habilidades CCNP

Tabla 1. Addressing

IPv6 Link-

Device | Interface | IPv4 Address IPv6 Address Local

R1 E1/0 209.165.200.225/27 | 2001:db8:200::1/64 | fe80::1:1

E1/2 2001:db8:100:1010: | fe80::1:2
R1 10.17.10.1/24 :1/64

E1l/1 2001:db8:100:1013: | fe80::1:3
R1 10.17.13.1/24 :1/64

R2 E1/0 209.165.200.226/27 | 2001:db8:200::2/64 | fe80::2:1
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IPv6 Link-
Local

Device | Interface | IPv4 Address IPv6 Address

Loopback 2001:db8:2222::1/1 | fe80::2:3
R2 0 2.2.2.2/32 28

E1/0 2001:db8:100:1011: | fe80::3:2
R3 10.17.11.1/24 :1/64

E1l/1 2001:db8:100:1013: | fe80::3:3
R3 10.17.13.3/24 :3/64

E1/2 2001:db8:100:1010: | fe80::d1:1
D1 10.17.10.2/24 :2/64

VLAN 2001:db8:100:100:: | fe80::d1:2
D1 100 10.17.100.1/24 1/64

VLAN 2001:db8:100:101:;: | fe80::d1:3
D1 101 10.17.101.1/24 1/64

VLAN 2001:db8:100:102:: | fe80::d1:4
D1 102 10.17.102.1/24 1/64

E1/0 2001:db8:100:1011: | fe80::d2:1
D2 10.17.11.2/24 :2/64

VLAN 2001:db8:100:100:: | fe80::d2:2
D2 100 10.17.100.2/24 2/64

VLAN 2001:db8:100:101:: | fe80::d2:3
D2 101 10.17.101.2/24 2/64

VLAN 2001:db8:100:102:: | fe80::d2:4
D2 102 10.17.102.2/24 2/64

VLAN 2001:db8:100:100:: | fe80::al:1
Al 100 10.17.100.3/23 3/64

2001:db8:100:100:: | EUI-64
PC1 NIC 10.17.100.5/24 5/64
PC2 NIC DHCP SLAAC EUI-64
PC3 NIC DHCP SLAAC EUI-64
2001:db8:100:100:: | EUI-64

PC4 NIC 10.17.100.6/24 6/64
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Objectives

Part 1: Build the Network and Configure Basic Device Settings and Interface
Addressing

Part 2: Configure the Layer 2 Network and Host Support
Part 3: Configure Routing Protocols
Part 4: Configure First-Hop Redundancy

Background / Scenario

In this skills assessment, you are responsible for completing the configuration of
the network so there is full end-to-end reachability, so the hosts have reliable
default gateway support, and so that management protocols are operational
within the “Company Network” part of the topology. Be careful to verify that your
configurations meet the provided specifications and that the devices perform as
required.

Note: The routers used with CCNP hands-on labs are Cisco 7200 routers. The
switches used in the labs are Cisco Catalyst L2 switches Other routers, switches,
and Cisco 10S versions can be used. Depending on the model and Cisco I0S
version, the commands available and the output produced might vary from what
is shown in the labs.

Note: Make sure that the switches have been erased and have no startup
configurations. If you are unsure, contact your instructor.

Note: The letters "X, Y" represent the last two digits of your ID number (cédula).

Required Resources
3 Routers (Cisco 7200). Click on the download link of the images for GNS3.
3 Switches (Cisco IOU L2). Click on the download link of the images for GNS3.
4 PCs (Use the GNS3’s VPCS)

After the configuration of devices in GNS3, the Slots of the network adapters of
the SW must be configured as follows:

D1 configuration

General settings Network Usage
Adapters
Ethernet adapters: |4

Serial adapters: | 0

llustracion 2. D1 Configuration

Fuente: Luis Araque
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https://drive.google.com/drive/folders/1dksUg8C_g7HeK4JY9OqCnPeq2hhOlcLe?usp=sharing
https://drive.google.com/drive/folders/1dksUg8C_g7HeK4JY9OqCnPeq2hhOlcLe?usp=sharing

And of the Routers like this:

R1 configuration

General Memories and disks Slots

Adapters
slot 0: | C7200-10-FE
slot 1: | PA-4E

slot 2:

Advanced Environment Usage

llustracion 3. R1 Configuration

Fuente: Luis Araque

PART 1: BUILD THE NETWORK AND CONFIGURE BASIC DEVICE SETTINGS
AND INTERFACE ADDRESSING

In Part 1, you will set up the network topology and configure basic settings and
interface addressing.

Paso 1: Cable the network as shown in the topology.

Attach the devices as shown in the topology diagram, and cable as necessary.

llustracion 4. Topology in GNS3

Fuente: Luis Araque
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Paso 2: Configure basic settings for each device.

a. Console into each device, enter global configuration mode, and apply the
basic settings. The startup configurations for each device are provided below.

Router R1

R1#CONF T

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#hostname R1 // Comando para cambiar el nombre del dispositivo
R1(config)#ipv6 unicast-routing // Habilitamos IPV6 en el dispositivo
R1(config)#no ip domain lookup // Desactivamos la traduccién de nombres

R1(config)#banner motd # R1, ENCOR Skills Assessment# // Se quema o
ubica un mensaje en el inicio

R1(config)#line con O

R1(config-line)# exec-timeout 0 0 // Se establece un tiempo de espera para
salir de la sesion

R1(config-line)# logging synchronous // Se deniegan mensajes inesperados
o de alertas en pantalla

R1(config-line)# exit
R1(config)#interface e1l/0 // Se ingresa a la interfaz seleccionada

R1(config-if)# ip address 209.165.200.225 255.255.255.224 /| Se configura
la IP y mascara

R1(config-if)# ipv6 address fe80::1:1 link-local // Se configura la IPV6 link
local

R1(config-if)# ipv6 address 2001:db8:200::1/64 // /I Se configura la IPV6
R1(config-if)# no shutdown // Se enciende la interfaz

R1(config-if)# exit

R1(config)#interface el/2 // Se ingresa a la interfaz seleccionada

R1(config-if)# ip address 10.17.10.1 255.255.255.0 // Se configura la IP y
mascara

R1(config-if)# ipv6 address fe80::1:2 link-local // Se configura la IPV6 link
local

R1(config-if)# ipv6 address 2001:db8:100:1010::1/64 // Se configura la IPV6
R1(config-if)# no shutdown // Se enciende la interfaz

R1(config-if)# exit

R1(config)#interface el/1

R1(config-if)# ip address 10.17.13.1 255.255.255.0

R1(config-if)# ipv6 address fe80::1:3 link-local

14



R1(config-if)# ipv6 address 2001:db8:100:1013::1/64
R1(config-if)# no shutdown
R1(config-if)# exit

Router R2

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#hostname R2

R2(config)#ipv6 unicast-routing // Se habilita el IPV6 en el Router
R2(config)#no ip domain lookup

R2(config)#banner motd # R2, ENCOR Skills Assessment#
R2(config)#line con 0

R2(config-line)# exec-timeout 0 O

R2(config-line)# logging synchronous

R2(config-line)# exit

R2(config)#interface el1/0

R2(config-if)# ip address 209.165.200.226 255.255.255.224
R2(config-if)# ipv6 address fe80::2:1 link-local
R2(config-if)# ipv6 address 2001:db8:200::2/64
R2(config-if)# no shutdown

R2(config-if)# exit

R2(config)#interface Loopback O

R2(config-if)# ip address 2.2.2.2 255.255.255.255
R2(config-if)# ipv6 address fe80::2:3 link-local
R2(config-if)# ipv6 address 2001:db8:2222::1/128
R2(config-if)# no shutdown

R2(config-if)# exit

Router R3

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#hostname R3

R3(config)#ipv6 unicast-routing

R3(config)#no ip domain lookup

R3(config)#banner motd # R3, ENCOR Skills Assessment#
R3(config)#line con 0

15



R3(config-line)# exec-timeout 0 O

R3(config-line)# logging synchronous
R3(config-line)# exit

R3(config)#interface el1/0

R3(config-if)# ip address 10.17.11.1 255.255.255.0
R3(config-if)# ipv6 address fe80::3:2 link-local
R3(config-if)# ipv6 address 2001:db8:100:1011::1/64
R3(config-if)# no shutdown

R3(config-if)# exit

R3(config)#interface el/1

R3(config-if)# ip address 10.17.13.3 255.255.255.0
R3(config-if)# ipv6 address fe80::3:3 link-local
R3(config-if)# ipv6 address 2001:db8:100:1010::2/64
R3(config-if)# no shutdown

R3(config-if)# exit

Switch D1

D1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#hostname D1

D1(config)#ip routing

D1(config)#ipv6 unicast-routing

D1(config)#no ip domain lookup

D1(config)#banner motd # D1, ENCOR Skills Assessment#
D1(config)#line con O

D1(config-line)# exec-timeout 0 O

D1(config-line)# logging synchronous

D1(config-line)# exit

D1(config)#vlan 100 // Se crea la VLAN seleccionada
D1(config-vlan)# name Management // Se configura el nombre de la VLAN
D1(config-vlan)# exit

D1(config)#vlan 101

D1(config-vlan)# name UserGroupA

D1(config-vlan)# exit

D1(config)#vlan 102

D1(config-vlan)# name UserGroupB

16



D1(config-vlan)# exit

D1(config)#vlan 999

D1(config-vlan)# name NATIVE

D1(config-vlan)# exit

D1(config)#interface el/2

D1(config-if)# no switchport

D1(config-if)# ip address 10.17.10.2 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:1 link-local
D1(config-if)# ipv6 address 2001:db8:100:1010::2/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#interface vlian 100

D1(config-if)# ip address 10.17.100.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:2 link-local
D1(config-if)# ipv6 address 2001:db8:100:100::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#interface vlan 101

D1(config-if)# ip address 10.17.101.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:3 link-local
D1(config-if)# ipv6 address 2001:db8:100:101::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#interface vlan 102

D1(config-if)# ip address 10.17.102.1 255.255.255.0
D1(config-if)# ipv6 address fe80::d1:4 link-local
D1(config-if)# ipv6 address 2001:db8:100:102::1/64
D1(config-if)# no shutdown

D1(config-if)# exit

D1(config)#ip dhcp excluded-address 10.17.101.1 10.0.101.109
D1(config)#ip dhcp excluded-address 10.17.101.141 10.0.101.254
D1(config)#ip dhcp excluded-address 10.17.102.1 10.0.102.109

D1(config)#ip dhcp excluded-address 10.17.102.141 10.0.102.254 /| Se
configuran las exclusiones de los rangos ip indicadas de la propagacion del
DHCP

D1(config)#ip dhcp pool VLAN-101 // Creamos un conjunto de IPs para el
DHCP

17



D1(dhcp-config)# network 10.17.101.0 255.255.255.0
D1(dhcp-config)# default-router 10.17.101.254
D1(dhcp-config)# exit

D1(config)#ip dhcp pool VLAN-102

D1(dhcp-config)# network 10.17.102.0 255.255.255.0
D1(dhcp-config)# default-router 10.17.102.254
D1(dhcp-config)# exit

D1(config)#interface range e0/0-3,e1/0-1,e1/3,e2/0-3,e3/0-3 // Se selecciona
un rango de interfaces al mismo tiempo para indicar un comando masivo

D1(config-if-range)# shutdown
D1(config-if-range)# exit

Switch D2

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#hostname D2
D2(config)#ip routing

D2(config)#ipv6 unicast-routing
D2(config)#no ip domain lookup
D2(config)#banner motd # D2, ENCOR Skills Assessment#
D2(config)#line con 0
D2(config-line)# exec-timeout 0 O
D2(config-line)# logging synchronous
D2(config-line)# exit

D2(config)#vlan 100
D2(config-vlan)# name Management
D2(config-vlan)# exit

D2(config)#vlan 101
D2(config-vlan)# name UserGroupA
D2(config-vlan)# exit

D2(config)#vlan 102
D2(config-vlan)# name UserGroupB
D2(config-vlan)# exit

D2(config)#vlan 999
D2(config-vlan)# name NATIVE
D2(config-vlan)# exit

18



D2(config)#interface e1l/0

D2(config-if)# no switchport

D2(config-if)# ip address 10.17.11.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:1 link-local

D2(config-if)# ipv6 address 2001:db8:100:1011::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#interface vlian 100

D2(config-if)# ip address 10.17.100.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:2 link-local

D2(config-if)# ipv6 address 2001:db8:100:100::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#interface vlan 101

D2(config-if)# ip address 10.17.101.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:3 link-local

D2(config-if)# ipv6 address 2001:db8:100:101::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#interface vlan 102

D2(config-if)# ip address 10.17.102.2 255.255.255.0
D2(config-if)# ipv6 address fe80::d2:4 link-local

D2(config-if)# ipv6 address 2001:db8:100:102::2/64
D2(config-if)# no shutdown

D2(config-if)# exit

D2(config)#ip dhcp excluded-address 10.17.101.1 10.0.101.209
D2(config)#ip dhcp excluded-address 10.17.101.241 10.0.101.254
D2(config)#ip dhcp excluded-address 10.17.102.1 10.0.102.209
D2(config)#ip dhcp excluded-address 10.17.102.241 10.0.102.254
D2(config)#ip dhcp pool VLAN-101

D2(dhcp-config)# network 10.17.101.0 255.255.255.0
D2(dhcp-config)# default-router 10.17.101.254
D2(dhcp-config)# exit

D2(config)#ip dhcp pool VLAN-102

D2(dhcp-config)# network 10.17.102.0 255.255.255.0
D2(dhcp-config)# default-router 10.17.102.254
D2(dhcp-config)# exit
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D2(config)#interface range e0/0-3,e1/1-3,e2/0-3,e3/0-3
D2(config-if-range)# shutdown
D2(config-if-range)# exit

Switch A1

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#hostname Al

Al(config)#no ip domain lookup

Al(config)#banner motd # A1, ENCOR Skills Assessment#
Al(config)#line con O

Al(config-line)# exec-timeout 0 O

Al(config-line)# logging synchronous

Al(config-line)# exit

Al(config)#vlan 100

Al(config-vlan)# name Management

Al(config-vlan)# exit

Al(config)#vlan 101

Al(config-vlan)# name UserGroupA

Al(config-vlan)# exit

Al(config)#vlan 102

Al(config-vlan)# name UserGroupB

Al(config-vlan)# exit

Al(config)#vlan 999

Al(config-vlan)# name NATIVE

Al(config-vlan)# exit

Al(config)#interface vlan 100

Al(config-if)# ip address 10.17.100.3 255.255.255.0
Al(config-if)# ipv6 address fe80::al:1 link-local
Al(config-if)# ipv6 address 2001:db8:100:100::3/64
Al(config-if)# no shutdown

Al(config-if)# exit

Al(config)#interface range e0/0,e0/3,e1/0,e2/1-3,e3/0-3
Al(config-if-range)# shutdown

Al(config-if-range)# exit

20



b. Save the running configuration to startup-config on all devices.

copy running-config startup-config

solarwinds - © 2019 SolarWinds Worldwide, LLC. All rights reserved. ]
llustracion 5. Save configuration on all devices

Fuente: Luis Araque

c. Configure PC 1 and PC 4 host addressing as shown in the addressing table.
Assign a default gateway address of 10.17.100.254 which will be the HSRP
virtual IP address used in Part 4.

llustracion 6. Asignacion IP estatica

Fuente: Luis Araque
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PART 2: CONFIGURE THE LAYER 2 NETWORK AND HOST SUPPORT

In this part of the Skills Assessment, you will complete the Layer 2 network
configuration and set up basic host support. At the end of this part, all the switches
should be able to communicate. PC2 and PC3 should receive addressing from
DHCP and SLAAC.

ip dhcp
Your configuration tasks are as follows:

Tabla 2. Configure The Layer 2 Network And Host Support

Task# Task Specification Points

On all switches, configure IEEE | Enable 802.1Q trunk links
802.1Q trunk interfaces on | between:

2.1 interconnecting switch links e D1 and D2 6
e D1 and Al
e D2 and Al
On all switches, change the Use VLAN 999 as the native
292 native VLAN on trunk links. VLAN. 6

switchport trunk native vian 999

On all switches, enable the Use Rapid Spanning Tree.

2.3 . ; 3
Rapid Spanning-Tree Protocol.
On D1 and D2, configure the Configure D1 and D2 as root
appropriate RSTP root bridges | for the appropriate VLANS
based on the information in the | with mutually supporting

2.4 topology diagram. priorities in case of switch 2
D1 and D2 must provide failure.
backup in case of root bridge
failure.
On all switches, create LACP Use the following channel
EtherChannels as shown in the | numbers:

25 topology diagram. e D1 to D2 — Port channel | 5

12

e D1 to A1l — Port channel 1
e D2 to A1 — Port channel 2
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Task#

Task

Specification

Points

2.6

On all switches, configure host
access ports connecting to
PC1, PC2, PC3, and PC4.

Configure access ports with
appropriate VLAN settings
as shown in the topology
diagram. Host ports should
transition immediately to
forwarding state.

2.7

Verify IPv4 DHCP services.

PC2 and PC3 are DHCP
clients and should be
receiving valid IPv4
addresses.

2.8

Verify local LAN connectivity.

PC1
ping:
e D1:10.17.100.1
e D2:10.17.100.2
e PC4:10.17.100.6

PC2
ping:
e D1:10.17.102.1
e D2:10.17.102.2

PC3
ping:
e D1:10.17.101.1
e D2:10.17.101.2

PC4
ping:
e D1:10.17.100.1
e D2:10.17.100.2
e PC1:10.17.100.5

should successfully

should successfully

should

successfully

should successfully

Part 2 Commands (Configure The Layer 2 Network And Host Support)

Switch D1

Di1#conft

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#int range e€2/0-3




D1(config-if-range)#switchport trunk encapsulation dotlq // Configuramos el tiempo
de encapsulacion

D1(config-if-range)#switchport mode trunk // Configuramos la interfaz(ces) a con
trunk o troncal

D1(config-if-range)#switchport trunk native vlan 999 // Asignamos la VLAN 999
como nativa

D1(config-if-range)#channel-group 12 mode active // Creamos los LACP
etherchannels

D1(config-if-range)#no shutdown

D1(config-if-range)#exit

D1(config)#int range e0/1-2

D1(config-if-range)#switchport trunk encapsulation dotlq
D1(config-if-range)#switchport mode trunk

D1(config-if-range)#switchport trunk native vlan 999
D1(config-if-range)#channel-group 1 mode active

D1(config-if-range)#no shutdown

D1(config-if-range)#exit

D1(config)#spanning-tree mode rapid-pvst // Habilitamos el protocolo STP en modo
rapido

D1(config)#spanning-tree vlian 100,102 root primary // Habilitamos las VLANS como
puente raiz principal

D1(config)#spanning-tree vlan 101 root secondary // Se configura la VLAN puente
raiz secundario

D1(config)#int e0/0

D1(config-if)#switchport mode Access

D1(config-if)#switchport access vlan 100

D1(config-if)#spanning-tree portfast

D1(config-if)#no shutdown

D1(config-if)#exit

Switch D2

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#int range e2/0-3
D2(config-if-range)#switchport trunk encapsulation dotlq
D2(config-if-range)#switchport mode trunk
D2(config-if-range)#switchport trunk native vlian 999
D2(config-if-range)#channel-group 12 mode active
D2(config-if-range)#no shutdown
D2(config-if-range)#exit

D2(config)#int range el/1-2
D2(config-if-range)#switchport trunk encapsulation dotlq
D2(config-if-range)#switchport mode trunk
D2(config-if-range)#switchport trunk native vian 999
D2(config-if-range)#channel-group 2 mode active
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D2(config-if-range)#no shutdown
D2(config-if-range)#exit
D2(config)#spanning-tree mode rapid-pvst
D2(config)#spanning-tree vlan 101 root primary
D2(config)#spanning-tree vlan 100,102 root secondary
D2(config)#int e0/0

D2(config-if)#switchport mode Access
D2(config-if)#switchport access vlan 102
D2(config-if)#spanning-tree portfast
D2(config-if)#no shutdown

D2(config-if)#exit

D2(config)#end

Switch A1

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#spanning-tree mode rapid-pvst
Al(config)#int range e0/1-2
Al(config-if-range)#switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 1 mode active
Al(config-if-range)#no shutdown
Al(config-if-range)#exit

Al(config)#int range el/1-2
Al(config-if-range)#switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 2 mode active
Al(config-if-range)#no shutdown
Al(config-if-range)#exit

Al(config)#int el/3

Al(config-if)#switchport mode access
Al(config-if)#switchport access vlan 101
Al(config-if)#spanning-tree portfast
Al(config-if)#no shutdown

Al(config-if)#exit

Al(config)#int e2/0

Al(config-if)#switchport mode access
Al(config-if)#switchport access vlan 100
Al(config-if)#spanning-tree portfast
Al(config-if)#no shutdown

Al(config-if)#exit

Al(config)#end
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PC1 should successfully ping:

e D1:10.17.100.1
e D2:10.17.100.2
e PC4:10.17.100.6

llustracion 7. PC1 should successfully ping
Fuente: Luis Araque

PC2 should successfully ping:

e D1:10.17.102.1
e D2:10.17.102.2

llustracion 8. PC2 should successfully ping

Fuente: Luis Araque

PC3 should successfully ping:

e D1:10.17.101.1
e D2:10.17.101.2
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llustracion 9. PC3 should successfully ping

Fuente: Luis Araque

PC4 should successfully ping:

e D1:10.17.100.1
e D2:10.17.100.2
e PC1:10.17.100.5

llustracion 10. PC4 should successfully ping

Fuente: Luis Araque

PART 3: CONFIGURE ROUTING PROTOCOLS

In this part, you will configure IPv4 and IPv6 routing protocols. At the end of this part, the
network should be fully converged. IPv4 and IPv6 pings to the Loopback 0O interface from

D1 and D2 should be successful.
Note: Pings from the hosts will not be successful because their default gateways are pointing

to the HSRP address, which will be enabled in Part 4.
Your configuration tasks are as follows:
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Tabla 3. Configure Routing Protocols

Task# Task Specification Points
On the "Company Use OSPF Process ID 4 and assign the
I;itworolr D(IZ)e R1f,_ R3, | following router-IDs:
, an , configure _
single-area OSPFv2 in * Eé 882;
area 0. ® Ra A4
e D1:0.0.4.131
e D2:0.0.4.132
On R1, R3, D1, and D2, advertise all directly
3.1 connected networks / VLANSs in Area 0. 8
e On R1, do not advertise the R1 — R2
network.
e On R1, propagate a default route. Note that
the default route will be provided by BGP.
Disable OSPFv2 advertisements on:
e D1: All interfaces except E1/2
o D2: All interfaces except E1/0
On the "Company Use OSPF Process ID 6 and assign the
gitwo'g D(IZ)e R1f,_ R3, | following router-IDs:
, an , configure ,
classic single-area * 2; 882;
OSPFv3 in area 0. y DL 0.0.6131
e D1:0.0.6.
e D2:0.0.6.132
On R1, R3, D1, and D2, advertise all directly
3.2 connected networks / VLANSs in Area 0. 8

e On R1, do not advertise the R1 — R2
network.

¢ On R1, propagate a default route. Note that
the default route will be provided by BGP.

Disable OSPFv3 advertisements on:

e D1: All interfaces except E1/2
e D2: All interfaces except E1/0
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Task#

Task

Specification

Points

3.3

On R2 in the “ISP
Network”, configure
MP-BGP.

Configure two default static routes via
interface Loopback 0:

e An IPv4 default static route.
e An IPv6 default static route.

Configure R2 in BGP ASN 500 and use the
router-id 2.2.2.2.

Configure and enable an IPv4 and IPv6
neighbor relationship with R1 in ASN 300.

In IPv4 address family, advertise:
e The Loopback 0 IPv4 network (/32).
e The default route (0.0.0.0/0).

In IPv6 address family, advertise:
e The Loopback 0 IPv4 network (/128).
e The default route (::/0).

3.4

On R1 in the “ISP
Network”, configure
MP-BGP.

Configure two static summary routes to
interface Null O:
o A summary IPv4 route for 10.0.0.0/8.

e A summary IPv6 route for
2001:db8:100::/48.

Configure R1 in BGP ASN 300 and use the
router-id 1.1.1.1.

Configure an IPv4 and IPv6 neighbor
relationship with R2 in ASN 500.

In IPv4 address family:

¢ Disable the IPv6 neighbor relationship.
¢ Enable the IPv4 neighbor relationship.
¢ Advertise the 10.0.0.0/8 network.

In IPv6 address family:

¢ Disable the IPv4 neighbor relationship.
¢ Enable the IPv6 neighbor relationship.
¢ Advertise the 2001:db8:100::/48 network.

Issue show run | section ~router ospf on R1, R3, D1, and D2; output should appear as below.
Verification task 3.1 on each device.
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llustraciéon 11. Verification of task 3.1 on each device

Fuente: Luis Araque

Issue show run | section “ipv6 router and show ipv6 ospf interface brief on R1, R3, D1, and
D2; output should appear as below. Verification task 3.2 on each device.
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llustracion 12. Verification task 3.2 on each device

Fuente: Luis Araque

Issue show run | section bgp and show run | include route on R2; output should appear as
below. Verification task 3.3.
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llustracién 13. Verification task 3.3, R2

Fuente: Luis Araque

llustracién 14. Verification task 3.4, R1

Fuente: Luis Araque
Verify Routing Tables:

Issue show ip route | include O|B on R1; output should appear as below. Verification that
OSPF and BGP for IPv4 are working properly.
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llustracién 15. Verification that OSPF and BGP for IPv4, R1

Fuente: Luis Araque

Issue show ipv6 route command on R1; should appear as below. Verification that OSPFv3
for IPv6 is working properly.

llustracién 16. Verification that OSPFv3 for IPv6, R1

Fuente: Luis Araque
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Issue show ip route ospf | begin Gateway command on R3; output should appear as below.
Verification that OSPF for IPv4 is working properly.

llustracion 17. Verification that OSPF for IPv4, R3

Fuente: Luis Araque

Issue the show ipv6 route ospf command on R3; output should appear as below. Verification
that OSPFv3 for IPv6 is working properly.

llustracion 18. Verification that OSPFv3 for IPv6, R3

Fuente: Luis Araque

Part 3 Commands (Routing Protocols)

Router R1

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#router ospf 4 // Se habilita el OSPF

R1(config-router)# router-id 0.0.4.1 // Se especifica el id del OSPF
R1(config-router)# network 10.17.10.0 0.0.0.255 area O

R1(config-router)# network 10.17.13.0 0.0.0.255 area 0 // Se configura la red IPV4

34



R1(config-router)# default-information originate // Se indica a R1 que sea el origen
de la ruta predeterminadaa OSPF

R1(config-router)# exit

R1(config)#ipv6 router ospf 6 // Se configura OSPF para IPV6

R1(config-rtr)# router-id 0.0.6.1 // Se configura el enrutamiento IPV6 OSPF
R1(config-rtr)# default-information originate

R1(config-rtr)# exit

R1(config)#interface el1/2 // Ingresamos a la configuracién de la interfaz
R1(config-if)# ipv6 ospf 6 area 0 // Indicamos el area cero, es la Unica area presente
R1(config-if)# exit

R1(config)#interface el/1

R1(config-if)# ipv6 ospf 6 area O

R1(config-if)# exit

R1(config)#!

R1(config)#ip route 10.0.0.0 255.0.0.0 nullO // Configuracién de la ruta estatica null
0

R1(config)#ipv6 route 2001:db8:100::/48 null0 // Configuracion de la ruta estatica
IPV6 null O

R1(config)#!

R1(config)#router bgp 300

R1(config-router)# bgp router-id 1.1.1.1

R1(config-router)# neighbor 209.165.200.226 remote-as 500 // configuracién de
vecinos en BGP AS 500 IPV4

R1(config-router)# neighbor 2001:db8:200::2 remote-as 500

R1(config-router)# address-family ipv4 unicast // Configuracién de la familia de
direcciones

R1(config-router-af)# neighbor 209.165.200.226 activate

R1(config-router-af)# no neighbor 2001:db8:200::2 activate

R1(config-router-af)# network 10.0.0.0 mask 255.0.0.0

R1(config-router-af)# exit-address-family

R1(config-router)# address-family ipv6 unicast

R1(config-router-af)# no neighbor 209.165.200.226 activate

R1(config-router-af)# neighbor 2001:db8:200::2 activate // Activamos la
configuracion del vecino en IPV6

R1(config-router-af)# network 2001:db8:100::/48

R1(config-router-af)# exit-address-family
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llustracion 19. Configutarion R1 Part 3

Fuente: Luis Araque

Router R2

R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R2(config)#ip route 0.0.0.0 0.0.0.0 loopback 0 // Habilita enrutamiento loopback O
R2(config)#ipv6 route ::/0 loopback 0 // Habilita IPV6 en loopback O
R2(config)#router bgp 500

R2(config-router)# bgp router-id 2.2.2.2 // Se asigha manualmente el id de BGP
R2(config-router)# neighbor 209.165.200.225 remote-as 300
R2(config-router)# neighbor 2001:db8:200::1 remote-as 300

R2(config-router)# address-family ipv4

R2(config-router-af)# neighbor 209.165.200.225 activate

R2(config-router-af)# no neighbor 2001:db8:200::1 activate
R2(config-router-af)# network 2.2.2.2 mask 255.255.255.255
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R2(config-router-af)# network 0.0.0.0

R2(config-router-af)# exit-address-family
R2(config-router)# address-family ipv6

R2(config-router-af)# no neighbor 209.165.200.225 activate
R2(config-router-af)# neighbor 2001:db8:200::1 activate
R2(config-router-af)# network 2001:db8:2222::/128
R2(config-router-af)# network ::/0

R2(config-router-af)# exit-address-family

llustracion 20. Configuration R2 Part 3

Fuente: Luis Araque

Router R3

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 4

R3(config-router)# router-id 0.0.4.3

R3(config-router)# network 10.17.11.0 0.0.0.255 area O
R3(config-router)# network 10.17.13.0 0.0.0.255 area O
R3(config-router)# exit

R3(config)#ipv6 router ospf 6

R3(config-rtr)# router-id 0.0.6.3

R3(config-rtr)# exit
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R3(config)#interface e1l/0
R3(config-if)# ipv6 ospf 6 area 0
R3(config-if)# exit
R3(config)#interface el/1
R3(config-if)# ipv6 ospf 6 area O
R3(config-if)# exit

line. End with CNTL/Z.

llustracion 21. Configuration R3 Part 3

Fuente: Luis Araque

Switch D1

D1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#router ospf 4

D1(config-router)# router-id 0.0.4.131

D1(config-router)# network 10.17.100.0 0.0.0.255 area 0
D1(config-router)# network 10.17.101.0 0.0.0.255 area 0
D1(config-router)# network 10.17.102.0 0.0.0.255 area 0
D1(config-router)# network 10.17.10.0 0.0.0.255 area 0
D1(config-router)# passive-interface default
D1(config-router)# no passive-interface el/2
D1(config-router)# exit

D1(config)#ipv6 router ospf 6

D1(config-rtr)# router-id 0.0.6.131

D1(config-rtr)# passive-interface default

D1(config-rtr)# no passive-interface el/2
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D1(config-rtr)# exit
D1(config)#interface el/2
D1(config-if)# ipv6 ospf 6 area O
D1(config-if)# exit
D1(config)#interface vlian 100
D1(config-if)# ipv6 ospf 6 area 0
D1(config-if)# exit
D1(config)#interface vlan 101
D1(config-if)# ipv6 ospf 6 area O
D1(config-if)# exit
D1(config)#interface vlan 102
D1(config-if)# ipv6 ospf 6 area O
D1(config-if)# exit
D1(config)#end

llustracion 22. Configuration D1 Part 3

Fuente: Luis Araque

Switch D2

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#router ospf 4

D2(config-router)# router-id 0.0.4.132

D2(config-router)# network 10.17.100.0 0.0.0.255 area 0
D2(config-router)# network 10.17.101.0 0.0.0.255 area 0
D2(config-router)# network 10.17.102.0 0.0.0.255 area 0
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D2(config-router)# network 10.17.11.0 0.0.0.255 area O
D2(config-router)# passive-interface default
D2(config-router)# no passive-interface e1/0
D2(config-router)# exit

D2(config)#ipv6 router ospf 6

D2(config-rtr)# router-id 0.0.6.132

D2(config-rtr)# passive-interface default // Se configura todo el OSPF como pasivo
D2(config-rtr)# no passive-interface e1/0 // Se excluye de la configuracion pasiva la
interfaz

D2(config-rtr)# exit

D2(config)#interface e1/0

D2(config-if)# ipv6 ospf 6 area O

D2(config-if)# exit

D2(config)#interface vlian 100

D2(config-if)# ipv6 ospf 6 area 0

D2(config-if)# exit

D2(config)#interface vlan 101

D2(config-if)# ipv6 ospf 6 area 0

D2(config-if)# exit

D2(config)#interface vlian 102

D2(config-if)# ipv6 ospf 6 area O

D2(config-if)# exit

D2(config)#end
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llustracion 23. Configuration D2 Part 3

Fuente: Luis Araque

PART 4. CONFIGURE FIRST HOP REDUNDANCY
In this part, you will configure HSRP version 2 to provide first-hop redundancy for hosts in

the “Company Network”.
Your configuration tasks are as follows:
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Tabla 4. Configure First Hop Redundancy

Create an IP SLA object for IP SLA 4 and one
for IP SLA 6.

e Use track number 4 for IP SLA 4.
e Use track number 6 for IP SLA 6.

The tracked objects should notify D1 if the IP
SLA state changes from down to up after 10
seconds, or from up to down after 15 seconds.

Task# Task Specification Points
On D1, create IP Create two IP SLAs.
SLAS tth test the e Use SLA number 4 for IPv4.
reachability of R1
interface E1/2. e Use SLA number 6 for IPv6.
The IP SLAs will test availability of R1 E1/2
interface every 5 seconds.
Schedule the SLA for immediate implementation
a1 with no end time. 5
Create an IP SLA object for IP SLA 4 and one
for IP SLA 6.
e Use track number 4 for IP SLA 4.
e Use track number 6 for IP SLA 6.
The tracked objects should notify D1 if the IP
SLA state changes from down to up after 10
seconds, or from up to down after 15 seconds.
On D2, create IP Create two IP SLAs.
SLAS thg_t test the e Use SLA number 4 for IPv4.
reachability of R3
interface E1/0. e Use SLA number 6 for IPv6.
The IP SLAs will test availability of R3 E1/0
interface every 5 seconds.
Schedule the SLA for immediate implementation
4.2 with no end time. 2
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Task#

Task

Specification

Points

4.3

On D1, configure
HSRPv2.

D1 is the primary router for VLANs 100 and 102;
therefore, their priority will also be changed to
150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104 for VLAN 100:
e Assign the virtual IP address 10.17.100.254.
e Set the group priority to 150.

e Enable preemption.
¢ Track object 4 and decrement by 60.

Configure IPv4 HSRP group 114 for VLAN 101:

e Assign the virtual IP address 10.17.101.254.
e Enable preemption.
e Track object 4 to decrement by 60.

Configure IPv4 HSRP group 124 for VLAN 102:

Assign the virtual IP address 10.17.102.254.
Set the group priority to 150.

Enable preemption.

Track object 4 to decrement by 60.

Configure IPv6 HSRP group 106 for VLAN 100:

e Assign the virtual IP address using ipv6
autoconfig.

e Set the group priority to 150.

e Enable preemption.

e Track object 6 and decrement by 60.

Configure IPv6 HSRP group 116 for VLAN 101.:

¢ Assign the virtual IP address using ipv6
autoconfig.

e Enable preemption.

e Track object 6 and decrement by 60.

Configure IPv6 HSRP group 126 for VLAN 102:

e Assign the virtual IP address using ipv6
autoconfig.

e Set the group priority to 150.

e Enable preemption.

¢ Track object 6 and decrement by 60.

43




Task#

Task

Specification

Points

On D2, configure
HSRPv2.

D2 is the primary router for VLAN 101,
therefore, the priority will also be changed to
150.

Configure HSRP version 2.

Configure IPv4 HSRP group 104 for VLAN 100:
e Assign the virtual IP address 10.17.100.254.

e Enable preemption.
e Track object 4 and decrement by 60.

Configure IPv4 HSRP group 114 for VLAN 101:
Assign the virtual IP address 10.17.101.254.

Set the group priority to 150.
Enable preemption.
Track object 4 to decrement by 60.

Configure IPv4 HSRP group 124 for VLAN 102:
e Assign the virtual IP address 10.17.102.254.

e Enable preemption.
e Track object 4 to decrement by 60.

Configure IPv6 HSRP group 106 for VLAN 100:

e Assign the virtual IP address using ipv6
autoconfig.

e Enable preemption.

e Track object 6 and decrement by 60.

Configure IPv6 HSRP group 116 for VLAN 101:

e Assign the virtual IP address using ipv6
autoconfig.

¢ Set the group priority to 150.

e Enable preemption.

e Track object 6 and decrement by 60.

Configure IPv6 HSRP group 126 for VLAN 102:

¢ Assign the virtual IP address using ipv6
autoconfig.

e Enable preemption.

e Track object 6 and decrement by 60.
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Issue the show run | section ip sla command on D1; output should appear as below.
Verification task 4.1 and bullet 3 of task 4.3 for Switch D1.

llustraciéon 24. Verification task 4.1 and bullet 3 of task 4.3 for Switch D1

Fuente: Luis Araque

Issue the show standby brief command on D1; output should appear as below. Verification
task 4.3.

llustracion 25. Verification task 4.3

Fuente: Luis Araque

Issue the show run | section ip sla command on D2; output should appear as below.
Verification task 4.2 and bullet 3 of task 4.3 for Switch D2.
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llustraciéon 26. Verification task 4.2 and bullet 3 of task 4.3 for Switch D2

Fuente: Luis Araque

Part 4 Commands (FHRP/SLA)

Switch D1

D1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#ip sla 4 // Se configura nUmero de IP SLA
D1(config-ip-sla)# icmp-echo 10.17.10.1 // Se configura la direccion a la que se hara
ping

D1(config-ip-sla-echo)# frequency 5 // Se configura la frecuencia
D1(config-ip-sla-echo)# exit

D1(config)#ip sla 6

D1(config-ip-sla)# icmp-echo 2001:db8:100:1010::1
D1(config-ip-sla-echo)# frequency 5

D1(config-ip-sla-echo)# exit

D1(config)#ip sla schedule 4 life forever start-time now // Configuramos cuando
gueremos que se ejecute el IP SLA y por cuanto tiempo en IPV4
D1(config)#ip sla schedule 6 life forever start-time now
D1(config)#track 4 ip sla 4

D1(config-track)# delay down 10 up 15 // Configuramos el delay
D1(config-track)# exit

D1(config)#track 6 ip sla 6

D1(config-track)# delay down 10 up 15

D1(config-track)# exit

D1(config)#interface vlian 100

D1(config-if)# standby version 2 // Configuramos el HSRP version 2
D1(config-if)# standby 104 ip 10.17.100.254
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D1(config-if)# standby 104 priority 150 // Se establece la prioridad en 150
D1(config-if)# standby 104 preempt // Se configura la preferencia del grupo
D1(config-if)# standby 104 track 4 decrement 60 // Se configura el rastreo y el
decremento

D1(config-if)# standby 106 ipv6 autoconfig

D1(config-if)# standby 106 priority 150

D1(config-if)# standby 106 preempt

D1(config-if)# standby 106 track 6 decrement 60

D1(config-if)# exit

D1(config)#interface vlian 101

D1(config-if)# standby version 2

D1(config-if)# standby 114 ip 10.17.101.254

D1(config-if)# standby 114 preempt

D1(config-if)# standby 114 track 4 decrement 60

D1(config-if)# standby 116 ipv6 autoconfig

D1(config-if)# standby 116 preempt

D1(config-if)# standby 116 track 6 decrement 60

D1(config-if)# exit

D1(config)#interface vlan 102

D1(config-if)# standby version 2

D1(config-if)# standby 124 ip 10.17.102.254

D1(config-if)# standby 124 priority 150

D1(config-if)# standby 124 preempt

D1(config-if)# standby 124 track 4 decrement 60

D1(config-if)# standby 126 ipv6 autoconfig

D1(config-if)# standby 126 priority 150

D1(config-if)# standby 126 preempt

D1(config-if)# standby 126 track 6 decrement 60

D1(config-if)# exit

D1(config)#end

D1#
Dl#cont t

guration commands, one per line. End with CNTL/Z.

(=

a7



llustracion 27. Configuration D1 Part 4

Fuente: Luis Araque

Switch D2

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#ip sla 4

D2(config-ip-sla)# icmp-echo 10.17.11.1
D2(config-ip-sla-echo)# frequency 5
D2(config-ip-sla-echo)#exit

D2(config)#ip sla 6

D2(config-ip-sla)# icmp-echo 2001:db8:100:1011::1
D2(config-ip-sla-echo)# frequency 5
D2(config-ip-sla-echo)#exit

D2(config)#ip sla schedule 4 life forever start-time now
D2(config)#ip sla schedule 6 life forever start-time now
D2(config)#track 4 ip sla 4

48



D2(config-track)# delay down 10 up 15
D2(config-track)# exit

D2(config)#track 6 ip sla 6

D2(config-track)# delay down 10 up 15
D2(config-track)# exit

D2(config)#interface vlian 100

D2(config-if)# standby version 2

D2(config-if)# standby 104 ip 10.17.100.254
D2(config-if)# standby 104 preempt
D2(config-if)# standby 104 track 4 decrement 60
D2(config-if)# standby 106 ipv6 autoconfig
D2(config-if)# standby 106 preempt
D2(config-if)# standby 106 track 6 decrement 60
D2(config-if)# exit

D2(config)#interface vlian 101

D2(config-if)# standby version 2

D2(config-if)# standby 114 ip 10.17.101.254
D2(config-if)# standby 114 priority 150
D2(config-if)# standby 114 preempt
D2(config-if)# standby 114 track 4 decrement 60
D2(config-if)# standby 116 ipv6 autoconfig
D2(config-if)# standby 116 priority 150
D2(config-if)# standby 116 preempt
D2(config-if)# standby 116 track 6 decrement 60
D2(config-if)# exit

D2(config)#interface vlan 102

D2(config-if)# standby version 2

D2(config-if)# standby 124 ip 10.17.102.254
D2(config-if)# standby 124 preempt
D2(config-if)# standby 124 track 4 decrement 60
D2(config-if)# standby 126 ipv6 autoconfig
D2(config-if)# standby 126 preempt
D2(config-if)# standby 126 track 6 decrement 60
D2(config-if)# exit

D2(config)#end
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llustracion 28. Configuration D2 Part 4

Fuente: Luis Araque

ENLACE ARCHIVO DE SIMULACION

Link: 1053665417 TrabajoFinal PruebaHabilidades.gns3project
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https://unadvirtualedu-my.sharepoint.com/:u:/g/personal/lmaraquec_unadvirtual_edu_co/ESoMLpMlGE5Hh7sgGymj-iIBol8AkREjHH4MJgzoLQ-Lyg?e=Y7N816

CONCLUSIONES

En el desarrollo de este Diplomado de profundizacién de Cisco CCNP, se logro
hacer la estructuracion de redes conmutadas mediante el uso del protocolo STP y
la configuracion de VLANs, donde se comprendieron las caracteristicas de una
infraestructura de red jerarquica convergente.

Fue posible disefiar soluciones de red escalables mediante la configuracion basica
y avanzada de protocolos de enrutamiento para la implementacién de servicios IP
con calidad de servicio en ambientes de red empresariales LAN y WAN.

En la continuacion del desarrollo de los resultados de aprendizaje del diplomado se
planificaron las redes inalambricas, de acceso remoto y sitio a sitio seguras
mediante el analisis de escenarios simulados de infraestructuras de red
empresariales para la aplicacion de servicios de autenticacion, roaming vy
localizacion.

Por dltimo, se implementaron redes empresariales con acceso seguro a traves de

la automatizacion y virtualizacion de la red donde se aplicaron metodologias de
solucion de problemas en ambientes de red corporativos LAN y WAN.
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