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Introduccion

En la configuracion béasica de RIPv2 y RIPng se debe tener en cuenta los pardmetros basicos de los
dispositivos, al igual que se debe configurar y verificar el routing RIPv2, lo mismo sucede con la IPv6 en
los dispositivos, cabe recalcar que el RIPv2 se utiliza para enrutar direcciones IPv4 en redes pequefias, por
otro lado la configuracion de OSPFv2 basico de area Unica, en donde le protocolo OSPF es un protocolo
de routing de estado de enlace para las redes IP, lo cual se definio OSPFv2 para redes Ipv4 y OSPFv3 para
redes IPv6, en estas se configura y verifica el routing OSPF al igual que ese cambia las asignaciones de 1D
del router, las interfaces OSPF pasivas y se cambian las métricas.

Por otro lado la configuracion de DHCPv4 bésico en un router o configuracién dindmica de host (DHCP),
es un protocolo de red que permite a los administradores de red administrar y automatizar la asignacion de
direcciones IP, en este escenario lo que se realiza es la configuracion de un servidor de DHCPv4 y un
agente de retransmision DHCP, de igual manera se trabaja en la configuracién basica de DHCPv4 en un
Switch, en el cual se cambiaria la preferencia de SDM, la configuracion DHCPv4 y la misma
configuracién DHCP pero para varias VLAN, por ultimo habilitar el routing IP, siendo el servidor de
DHCPV4 de cisco el que asigna y administra direcciones IPv4 de conjuntos de direcciones identificados
que estan asociados a VLAN especificas e interfaces virtuales de switch (SVI).

También hablamos de configuracion de DHCPV6 sin estado y con estado, en las cuales se realizaran
configuraciones de la red para SLAAC, DHCPV6 sin estado y DHCP con estado, recordando siempre las
tres maneras de configuraciones en la asignacion dindmica de direcciones IPv6 de unidifusion global, la
cuales se mencionan a continuacion:

- Solo mediante configuracion automatica de direccion sin estado (SLAAC)

- Mediante el protocolo de configuracion dinamica de host sin estado para IPv6 (DHCPv6)

- Mediante DHCPvV6 con estado

Cuando se trabaja en la configuracion de NAT dinamica y estatica, se habla del proceso en el que un
dispositivo de red, como un router Cisco, asigna una direccion publica a los dispositivos host dentro de una
red privada, también se trata la configuracion de un conjunto de NAT con sobrecarga y PAT en ellos se
configuraran y verificaran un conjunto de NAT con carga y finalmente se configura y verifica PAT.

La configuracion estandar de ACLs implica la configuracidn, aplicacién y verificacion de una ACL
estandar, igual planifica una implementacion de ACL, se recuerda que las listas de control de acceso
(ACL), estandar son secuencias de comandos de configuracion de enrutadores que controlan si un
enrutador permite o niega paquetes en funcion de a direccion de origen, también se trabaja la
configuracion de las ACL estandar nominales en donde se configura y aplica una ACL estandar designada
y se verifica la implementacion de ACL. Continuando con la configuracion de ACL, estas se trabajan
también en lineas VTY.
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Por Gltimo se trabaja la configuracion de las ACL de IPv6, en las cuales se configurara, aplicara y

verificara una ACL de IPv6, lo mismo sucede con una segunda ACL de IPv6, cada una de las
configuraciones seran realizadas y evidenciadas.



7.3.2.4 Lab — Configuring Basic RIPv2 and RIPng

Topologia

Objetivos
Parte 1: armar la red y configurar los parametros basicos de los dispositivos
Parte 2: configurar y verificar el routing RIPv2
e Configurar y verificar que se esté ejecutando RIPv2 en los routers.
e Configurar una interfaz pasiva.
e Examinar las tablas de routing.
e Desactivar la sumarizacion automatica.
e Configurar una ruta predeterminada.
e Verificar la conectividad de extremo a extremo.

Parte 3: configurar IPv6 en los dispositivos

Parte 4: configurar y verificar el routing RIPng

e Configurar y verificar que se esté ejecutando RIPng en los routers.
e Examinar las tablas de routing.

e Configurar una ruta predeterminada.

e Verificar la conectividad de extremo a extremo.



Tabla de direccionamiento

Maéscara de Gateway
Dispositivo Interfaz Direccién IP subred predeterminado
R1 G0/1 172.30.10.1 255.255.255.0 | N/A
255.255.255.25
S0/0/0 (DCE) | 10.1.1.1 2 N/A
R2 GO0/0 209.165.201.1 255.255.255.0 N/A
255.255.255.25
S0/0/0 10.1.1.2 2 N/A
255.255.255.25
S0/0/1 (DCE) | 10.2.2.2 2 N/A
R3 G0/1 172.30.30.1 255.255.255.0 | N/A
255.255.255.25
S0/0/1 10.2.2.1 2 N/A
S1 N/A VLAN 1 N/A N/A
S3 N/A VLAN 1 N/A N/A
PC-A NIC 172.30.10.3 255.255.255.0 172.30.10.1
PC-B NIC 209.165.201.2 | 255.255.255.0 | 209.165.201.1
PC-C NIC 172.30.30.3 255.255.255.0 | 172.30.30.1

Parte 1:

armar la red y configurar los parametros béasicos de los dispositivos

En la parte 1, establecera la topologia de la red y configurara los parametros basicos.




Paso 1. realizar el cableado de red tal como se muestra en la topologia.
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Paso 2. inicializar y volver a cargar el router y el switch.

Paso 3. configurar los parametros basicos para cada router y switch.

Desactive la busqueda del DNS.

Configure los nombres de los dispositivos como se muestra en la topologia.

Configurar la encriptacion de contrasefias.

Asigne class como la contrasefia del modo EXEC privilegiado.

Asigne cisco como la contrasefia de consola y la contrasefia de vty.

Configure un mensaje MOTD para advertir a los usuarios que se prohibe el acceso no autorizado.
Configure logging synchronous para la linea de consola.
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Configure la direccion IP que se indica en la tabla de direccionamiento para todas las interfaces.

Configure una descripcién para cada interfaz con una direccion IP.
Configure la frecuencia de reloj, si corresponde, para la interfaz serial DCE.

=~ =

Copie la configuracion en ejecucién en la configuracion de inicio.
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Physical | Config  CLI

I0S Command Line Interface

Eouterrenable

Routerfconf t

Enter configuration commands, one per line. End with CHTL/Z.
RBouter (config) #hostname Rl

Bl {config) fno ip domain-lookup

Bl {config) fservice password-encryption

Bl {config) #enable secret class

Bl {config) #line consocle 0

Bl {config-line) #password cisco

Bl {config-line) #login

Bl {config-line) #logging synchronous
Rl {config-line)fline wty 0 5

Bl {config-line) #password cisco

Bl {config-line)#login local

Bl {config-line) §exit

Rl {config) fbanner motd " hdwvertencia
Bl {config)

Hl (contig) § ;I
Bl {config) #interface gl/1

Rl {config-if) #ip address 17Z2.30.10.1 Z55_.255_Z55.0

Bl {config-if)fnoc shu

Bl (config-if)#
SLINE-5-CHANCED: Interface GigabitEthernetl/l, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/1l, changed state
to up

Bl {config-if)#
Bl {config-if)$

Bl {config-if) finterface 30/0/0

Bl {config-if)#ip address 10.1.1.1 255_Z55_Z55.252
Bl {config—if) fclock rate 72000

Rlg

Rlfcopy running-config startup-config
Destination filename [startup-config]?
Building configuration. ..

[OKE]

Rlg
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Physical | Config  CLI

I1I0S Command Line Interface

Houters -
Routergcont t
Enter configuration commands, one per line. End with CHTL/Z.

Bouter (config) #no ip domain-loockup




Bouter (config) #hostname B2

BZ {config) §service password-encryption

B2 {config) fenable secret class

BZ (config) #line consocle 0

BZ (config-line) #pasaword cisco

BZ ({config-line) #login

BZ {config-line) #logging synchronous

BZ {config-line)line wty 0 5

B2 {config-line) #password local

BZ (config-line) fexit

BZ (config) fbanner motd "™ Adwvertencia ™

BZ (config) finterface gls0

BZ (config-if) $ip address 203_1685.201.1 Z55.255_255.0
B2 {config-if) finterface s0/50/0
B2 {config-if) §#ip address 10.1.1.
BZ (config-if) #interface s0,/0/1
BZ (config-if) #ip address 10.2_.2_.2
BZ {config-if) fno shu
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SLINE-5-CHANGCED: Interface Serial0/0/1, changed state to
BZ (config-if) &

BZ (config) #interface s0,/0/1

BZ (config-if) #clock rate 72000

This command applies only to DCE interfaces
B2 {config-if)#noc shu

BZfcopy running-config startup-config
Destination filename [startup-configl?
Building configuration. ..

[OK]

RZE

down

Physical Config CL1

I0S Command Line Interface
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Routerrenabkle
Routerfconf t

RBouter (config) #no ip domain-loockup
REouter (config) fhostname B3

B3 {config)

B3 {config) fenable password class

B3 {config) fservice password-encryption
B3 {config) #line console 0

B3 {config-line) #password cisco

B3 {config-line)#login

B3 {config-line)#line wty 0 5

B3 {config-line) #password local

B3 {config-line) #logging synchronous

B3 {config-line) §banner motd " Advertencia
B3 {config)

Enter configuration commands, one per line. End with CHNIL/Z.




B3 {config) §

B3 {config) #interface gl/s1

B3 {config-if)#ip address 172_30.30.1 255_255_255.0
B3 {config-if)fnoc shu

B3 {config-if)$
SLINFE-5-CHANGED: Interface GigabitEthermnetl/1l, changed state to up

SLINEFROTO-5-UPDOWN : Line protocol on Interface GigabkitEthernetls1l, changed state
to up

B3 ({config-if) #interface s0,/0/1
B3 {config-if) #ip address 10.2_.2.1 2Z55_Z55_Z55_252
B3 {config-if) fno shut

B3 (config-if) &
SLINE-5-CHANGED: Interface Serial0/s0/1, changed state to up

B3 {config-if) g
Sl (UL LT LL d
B3 ({config-if) #interface 30,/0/1

B3 {config—if) fclock rate 72000
B3 {config-if) #no shu

B3 {config-if)§

BE3fcopy running-config st =
Destination filename [startup-configl?
Building configuration. ..

[CE]

R3g

Paso 4. configurar los equipos host.

Consulte la tabla de direccionamiento para obtener informacién de direcciones de los equipos host.
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Physical I Config Desktop | Custom Interface I
IP Configuration X ]
—IP Configuration
T DHCP &~ Static
1P Address [172.30.10.3 |
Subnet Mask |255.255.255.0 r
Default Gateway [172.30.10.1
o . N
=101 x|
Physical | Config Desktop | Custom Interface |
IP Configuration X B
—IP Configuration
 DHCP &+ Static
1P Address |209.165.201.2 |
Subnet Mask |255.255.255.0 .
Default Gateway |209.165.201.1 .
I




Physical | Config

Desktop I Custom Interface I

IP Configuration
—IP Configuration

i DHCP i+ Static

IP Address [172.30.30.3

Subnet Mask |255.255.255.0

Default Gateway

[172.30.30.1
NS Sarnvar I

Paso 5. Probar la conectividad.

En este momento, las computadoras no pueden hacerse ping entre si.

a. Cada estacion de trabajo debe tener capacidad para hacer ping al router conectado. Verifique y
resuelva los problemas, si es necesario.

Physical | Config

Desktop I Custom Interface |

= | i

Command Prompt

PC Command Line 1.0
BC»ping 1 0.10.1

Pinging 17Z_320

10.1:z

Ping statistics for 1

ts: Sent = 4

Minimim = 0ms, Maximum = Oms,

30.10.1 with 32 bytes of data:

time=0ms

4, Lost
mate round trip times in milli-seconds:

(0% loss)

Dverage = 0Oms

— | —— | Tl

r




Physical ] Config Desktop l Custom Interface ] [:'3

Command P

Packet Tx
PCrping

Ping statist
Packets: nt 4. i 4 Lost = 0
Approximate round trip ti S in milli-—-seconds:
Minimm = 0Oms, Maximim

Physical ] Config Desktop l Custom Interface ]
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Command P

Approximate round trip times in milli-seconds:

b. Los routers deben poder hacerse ping entre si. Verifique y resuelva los problemas, si es necesario.
= O] x|

Physical ] Config CLI l

I0S Command Line Interface

Bleping 10.1.1.2

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 10.1.1.2, timecout is 2 seconds:

Success rate is 100 percent (5/5), round—-trip minfevg/max = 1/3/€ ms

Bl=>
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Phymcall Config CUII

I0sS Command Line Interface

BSrping 10.2 .2 .2

Type escape sSeqguence to abort.
Sending 5, 100-bByte ICHMP Echos to 10_.Z_Z_Z, timecut is Z seconds:

Success rate is 100 percent (5/5), round-—trip minfavg/max = Z,/4/% ms

B3>

= |I:I| Xl

Phymcall Config CLII

I0S Command Line Interface
-

BEZ»ping 10_.1_1_1

Type escape sSeguence to abort.

Sending 5, 100-byte ICHMPE Echos to 10.1.1.1, timecut is Z seconds:

rrrrs

Success rate is 100 percent (5/9), round-trip minfavg/max = 4,57 ms

RZ>
_|D|x|

Phymcall Config CLII

I0S Command Line Interface

Hex
RZ»ping 10.2.2.2

Type escape Sequence to abort.
Sending 5, 100-byte ICMP Echos to 1l0.2.Z2.2, timecut is Z seconds:

Success rate is 100 percent (5/5), round-—-trip minfavg/max = 5767 ms

RZ>

Parte 2:  configurar y verificar el routing RIPv2

En la parte 2, configurara el routing RIPv2 en todos los routers de la red y, luego, verificara que las
tablas de routing se hayan actualizado correctamente. Una vez que haya verificado RIPv2,
deshabilitara el sumarizacion automatica, configurara una ruta predeterminada y verificara la
conectividad de extremo a extremo.

Paso 1. Configurar el enrutamiento RIPv2.

a. Enel R1, configure RIPv2 como el protocolo de routing y anuncie las redes correspondientes.

R1# config t

R1(config)# router rip

R1(config-router)# version 2

R1(config-router)# passive-interface g0/1

R1(config-router)# network 172.30.0.0

R1(config-router)# network 10.0.0.0

El comando passive-interface evita que las actualizaciones de routing se envien a través de la
interfaz especificada. Este proceso evita trafico de routing innecesario en la LAN. Sin embargo, la

red a la que pertenece la interfaz especificada aln se anuncia en las actualizaciones de routing
enviadas por otras interfaces.
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Physical I Config CLI

I0S Command Line Interface

Rlz>enable

Pagssword:

Rlfconf ©

Enter configuration commands, one per line. End with CHTL/SEZ.
Rl {config) #router rip

Bl {config-router) §version 2

Rl {config-router) fpassive—interface gl/s1

Bl {config-router) fnetwork 17Z2_30.0_.0

Rl {config-router) fnetwork 10.0.0.0

Bl {config-router) §

b. Configure RIPv2 en el R3 y utilice la instruccion network para agregar las redes apropiadas y
evitar actualizaciones de routing en la interfaz LAN.

=1ol x|
Physical I Config CLI I
I0S Command Line Interface
.

Rizenable

Password:

R3gconft ©

Enter configuration commands, one per line. End with CHTIL/SZ.

B2 lconfig) #router rip

B3 ({config—router) fversion Z

B3 (config—router) fpassive—interface gls1

B3 (config-router) gnetwork 172_30.0_0

B3 {config-router) fnetwork 10_0_.0_.0

BE (config-router) §

c. Configure RIPv2 en el R2. No anuncie la red 209.165.201.0.
o ] A |
Physical | Config CLI I
105 Command Line Interface
Y

BEZyenable

Password:

RZfconf ©

Enter configuration commands, one per line. End with CHIL/Z._
RZ {config) #router rip

BZ (config—router) §version Z

BZ (config—router) fpassive—interface g, 0

RZ {config-router) #fnetwork 10.0.0.0

Nota: no es necesario establecer la interfaz GO/0 como pasiva en el R2, porque la red asociada a
esta interfaz no se esta anunciando.

Paso 2. examinar el estado actual de la red.

a. Se pueden verificar los dos enlaces seriales rapidamente mediante el comando show ip interface

brief en R2.

R2# show ip interface brief

Interface IP-Address  OK? Method Status Protocol
Embedded-Service-Engine0/0 unassigned  YES unset administratively down down
GigabitEthernet0/0 209.165.201.1 YES manual up up
GigabitEthernet0/1 unassigned  YES unset administratively down down
Serial0/0/0 10.1.1.2 YES manual up up

Serial0/0/1 10.2.2.2 YES manual up up



CLI

Physical | Config

105 Command Line Interface

_iol x|

BZE

F5YS-5-CONFIG_I: Configured from conscle by conscle

RBZEshow ip interface brief

Interface IP-Address OE? Method Status Protocol
CigabkitEthernset0/, 0 205 _.1€5_201.1 ¥ES manual up up
GEigaebitEthernet0/s1 unassigned YES unset administratively down down
Serial0s000 10.1.1_.2 ¥YES manual up up
Serizl0ys/0;1 10.z2_.Z_Z ¥ES manual up up
Vlanl unassigned YES unset administratively down down
RZE
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¢ Es posible hacer ping de la PC-A a la PC-B? No ¢Por qué? Porque no hay una ruta que llegue a
PC-B

Physical I Config

Desktop I Custom Interface I

- 1

Command P

BPCx»ping
Pinging

ply from 1

equest timed out._

——

_Z2 with e ¥ data:z

-10_1: Destination host unreachable
1able
unreachable

host
host

unre

loss),

¢ Es posible hacer ping de la PC-A a la PC-C? No ¢Por qué? Porque R1 y R3 no tienen rutas hacia

el router remoto.

Physical I Config

Desktop I Custom Interface I

P ———

S ————




¢ Es posible hacer ping de la PC-C a la PC-B? No ¢Por qué? Porque PC-B no participa en RIP en la
red LAN.

Physical I Config Desktop I Custom Interface I

unreachable

{100% loss),

¢ Es posible hacer ping de la PC-C a la PC-A? No ¢Por qué? Porque R1 y R3 no tienen rutas
especificas remotas, no hay ruta a la subred.

=10l x|
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Command Prompt X

BC>

BC>

PCrxping 172_30_10_3

Pinging 17Z2_30_.10_.3 with 32 bytes of data:

1 tination host unreachabkle.
o_1 estination host
1
1

estination host

tination

c. Verifique que RIPV2 se ejecute en los routers.

Puede usar los comandos debug ip rip, show ip protocols y show run para confirmar que RIPv2
esté en ejecucion. A continuacion, se muestra el resultado del comando show ip protocols para el
R1.
R1# show ip protocols
Routing Protocol is "rip"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Sending updates every 30 seconds, next due in 7 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Redistributing: rip
Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2



Automatic network summarization is in effect
Maximum path: 4
Routing for Networks:
10.0.0.0
172.30.0.0
Passive Interface(s):
GigabitEthernet0/1
Routing Information Sources:
Gateway Distance  Last Update
10.1.1.2 120
Distance: (default is 120)

_lol x|

Physical I Config CLT |

105 Command Line Interface

Fassword: -
Rlfshow ip protocols

Bouting Protocol dafeeiai

Sending updates eyery 30 seconds, next due in 1% seconds

Invalid after 180 sewomnds, hold down 180, £flushed after 240

Cutgoing update £ilter list for all interfaces is not 3Iet

Incoming update f£ilter list for all interfaces is not sIet

Bedistributing: rip

Default wersiomn control: send wersiom 2, receiwve 2

Interface (=1 LR ey 1rigygerea =Ie Key—chain

Serizl0/ 050 2 z
Butomatic network sumnarization is in effect
Maximim path: 4
Bouting for Networks:
10.0.0.0
172.30.0.0
FPassiwve Interfacei(s) :
GigabitEthernetds 1
Bouting Information Sources:

Eateway Distance Last Update
10.1.1.2 1Z0 00:z00:08
Distance: {(default is 120)

R1lg I

Al emitir el comando debug ip rip en el R2, ;qué informacion se proporciona que confirma que
RIPv2 esté en ejecucion?

RZfRIP: received v update from 10.1.1.1 ocn Seri=slds 00
172_.30_.0_.0/1e wia 0.0_.0.0 in 1 hops

RZ$#RIP: sending v update to Z224.0.0.3% wia Seri=lds 01 (1l0.2.2.2)
BIP: build update entries

10.1.1.0/30 wia 0.0.0.0, metric 1, tag O
RIP: sending w2z update to Z224_.0.0.3% wia Seri=lds0,0 (10.1.1_.2)
BIP: build update entries

10.2_.2_0/30 wia 0.0.0.0, metric 1, tag O

BZERTIP: receiwved w2 update from 10.Z2_2_.1 on Serialds 0,1
172.30.0.0/1¢ wia 0.0.0.0 in 1 hops

BZEBTIP: receiwved w2 update from 10.1.1.1 on Serizld/ 0,0
172 _20_0.0/16 wia 0_.0_.0_0 in 1 hops

Cuando haya terminado de observar los resultados de la depuracién, emita el comando undebug all
en la peticién de entrada del modo EXEC privilegiado.



Phwysical I Config CLT I

IOS Command Line Interface

RZfundebug =171
A1l possikle debugging has been turned off
R=g

J e | 2|

Al emitir el comando show run en el R3, ¢qué informacion se proporciona que confirma que
RIPv2 esté en ejecucion?

—1O] x|
Phymcall Config CLII
I0S Command Line Interface
=EE 3 -
RZgEshow run
Building configuration. . _
Current configuration : 1083 bytes
!
wersion 15_.1
no Service timestamps log datetime maec
no Service timestamps debug datetime maec
gervice password—-encryption
!
hostname R3
!
1
=10l x|

Physical | Config  CLI

I0S Command Line Interface

[~ 1D Sauaress I0-£-2-1 €00-£00-£00-20¢
clock rate 72000
|

interface Vlianl

no ip address

shiitdorn

!
router rip

wversion 2

passive-interface GigabitEthernetl/1
network 10.0.0.0

network 172_.30.0.0

ip flow-export wersiom 9
d. Examinar el sumarizacion automatica de las rutas.

Las LAN conectadas al R1 y el R3 se componen de redes no contiguas. El R2 muestra dos rutas de
igual costo a la red 172.30.0.0/16 en la tabla de routing. EI R2 solo muestra la direccion de red
principal con clase 172.30.0.0 y no muestra ninguna de las subredes de esta red.

R2# show ip route

<Output Omitted>

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.1.0/30 is directly connected, Serial0/0/0
10.1.1.2/32 is directly connected, Serial0/0/0
10.2.2.0/30 is directly connected, Serial0/0/1
10.2.2.2/32 is directly connected, Serial0/0/1

—rorr o



R 172.30.0.0/16 [120/1] via 10.2.2.1, 00:00:23, Serial0/0/1
[120/1] via 10.1.1.1, 00:00:09, Serial0/0/0
209.165.201.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.201.0/24 is directly connected, GigabitEthernet0/0
L 209.165.201.1/32 is directly connected, GigabitEthernet0/0

=10 x|
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BZ2fshow ip route
Codes: L - local, C - connected, 5 - static, B - RIP, M - mokile, B - BEP
D - EIGRP, EX - EIGRP externzl, O - O5BF, IA - O5PBF inter area
N1 - OS5PF NS55L external type 1, WZ - O5PF NS55R external type 2
El - OS5PF external type 1, EZ - O5PF externzal type 2, E - EGF
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariably subnetted, 4 subnets, 2 masks

C 10.1.1_.0/30 is directly connected, Seri=l0/0/0
L 10.1.1_.2/32 is directly connected, Seri=l0/0/0
c 10.2_.2_.0/30 is directly connected, feri=al0/0/1
T o T ","7.""2"," 4o ri-i-r.:.n-i-'l-u_ nnnnnnn 1—.:.rll L=t | :'1n,'rn,'rq
=) 172.30.0.0/1e [120/1] wia 10.2.2.1, 00:00:08, Seriall/0/1
[120/1] wia 10.1.1.1, 00:00:03, Seriazld/s0/0
208 A5 301 N34 s srariskhle subnetrtad 7 snknets 7 masks
c 209_.185_.201_.0/24 is directly connected, GigabitEthernet0/0
L 205.1€5.201.1/32 is directly connected, GigaebitEthernetd/s0

RZE
El R1 solo muestra sus propias subredes para la red 172.30.0.0. EI R1 no tiene ninguna ruta para
las subredes 172.30.0.0 en el R3.

R1# show ip route

<Output Omitted>
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0

L 10.1.1.1/32 is directly connected, Serial0/0/0

R 10.2.2.0/30 [120/1] via 10.1.1.2, 00:00:21, Serial0/0/0
172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.30.10.0/24 is directly connected, GigabitEthernet0/1

L 172.30.10.1/32 is directly connected, GigabitEthernet0/1
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Rlfshow ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M — mokile, B - BGEP

D - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - O5PBF inter area

N1 - OS5BF N55& external type 1, HZI - O5PF NS552 external type 2

El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — CDR

P - periodic downloaded static route
Fateway of last resort is not sSet

10.0.0.0/8 is wariabkly subnetted, 3 subnets, Z masks

c 10.1.1.0/30 is directly connected, Seri=l0/0/0

T, 101 1 1532 = directle —connected  Seri=10/,0/0

=) 10.2.2.0/30 [120/1] wia 10.1.1.Z, 00:00:07, Seri=ld/0,0
i .aU0. U Uyl 13 Vallalllly SuplleLLed, £ SurieLs & HasSksS

C 172.30.10.0/24 is directly connected, GigabitEthernetO/1

L 172.30.10.1/32 is directly connected, GigabitEthernetO/1

Rl#

El R3 solo muestra sus propias subredes para la red 172.30.0.0. EI R3 no tiene ninguna ruta para
las subredes 172.30.0.0 en el R1.

R3# show ip route

<Output Omitted>
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.2.2.0/30 is directly connected, Serial0/0/1
L 10.2.2.1/32 is directly connected, Serial0/0/1

10.1.1.0/30 [120/1] via 10.2.2.2, 00:00:23, Serial0/0/1
172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks
C 172.30.30.0/24 is directly connected, GigabitEthernet0/1
L 172.30.30.1/32 is directly connected, GigabitEthernet0/1

)
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B3fshow ip route
Codes: L - local, € - connected, 5 - static, B - BRIP, M - mokile, B - BGP

D - EIGRP, EX - EIGRP extermal, & - O5PF, IA - O5PF inter area

N1 - OQS5PBF NS55L external type 1, NZ - OS5PF NS5R external type 2

El1 - O5PBF externzal type 1, EZ - OS5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - I5-I5 inter area

* - pandidate default, U - per—-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

o e B e e L e e e e S

=) 10.1.1.0,30 [120/1] wia 10.Z2.2_.Z, 00:00:10, Seri=ld/ 0,1

c 10.2_.2_.0/30 i3 directly connected, Serial(/0/1

L 10.2_.2.1732 is directly connected, Serial0/0/1
172.30.0.0/16 is wvariesbly subnetted, 2 subnets, Z masks

c 172.30.30.0/24 is directly connected, GigabitEthernetO/1

L 172.30.30.1/32 is directly connected, GigabkitEthernet0/1

R3E

Utilice el comando debug ip rip en el R2 para determinar las rutas recibidas en las actualizaciones

RIP del R3 e indiquelas a continuacion.
En las siquientes redes ambas cuentan con una mascara de subred /16

El R3 no esta envia ninguna de las subredes 172.30.0.0, solo la ruta resumida 172.30.0.0/16,
incluida la méascara de subred. Por lo tanto, las tablas de routing del R1 y el R2 no muestran las
subredes 172.30.0.0 en el R3.
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RAZERTIP: received vZ update from 10.2.2.1 on Serial0 0/1
172 .20.0_ 0516 wisa 0.0 0.0 in 1 hors

BZ§RIP: received vZ update from 10.1.1.1 on Seriald/0/0
172.30.0.0/16 wia 0.0.0.0 in 1 hops

BZ2§RIP: sending vZ update to 224.0.0.9% wia Serisld/ 0 1 (1l0.Z2_.2_Z)
RIP: build update entries

10.1.1.0/320 wia 0.0.0.0, metric 1, tag O
BIP: sending vZ update to 224_.0.0.9% wia S5erisld/0/0 (10.1.1_.2)
BIP: build update entries

10.2_.2.0/30 wia 0.0.0.0, metric 1, tag O

BZ2§RIP: received vZ update from 10.2.2.1 on S5eriald/ 0/ 1
172.30.0.0/1¢ wia 0.0.0.0 in 1 hops

BZ§RIP: received vZ update from 10.1.1.1 on S5eriald/ 0/ 0
172.30.0.0/1%¢ wvia 0.0.0.0 in 1 hops




Paso 3. Desactivar la sumarizacion automatica.

a. El comando no auto-summary se utiliza para desactivar la sumarizacion automatica en RIPv2.
Deshabilite la sumarizacidn automatica en todos los routers. Los routers ya no resumiran las rutas
en los limites de las redes principales con clase. Aqui se muestra R1 como ejemplo.

R1(config)# router rip
R1(config-router)# no auto-summary

=10 %]
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Hls -
Rlgconf t©
Enter configuration commands, one per line. End with CHTIL/Z.
Rl (config) §router rip
Bl {config-router) #no auto—summary
Rl (config-router) §
=10l x|
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Hegcon T =
Enter configuration commands, one per line. End with CHTL/Z.
BZ (config) #router rip
B2 (config-router) #no auto—summary
RZ (config-router) §
=10] =]
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Fassword: -
EZfconi t©
Enter configuration commands, one per line. End with CHIL/SZ.
B3 lconfig)#rocuter rip
B3 {config-router) fno auto—sSsummary
B3 lconfig-router)

b. Emita el comando clear ip route * para borrar la tabla de routing.

R1(config-router)# end
R1# clear ip route *

=
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Hl {config-router)§

Rl {config-router) gend

R1E

ES5¥5-5-CONFIGZ I: Configured from conscle by conscle

Blgclear ip route *
Bl1g

c. Examinar las tablas de enrutamiento Recuerde que la convergencia de las tablas de routing demora
un tiempo después de borrarlas.



Las subredes LAN conectadas al R1 y el R3 ahora deberian aparecer en las tres tablas de routing.

R2# show ip route
<Output Omitted>
Gateway of last resort is not set

10.0.0.0/8 is variably subnetted, 4 subnets, 2 masks
10.1.1.0/30 is directly connected, Serial0/0/0
10.1.1.2/32 is directly connected, Serial0/0/0
10.2.2.0/30 is directly connected, Serial0/0/1
10.2.2.2/32 is directly connected, Serial0/0/1
172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks
R 172.30.0.0/16 [120/1] via 10.2.2.1, 00:01:01, Serial0/0/1
[120/1] via 10.1.1.1, 00:01:15, Serial0/0/0
R 172.30.10.0/24 [120/1] via 10.1.1.1, 00:00:21, Serial0/0/0
R 172.30.30.0/24 [120/1] via 10.2.2.1, 00:00:04, Serial0/0/1
209.165.201.0/24 is variably subnetted, 2 subnets, 2 masks
C 209.165.201.0/24 is directly connected, GigabitEthernet0/0
L 209.165.201.1/32 is directly connected, GigabitEthernet0/0
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BZ2fshow ip route
Codes: L - local, C - connected, 5 - static, B - RIP, M - mokile, B - BEP
D - EIGRP, EX - EIGRP externzl, O - 0O5BF, IA - O5PBF inter area
N1 - OS5BF N55& external type 1, HZI - O5PF NS552 external type 2
El1 - OQ5PF external type 1, EZ2 - O5PF external type 2, E — EGP
i - IS-I5, L1 - I5-I5 lewel-l, LZ - IS-IS5 level-Z, iz - IS5-I5 inter area
* — pcandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Gateway of last resort is not set

10.0.0.0/8 is wariabkly subnetted, 4 subnets, 2 masks

c 10.1.1.0/30 is directly connected, Seri=l0/0/0
L 10.1.1_2/32 is directly connected, Seri=sl0/0/0
c 10.2_.2_.0/30 is directly connected, Seri=l0/0/1
L 10.2_.2_2/32 i3 directly connected, Seri=l0/0/1
e e e e e e T S T O e O S R T o T = e
=) 172.30.0.0/1¢e [1Z20/1] wvia 10.Z2.Z.1, 00:00:42, Serialls 0,1
is possikbly down, routing wia 10.1.1.1, Seriald/0/0
=) 172.30.10.0/24 [1Z20/1]1 wia 10.1.1.1, 00:00:2&, Serisl0s 070
R 172.30.30.0/24 [120/1]1 wia 10.2.2.1, 00:00:14, Serial0s0/s1
209_.165_.201_.0/24 is wvariasbly subnetted, Z subnets, Z masks
c 209 _165_201_.0/24 is directly connected, GigabitEthernet0/0
L 209.185_.201.1/32 is directly connected, GigabitEthernet0/0 |
RFE

R1# show ip route
<Output Omitted>



Gateway of last resort is not set

O -

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
10.1.1.0/30 is directly connected, Serial0/0/0
10.1.1.1/32 is directly connected, Serial0/0/0
10.2.2.0/30 [120/1] via 10.1.1.2, 00:00:12, Serial0/0/0
172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks
172.30.10.0/24 is directly connected, GigabitEthernet0/1
172.30.10.1/32 is directly connected, GigabitEthernet0/1
172.30.30.0/24 [120/2] via 10.1.1.2, 00:00:12, Serial0/0/0

Physical | Config CLI |
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Rl§

Rlfshow ip route
Codes: L - local, € - connected, 5 - static, B - RIP, M — mokile, B - BEP

DD - EIGRP, EX - EIGRP external, O - Q5PF, IA - O5PF inter area
N1 - OSPF NE55R external type 1, WNZ - OSPF N55R external type Z

El1 - O5EBF externzal type 1, EZ - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — ODR

P - periodic downloaded static route

Fateway of last resort is not set

10.0.0.0/8 is wariably subnetted, 3 subnets, 2 masks
10.1.1.0/30 is directly connected, Seri=l0/0/0
10.1.1.1/32 is directly connected, Serial0/0/0

LI T N . . Y. WY.L | TR . I ) T T T I P I L, . T W1

-0.0/16 is wvarisekly subnetted, 4 subnets, 3 masks
-.30.0.0/1%e [120/2] wia 10.1.1.Z, 00:00:1%, Seri=ld/s0/0
-30.10.0/24 is directly connected, GigabitEthernetO/1
-30.10.1/32 is directly connected, GigabitEthernet0/1
.30.30.0/24 [120/2] wia 10.1.1.2, 00:00:1%, Seriald/s0/0

[
=]
ka

=1 L

-1

FoE e e
-1
RIORI ORI R O

R3# show ip route
<Output Omitted>

C
L
R

PU

10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks
10.2.2.0/30 is directly connected, Serial0/0/1
10.2.2.1/32 is directly connected, Serial0/0/1
10.1.1.0/30 [120/1] via 10.2.2.2, 00:00:23, Serial0/0/1
172.30.0.0/16 is variably subnetted, 2 subnets, 2 masks
172.30.30.0/24 is directly connected, GigabitEthernet0/1
172.30.30.1/32 is directly connected, GigabitEthernet0/1
172.30.10.0 [120/2] via 10.2.2.2, 00:00:16, Serial0/0/1
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R3fshow ip route

Codes: L - local, € - connected, 5 - static, B - BRIP, M — mokile, B - BEP
D - EIGRP, EX - EIGRP external, O - O5BF, IA - OS5BF inter area
N1 - OQS5PBF NS55L external type 1, HZ - OS5PF NS55R external type 2

El1 - O5PBF externzl type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* - pandidate default, U - per—-user static route, o — ODR

P - periodic downloaded static route
Gateway of last resort is not set

10.0.0.0/8 is wariably subnetted, 3 subnets, Z masks

=) 10.1.1.0/,30 [120/1] wia 10.Z.2.Z, 00:00:Z4, Seri=ld/ /0,1
c 10.2_.2_.0/30 is directly connected, Seri=l0/0/1
o5 el R e e e T T T T A T e e
172.30.0.0/16 is wvarisbly subnetted, 4 subnets, 3 masks
=3 172.30.0.0/1¢ is possikbly down, routing wia 10.Z2.2.2, Seriald 071
R 172.30.10.0/24 [120/2]1 wia 10.2.2_.2, 00:00:24, Serial0s 071
c 172.30.30.0/24 is directly connected, GigaebitEthernet0/1
L 172.30.30.1/32 is directly connected, GigabitEthernetO/1
R3E

d. Utilice el comando debug ip rip en el R2 para examinar las actualizaciones RIP.
R2# debug ip rip
Después de 60 segundos, emita el comando no debug ip rip.
¢ Qué rutas que se reciben del R3 se encuentran en las actualizaciones RIP?
172.30.30.0/24
172.30.10.0/24
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RZfdebug ip rip
RIP protocol debugging is on

BZ§RIP: sending vZ update to 224.0.0.9% wia Seri=lld/ 051 {(10_.Z.
BIP: build update entries

10.1.1.0/20 wia 0.0.0.0, metric 1, tag 0

172.30.10.0/24 wia 0.0.0.0, metric Z, tag 0
BIP: sending vZ update to 224_.0.0.9 wvia Serialbfﬂfﬂ 110.1.1_2)
BIP: build update entries
10.2.2.0/230 wia 0.0.0.0, metric 1, tag 0
T7Z2.30.0.0/16 wia 0.0.0.0, metric 1&, tag O
TZ2.30.30.0/24 wia 0.0.0.0, metric 2, tag O

"

k2
Rl

¢Se incluyen ahora las méascaras de las subredes en las actualizaciones de enrutamiento? Si




Paso 4. Configure y redistribuya una ruta predeterminada para el acceso a Internet.

a. Desde el R2, cree una ruta estatica a la red 0.0.0.0 0.0.0.0, con el comando ip route. Esto envia
todo trafico de direccion de destino desconocida a la interfaz GO/0 del R2 hacia la PC-B y simula
Internet al establecer un gateway de ultimo recurso en el router R2.

R2(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.2
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Rifconf t
Enter configuration commands, one per line. End with CHTL/Z.

RZ (config) #ip route 0.0.0.0 0.0.0.0 Z205_.165.201.2
D7 lrmm T #

b. EI R2 anunciara una ruta a los otros routers si se agrega el comando default-information originate
a la configuracion de RIP.

R2(config)# router rip
R2(config-router)# default-information originate

=101 %]
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BZ (config) #router rip
B2 (config-router) §default-information ocriginate

BZ (config-router) §

Paso 5. Verificar la configuracion de enrutamiento.

c. Consulte la tabla de routing en el R1.

R1# show ip route
<Output Omitted>
Gateway of last resort is 10.1.1.2 to network 0.0.0.0

R* 0.0.0.0/0 [120/1] via 10.1.1.2, 00:00:13, Serial0/0/0
10.0.0.0/8 is variably subnetted, 3 subnets, 2 masks

C 10.1.1.0/30 is directly connected, Serial0/0/0

10.1.1.1/32 is directly connected, Serial0/0/0

10.2.2.0/30 [120/1] via 10.1.1.2, 00:00:13, Serial0/0/0
172.30.0.0/16 is variably subnetted, 3 subnets, 2 masks
C 172.30.10.0/24 is directly connected, GigabitEthernet0/1
172.30.10.1/32 is directly connected, GigabitEthernet0/1
R 172.30.30.0/24 [120/2] via 10.1.1.2, 00:00:13, Serial0/0/0

O

—
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Rlfshow ip route

Codes: L - locel, € - connected, 5 — static, B - BIF, M — mokile, B — BEP
D - EIGRP, EX - EIGRP external, ¢ - O5PF, IR — O5PF inter area
N1 - OSPF M55SR enternal type 1, WZ - O5PF NESR external type Z

E1l - O5BF external type 1, EZ - O5EF externzl type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-l1l, LZ - I5-I5 level-2, iz — I5-I5 inter area
* — pandidate default, U - per-user static route, o — QDR

P - periodic downloaded static route

Fateway of last resort is 10.1.1.2 to network 0.0.0.0

10.0.0.0/8 is wariably subnetted, 3 subnets, 2 masks

c 10.1.1.0/320 is directly connected, Serizl0/0/0

L 10.1.1.1/32 is directly connected, Serial0/0/0

=) 10.2.2.0/30 [120/1] wia 10.1.1.2, 00:00:12, S5erialdys0/0
172.30.0.0/16 is wariably subnetted, 3 subnets, 2 masks

c 172.30.10.0/24 is directly connected, GigabitEthernetld/1

L 172.30.10.1/32 is directly connected, GigabitEthernetld/,1

=} 172.30.30.0,/24 [120/2] wia 10.1.1_2, 00:00:12, Seri=zld 0,0

B 0.0.0.0/0 [120/1] wi= 10.1.1_.2

Tl &

00:00:12, Serialdys0/50

"

¢ COomo se puede saber, a partir de la tabla de routing, que la red dividida en subredes que
comparten el R1 y el R3 tiene una ruta para el trafico de Internet?

Hay un Gateway de ultimo alcance o puerta de enlace que nos conecta a internet vy la ruta por
defecto esta via RIP.




d. Consulte la tabla de routing en el R2.
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BZfshow ip route
Codes: L - local, C - connected, 5 — static, B - RIF, M - mobkile, B - BEF
I — EIGRF, EX - EIGRP extermnal, O - O5PF, I& — O5PF inter ares
W1l - OS5SPF M55SR external type 1, WZ2 — OS5PF M55SR externzl type 2
El1 - OS5PF externzal type 1, EZ — 0O5PF external type Z, E - EEP
i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - IS-I5 lewvel-2, ia — I5-I5 inter area
* — candidate default, U - per—-user static route, o — QDR
P - periodic downloaded static route
Fateway of last resort is Z20%.1€5.201.2 to metwork 0.0.0.0
10.0_.0_.0,8 is wariakly subnetted, 4 subnets, Z masks
c 10.1.1.0/30 is directly connected, Seri=l0/ 070
T, 10.1.1_2/32 is directly connected, Serizlds0/0
c 10.2.2.0/230 is directly connected, Serizld/ 071
L 10.2_2_.2/32 is directly connected, Serizlds 071
172.30.0.0/24 is subnetted, 2 subnets
=3 172.30.10.0/24 [120/1] wia 10.1.1.1, 00:00:08, Serialds0/0
= 172.230.20.0,/24 [120/1] wwiae 10.2.2.1, 00:00:02, Seri=l0 0,1
Z20%_.1e€5_.201.0/24 is warisbly subnetted, £ subnets, Z masks
c 208 _1e5_201_0/24 is directly connected, GigabitEthernetd/s0
L 209_.165.201.1/32 is directly connected, GigabitEthernetl/0
5= 0.0.0.0/0 [1/0]1 wia Z209_.1&65_.201_.Z2
RZ§ [
¢En que forma se proporciona la ruta para el trafico de Internet en la tabla de routing?
R2 tiene una ruta estatica por defecto la ruta 0209.165.201.2 que es conectada a la g0/0.
Paso 6. Verifique la conectividad.
a. Simule el envio de tréfico a Internet haciendo ping de la PC-A y la PC-C a 209.165.201.2.
=10| x|
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BC»ping

Pinging

quest timed out.
eply
eply

ly £

Ping statisticsa 2z
Pa -3 Sent = 4, d

Approximate round trip times in milli-se
Minimum = lms, Maximm = lms, Averag
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mmand Line 1.0
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> = 0 (0% loss),

i—geconds:

¢ Tuvieron éxito los pings? Si

Verifique que los hosts dentro de la red dividida en subredes tengan posibilidad de conexion entre
si haciendo ping entre la PC-Ay la PC-C.

_|of x|
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Command Prompt X

BCr»ping 1
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Command Prompt X

PC»ping 17

Pinging 17

¢ Tuvieron éxito los pings? Si
Nota: quiza sea necesario deshabilitar el firewall de las computadoras.

Parte 3:  configurar IPv6 en los dispositivos

En la parte 3, configurara todas las interfaces con direcciones IPv6 y verificara la conectividad.




Tabla de direccionamiento

Direccion IPv6/longitud de Gateway
Dispositivo Interfaz prefijo predeterminado
2001:DB8:ACAD:A::1/64
R1 1
o/ FEB80::1 link-local No aplicable
$0/0/0 2001:DB§:ACAD:12::1/64 .
FEB80::1 link-local No aplicable
2001:DB8:ACAD:B::2/64
R2
c0/0 FEB80::2 link-local No aplicable
2001:DB8:ACAD:12::2/64
S0/0/0 00 8 c /6 :
FEB80::2 link-local No aplicable
S0/0/1. 2001:DB§:ACAD:23::2/64 .
FEB80::2 link-local No aplicable
2001:DB8:ACAD:C::3/64
R3 G0/1 ) :
FEB80::3 link-local No aplicable
S0/0/1. 2001:DB§:ACAD:23::3/64 .
FEB80::3 link-local No aplicable
PC-A NIC 2001:DB8:ACAD:A::Al64 FE80::1
PC-B NIC 2001:DB8:ACAD:B::B/64 FES80::2
PC-C NIC 2001:DB8:ACAD:C::C/64 FE80::3

Paso 1. configurar los equipos host.

Consulte la tabla de direccionamiento para obtener informacién de direcciones de los equipos host.

Physical | Config CL1

I10S Command Line Interface

Bl {config) #interface GO0/1
Bl {config-if) #ipvet address Z2001:DBE:-ACRD:L:-:1/64
Bl {config-if) #ipvet address 2001:DBE:ACRD:RL:-:1/64

Bl {config-if)#ipwve address FEBO::1 link-local

Bl {config-if) #interface 50/0/0

Bl {config-if) #ipve address Z2001:DBE:-ACAD:-1Z2::1/%64
Bl {config-if)#ipwve address FEBO::1 link-local

Rl (config-if) §

Hlg
Rlfconf t
Enter configuration commands, one per line. End with CHNTIL/Z.
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I0S Command Line Interface

Pasaword:

BZfconf t

Enter configuration commands, one per line. End with CHNTL/Z.
B2 (config) #interface GO0/0

BZ (config-if) #ipve address Z2001:DBE:-ACAD:B:-:Z/64
BZ (config-if) #ipve address FEBO0::Z link-local

B2 (config-if) #interface 50,070

BZ (config-if) #ipve address Z2001:DBE:-ACRAD:1Z2::2/64
B2 (config-if) #ipve address FEBO0::Z link-local

RZ (config-if) #interface 50/0/1

BZ (config-if) #ipve address Z2001:DBE:-ACRD:-Z3::2/64
B2 (config-if)#ipve address FEB0::Z link-local

(o T R RS Y

=
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Eassword:

R3igconf t

Enter configuration commands, one per line. End with CHTL/Z.
B3 ({config) #interface GO0/S1

B3 {config-if) #ipve address 2001:DBE:ACRD:C:-:3/64

B3 {config-if) #ipve address FEBO0::3 link-local

B3 ({config-if) #interface 50,051

B3 ({config-if) #ipve address Z2001:DBE:-ACRD:Z3::3/64

B3 ({config-if) #ipve address FEB0::3 link-local

B3 {config-if)

~=10] x|
—IPv6 Configuration
" DHCP " Auto Config ™ Static

1Pv6 Address 2001:DB8:ACAD:A: A f|54

Link Local Address FESD::202:4AFF:FESD:E9B3

IPvE Gateway FEBD::1

IPvE DNS Server

1o x|



—IPv6 Configuration

 DHCP " Auto Config ~ Static I
1Pv6 Address 2001:DB8:ACAD:B::B f|54
Link Local Address FES0::201:C9FF:FED9:C8C2
IPv6 Gateway FEBOD::2|
IPwvE DMNS Server
CETE— =10l x|
—IPve Configuration
" DHCP " Auto Config ™ Static
IPv6 Address 2001:DB&:ACAD:C::C f|54

Link Local Address FEE0::260:5CFF:FEED: 7685

IPvE Gateway FEBD::3

IPvE DNS Server

Paso 2. configurar IPv6 en los routers.

Nota: la asignacion de una direccion IPv6 ademas de una direccion IPv4 en una interfaz se conoce
como “dual-stacking” (o apilamiento doble). Esto se debe a que las pilas de protocolos IPv4 e IPv6

estan activas.

a. Para cada interfaz del router, asigne la direccion global y la direccion link local de la tabla de

direccionamiento.
b. Habilite el routing IPv6 en cada router.
& R1

Physical | Config  CLI |

10S Command Line Interface

=10l x|

Hlrenable
Password:
Blfconf t

Enter configuration commands, one per line. End with CHTL/SZ.
Bl {config) #ipve unicast-routing
Bl ({config) £

EFR2
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Eassword:

BZfconf t

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) #ipve unicast-routing

B2 (config) g
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Physical | Config  CLI |

I1I0S Command Line Interface

Hifconf t

Enter configuration commands, one per line. End with CHTL/Z.
B3 {config) #

B3 ({config) #ipve unicast-routing

Bl lconfiq) g

c. Introduzca el comando apropiado para verificar las direcciones IPv6 y el estado de enlace. Escriba
el comando en el espacio que se incluye a continuacion.

show ipv6 interface brief

=10l x|
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Hl {config) fexit “
Rlg
5Y¥5-5-CONFIG I: Configured from conscle by conscle
Rlgshow ipveé interface brief
GigabkitEthernetd,/0 [administratively down/down]
FigabitEtherneti/1 [up/upl

FEBO::1

Z2001:DBE:ACRD:A-:1
Seriall/0/0 [up/upl

FEBO0::1

Z2001:DBE:-ACAD:-1Z::1
Serieldsofl [administratively down/down]
Vlanl [administratively down/down]
RlE

_ ol x|
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H: {config) fexit =
RIg
$5¥5-5-CONFIG I: Configured from conacle by console
RZE
BZ2fshow ipve interface brief
GFigebitEthernetd/0 [up/up]

FEBO::2

2001 :DBB:ACAD:B::2
GigabkitEthernetd/s1 [administratively down/downl]
Serield/sa 0 [up/up]

FEBO::Z

Z2001:DBE:-ACAD:1Z::2
Serields0r1 [up/ up]

FEBO::2

Z001:DEB-ACAD:-23::2
Vlanl [administratively down/downl]
RIE
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B3fshow ipve interface brief

GigabitEthernetd/,0
GFigebitEthernetd/1
FEB0::3

Serial0s0/0
Serial0/sO 1
FEBO0::3

Vlanl
R3E

[administratively down/downl]
[up/up]

Z001:DBE:-RACRD:C::3

[administratively down/downl]
[up/ up]

2001:DBB:-ACRD:Z23::3

[administratively down/downl]

d. Cada estacion de trabajo debe tener capacidad para hacer ping al router conectado. Verifique y
resuelva los problemas, si es necesario.

Phymcall Config

Desktop l Custom Interface ]

_|o] x|
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Phymcall Config
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Command Prompt X

Desktop l Custom Interface ]
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P
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Command Prompt X

Lost = 0 (0%
Approximate round trip times in milli-seconds:
Minimum = Oms, Maximm = lms, Average = 0ms

"
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Command Prompt X

C Command Line
BCrping -1

Pinging

17

Ping statistica for
Pa eta: Sent =
Approximate round trip ti
Minimim = 0ms, M=aiximmam

Los routers deben poder hacerse ping entre si. Verifique y resuelva los problemas, si es necesario.

Physical | Config  CLI |

I10S Command Line Interface

Rlfping 10.1.1.2

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 10.1.1.2, timeocut is Z seconds:

Buccess rate is 100 percent (5/5), round-trip minfavg/max = Z2/4/6 ms

Physical Config CLI

I0S Command Line Interface

=5 3 a
Rigping 10_.2_2_1

Type escape Segquence to abort.
Sending 5, 100-byte ICMP Echos to 10.2_.2.1, timeout is Z seconds:

Success rate is 100 percent (5/5), round-trip minsavg/max = 5/6/8 ms

R1g

Physical I Config CLI I

105 Command Line Interface

BE3fping 10.1.1.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 10.1_.1.1, timeocout is Z seconds:

Success rate is 100 percent (5/5), round—trip min/Savg/max = SEesT ms

in

REE
=EE-
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I0S Command Line Interface

_1O] x|

=pef 3
RZfping 10.1.1_.1

ITvype escape Seguence to abortc.
Sending 5, 100-byte ICHMPF Echos to 10.1.1.1, timecout is Z seconds:

Success rate is 100 percent (5/5), round—-trip mindavgs/max = 1,/4/¢ ms

RZE

Parte 4:  configurar y verificar el routing RIPng

En la parte 4, configurara el routing RIPng en todos los routers, verificara que las tablas de routing
estén correctamente actualizadas, configurara y distribuira una ruta predeterminada, y verificara la

conectividad de extremo a extremo.

Paso 1. configurar el routing RIPng.

Con IPv6, es comun tener varias direcciones IPv6 configuradas en una interfaz. La instruccion network

se elimind en RIPng. En cambio, el routing RIPng se habilita en el nivel de la interfaz y se identifica
por un nombre de proceso pertinente en el nivel local, ya que se pueden crear varios procesos con

RIPng.

a. Emita el comando ipv6 rip Testl enable para cada interfaz en el R1 que participara en el routing

RIPng, donde Testl es el nombre de proceso pertinente en el nivel local.

R1(config)# interface g0/1
R1(config)# ipv6 rip Testl enable
R1(config)# interface s0/0/0
R1(config)# ipv6 rip Testl enable

Physical | Config  CLI

I10S Command Line Interface

=10l x|

Hl {config) £

Bl {config) #interface gl/s1

Bl {config-if)#ipve rip Testl enable
Bl {config-if) #interface 30/0/0

Rl (config-if) #ipve rip Testl enable
Rl {config-if) §

b. Configure RIPng para las interfaces seriales en el R2, con Test2 como el nombre de proceso. No lo

configure para la interfaz G0/0
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Heg -
BZfconf t
Enter configuration commands, one per line. End with CHTL/Z.

B2 (config) #interface 30,7070

BZ (config-if) #ipve rip TestZ enable
B2 (config-if) #interface 30/0/1

B2 (config-if) #ipve rip TestZ enable
BZ (config-if)#

c. Configure RIPng para cada interfaz en el R3, con Test3 como el nombre de proceso.

~=10f %]

Physical I Config CLI |

I0S Command Line Interface

H3g -
R3gconf t©
Enter configuration commands, one per line. End with CHTL/Z._

R3 ({config) #interface gl/s1

B3 {config-if) gipwve rip Testi enzbkle
B3 {config-if) ginterface 307071

B3 {config-if) gipwve rip Test: enzkle

D2l Fadr—a F1 #

d. Verifique que RIPng se esté ejecutando en los routers.

Los comandos show ipv6 protocols, show run, show ipv6 rip database y show ipv6 rip hombre
de proceso se pueden usar para confirmar que se esté ejecutando RIPng En el R1, emita el
comando show ipv6 protocols.
R1# show ipv6 protocols
IPv6 Routing Protocol is "connected”
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "rip Test1"
Interfaces:
Serial0/0/0
GigabitEthernet0/1
Redistribution:
None
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HIg
Rlfshow ipve protocols
IBPve Bouting Protocol is "connected™
IPwe Bouting Protocol sifeehlDu
IPve Bouting Protocol) is "rip Testl™
Interfaces:
GigabitEthernetl/1
Serialdys0y 0
Bedistribution:
None

Physical | Config CL1 |
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=101 %]

H: {config-if) fend
RIE
55Y¥5-5-CONFIGz I: Configured from conscle by console

BZfshow ipvée protocols
IPve Bouting Protocol is "connected™
IPve Bouting Protocol ipg="ND™
IPve Bouting Protocol is "rip TestiZ™
Interfaces:
Seriald/s0/ 0
Seriald/ /0 1
Redistribution:
None

RIE

Physical Config CL1

I10S Command Line Interface

=10l x|

H3g
$5¥5-5-CONFIGz_I: Configured from console by console

R3gshow ipvé protocols
IPve Bouting Protocol is "connected™
IPve Bouting Protocol ipg="ND™
IPve Bouting Protocol is "rip Test3™
Interfaces:
GigabitEthernetl/1
SerialdsO 1
Redistribution:
Hone

¢En qué forma se indica RIPng en el resultado?
RIPng esta listado por el nombre del proceso.

e. Emita el comando show ipv6 rip Test1.




R1# show ipv6 rip Testl
RIP process "Testl", port 521, multicast-group FF02::9, pid 314
Administrative distance is 120. Maximum paths is 16
Updates every 30 seconds, expire after 180
Holddown lasts 0 seconds, garbage collect after 120
Split horizon is on; poison reverse is off
Default routes are not generated
Periodic updates 1, trigger updates 0
Full Advertisement 0, Delayed Events 0
Interfaces:
GigabitEthernet0/1
Serial0/0/0
Redistribution:
None

=10l x|
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Hlg
RBlfshow ipve rip Testl

% Invalid input detected at "' marker.
Rlg

¢Cudles son las similitudes entre RIPv2 y RIPng?

Ambas tienen la distancia administrativa de 120, usa el conteo de saltos como la métrica v envia
autorizaciones cada 30 sequndos.

f. Inspecciones la tabla de routing IPv6 en cada router. Escriba el comando apropiado que se usa para
ver la tabla de routing en el espacio a continuacion.

show ipv6 route

En el R1, ¢cuéntas rutas se descubrieron mediante RIPng? 2
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Hlfshow 1pve route

IBPve Bouting Taebkle - 7 entries

Codes: C - Connected, L - Local, 5 - Static, B - RIP, B - BEP
T - Per-user Static route, M - MIBwe
I1 - ISIS L1, IZ2 - I5IS Lz, I& — I5IS interarea, IS5 — I5IS5 summary
O - OSPEF intra, OI - OSPF inter, 0El1 — OSPF ext 1, OEZ - OSEF ext 2
COM1 - OSBF MN552 ext 1, CHZ - OS5PF HSS52R ext 2
D - EIGRP, EX - EIGRP externazl

C 2001:DBE:-RACRD:A::/ 84 [0/0]

wia

wia

L 2001:

GigaebitEthernetd/1,

directly connected

DRE:RCRAD:-RA-:-1/128 [0/0]

GigaekitEthernet0/1,

receive

R 2001 :DBE:-ACAD:C::,/64 [120/3]
wia FEB0::2, Seri=ld/0/0, receiwve
c Z2001:DBE:-ACAD:1Z::z/64 [0/0]
wia Seri=l0/0/0, directly connected
L Z2001:DBE:ACAD:1Z::1/7128 [0/0]
wia Serial0/ 070, receiwve
=) Z001:DBE:-ACAD:Z3::z/ 84 [1Z20/Z]
wia FEB0::2, Serisld/0/0, receiwve
L FFOO::/8 [0/s0]
wia Nulld, receiwve

Rl§

En el R2, ;cuéntas rutas se descubrieron mediante RIPng? 2
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BZfshow ipve route
IBve Bouting Tabkle - 3 entries
Codes: C - Connected, L - Loeczl, 5 - Static, B - RIE, B - BEP
T - Per—user Static route, M — MIPve
I1 - ISIS5 L1, IZ - ISIS LZ, IR - ISIS interarea, IS5 - ISIS summary
& - OSPF intra, OI - OSFF inter, OE1 - OSPF ext 1, OEZ - OSFEF ext 2
ON1 - OSPF NSS& ext 1, ONZ - OS5PF NSS5R ext 2
O - EIGRP, EX - EIZRP external
=) Z2001:DBE:-ACAD:-A:: /64 [120/Z]
wia FEB80::1, S5erisld/0/0, receiwve
c Z001:DBE:ACAD:B::/64 [0/s0]
wvia GigakbitEthernetld/0, directly connected
L Z2001:DBE:-ACAD:B::2/128 [0/0]
wvia GigabitEthernetld/0, receiwve
=) Z2001:DBE:-RACAD:C:: /64 [120/Z]
wia FEB0::3, Seriseld/0/1, receiwve
c Z001:DBE:-ACAD:1Z::,/64 |0s0]
wvia Seri=l0/0/0, directly connected
L Z001:DBE:-ACAD:1Z::z2/128 [0/0]
wvia Seri=l0/0/0, receiwve
c Z2001:DBE:-ACAD:Z23::z/64 [0/0]
wia Seri=l0/0/1, directly connected
L Z001:DBE:-ACAD:Z3::2/128 [0/0]
wvia Seri=l0/0/1, receiwve
L FFOO:z:/8 [0/0]
wia Nulld, receiwve
RIg

En el R3, ¢cuéntas rutas se descubrieron mediante RIPng? 2
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BR3fshow ipvée route

IBPve Bouting Taebkle - 7 entries

Codes: C - Connected, L - Local, 5 - Static, B - RIP, B - BEP
T - Per—user Static route, M — MIPvwe

CHM1 - OSPF NSS5R ext 1, OWZ - OSPF WNSS5R ext 2
D - EIGRP, EX - EIGRP externazl
=) Z001:DBE:-RACAD:-A:: /64 [120/3]
wia FEB80::2, Serisld/0/1, receiwve
c Z001:DBE:-ACAD:C::/64 [0/0]
wvia GigakbitEthernetld/1l, directly connected
L Z001:DBE:-RACAD:C::3/7128 [0/0]
wia GigabitEthernetld/l, receiwve
=) 2001 :DBE:-ACAD:1Z::z/64 [1Z0/Z]
wia FEB80::2, S5erisld/0/1, receiwve
c Z001:DBE:ACAD:23::z/64 [050]
wia Seri=l0/0/1, directly connected
L 2001:DBEB:-ACRD:-Z23::3/7128 [0/0]
wvia Seri=l0/0/1, receiwve
L FFOO:z:/8 [0/0]
wia Nulld, receiwve

R3§

Verifique la conectividad entre las computadoras.
¢ Es posible hacer ping de la PC-A a la PC-B? No

Physical | Config  Desktop | Custom Interface |

I1 - I5IS5 L1, IZ2 - I5IS5 LZ, I& - I5IS5 interarea, IS5 - I5IS5 summary
O - OSPEF intra, OI - OSPF inter, 0El1 — OSPF ext 1, OEZ - OSEF ext 2

r | — C— ——11 I"_':'.J—l

Command Prompt

BC>

BC¥ping Z2001:D

Ping reguest c { vt £ine 3t . 1: F:l 1-B: - Please check
and try

BCr»ping

Pinging : D:B::B with 32 bytes of data:

Destination host unreachable .
Destination host unreachable.

Destination host unreachable .

r o

{100% loss)

r

¢Es posible hacer ping de la PC-A a la PC-C? Si

the name
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BC»

BCr¥ping 2

bhpproximate round trip times
Minimim = Zma, Maximum = 3m

Physical ] Config  Desktop l Custom Interface ]
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Command Prompt X

BC¥ping Z001:D
Pinging Z001:D

Beply from 200! BACAD:-C:-:3: Destination host unreachable.
Destination host unreachable.

unreachable _

¢ Es posible hacer ping de la PC-C a la PC-A? Si
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Command Prompt

BC>
PCrping Z001:DBEB:ACAD:

Pinging Z001:DB&: AR with 32 bytes of data:

time=4ms

oo
(L
oo
=
L]

(0% loss),
Approximate round trip times in

Minimim = Zms, Maximum = 4ms,

¢Por qué algunos pings tuvieron éxito y otros no?
No hay una ruta gue se espesifique para la PC-B

Paso 2. configurar y volver a distribuir una ruta predeterminada.

a. Desde el R2, cree una ruta estatica predeterminada a la red:: 0/64 con el comando ipv6 route y la
direccion IP de la interfaz de salida GO/0. Esto reenvia todo tréfico de direccion de destino
desconocida a la interfaz GO/0 del R2 hacia la PC-B y simula Internet. Escriba el comando que
utilizé en el espacio a continuacion.

ipv6 route ::/0 2001:DB8:ACAD:B::B

b. Las rutas estaticas se pueden incluir en las actualizaciones RIPng mediante el comando ipv6 rip
nombre de proceso default-information originate en el modo de configuracion de interfaz.

Configure los enlaces seriales en el R2 para enviar la ruta predeterminada en actualizaciones
RIPng.

R2(config)# int s0/0/0
R2(config-rtr)# ipv6 rip Test2 default-information originate
R2(config)# int s0/0/1
R2(config-rtr)# ipv6 rip Test2 default-information originate

N [=1

Phymcall Config CLII

I0S Command Line Interface

He lconiig) &

BZ (config) #int s070/.0

RZ {config-if) f#ipwve rip TestZ default-information originate
BZ (config-iflEint sO0,051

BZ (config—4if) #ipwve rip TestZ defesult-information originate
BZ (config—if) §




Paso 3. Verificar la configuracion de enrutamiento.

a. Consulte la tabla de routing IPv6 en el router R2.

R2# show ipv6 route
IPv6 Routing Table - 10 entries
Codes: C - Connected, L - Local, S - Static, R - RIP, B - BGP
U - Per-user Static route, M - MIPv6
I1-ISISLL, I12-ISIS L2, IA - ISIS interarea, IS - ISIS summary
O - OSPF intra, Ol - OSPF inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ONL1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
D - EIGRP, EX - EIGRP external
S ::/64[1/0]
via 2001:DB8:ACAD:B::B
R 2001:DB8:ACAD:A::/64 [120/2]
via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:B::/64 [0/0]
via ::, GigabitEthernet0/1
L 2001:DB8:ACAD:B::2/128 [0/0]
via ::, GigabitEthernet0/1
R 2001:DB8:ACAD:C::/64 [120/2]
via FE80::3, Serial0/0/1
C 2001:DB8:ACAD:12::/64 [0/0]
via ::, Serial0/0/0
L 2001:DB8:ACAD:12::2/128 [0/0]
via ::, Serial0/0/0
C 2001:DB8:ACAD:23::/64 [0/0]
via ::, Serial0/0/1
L 2001:DB8:ACAD:23::2/128 [0/0]
via ::, Serial0/0/1
L FF00::/8 [0/0]
via :;, Null0
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BZfshow ipve route
IPve Bouting Tabkle - 10 entries
Codes: C - Connected, L - Loeczl, 5 - Static, B - RIE, B - BEP
T - Per—user Static route, M — MIPve
I1 - ISIS L1, IZ2 - I5SIS Lz, I&A — I5IS5 interarea, I5 — I5IS5 summary
& - OSPF intra, OI - OSFF inter, OE1 - OSPF ext 1, OEZ - OSFEF ext 2
ON1l - OS5PF NSS& ext 1, ONZ - OS5PF NSSR ext 2
O - EIGRP, EX - EIZRP external
5 zz/0 [1/0]
wia Z2001:0BE8:ACAD:B::B, receiwve
=) 2001 :DBE:-RACAD:A::, /64 [1Z0/Z]
wia FEB0::1, Seri=ld/0/0, receiwve
c 2001 :DBE:-ACAD:B::,/64 [0/s0]
wia GigaebitEthernetl/0, directly connected
L 2001 :DBE:-ACAD:B::2/7128 [0/0]
wvia GigabitEthernetld/0, receiwve
=) Z001:DBE:-ACAD:C::, /64 [1Z0/Z]
wia FE80::3, S5eri=ld/0/1, receiwve
c Z2001:DBE:-ACAD:1Z::z/64 [0/50]
wia Seri=l0ys0/0, directly connected
L Z2001:DBE:-ACAD:1Z::2/128 [0/0]
wia Seri=l0ys0/0, receiwve
c Z001:DBE:ACAD:Z23::,/64 [0/0]
wvia Seri=l0/0/1, directly connected
L Z001:DBE:-ACAD:Z23::2/128 [0/0]
wvia Seri=l0/0/1, receiwve
L FroO::/ 8 [0/0]
wia Nulld, receiwve

¢Como se puede saber, a partir de la tabla de routing, que el R2 tiene una ruta para el trafico de
Internet?

Tiene una ruta por defecto estatica que se muestra en R2.

b. Consulte las tablas de routing del R1 y el R3.
¢Como se proporciona la ruta para el trafico de Internet en sus tablas de enrutamiento?
La tabla de ruteo se muestra distribuida gracias a RIPng con una métrica de 2.

Paso 4. Verifique la conectividad.
Simule el envio de trafico a Internet haciendo ping de la PC-A y la PC-C a 2001:DB8:ACAD:B::B/64.
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Command Prompt X

BC>
BCxping Z001:-DBRE:-RACRD-B:-:-B

Pinging Z001:-DBE:-ACAD-B:-:B with 2Z bytes of data:
time=1ms
time=lms

1ly from 1:-D z 1z b E time=1ms
ly from i:zB:- byt time=1ms

Ping statistics for 2

mate round trip t
Minimim = lms, Maximim = lms,

¢ Tuvieron éxito los pings? Si

Reflexion
1. ¢Por qué desactivaria la sumarizacién automatica para RIPv2?

Seria para que los router no resuman las rutas hacia la clase mayor v asi poder conectividad entre
redes discontinuas.

2. En ambas situaciones, ¢en qué forma descubrieron la ruta a Internet el R1 y el R3?

Aprendieron de actualizaciones de RIP recibidas por el router R2 donde se configuro la ruta por
defecto.

3. ¢En qué se diferencian la configuracion de RIPv2 y la de RIPng?
RIPng se configura en las interfaces y RIPv2 se configura notificando las redes.

Tabla de resumen de interfaces del router




Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 Interfaz serial

router #1 n.C2 n.2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(FO/0) (FO/1) (S0/1/0) (S0/1/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuantas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En
esta tabla, no se incluye ningln otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un
router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.
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Tabla de direccionamiento

Gateway
Mascara de predeterminad
Dispositivo Interfaz Direccion IP subred 0
R1 G0/0 192.168.1.1 255.255.255.0 N/A
S0/0/0 255.255.255.25
(DCE) 192.168.12.1 | 2 N/A
255.255.255.25
S0/0/1 192.168.13.1 | 2 N/A
R2 G0/0 192.168.2.1 255.255.255.0 | N/A
255.255.255.25
S0/0/0 192.168.12.2 2 N/A
S0/0/1 255.255.255.25
(DCE) 192.168.23.1 | 2 N/A
R3 G0/0 192.168.3.1 255.255.255.0 | N/A
S0/0/0 255.255.255.25
(DCE) 192.168.13.2 2 N/A
255.255.255.25
S0/0/1 192.168.23.2 2 N/A
PC-A NIC 192.168.1.3 255.255.255.0 | 192.168.1.1
PC-B NIC 192.168.2.3 255.255.255.0 | 192.168.2.1
PC-C NIC 192.168.3.3 255.255.255.0 | 192.168.3.1

Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Paso 1: realizar el cableado de red tal como se muestra en la topologia.

Paso 2: inicializar y volver a cargar los Routers segun sea necesario.

Paso 3: configurar los parametros basicos para cada Router.




Parte 2.  armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecerd la topologia de la red y configurara los parametros basicos en los equipos
host y los routers.

Paso 1. realizar el cableado de red tal como se muestra en la topologia.
Paso 2. inicializar y volver a cargar los routers segun sea necesario.

Paso 3. configurar los pardmetros basicos para cada router.

Desactive la busqueda del DNS.

Configure el nombre del dispositivo como se muestra en la topologia.
Asigne class como la contrasefia del modo EXEC privilegiado.
Asigne cisco como la contrasefia de consola y la contrasefia de vty.

® o o T @

Configure un aviso de mensaje del dia (MOTD) para advertir a los usuarios que el acceso no
autorizado esta prohibido.

Configure logging synchronous para la linea de consola.
Configure la direccion IP que se indica en la tabla de direccionamiento para todas las interfaces.

> a

Establezca la frecuencia de reloj para todas las interfaces seriales DCE en 128000.

Copie la configuracion en ejecucién en la configuracion de inicio

H1|CONI1g) Fenaple SECret CLass
Rliconfig)f#line con O

Bl {config-line) #password cisco
Rli{config-line)glogin

Rl {config-line) #logging synchronous

Bl {config-line)fexit

Rl{config)$line vty 0O 15

Bl {config-line) #password cisco
Rli{config-line)glogin

Rl {config-line) #logging synchronous

Bl {config-line) gend

R1%

%5YS-5-CONFIC_I: Configured from conscle by conscle

Rliconf t

Enter configuration commands, one per lime. End with CNIL/Z.
Rl{config)fbanner motd % Unauthorized access is strictly prohib:
Rl {config)$int g0/0

Bl {config-if)#ip address 193Z.168.1.1 255_255_255.
Rl{config-if)fno shut

Bl {config-if)§
$LINE-5-CHANGED: Interface GigabitEthernet0/0, changed state to

Bl {config-if) fexit

if)#ip =ddress 152.168.12.1 255.255.255.252
Rl{config-if)&clock rate 128000
Rl {config-if) fno shut




Paso 4: configurar los equipos host.
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Paso 5: Probar la conectividad.
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Rigping 192.168.1

Type escape segquence to
Sending S, 100-byte ICMP
IBEREE.

1
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o
chos vo 152_1€8.12_.2, timecout is 2 seconds:
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Rigping 1592 .16E.

Type esacape sequence to abort.
Sending S, 100-byte ICMP Echos to 1592.1€8.13.2, timeocut is 2 seconds:

Success rate is 100 pezcent
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Approximate round trip times

Minimum = Oms, Maximum =

Parte 2: Configurar y verificar el enrutamiento OSPF

Paso 1: Configure el protocolo OSPF en R1.

Rri ospf 1

Rl gnetwork 192. 0
"1 g¢network 192

Rri $network 192

]1 gl




Paso 2: Configure OSPF en el R2 y el R3.

Paso 3: verificar los vecinos OSPF y la informacion de routing.

Gateway of last resort is not set
152 188.1.0/24 iz warisbly subnetted, Z subnets, Z masks
c 192.168.1.0/24 i3 directly connected, GigabitEthernet0/0
L 182 188.1.1/32 iz directly connected, GigabitEthernet0/0
0 152.1eB.2.0/24 [110/%5] wia 192.1eB.12.2, 00:04:09, Serial0/0/0
0 152.1eB.3.0/24 [110/%5] wia 192.16B.13.2, 00:02:33, Serial0/0/1
182 188.12.0/24 is varisbly subnetted, I subnets, Z masks
c 182 168.12.0/30 iz directly connected, Serizl0/0/0
L 182 168.12.1/3Z iz directly connected, Serizl0/0/0
182 188.13.0/24 i3 varisbly subnetted, I subnets, I masks
c 182 .168.13.0/30 iz directly connected, Serizl0/0/1
L 182 168.13.1/3Z iz directly connected, Serizl0/0/1
152 188.23.0/30 i3 subnetted, 1 subnets

Gateway of last resort is not set

0 152.16B.1.0/24 [110/8€5] via 192.168.12.1, 00:08:12, Serial0/0/0
1592.168.2.0/24 i3 varisbhly submetted, Z subnets, I masks

c 1592 .168.2.0/24 i3 directly connected, GigabitEthernet(/0

L 1532 .168.2.1/32 i3 directly connected, GigabitEthernet(/0

0 152.16B.3.0/24 [110/8€5] via 192.168.23.2, 00:04:20, Serial0/0/1
1592.168.12.0/24 i3 variably subnetted, Z subnets, I masks

c 1582 .168.12.0/30 i3 directly connected, SerialQ/0/0

L 1582 .168.12.2/3% i3 directly connected, Serial0/0/0
1582.168.13.0/30 i3 subnetted, 1 subnets

] 192 188.13.0/30 [110/128] wvia 192.16B.12.1, 00:04:20, Serizl0/0/0

[110/128] viz 192.168.23.2, 00:04:20, Serizl0/0/1
1592.168.23.0/24 i3 variably subnetted, Z subnets, I masks

D - EIGRF, E¥ - EIGRP externzl, 0 - 0SPF, IA - OSPF inter area

W1 - CSPF NS5R external type 1, NI - OSPF NS5 external type 2

El - 0SPF externzl type 1, EZ - OSPF external type I, E - EGP

i - I8-I8, L1 - I3-I8 level-1, 12 - I3-I5 level-Z, iz - I8-IE inter area
* - candidate default, U - per-user stztic route, o - CDR

P - periodic downloaded static route

Gateway of last resort is not set

0 182.188.1.0/24 [110/€5] via 192.168.13.1, 00:04:47, Seriz10/0/0

0 182.188.2.0/24 [110/€5] via 192.168.23.1, 00:04:2f, Seriz10/0/1
192.188.3.0/24 is variably subnetted, I subnets, I masks

C 192.168.3.0/24 is directly connected, GigabitZthernet0/0

L 192.168.3.1/32 i3 directly connected, GigzbitEthernst0/0
152 168.12.0/30 i3 subnetted, 1 submets

0 152.168.12.0/30 [110/128] via 192.168.13.1, 00:04:1¢, Serial0/0/0

[110/128] via 192.168.23.1, 00:04:2¢, Serial0/0/1

132.188.13.0/24 is varizbly subnetted, I subnets, I masks

B ann aen an mean v 0 - N T AT




¢ Qué comando utilizaria para ver solamente las rutas OSPF en la tabla de routing? show iprouteospf

Paso 4: verificar la configuracion del protocolo OSPF.

El comando show ipprotocols es una manera rapida de verificar informacion fundamental de configuracion
de OSPF. Esta informacion incluye la ID del proceso OSPF, la ID del Router, las redes que anuncia el
Router, los vecinos de los que el Router recibe actualizaciones y la distancia administrativa
predeterminada, que para OSPF es 110.

b e s

Routing for Networks:
192.1e8.3.0 0.0.0.255 area 0
152.1e8.13.0 0.0.0.3 area 0
192.128.23.0 0.0.0.3 area 0

Routing Information Socurces:

Gateway Distance Last Update
152.188.13.1 110 00-:05:15
1592.188.23.1 110 00:09:03

Paso 5: verificar la informacion del proceso OSPF.

Use el comando show ipospf para examinar la ID del proceso OSPF y la ID del Router. Este comando
muestra informacién de area OSPF y la Gltima vez que se calcul6 el algoritmo SPF

DUIEMEL UL BALELIEL LofA U, WIBCERSWIL JWiL DA
Number of opague AS L5& 0. Checksum Sum 0x000000
Number of DCbitless external and opaque AS LSA O
Number of DoMotAge external and opaque A5 LSA O
Number of areas in this router is 1. 1 normal 0 atu
External flood list length O
Area BACKRONE (D)

Number of interfaces in this area iz 3

Arez has no suthentication

SPF zlgorithm executed 4 times

Ares ranges are

Number of LSA 3. Checksum Sum 0x00c55a

Number of opaqgue link LSA 0. Checksum Sum 0x

Number of DCkitless LSA O

Paso 6: verificar la configuracion de la interfaz OSPF.



El comando “show ipospf interface brief” no se puede implementar en PacketTracer. Se puede utilizar el
comando “show ipospf interface”

Paso 7: Verificar la conectividad de extremo a extremo.

oy

iz bytes=3Z time=lma TT
3: bytes=3Z time=Zms TT

Packets: . = 4, He FIT 4 Lost =0
Approximate round trip times in milli-seconds

-

Minimum = lms, Maximum = Zms, Average = lo

PCrping 192_168.3.3

Pinging 13%2.1¢

_:lEF.]_}r } 187 _ 1e8_3_3- yLe: 2 time=Zma
_:lEP.]_}r " 1 i T YLe: time=4ms
Beply

Beply ym 1! .3.3: bytes=3Z time=lms

~oon O
k 1

Ping statistics for 15%2.16e8.3.3:

Parte 3: cambiar las asignaciones de ID del Router

El ID del Router OSPF se utiliza para identificar de forma Gnica el Router en el dominio de enrutamiento
OSPF. Los Routers Cisco derivan la ID del Router en una de estas tres formas y con la siguiente prioridad:

1) Direccion IP configurada con el comando de OSPF Router-id, si la hubiera
2) Direccion IP mas alta de cualquiera de las direcciones de loopback del Router, si la hubiera
3) Direccidn IP activa mas alta de cualquiera de las interfaces fisicas del Router

Dado que no se ha configurado ningun ID o interfaz de loopback en los tres Routers, el ID de Router para
cada ruta se determina segun la direccidn IP mas alta de cualquier interfaz activa.

En la parte 3, cambiara la asignacion de ID del Router OSPF con direcciones de loopback. También usara
el comando Router-id para cambiar la ID del Router.

Paso 1: Cambie las ID de Router con direcciones de loopback.



Ré (config) ¢interface lol

R2 (config-if)$
SLINK-5-CHANGED: Interface Loopback0, changed state to up

SLINEPROTO-S~UPDOWN: Line protocel on Interface Loopback(, changed state to up

R2 (config-if)#ip address 2.2.2.7 255.2565.2566.255
R2(config-if)send

R3 (config)¢interface lol

R3(contig-i1f)8s
SLINK-5-CHANGED: Interface Loopback(, changed state to up

SLINEPROTO~S~UPDOWN: Line protocel on Interface Loopbackd, changed state to up

R3tconfig=if)send
Guarde la configuracion en ejecucién en la configuracion de inicio de todos los Routers.

Debe volver a cargar los Routers para restablecer la ID del Router a la direccion de loopback. Emita el
comando reload en los tres Routers. Presione Enter para confirmar la recarga.

Una vez que se haya completado el proceso de recarga del Router, emita el comando show ipprotocols
para ver la nueva ID del Router.

Numpel UL dledd L0 LIS LUULEL 15 L. 1 HULKEL YU SLUD U (1538
Maximm path: 4
Bouting for Networks:
152.168.1.0 0.0.0.255 area 0
152.168.12.0 0.0.0.3 area 0
152.168.13.0 0.0.0.3 area 0
RBouting Informstion Sources:

Gateway Distance Last lpdate
1111 110 00:01:08
2.2kl 110 00:01:03
3.3.3.3 110 00:01:08
192.188.13.1 110 00:13:18

Emita el comando show ipospfneighbor para mostrar los cambios de ID de Router de los Routers vecinos.

Rigahow ip ocapf neighbor

He igh.bﬂ: ID Pri Stace Dead Time Addresas Intcerface =
3.3.3.3 a FULL, - 00:-00:-35 152.168.13.2 Seriald/0s1
2.2.2.2 0 FOLLS = 00:00:31 197 .168.12 .2 Serial0/0/0
LR -

Paso 2: cambiar la ID del Router R1 con el comando Router-id.

Rl ~router] frouter=id 11.11.11.11
~routsr] fisloed or uss “clsar ip cspf process” command, for this to taks

AL leenfig—reus<e] Fand



HOUTEL LU Ll.1l.1l.1l
Wumber of areas in this router is 1. 1 normsl 0 stub 0 nasa
Maximm path: 4
Routing for Networks:
152.168.1.0 0.0.0.255 area 0
1532.168.12.0 0.0.0.3 area 0
1532.168.13.0 0.0.0.3 area 0
Routing Information Sources:

Gateway Distance Last Update
1111 110 00:14:03
1.t 110 00:14:03
3.3.3.3 110 00:00:33
1111 110 00:00:25
it 110 00:00:25
33.33.33.33 110 00:00:25
192.168.13.1 110 00:26:18

e. Emita el comando show ipospfneighbor en el R1 para verificar que se muestren las nuevas 1D de los
Routers R2 y R3.

BEifshow ip capf naighber

Kaighbes ID Pei Btata Daad Tima Addrand Intarfacs
3%.33.33.33 C FULL, - D30 33 153 .168.13.2 Tariallforl
i a.d E FJLLy 0020 33 133,168, 13 .3 Smraall 000
a2l

Parte 4: configurar las interfaces pasivas de OSPF
Paso 1: configurar una interfaz pasiva.

Emita el comando show ipospf interface g0/0 en el R1. Observe el temporizador que indica cuando se

espera el siguiente paquete de saludo. Los paquetes de saludo se envian cada 10 segundos y se utilizan

entre los Routers OSPF para verificar que sus vecinos estén activos.

UU DaCRUp UeSLyNaLEd LUULEL Ul LILLS [EVWULE

Timer intervals confiqured, Hello 10, Dead 40, Wait 40, Retransmit
Hello due in 00:00:00

Index 1/, flood queue lemgth 0

Hext 0x0(0)/0x0(0)

Last flood scan length s 1, maximm is 1

last flood scen time i3 0 msee, meximm i3 0 msec

-

Emita el comando passive-interface para cambiar la interfaz GO/0 en el R1 a pasiva.

Vuelva a emitir el comando show ipospf interface g0/0 para verificar que la interfaz GO/0 ahora sea pasiva



GigebitZthernet0/0 i3 up, line protocol is up
Internet address iz 192.188.1.1/24, Area 0
Process ID 1, Router ID 1.1.1.1, Wetwork Type BRORDCAST, Cost: 1
Transmit Delay is 1 sec, Stzte WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Index 1/1, flood queue length 0
Next 0x0(0)/0x010
Last flood sean length is 1, mawimm i3 1 I

Emita el comando show iproute en el R2 y el R3 para verificar que todavia haya disponible una ruta a la
red 192.168.1.0/24.

1 - 15-15, L1 - l5-15 level-l, Li - l5-15 level-Z, 1a - l5-l5 1nter area

# - pandidate defsult, U - per-user static route, o - CGDR
P - periodic downloaded static route

Gateway of last resort is not set

2.0.0.0/32 i3 subnetted, 1 subnets
C 2.2.2.2/32 13 directly connected, Loopbackl

1592.168.1.0/24 [110/65] wvia 192.168.12.1, 00:10:19, Serial(/0/0
192.168.2.0/24 i3 variably subnetted, Z subnets, 2 masks

C 152.168.2.0/24 is directly connected, GigabitEthernet0/0

L 182.188.2.1/32 is directly connected, GigabitEthernet0/0

0 1582.168.3.0/24 [110/65] wvia 192.188.23.2, 00:11:40, ferial0/0/1
152.168.12.0/24 iz warizbly subnetted, 2 subnets, Z masks

C 152.168.12.0/30 is directly connected, Serial0/0/0

L 182.168.12.2/32 is directly connected, Serial0/0/0
152.188.13.0/30 iz subnetted, 1 subnets

0 1592.188.13.0/30 [110/128] vis 192.188.1Z.1, 00:10:1%, Serizl0/0/0

F11AMT32T »rd= 107 140 72 7 an-1n-14a Cawdi=10F0 0

Paso 2: establecer la interfaz pasiva como la interfaz predeterminada en un Router.

Emita el comando show ipospfneighbor en el R1 para verificar que el R2 aparezca como un vecino OSPF.

Rigshow ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
33.33.33.33 0 FULL/ =~ 00:00:356 192.16€8.13.2 Seriald/0/1
22.22.22.232 0 FULL/ =~ 00:00:30 192.168.12.2 Serial0/0/0

Emita el comando passive-interface default en el R2 para establecer todas las interfaces OSPF como
pasivas de manera predeterminada.

Ri (config) frouter ospf 1

R (config-router)fpassive-interface defaule

R2 (config-router)s

00:33:04: VOSPF~6~ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from FULL to DOWN,
Neighbor Down: Interface down or detached

00:33:04: NOSPF~6~ADJCHG: Process 1, Nbr 33.33.33.33 on Serial0/0/1 from FULL to
DOWN, Neighbor Down: Interface down or detached




Vuelva a emitir el comando show ipospfneighbor en el R1. Una vez que el temporizador de tiempo muerto
haya caducado, el R2 ya no se mostrara como un vecino OSPF.

Rlgshow ip ocspf neighbor

Neighbor ID Pri State Dead Time Address Interface
33.33.33.33 a FULLFS -~ 00:00:35 192 _.168.13.2 Serial0/0/1
RLlE e

Emita el comando show ipospf interface S0/0/0 en el R2 para ver el estado de OSPF de la interfaz S0/0/0.
0O DACKUD QESLQMETEQ IOUTET 0N TAL3 METHOIX

Tirer intervals configured, Hello 10 Dead 40, Wait 40, Retransmis 3
Index 2/¢, flood queve length 0

Neat 0u0(0) /0x0(0)

Lest flood scan length 13 1, maximm iz |

=
-

En el R2, emita el comando no passive-interface para que el Router envie y reciba actualizaciones de
routing OSPF. Después de introducir este comando, vera un mensaje informativo que explica que se
establecid una adyacencia de vecino con el R1.

Ri (config) trouter ospf 1

R2 (config~router)ino passive~interface 30/0/0

R2 (config-router)$

00:40:01: SOSPF-5~ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/0 from LOADING to
FULL, Loading Done

Vuelva a emitir los comandos show iproute y show ipv6 ospfneighbor en el R1 y el R3, y busque una ruta
alared 192.168.2.0/24.

¢Qué interfaz usa el R3 para enrutarse a la red 192.168.2.0/24?___S0/0/0

¢Cual es la métrica de costo acumulado para la red 192.168.2.0/24 en el R3? 129

¢El R2 aparece como vecino OSPF en el R1? Si

¢El R2 aparece como vecino OSPF en el R3? No

¢ Qué indica esta informacion?

La interfaz SO/0/1 en el Router R2 se configuro como interfaz pasiva, por esta razén la informacion de
routing OSPF no se anuncia en esa interfaz. Métrica de costo acumulado para la red 192.168.2.0/24 en el
R3 es 129 debido a que el trafico debe pasar a través de dos enlaces seriales con un costo de 64 cada uno,
el enlace LAN Gigabit 0/0 del R2 tiene un costo de uno, lo que da el costo de uno.

Cambie la interfaz S0/0/1 en el R2 para permitir que anuncie las rutas OSPF. Registre los comandos
utilizados a continuacion.



R2#conf t

R2(config)#Routerospf 1

R2 (config-router) #no passive-interface s0/0/1
Vuelva a emitir el comando show iproute en el R3.

¢Qué interfaz usa el R3 para enrutarse a la red 192.168.2.0/24?___S0/0/1

¢Cual es la métrica de costo acumulado para la red 192.168.2.0/24 en el R3 y cdmo se calcula?

La métrica de costo acumulado para la red 192.168.2.0/24 en el R3 es 65, el enlace serial tiene un costo 64
y el enlace LAN tiene un costo de 1.

¢El R2 aparece como vecino OSPF del R3?_Si
Parte 5: cambiar las métricas de OSPF
Paso 1: cambiar el ancho de banda de referencia en los Routers.

Emita el comando show interface en el R1 para ver la configuracién del ancho de banda predeterminado
para la interfaz G0/0.

Alfshow interface gos0 -
GigabicEthernatl/0 L3 up, line protocol is up (compectad)

Hardwara is CH Gigabit Ecthernat, address iz 00eD. biZc.S5d0l {bia dd0al.bOZe.5d01

Incarnet address ia 192.16E_1.1/724

MIT 1500 bBycas, Phit, DLY 10 usas,

raliahilicy 255,355, cuload 17355, reload 17355

Encapasulatiza ARPA, loopback Aot &Set

Fespalive sst (10 ase)

Full-duplex, 100Hb s, media typ= is BJ45

subput flow-con imput flow-conmtrol is unsupporbed

BRRF cyp=: REPA,

Last 1pput 00:00:008, output 00:00:0E, output heng never

Emita el comando show iprouteospf en el R1 para determinar la ruta a la red 192.168.3.0/24.

Risshow ip route ospf

152 .168.2 {110/65) via 192.166.12.2, ):42:28, Serial
10/88) via 192.16€8.13.2, 01:08:08, Seriald/0/1
0/30 Lis subnetted, 1 subnets
192.168.23.0 110/128) wvia 192 . 168.12.2, 00:42:28, Serial/0/
110/128) wia 192.168.13.2, 00:42:29, Seriall/0/1

Ris

Emita el comando show ipospf interface en el R3 para determinar el costo de routing para GO/0.

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Index 1/1, flood queue length 0

Hext 0x0(0)/0x010)

Lazt flood scan length i3 [, maximm iz |

Lazt flood sean time 15 0 msec, maximom iz 0 meer

Neighbor Count i3 (, Adjacent neighbor count is 0

nan




Emita el comando show ipospf interface s0/0/1 en el R1 para ver el costo de routing para S0/0/1.

B i e T

Timer intervals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:0:

Index 3/3, flood queue length 0

Next 0x0(0)/0x0(0)

Last flood acen length 13 1, meximm iz |

Last flood scen time is 0 meec, meximum i3 ( meer

Neimkkor Coomt 12 1 Adtarent neinkhor ronf ig 1 -

Emita el comando auto-costreference-bandwidth 10000 en el R1 para cambiar la configuracion de ancho
de banda de referencia predeterminado. Con esta configuracion, las interfaces de 10 Gb/s tendran un costo
de 1, las interfaces de 1 Gb/s tendran un costo de 10, y las interfaces de 100 Mb/s tendran un costo de 100.

Rl iconfig) $router ospf 1

Rl (config-router) fauto~cost reference-bandwideh 10000
% OSPF: Reference bandwidth is changed
Please ensure reference bandwidth is consistent acroas all routers

Rl (config-router) <

Vuelva a emitir el comando show ipospf interface para ver el nuevo costo de GO/0 en el R3 'y de S0/0/1 en
el R1

Tirer intervals confiqured, Hello 10, Dead 40, Wait 40, Retranamit §
Hello due in 00:00:03

Index 171, flood queue length (

Hext 0x010)/0x0(0)

Last flood acen length is 1, maximm is 1

Last flood scen tine iz 0 msee, meximum i3 0 maec

nan

Naimhhar Pannt 12 1 lddzrant naishhar saont 2 0

Vuelva a emitir el comando show iprouteospf para ver el nuevo costo acumulado de la ruta 192.168.3.0/24
(10 + 6476 = 6486).

No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retranamit &
Hello due in 00:00:00
Index 3/3, flood queue length O
Next 0x0(0)/0x0(0)
Last flood scen length iz 1, maximum iz 1
Last flood scen time iz 0 msec, meximm is 0 msec
Neighbor Count iz 1 , Adjacent neighbor count iz 1
Adjacent with neighbor 33.33.33.33
Suppress hello for 0 neighbor(s)
Rlgshow ip route ospf
0 19:2.168.2.0 [110/e57e] via 192.1e8.12.2, 00:05:54, Serial0/0/0
0 19:2.168.3.0 [110/e57e] via 192.168.13.2, 00:05:17, Serial/0/1
192.108.23.0/30 is subnetted, 1 subnets

mm



Para restablecer el ancho de banda de referencia al valor predeterminado, emita el comando auto-
costreference-bandwidth 100 en los tres Routers.

Bi (config) érouter capf 1
Al {config-router) fauto-cost refersnce-bandwidch 100
% DEFF: Refarence bamdwideh is changed

Fleass ansure refesresnce bandwidth is consisteant across all routsrs
Al (config-router)d|

¢Por que querria cambiar el ancho de banda de referencia OSPF predeterminado?

En la actualidad los equipos admiten cada vez mas velocidades de enlaces mas rapidas que 100Mb/s que es
el valor predeterminado, por lo que para obtener un calculo mas preciso del costo de estos enlaces mas
rapidos, se necesita una configuracion del ancho de banda de referencia predeterminado més alta.

Paso 2: cambiar el ancho de banda de una interfaz.

Emita el comando show interface s0/0/0 en el R1 para ver la configuracion actual del ancho de banda de
S0/0/0. Aunque la velocidad de enlace/frecuencia de reloj en esta interfaz estaba configurada en 128 Kb/s,
el ancho de banda todavia aparece como 1544 Kb/s.

Rigshow interface 20/0/0
Seriald/0/0 is up, line protocol is up (connected
Hardware is HDE4ST0
Internet address is 192.168.12.1/30
MTU 1500 bytes, [LIRRLL Kbit, DLY 20000 usec,
reliability 265/266, txload 1/265, rxload 1/266
Encapsulation HDLC, loopback not set, keepalive set (10 sec)
Last input never, output never, output hang never

Tase atlassliana aff “abves lnssawleoca MmllEmt s sl

Emita el comando show iprouteospf en el R1 para ver el costo acumulado de la ruta a la red
192.168.23.0/24 con S0/0/0. Observe que hay dos rutas con el mismo costo (128) a la red 192.168.23.0/24,
una a través de S0/0/0 y otra a través de S0/0/1.

Rigshow ip route capf
0 192.168.2.0 [110/164) via 192.168.12.2, 00:09:46, Seriald/0/0
o 192.168.3.0 [110/16€64) via 192.168.13.2, 00:09:46, Serxial0/0/1
192.166.23.0/30 is subnetted, 1 subnets
o} 192.168.23.0 ([110/6540) viae 192.168.12.2, 00:09:46, Seriald/0/0
| (110/6540) via 192.168.13.2, 00:09:46, Serial0/0/1
R .

Emita el comando bandwidth 128 para establecer el ancho de banda en S0/0/0 en 128 Kb/s.

Vuelva a emitir el comando show iprouteospf. En la tabla de routing, ya no se muestra la ruta a la red
192.168.23.0/24 a través de la interfaz SO/0/0. Esto es porque la mejor ruta, la que tiene el costo mas bajo,
ahora es a través de S0/0/1.

Rl {config=if) tbandwideth 118
RL-c:n!Lq—LE'ﬂ

RL-c:nfLé-rinttrftcl s0/0/0 | “

Rigshow ip route capf

0 192.168.2.0 [110/881) via 192.168.12.2, 00:01:30, Seri1al0/0/0
0 192.1668.3.0 [110/164) via 152.168.13.2, 00:13:16, Serial0/0/1
192.168.23.0/30 is subnetted,
192.168.23.0 (110/6540) via 192.168.13.2, 00:01:30, Serial0/0/




Cambie el ancho de banda de la interfaz S0/0/1 a la misma configuracién que S0/0/0 en el R1.

Vuelva a emitir el comando show iprouteospf para ver el costo acumulado de ambas rutas a la red
192.168.23.0/24. Observe que otra vez hay dos rutas con el mismo costo (845) a la red 192.168.23.0/24:
una a través de S0/0/0 y otra a través de S0/0/1.

Rl (config)#intecface a0/0/1
Al (config=4f) $bandwidth 128
Bl (config-if) #

Ritshow ip route ospf

0 192.160.2.0 [110/881) via 192.160.12.2, 00:06:38, Seriald/0/0

(o] 192.168.3.0 [110/881) wia 192.168.13.2, 00:01:20, Sexial0/0/1
192.168.23.0/30 1i»s subnetted, 1 subnets

0 192.168.23.0 (110/7267) via 192.168.12.2, 00:01:20, Seriald/0/0

[110/7257) via 192.168.13.2, 00:01:20, Seriald/0/1
Explique la forma en que se calcularon los costos del R1 a las redes 192.168.3.0/24 y 192.168.23.0/30.

Costos a la red 192.168.3.0/24: el enlace serial SO/0/1 de R1 tiene un costo de 781 mas el costo de la
interfaz gigabit de R3 que es de 1 lo que da un costo acumulado de 782.

Costo a la red 192.168.23.0/30: el enlace serial SO/0/1 de R1 tiene un costo de 781 y el enlace serial S0/0/1
de R 3 tiene un costo 64, lo que da un total de 845

Emita el comando show iprouteospf en el R3. El costo acumulado de 192.168.1.0/24 todavia se muestra
como 65. A diferencia del comando clockrate, el comando bandwidth se tiene que aplicar en ambos
extremos de un enlace serial.

R3g¢show ip route ospf

o] 192.168.1.0 [110/6477) wvia 192.168.13.1, 00:27:04, Serial0/0/0

0 192.1€8.2.0 [110/€876] via 192.1€8.23.1, 00:35:37, Serial0/0/1 -
192.168.12.0/30 is subnetted, 1 subnets

o 192.1€8.12.0 [110/7287] via 192.168.13.1, 00:15:18, Seriald/0/0

Emita el comando bandwidth 128 en todas las interfaces seriales restantes de la topologia.

Ritshow ip route oapf

0 192.168.2.0 ([110/881) wvias 192.168.12.2, 00:26:17, Serxrial0/0/0
0 192.168.3.0 [110/881) vie 192.168.13.2, 00:20:58, Serial0/0/1
192.1€8.23.0/30 4is subnetted, 1 subnets
s] 192.168.23.0 (110/7267) via 192.168.12.2, 00:20:68, Seriald/0/0
(110/7267)] via 192.168.13.2, 00:20:568, Seriald/0/1
Dte v

¢ Cudl es el nuevo costo acumulado a la red 192.168.23.0/24 en el R1? ;Por qué?
El nuevo costo es de 7257
Paso 3: cambiar el costo de la ruta.

Emita el comando show iprouteospf en el R1.



Rigshow ip route ospf
o 152.168.2.0 [110/881] via 192.168.12.2, 00:29:54, Serial0/0/0
o 192.168.3.0 [110/881] wia 192.168.13.2, 00:24:35, Serial0/0/1
192.168.23.0/30 is subnetted, 1 subnets
192.16€8.23.0 (110/7287) via 192.168.12.2, 00:24:35, Seriald/0/0
(110/7257] via 192.16€8.13.2, 00:24:35, Serial0/0/1

o

Aplique el comando ipospfcost 1565 a la interfaz S0/0/1 en el R1. Un costo de 1565 es mayor que el costo
acumulado de la ruta a través del R2, que es 1562.

Vuelva a emitir el comando show iprouteospf en el R1 para mostrar el efecto que produjo este cambio en
la tabla de routing. Todas las rutas OSPF para el R1 ahora se enrutan a través del R2.

Alpshow ip route ospt
0 1%:.168.2.0 [110/881) wia 1%2.1e8.02.2, D0:32:48, Ber1al0/0/0

0 1%.168..0 [10/1685] wia 1%2.168.03.2, 00:00:37, Sertall/0/1
1%.168.23.0/30 15 zubnetted, | subnets

mmEn

Explique la razon por la que la ruta a la red 192.168.3.0/24 en el R1 ahora atraviesa el R2.

El protocolo OSPF elige la ruta con menor costo, en este caso 1665 ya que el costo del enlace serial S0/0/0
de R1y el enlace serial S0/0/1 de R2 tienen un costo de 881 cada uno y el enlace gigabit GO/0 de R3 tiene
un costo de 1.

Reflexion
¢Por queé es importante controlar la asignacion de ID de Router al utilizar el protocolo OSPF?

Las asignaciones de ID de Router controlan el proceso de eleccion de Router designado (DR) y Router
designado de respaldo (BDR) en una red de accesos mdltiples. Si la ID del Router esta asociada a una
interfaz activa, puede cambiar si la interfaz deja de funcionar. Por esta razéon, se debe establecer con la
direccion IP de una interfaz loopback que siempre esta activa, o con el comando Router-id.

¢Por qué el proceso de eleccion de DR/BDR no es una preocupacion en esta practica de laboratorio?

Los enlaces seriales utilizados son enlaces punto a punto, asi que no se realiza una eleccion de DR/BDR,
ya que el proceso de eleccion de DR/BDR es solo un problema en una red de accesos multiples, como
Ethernet

¢Por que querria configurar una interfaz OSPF como pasiva?

Se configuran interfaz como pasivas para no saturar la red con informacion innecesaria y liberar ancho de
banda, los enlaces seriales si deben estar activas para que publiquen la red a sus vecinos.

1. CONCLUSIONES DEL EJERCICIO



Se configuro y verifico mediante el comando ping el correcto funcionamiento del protocolo de
comunicacion OSPF.

El protocolo OSPF elige la ruta con menor costo acumulado. Predeterminadamente OSPF calcula el costo
de un enlace con la configuracién del ancho de banda, se puede configurar el costo de un enlace con el
comando “ipospfcost” y el costo que se le quiera dar al enlace, solo se pude configurar un enlace a la vez.

Se configuran interfaz como pasivas para no saturar la red con informacion innecesaria y liberar ancho de

banda, los enlaces seriales si deben estar activas para que publiquen la red a sus vecinos.

Las asignaciones de ID de Router controlan el proceso de eleccion de Router designado (DR) y Router
designado de respaldo (BDR) en una red de accesos multiples. Si la ID del Router esta asociada a una

interfaz activa, puede cambiar si la interfaz deja de funcionar. Por esta razon, se debe establecer con la
direccion IP de una interfaz loopback que siempre esté activa, o con el comando Router-id.

Tabla de resumen de interfaces del router

Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 | Interfaz serial
router #1 n..2 n.t2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(F0/0) (FO/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(FO/0) (FO/1) (S0/1/0) (S0/1/1)
2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuantas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En
esta tabla, no se incluye ningun otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un
router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.
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Tabla de direccionamiento

Gateway
predeterminad
Dispositivo Interfaz Direccion IPv6 0
2001:DB8:ACAD:A::1/64
R1
c0/0 FES80::1 link-local No aplicable
S0/0/0 2001:DB8:ACAD:12::1/64
(DCE) FES80::1 link-local No aplicable
2001:DB8:ACAD:13::1/64
S0/0/1 . :
FE80::1 link-local No aplicable
2001:DB8:ACAD:B::2/64
R2 c0/0 FEB80::2 link-local No aplicable
$0/0/0 2001:DB§:ACAD:12::2/64 .
FEB80::2 link-local No aplicable
S0/0/1 2001:DB8:ACAD:23::2/64
(DCE) FE80::2 link-local No aplicable
2001:DB8:ACAD:C::3/64
R3 c0/0 FEB80::3 link-local No aplicable
S0/0/0 2001:DB8:ACAD:13::3/64
(DCE) FES80::3 link-local No aplicable
2001:DB8:ACAD:23::3/64
S0/0/1 00 8 c 3:3/6 .
FE80::3 link-local No aplicable
PC-A NIC 2001:DB8:ACAD:A::Al64 FE80::1
PC-B NIC 2001:DB8:ACAD:B::B/64 FE80::2
PC-C NIC 2001:DB8:ACAD:C::C/64 FE80::3
Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos

Parte 2: configurar y verificar el routing OSPFv3

Parte 3: configurar interfaces pasivas OSPFv3




Recursos necesarios

3 routers (Cisco 1941 con 10S de Cisco version 15.2(4)M3, imagen universal o similar)

3 computadoras (Windows 7, Vista 0 XP con un programa de emulacion de terminal, como Tera
Term)

Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de
consola

Cables Ethernet y seriales, como se muestra en la topologia

Armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecerd la topologia de la red y configurara los parametros basicos en los equipos
host y los routers.

Paso 4. realizar el cableado de red tal como se muestra en la topologia.
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Paso 5. inicializar y volver a cargar los routers segun sea necesario.
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Paso 6.

S Q@ ™ o o o0 T

& Router2 - | e[S | —— S—
Physical Config l CLI 1
[ MODULES )| -~ Physical Device View
[ HWIC-2T ] [ Zoom In ” Original Size ][ Zoom Out ]
[ HWIC-4ESW ] =
[ HWIC-8A )| (--cl wake
[ WIC-Cover )| = .
o -
-
TTTTSS— TTTTS—
L
Customize A}/_\ Customize A:_C\
Icon in l - Icon in l ~
- Physical View Logical View
The HWIC-2T is a Cisco 2-Port Serial High-Speed WAN Interface Card, - - — gy SR N
providing 2 serial ports. = _loe—a=s— = |
- —— —— y

configurar los parametros bésicos para cada router.

Desactive la busqueda del DNS.

Configure el nombre del dispositivo como se muestra en la topologia.

Asigne class como la contrasefia del modo EXEC privilegiado.

Asigne cisco como la contrasefia de vty.

Configure un mensaje MOTD para advertir a los usuarios que se prohibe el acceso no autorizado.
Configure logging synchronous para la linea de consola.

Cifre las contrasefias de texto no cifrado.

Configure las direcciones link-local y de unidifusion IPv6 que se indican en la tabla de
direccionamiento para todas las interfaces.

Habilite el routing de unidifusion IPv6 en cada router.
Copie la configuracion en ejecucion en la configuracion de inicio



Physical Config CLI

105 Command Line Interface

Routerrenable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) #no ip domain-lookup

Router (config) #Fhost name RI1

% ITmwalid input detected at marker_
Router (config) #Fhostname RI1

Rl {config) #enable secret class

Rl {config) #line conscle

% Imcomplete command.

Rl iconfig)#line conscle O

Rl (config-line) fpassword cisco

Rl (config-linel#login

Rl iconfig-linel#line wty 0 5

Rl (config-line) #password ciseco

Rl (config-linel#login

Rl {config-line) #logging synchronous

21 (config-line)#banner motd "warning™
Rl (config) #service password-encryption
Rl {config) #ipwé unicast—routing L]
21 (config) #interface gls0

Rl {config-if) #ipvé address Z001l:DES:ACAD:A::1/64

Rl {config-if) #ipwEe address FE80::1 limk—-local

Rl {config—if)#interface serial 0,050

Rl (config-if) #ipvé address Z001:DES:ACAD:A::1/64

$Serialds/0/0: Errcor: ZO001:DBES:RCAD:R:-:/64 is overlapping with Z001:DES:ACAD:-R::/64 on
EFigabitEthernet0/0

Rl (config-if) #ipvé address Z001:DES:ACAD:1Z::1/64

Rl (config-if) #clock rate 122000

Rl iconfig-if) f#interface serial 0/50/1

Rl {(config—if)#interface serial 0,050

Rl (config-if) #ipwve address FES0::1 link—local

Rl iconfig-if) f#interface serial 0/50/1

Rl {config-if) #ipvé address Z001:DES-ACAD:13::-1/864

Rl (config—if) #ipveé address FES0::1 link—leocal

Rl {config—if) #no shutdown

1
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Rl (config) #ipveée unicast—routing -
Rl {config) #interface g,/ 0

Rl iconfig—if) #ipveEé address Z001l:DBES:RACRD:-A-:-1/%4

Rl (config—if) #ipwvé address FES0::1 link—local

Rl {config—if)finterface serial 070,50

Rl (config—if) #ipvE address Z001:DBS:-ACARD: A :1/64

%Serizl0/0/0: Error: Z0O01:DES:ACAD:R:I:/64 is overlapping with Z001:DBES:ACRD:R::/ 64 on
GSigabitEthernetdys,0

Rl (config—if) #ipvE address Z0O01:DESzACAD:1Z::1/64

Rl (config—if) f#clock rate 1ZS000

Rl {config-if) F#interface serial 0/0/1 L
Rl (config—if) #interface serial 00,0

Rl {config—if) #ipwvé address FES0::1 link—local
Rl (config-if) #interface serial 0071 1]
Rl {config—if) #ipveé address Z0O01l:DES-RCAD:I13::1/64
Rl {config—if) #ipwvé address FES0::1 link—local

Rl (config—if) #no shutdown

SLINE-SCHAENEED: Interface Seriald s 0/1, changed state to down
Rl {config—if) F#interface serial 0050
Rl {config—if) #fno shutdown

SLINE-S—CHANCED: Interface Seriald 0,0, changed state to down
Rl {config—if) #interface gO/0
Rl {config—if) F#no shutdown

Rl iconfig—i£) £
SLINE-S5—CHANCED: Interface GCigabitEthermnet0/0, changed sState to up

SLINEFROTO-S—UPDOWN: Line protocol on Interface GFigabitEthernetds0, changed state to up

2l {config—if) fend o I
R1E
2S¥YS—S—CONFIGE _I: Ceonfigured from conscle by conscle

m

Rlfcopy running—config sSstartup—config

Destination filename [startup—-configl?

Building configurstion. . .

[CE] I
R1E —

[ Gomy ] [_pase= ]
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Continue with configuration dialcog? [wessncl: nc

Press RETURN to get sStarted!

Router>enzble

Routerfconfigure terminal

Enter configuraticon commands, cone per line. End with CHTIL/Z.
Router {config) #no ip domain—loockup

Routrter (config) fhostname RZE

RZ lconfigl #enable secret class

B2 (config) fline conscle O

RZ {config-line) #password cisco

| BZ {config-line) flogin

RZlconfig-line)#line wty 0 5

RZ {config-line) #fpassword cisco

RZ {config-line) £login

BZ (config-line) #logging synchronous

RZ lconfig-—line) #banner motd "warning™

B2 (config) fservice password—encrypticon

RZ {config) #ipwv6é unicast—routing

RZ {config)#

RZ {config) #interface gO/0

RZ ({config-—if) #ipveé address Z001:DBES:RACRD:B::1Z/64
Zlconfig-if)l #ipve address FES80::2 link—local
REZ (config-—if) #no shurtdown

BZ (config—if) &
SLINE-S5—CHANGED: Interface GigabitEthernet0s0, changed state to up

I N N N
by
s

SLINEFROTO-S—UPDOWHN: Line protocol on Interface FigabitEthernetd,/0, changed state to up

RZlconfig-iflfinterface serial 0,070
PZ{config—if) f#ipwvé address Z001l:DEBS:ACRD:1Z::Z/64
RZlconfig-ifl#ipve address FES0::2 link—local

REZ (config-—if) #no shurtdown

BZ (config—if) &

ey ) [paste ]

O —aae ) - e
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RZ (config-line) fbanner motd “warning™

RZ (config) §service password—encryption

RZ (config) #ipve unicast—routing

RZ (config) &

|| RZ {config) interface gd/s0

RZ (config-if) #ipvs address Z001:DBE:-ACAD:B::Z/64
RZ (config-if) #ipvE address FES0
| RZ (config-if) #no shutdown

link—local

|
BZ (config-i=) g
2LINK-S5—CHENGEED: Interface GigabitEthernect0s0, changed state to up

SLINEFROTO-S-UPDOWN: Line protocol on Interface GigabitEthermetds/0, changed state to up

RZ {config-if)finterface serial 0,070

B2 (config-if) #ipwE address Z001l:DBEES:ACAD:1Z::2/64
| B2 (config-if) #ipwvE address FEE0::2 link—loeal

RZ (config-if) #no shutdown

RZ{config—if) £
SLINE-S—CHENGED: Interface Serizld 0/0, changed state to up

RZ {config-if)finterface serial 0,071

BZ (config-if) finterface serial O0/0s1

2 LINEDPROTO-S5—UBDOWN: Line protoccl on Interface Serial0s 040, changed state to up
I RZ (config-if) #ipwe address Z001:DBEES:-RCAD:Z3: 2,864

RZ (config-if) #ipvé address FES0::2 link—-local

RZ {config-if) #clock rate 125000

RZ (config—if) #noc shutdown

2LINK-S5—CHANCED: Interface Serizl0s 071, changed state to down
B2 (config-if) fend

RIE

=SYS—-S5—COMNFIZ _TI: Configured from consecle By conscle

RZ#copy running-config startup-config
Destination filename [startup—configl?
Building configuration. ..

[DE]

Rz

[ Copy ] [ Paste :
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-
Continue with configuration dialog? [yessncol : no

il Press RETURN to get starzted!

B Bouter>enable

| Routerfconfigure terminal
Enter comfiguraticn commands, one per line. End with CHNIL/Z.

Router {config) #no ip domain-lookup

Router {config)l #hostname 23

22 {config) #enable secret class

23 (configl #line console O

23 {config—line) gpassword cisco

2R3 {config—line) #login

23 (config-—linel #line wty 0 5

23 {config—line) gpassword cisco

23 {config—line) #login

B3 {config—line) #logging synchronous

B3 {config—line) fbanner motd “warmning™

B3 (config) #service password-encryption

R3S {config) #ipvé unicast—routing

23 {config) #interface gls0

R3S {config—if) #ipvs address Z001:DBES:ACAD:C::-3/864
R3S {config—if) #ipvs address FES0::3 link—local

RS {config—if) #no shutdown i

A3 {config—if) §
SLINE-S—CHANGED: Interface GigabitEthernecd,0, changed state TtTo up

SLINEPROTO—S—UDPDOWN: Line protocol on Interface CigabitEthernetds0, changed st=te T©o up

B3 {config-if)fFinterface serial O0/0/0

B3 {config—if) #ipwve address ZO01l:DBS:-ACAD:-13:-:3/64
R3 (config—if) ipvE address FES80::3 limnk-—local

R3 (config-if) gclock rate 128000

B3 {config—if) #no shutdown

B3 {config_if) §

[ Copy ] [ FPaste ]
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RE (config-—if) #ipvE address Z2001:DES:ACAD:C: 13764 -
RE {config-—if) #ipvé address FES0::3% link—local
RE (config-if) #no shutcdown

| | RS (config—i=) #
S LINK-S—CHANGCED: Interface GigabitEthernectOs0, changed state To up

= FLINEPROTO—S—UFDOWN: Line protoccol cn Interface GigabitEthernet0s0, changed state to up

|

R {config—iflfinterface serial 05050 I
RE (config-if) #ipve address Z001:DES-RACAD:-1S: 364
R3 (config-if) #ipvé address FES0::3 link—local
R3 {config-if) #clock rate 125000
RE {config-—if) #no shutdown

RE (config—if) #
SLINK—S5—CHANCED: Interface Serialds0/0, changed state bo uap

RE (config-if) #intcerface Serizl 050051

R3 (config-if) #ipvé address FES0::3 link—local

SLINEFROTO-S—UFDOWN: Line protoccol on Interface Serialds 00, changed state To up
RE lconfig-if) #ipvd address Z001:DES:zRCAD:Z3:: 364

RI {config-—if) #ipvE address FES0::3 link-local

RE (config—if) #fnc shutdown

RE {config—if)
SLINK-S—CHAMESED: Interface Serialds 0-1, changed state ©to up

R3 (config-—if) #
FLINEPROTO-S—UFDOWN: Line protoccel on Interface Serialds 01, changed state Tto up

RE (config—if) fend —
] REF
2S¥YS—S—CONFICS_TI: Configured from conscle by conscle

oREfcopy running—config startup—config
Destination filename [sStartup—configl?
Building configursticn. ..

[OK]

==E| -

[ copy ] [ pas= ]

Paso 7. configurar los equipos host.
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IP Configuration

IP Configuration
oy DHCP @ Static

P address

Subnet Mask

Default Gateway

DMNS Server

IPwe Configuration
@ DHCP ) Awuto Config @ Static

IPwve Address 2001 :DEBS:ACAD - o0 S 54
Link Local address FES0::205: 5EFF:FEGEB:92CC
IPwse Gataway FES0::

IPwE DNS Server

Custom Interface

> onfiguration
IP Configuration

) DHCP @ Static

IP aAddress

Subnet Mask

Default Gateway

DMNS Server

IPwse Configuration
O DHCP O Auato Config @ Static

IPwvEe Address Z001:DBES:ACAD:B: B

Link Local aAddress FES80::Z204:9aFF :FEAB: 8295

IPwE Gateway FES8O::2

ITPwE DNS Server




I Configuration

IP Configuration
Ty DHCP @ Static

IF address

Subnet Mask

Default Gateway

DMNS Server

IPw6E Configuration
O DHCP @ Aauato Config @ Static

IPveS Address Z001:DBS-ACADIC: C

Limnk Local saddress FESBO: 290 CFF:FES0:9C1B

IPwE Gatewway FESOD::3

IPwE DNS Serwver

Paso 8. Probar la conectividad.

Los routers deben poder hacerse ping entre si, y cada computadora debe poder hacer ping a su gateway
predeterminado. Las computadoras no pueden hacer ping a otras computadoras hasta que no se haya
configurado el routing OSPFv3. Verifique y resuelva los problemas, si es necesario.

P, . eSS
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Dassword:
Fassword:

L] RErenable

Password:

R3fshow ipvd int briesf

I GigabitEthernec0s/0 [up/ ael

FES0:-:-3

Zool:DBS-ACAD-C- -3
GigakbitEthernetO/, 1 [administcratively down/,downl
Serislos0s0 [up upl

FESO0: 3
ZO001:DEBSACAD:I13::3

L | Serialos 0/ 1 [up. 1l
FES0:-:-3
Z001:-DES-ACAD-Z22:- -3

Tl [edminiscratively downsdownl
|E=#gizg =coi-oes-ncao-c-:c ]

Type escape seguence to abort_
Sending S, 100-byte ICHPF Echos to Z001:DBES:ARCAD:C:::C, Timecut is 2 seconds:

rate is 100 percent (5/5), round—trip minfsavgs/max — 0/,0/1 ms

i o
'
[
n =
N o=
0~
]
]

|E3§ping Zo00l-DES-RCRED-1=--1 )

Type escape seguence to abort_
Sending S, 100-byte ICMP Echos to Z001:DBEBS:ARACAD:13::1, timecut is 2Z seconds:

Success rate is 100 percent (5/5), round—trip min svgsmax = 4,572 ms
“aasping Z00l:DRS:ACAD:-Z23::2 |

Type escape seguence to abort

Sending 5, 100—-byte I[CHMP Echos to ZO001L:DES:-ACAD:-Z3::-2, bimecut is 2 seconds-: =
trrna

Success rate is 100 percent (S/S), round-trip min/avgsmax = 4,714 ms l
=gl éll
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Command Prompt

Parte 3.  configurar el routing OSPFv3

En la parte 2, configurara el routing OSPFv3 en todos los routers de la red y, luego, verificara que las
tablas de routing se hayan actualizado correctamente.

Paso 1. asignar ID a los routers.

OSPFv3 sigue utilizando una direccién de 32 bits para la ID del router. Debido a que no hay
direcciones IPv4 configuradas en los routers, asigne manualmente la ID del router mediante el
comando router-id.

a. Emita el comando ipv6 router ospf para iniciar un proceso OSPFv3 en el router.
R1(config)# ipv6 router ospf 1

Nota: la ID del proceso OSPF se mantiene localmente y no tiene sentido para los otros routers de la
red.

b. Asigne la ID de router OSPFv3 1.1.1.1 al R1.
R1(config-rtr)# router-id 1.1.1.1
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SLINEFROTO-S—UPDOWN: Line protocol on Interface FigabitEthernetds0,

warning
User Access Verification
Password:

Rlxenakble

Password:

Rlfconfigure terminal

Enter configuration commands, cone per line. End with CHTL/Z.
Rl (config) funicast—routing

% Imwvalid imput detected at """ marker.

Rliconfig) #ipve unicast—routing
21 (config) #ipwé router ospf 1

manually
Rliconfig-rtrifrouter—id 1.1.1.1

Rliconfig-—rtr) fend

R1E

ES¥S—5—COMFIE_TI: Configured from conscle by conscle

RlEshow ipve ospf

Routing Process "ogspfwvw3 1™ with ID 1.1 .1 .1

SPF schedule delay 5 secs, Heold time between two SPFs 10 secs
Minimum LS& interval 5 secs. Minimm LSAR arrival 1 secs

LSA group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Retransmission pacing timer &6 msecs

Mumber of external LSRR 0. Checksum Sum O0x000000

MNumber of areas in this router is 0. 0 nmnormal 0 stub 0 nssa
Reference bandwidth unit is 100 mbps

21E

changed state to up

SLINEPROTO-S—UPDOWN - Line protocol on Interface Serialds 0,0, changed state to up

SLINEFROTO-S—UPDOWN: Line protocol on Interface Serialds /0,1, changed state to up

2 OSPEFwS—4-NORTRID: OSPFvw3 process 1 could not pick = routexz—id,please configuze

-

m

[ copy ||

Paste

Inicie el proceso de routing de OSPFv3 y asigne la ID de router 2.2.2.2 al R2 y la ID de router

3.3.3.3al R3.

Emita el comando show ipv6 ospf para verificar las ID de router de todos los routers.

R2# show ipv6 ospf

Routing Process "ospfv3 1" with 1D 2.2.2.2

Event-log enabled, Maximum number of events: 1000, Mode: cyclic
Router is not originating router-LSAs with maximum metric
<Output Omitted>
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SLINEDPROTO—S—UPDOWHN: Line protocol on Interface ChigabitEthernet0,0,

SLINEPROTO—S—UPDOWN
warning

User ARccess VWerification
Password:

Ri>enable
Password:

Rlfconfigure terminal

Enter configuration commands, cocne per line. End with CHTLAZ .
21 {config) funicastc—rousing

% Imvalid input detected at "~ marker.

ol (config) #ipve unicast—routing
Rl {config) #ipveé rourter ospf 1

manually
Rl {config—rtr) froute=—id 1.1 _1_1

Rl {config—rocr) fend

=R

2S¥S—S—CONFIE I: Configured from conscle by conscle

Blgshow ipve ospr 1

Routing Process "ospfv3 1" with ID 1.1_.1_1
SPF schedule delay S secs, Hold time between two SPFs 10 secs
Minimum LSA interval 5 sSecs. Minimum LS& arrival 1 secs

LSRA group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Retransmission pacing timer €6 msecs

Number of external LSA 0. Checksum Sum 0x000000

Number of areas in this router is 0. O normal O stub O nssa
Reference bandwidth unit is 100 mbps

Lime protocol on Interface Serial0rs0s1, changed sState

changed state to up

SLINEFROTO-S—UFDOWKN: Limne protocoel on Interface Serialds /070, changed state to up

to up

SOSPFv3—4—NORTRID: OSPFv3 process 1 could not pick & router—id,please configure

m

=1 #
[ Copy ][ Paste ]
I _ _ I
& r2 T - - -
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SLINK-S—CHANESED: Interface Serial0s 0,0, changed state to up =

ELINK S CHARNGCGED: Inmterface SerialO, 0,1, changed state to up
| SELINEPROTO-S—UOPDOWN: Line protocol om Interface GigabitEthernetO,0, changed state to up

TELINEPROTITO-S—UOFDOWN: Line protocol omn Interface Serialos 0,1, changed sState To up
I TLINEPROTITO-S—UOFDOWN: Line protocol omn Interface Serialos0,0, changed sState To up i

warning
Tser Rocess Verificatien
Tassword:

RZ>enable
Password:

REgconfigure bermina

Enter configuration commands, one per line._ End with CHTLAZ._
RZ (config) #ipwved unicass—rousing

Rz (config) #ipwvéd router ospf 1

manuallsy
RZ {config-rtr) #router—id 2 _2 _Z _Z

RZ {config-—roxr) fend

RZE

SSYS—S—CONFIS _T: Configured from console by console

RZEshow ipws osSpE

Routing Process “ospfv3 1" with ID 2 .2 _ 2 _2
1 SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minirum LSA interval 5 secs. Minimum LSA arrival 1 secs
| LSA group pacing timer 240 secs

Interface flood pacing timer 33 msecs
Retransmission pacing timer 6 msecs

Humber of extermnal LSA 0. Checksum Sum 0x000000

Humber of areas in this router is 0. O mnormal O stuk O nssa
Reference bandwidth anit is 100 mbps

=z |

ACSPEFwaE—4-NORTRID: OSEFwS process 1 could mors pick & router—id,please

comfigure

n

[ Copy

][

Paste
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FPasswozd:

RErenzkle

gure terminsal

R3 (config) #iwvéeé unicas—roucing

2R3 (config) #ipve unicas—routing
% Imwalid input detected at

R3 (config) #ipve unicast—routing
R3 (config) #ipwé router ospf 1
manually

R3 {config—rtr) #router—id 3_.3_.3._3
R3 (config—rtr) #end

R3E

nEfshow ipvE osSp=Z

LSA group pacing timex 240 secs

MNumber of areas in this router is 0.

ESYS—S—CONFICS T:- Comnfigured from conso

Interface flood pacing timer 33 msecs
Retransmission pacing timer &6 msecs
£ external LSA 0. Checksum Sum 02000000

£ Serial0s 0,0, changed state to up

SLINEPROTO-S—UPDOWN: Line protoccl on Interface Seriazlos0s1, changed

Enter configursation commeands, cne per line. End with CHTLAZ.

% Invalid inpurt detected a2t '—' marker._

Tt marker

le by conso le

Routing Process "os PEw3 1" with ID 3_.3.3.3
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimim LS& interval 5 secs. Minimim LSRR arriwval 1 secs

0 mormal 0 stub 0 nssa

state to

up

2OSPFwS—4—NORTRID: OSPFwE process 1 could not pick a rouser—id,please configurxe

Copy

][

Paste

Paso 2. configurar OSPFv6 en el R1.

Con IPv6, es comun tener varias direcciones IPv6 configuradas en una interfaz. La instruccion network
se elimin6 en OSPFv3. En cambio, el routing OSPFv3 se habilita en el nivel de la interfaz.

a. Emita el comando ipv6 ospf 1 area 0 para cada interfaz en el R1 que participara en el routing

OSPFV3.

R1(config)# interface g0/0
R1(config-if)# ipv6 ospf 1 area 0
R1(config-if)# interface s0/0/0
R1(config-if)# ipv6 ospf 1 area 0
R1(config-if)# interface s0/0/1
R1(config-if)# ipv6 ospf 1 area 0

Nota: la ID del proceso debe coincidir con la ID del proceso que usé en el paso 1a.
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Password:

Rl>enzkble
FPassword:

Rlfconfigure terminal

Enter configuration commands, one per line._ End with CHTLAZ .
Rl (config) #unicast—routing

% Imvalid input detected at "' markex.

Rl (config) #ipwE unicast—routing
Rl (config) $#ipvE router ospf 1

SOSPFv3I—4—NORTRID: OSPFv3 process 1 could not pick a router—id,please configure
manually

21l {config-—rtr) froutex—id 1.1_.1_1

Rl {config—rtr) gend

=EE

ES¥S—S—CONFIE I: Configured from conscle by conscle

Rlgshow ipwe osSpE | ]
Routing Process “ospfw3 1™ with ID 1_.1_1_1

SPF schedule delay 5 secs, Hold time between two SEFs 10 secs

Minimim LS& interval 5 secs. Minimum LSA arrival 1 secs

LSA group pacing Timer 240 secs

Interface flood pacing timer 22 msecs

Retransmission pacing timer 68 msecs

Humber of external LSA 0. Checksum Sum 0x000000 —
Humber of areas in this router is 0. 0 normal O stuk O nssa

Reference bandwidth unit is 100 mbhps

EEE | ]
Rlfconfigure terminsal
Enter configuration commands, one per line. End with CHTILAZ. =

21 {config) #interface g0/ 0

Rl (config—if) #ipve ospf 1 area O
21 {config—if) finterface sS0/0/0
Rl (config—if) #ipwvs ospf 1 area O
Rl (config-—if) finterface =s0/0/1
Rl (config—if) #ipve ospf 1 area O
21 (config—i£) §

[ copy ][ easte |
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User Access Verification
Password:

RZzenable

DPassword:

RZfconfigure termina

Enter configurstion commands, one per line. End with CHTL/Z .
RZliconfig) #ipve unicast—routing i
RZ (config) #ipwvE router ocsps 1

SOSPFw2—4—NORTRID: OSDPFw2 process 1 could not pick a router—id,please configure
manually

RZ(config-—rtr)#router—id Z_Z2_Z_.2

27 (config—rtr) fend

RIZE

FSY¥YS-5—CONFIGZ I: Configured from console by consocle

RZfshow ipwE osSpf

Routing Process "ospfv3® 1" with ID Z.Z2.Z.32
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minirmm LSA interval 5 secs. Minimum LSA arrival 1 secs

LSA group pacing timer Z40 secs

Interface floocd pacing timer 3232 msecs

Retransmission pacing timer &6 msecs

Humber of external LSA 0. Checksum Sum O0x000000

Mumber of areas in this router is 0. 0 normal 0 sStul 0 nssa
Reference kandwidth unit is 100 mbps

RZfconfigure terminal
Enter configuration commands, one per line. End with CHILSZ.

RZ (configl #interface gOs0

RZ (config—if) #ipwE ocspf 1 axrea O

RZ (config—if) #interface s0,/70/0

RZ (config—if)f#ipwve ospf 1 area 0

RZ (jconfig—if) finterface s0/0/

00:14:20: %OSPFvw2E—5-ADJCHC: Process 1, Ner 1.1.1.1 on Serizl0 00 from LOARDIME to FULL,
Loading Done

RZ{config—if)finterface s0,/0/71

RZiconfig—if)#ipve ospf 1 area 0 g
BZ (config—if) §

m

[ copy |[ Paste |

b. Asigne las interfaces en el R2 y el R3 al area 0 de OSPFv3. Al agregar las interfaces al area 0,
deberia ver mensajes de adyacencia de vecino.

R1#



*Mar 19 22:14:43.251: %OSPFv3-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/0 from
LOADING to FULL, Loading Done

R1#
*Mar 19 22:14:46.763: %OSPFv3-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial0/0/1 from

LOADING to FULL, Loading Done
Paso 3. verificar vecinos de OSPFv3.

Emita el comando show ipv6 ospf neighbor para verificar que el router haya formado una adyacencia
con los routers vecinos. Si no se muestra la ID del router vecino o este no se muestra en el estado
FULL, los dos routers no formaron una adyacencia OSPF.

R1# show ipv6 ospf neighbor
OSPFv3 Router with 1D (1.1.1.1) (Process ID 1)

Neighbor ID  Pri State Dead Time Interface ID Interface
3.3.33 0 FULL/ - 00:00:39 6 Serial0/0/1
2.2.2.2 0 FULL/ - 00:00:36 6 Serial0/0/0

*w - | T =
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A3 {config) $#ipvE unicas—routing

% Imwvalid input detected at "' marker._

B3 {config)l #ipve unicast—routing

B2 {config) #ipwE Touter osps 1

$SOSPFv3—4—-NORTRID: OSPFv3 process 1 could not pick a router—id,please configure
manually

EZ{config—rtr) frouter—id 3.3.3.3

B3 {config-rtr) fend

RIE

ES¥YS5-5-CCNFIG_I: Configured from conscle by console

BE3gshow ipwe ospf

Routing Process "ospfwv3 1" with ID 2.2.3.3

SPF schedule delay 5 secs, Hold time between two SPEFs 10 secs
Minimm LSA interval 5 secs. Minimmm LSA arriwval 1 secs

LSRR group pacing timer 240 secs

Interface flood pacing timer 33 msecs

Retransmission pacing timer &6 msecs

Humber of external LS& 0. Checksum Sum 0x000000

Mumber of areas in this router is 0. 0 mormal 0 stuk 0 nasa
Reference bandwidth unit is 100 mbps

REZfconfigure terminal
Enter configuration commands, one per line._ End with CHNTL/SZ._

R3{config) f#interface gOs0

B3 lconfig—if)l ipve ospf 1 area 0O

R {config-iflfinterface sO,/ 070

RI{config—if) #ipwve ospf 1 area 0

| B3 ({config-iflEinterface sO,/0/51

RZ ({config—if) #ipve ocspf 1 area O

00:z1e:58: %0OSPEFvE-—5—ADJCHGE: Process 1, Nbr 1.1.1.1 on Serialds;0/0 from LOADINGE to FULL,
Loading Done

B3 {conSig-—i=) £
00:17:03: %0SPFw3—S5—ADJCHG: PBrocess 1, Mber Z2.2.2.2 on Serialos0s1 Sfrom LOADING to EFULL,
Loading Done

B3 ({config—if)f

[ copy || pPaste |




Paso 4. verificar la configuracion del protocolo OSPFv3.

El comando show ipv6 protocols es una manera rapida de verificar informacion fundamental de
configuracion de OSPFv3, incluidas la ID del proceso OSPF, la ID del router y las interfaces
habilitadas para OSPFv3.
R1# show ipv6 protocols
IPv6 Routing Protocol is "connected”
IPv6 Routing Protocol is "ND"
IPv6 Routing Protocol is "ospf 1"
Router ID 1.1.1.1
Number of areas: 1 normal, 0 stub, 0 nssa
Interfaces (Area 0):
Serial0/0/1
Serial0/0/0
GigabitEthernet0/0
Redistribution:
None

& T - T - )
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umber of external LSAE 0. Checksum Sum 0x000000
HNumber of areas in this router is 0. 0 mnorms=l 0 stubk 0 nssa
Reference bandwidth unit is 100 mbps

| RE3fconfigure terminal
Enter configuration commands, one per line. End with CNIL/Z.
B3 (config) #interface gls0

[ | R3(config-if) £#ipve ospf 1 area 0

if)fincterface s0,/,0/0

R3 (config—if) #ipwvEe ospf 1 =rea 0O

B3 (config—if) #interface s0,7,0/1

B3 (config—if) #ipve ospf 1 area 0

00:z1e:58: S0OSPFvE2-5—ADJCHE: Process 1, Nber 1.1.1.1 on Seriald/0/0 from LORDING to FULL,
Loading Done

B2 (config-if)
00:17:03: %OSPEFv3I-S—ADJCHE: Process 1, Mbxr Z_Z_Z.
Loading Done

5]

on Serialds 0,1 from LORDIME to FULL,

B3 (config—if) fend
RIE
ES¥S-5-CONFI&E_I: Configured from conscle by conscle

R3f#show ipwvé ospf neighbor

Meighkor ID Eri State Dead Time Interface ID Interface
1.1.1.1 a FULL/ - Q00:00:3& 4 Serialds 050
Z2.2.2.2 a FULL - Q0:00:30 4 Serialds 0/1

RIgshow ipwé protocols
IBFwe Routing Protocol is "connected™
I IPwe Routing Protocol is "MD™
IBPwe Routing Protocol is "ospf 1™
Interfaces (Area 0)
FigabitEthernet0/ 0
Seri=l0/ 070
Serizlos 001
I Redistribution:
Hone

m
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Paso 5. verificar las interfaces OSPFv3.

a. Emita el comando show ipv6 ospf interface para mostrar una lista detallada de cada interfaz
habilitada para OSPF.
R1# show ipv6 ospf interface
Serial0/0/1 is up, line protocol is up
Link Local Address FE80::1, Interface ID 7
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05
Graceful restart helper support enabled
Index 1/3/3, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 3.3.3.3
Suppress hello for 0 neighbor(s)
Serial0/0/0 is up, line protocol is up
Link Local Address FE80::1, Interface ID 6
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:00
Graceful restart helper support enabled
Index 1/2/2, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 1, maximum is 2
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 1, Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor(s)
GigabitEthernet0/0 is up, line protocol is up
Link Local Address FE80::1, Interface ID 3
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, local address FE80::1



No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:03

Graceful restart helper support enabled

Index 1/1/1, flood queue length O

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 0, maximum is O

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

g v - T .=
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BE3fshow ipveée ospf neighbor ‘I
Neighbor ID Pri State Dead Time Interface ID Interface
1.1.1.1 a FULL.Y - 000038 4 Seri=zlOos0r0
| Z.Z2.2.2 a FULL.Y - 000030 4 SerizlOosO0r1

BE3fshow ipveée protocols
IPve Routing Frotocol is "connected™
[] IPve Routing FPFrotocol is "HND™
IPve Routing Frotocol is "™ospf 1™
Interfaces (&rea 0)
GigabitEcthernetc0s,0
Serialdoays0r 0
Serialds0r1
Redistribuction:
Hone

BE3fshow ipweé ospf interface

GigabitEthernetld,0 is up, line protocol is up
Linmk Local Address FES§0::3, Interface ID 1
Area 0, Process ID 1, Imnstance ID 0, Router ID 3_.3.3.3
HNetwork Type BROBADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Prioritcy 1
Designated Router (ID) 3.3.3.3, local address FES80::3
Mo backup designated router on this network
Timer intervals configured, Helloc 10, Dead 40, Wait 40, Retransmit 5

Hello due in 00:00:-03

Index 171, £flood gueue length O
Mext 0x0{(0)  03x0{0)

Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximum is 0 msec
1 NHeighbor Count is 0, Adjscent neighbor cocunt is O

Suppress hellc fox O neighbozis)
Seri=l0/ 0,0 is up, line protoccol is up

Link Local Address FESO0::3, Interface ID 3

Are= 0, Process ID 1, Imstsnce ID O, Rouser ID 3.3.3.3

Hetwork Type BOINT-TO-BOINT, Cost: 64
I Transmit Delay is 1 sec, State BOINT-TO—BOINT,

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retrzansmit 5

Hellc due im 00:00:01

——Moze—— -

m
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b. Para mostrar un resumen de las interfaces con OSPFv3 habilitado, emita el comando show ipv6
ospf interface brief.
R1# show ipv6 ospf interface brief
Interface PID Area Intf ID Cost State Nbrs F/C
Se0/0/1 1 O 7 64 P2P 1/1
Se0/0/0 1 O 6 64 P2P 1/1
Gio0/0 1 0 3 1 DR 0/0



Paso 6. verificar la tabla de routing IPv6.

Emita el comando show ipv6 route para verificar que todas las redes aparezcan en la tabla de routing.

R2# show ipv6 route
IPv6 Routing Table - default - 10 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B-BGP,R-RIP, I1-ISISL1,12-1SIS L2
IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF Intra, Ol - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
O 2001:DB8:ACAD:A::/64 [110/65]
via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:B::/64 [0/0]
via GigabitEthernet0/0, directly connected
L 2001:DB8:ACAD:B::2/128 [0/0]
via GigabitEthernet0/0, receive
O 2001:DB8:ACAD:C::/64 [110/65]
via FE80::3, Serial0/0/1
C 2001:DB8:ACAD:12::/64 [0/0]
via Serial0/0/0, directly connected
L 2001:DB8:ACAD:12::2/128 [0/0]
via Serial0/0/0, receive
O 2001:DB8:ACAD:13::/64 [110/128]
via FE80::3, Serial0/0/1
via FE80::1, Serial0/0/0
C 2001:DB8:ACAD:23::/64 [0/0]
via Serial0/0/1, directly connected
L 2001:DB8:ACAD:23::2/128 [0/0]
via Serial0/0/1, receive
L FFO00::/8 [0/0]
via NullO, receive
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Last £lood scan
Last £locod scan
Meighkbor Count i

Seri=los0s 0 is up,
Tink Local Rddre
Area 0, Process
HNetwork Type BPOT
Transmit Delay i
Timer interwvals

Hello due in O

REgshow ipvE ocsps
% Inwvalid input de

RSfshow ipwé zoute
IPvé Routing Table
Codes: C Connect
o
i
o
oML OSEF
] EIGRE,
2001 :DBE:ACAD:
wia FES0::1,
Z001:DEBE-ACAD:
wria FEEO0
Z001:-DBE-ACAD:
wia SigabitEs
2001 :DBE:ACAD:
wia SigabitEt
2001 :DBES :ACAD:
wia FES0::1
iz FESO::-zZ,
Z001:DEBE-ACAD:
wria Serialas0o
2001 :DBE:ACAD:
wia Sexi=aloso
——More——

— Per—use

Z,

o B n o o

n

Suppress helle Sfor 0 neighboris)

IsSTIsS T1,
OSPF intra,

length is 1, maximam is 1
time is 0 msec, maximim is O msec
= 0, Rdjscent neighbor count is O

1line protocol is up
== FEEBO0::-3, Imterface ID 3

ID 1, Imstance ID O, Routex ID 3.3.3.3
WT-To—BOINT, Cost: ©4

s 1 sec, State BOINT-TO- BOINT,
configured, Hells 10, Dead 40,
0Oz-00:-01

Wait 40, Retransmit 5

incterface brief

tected at marker .

- 10 entries
ed, L Local,
r Static route, -
Iz — ISIS Lz, IR ISIS interarea, IS
oI OSPF incer, OE1l OSPF ext 1,
WSSA ext 1, ONZ OSPF HNSSAR ext 2

E3X EIGRF external

R::s64 [110/65]

Serial0/0/0, receiwe

Br:s684 [110/65]

Serizlos0/1, receiwve

C:-:-s84 [0OsO1

hernecds0, directly connected

C::3/1Z8 [0s501

hernecds0, receiwve

1z::/64 [110rs128]

Serial0/0/0, receiwe

Serizlos0s1,
1z::s,64 [0Ds01
0, directly connected
13::3,/128 [0-01

0, receiwve

=
M

Static, R B BER

MIDwe

RIP,

OEZ

- ISIS summary
CSPF ext 2

=3

receiwve

m

]

Copy FPaste

¢Qué comando utilizaria para ver solamente las rutas OSPF en la tabla de routing?

Show ipv6 route ospf

— -
® e - - T, = | i
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OM1 — OSPF WNSSA ext 1, ONZ — OSPF NSSA ext 2 -+
oD — EIGRP, =X - EZIGRP exteznal
o Z001:DES-ACAD: A:: 64 [110/65]
wia FESO0::1, Sexrislos0,0, =zeceiwve
| o Z001:DES:ACRD:B:: 64 [110,651
wia FES0::Z, Seriz=los0s1, zeceiwve
c Z001:DBES:ACAD:C:: 64 [0/0]
\ visa GigabitEthernet0s0, directly connected
T Z001-DBRE-ACAD-C--3,/123 [0s0]
wvia GigsbitEtheznetls0, zeceive
o Z001L:DBES:ACRD:1Z::,64 [110,125]
wia FES0::1, Sexriz=los0,0, zeceiwve
wia FES0::Z, Seriz=los0,s1, zeceiwve
c Z001:DBES:ACAD:13::,/64 [0/0]
visa Serisl0s0/0, directly connected
T Z001-DBES-ACAD-13:-:-3,125 [0s0]
wvi= Seri=los0/0, eceive
c Z001l:DBES:ACRD:IZ3::,/64 [0,0]
wia Seriz=losors1l, directly comnected
b Z001:DES:ACAD:Z23::3/128 (0501
wvia Seriaslos0rs1l, zeceive
T FFOO::/8 [0/01
via Nulld, receive
ST
| EEZfshow ipwvé route osSps
IFwe Routing Table — 10 entries
Codes: © — Conmected, L — Local, S — Statis, R — RIP, B — BER
U — Per—user Static zoute, M — MIBvE
I1 - ISIS T1, Iz — ISIS Lz, I& — ISIS interares=, IS — ISIS surmazy
o — OSBF intra, O — OSEBF inter, OE1 — OSPEF ext 1, OE2Z — OSEF ext =2
| OM1 — OSDF MSSA ext 1, ONZ — OSDF NSSA ext 2
oD — EICRF, =X - EIGRE extexzmal |
o Z001:DES:ACRD: Az 64 [110/65]
wia FES0::1, Sexizlos0s0
o Z001:DBES:ACAD:B:: 64 [110/85] L
| wvia FESO::Z, Seri=lOos0s1 =
o ZO001-DBES-ACAD-1Z:--,64 [110,7128]
wis FESO0::1, Sexzislos0/0
wisa FESO0::Z, Sexislos0osLl &
oI =

]

Copy Paste




Paso 7. Verificar la conectividad de extremo a extremo.

Se deberia poder hacer ping entre todas las computadoras de la topologia. Verifique y resuelva los
problemas, si es necesario.

Nota: puede ser necesario desactivar el firewall de las computadoras para hacer ping entre ellas.

R e

Physical Config Desktop Custom Interface

Command Prompt

Parte 4.  configurar las interfaces pasivas de OSPFv3

El comando passive-interface evita que se envien actualizaciones de routing a través de la interfaz de
router especificada. Esto se hace comunmente para reducir el tréfico en las redes LAN, ya que no
necesitan recibir comunicaciones de protocolo de routing dinamico. En la parte 3, utilizara el comando
passive-interface para configurar una Unica interfaz como pasiva. También configurarda OSPFv3 para
que todas las interfaces del router sean pasivas de manera predeterminada y, luego, habilitara anuncios
de routing OSPF en interfaces seleccionadas.

Paso 1. configurar una interfaz pasiva.

a. Emita el comando show ipv6 ospf interface g0/0 en el R1. Observe el temporizador que indica
cuando se espera el siguiente paquete de saludo. Los paquetes de saludo se envian cada
10 segundos y se utilizan entre los routers OSPF para verificar que sus vecinos estén activos.
R1# show ipv6 ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Link Local Address FE80::1, Interface ID 3
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, local address FE80::1
No backup designated router on this network



Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:05

Graceful restart helper support enabled

Index 1/1/1, flood queue length 0

Next 0x0(0)/0x0(0)/0x0(0)

Last flood scan length is 0, maximum is O

Last flood scan time is 0 msec, maximum is O msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)

xu e T = =
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FPress BEETUEN to get started!
warning
User Access Verifieation
Password:
Rlrenable
Password:
Rléshow ipwE ospf interface gl 0
FigakitEthernetl/ 0 is up, line protocol is up
Link Local Address FES20::1, Interface ID 1
Area 0, Process ID 1, Instance ID O, Router ID 1.1.1.1
HMetwork Type BROADCRAST, Cost: 1
Transmit Delay is 1 sec, State DR, Priority 1
Designated Router (ID) 1.1.1.1, local address FES80::1
Mo backup designated router omn this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
l Hello due in 00:00:00

Index 151, flood gqueue length O

Mezxt 020 (0)  0x0(0)

Last flood scan length is 1, maximm is 1

Last flood scan time is 0 msec, maximum is 0 msec

HMeighbor Count is 0, Adjacent neighbor count is 0

Suppress helloc for 0 neighboris) S
21 =

m

[ Copy ] [ Paste ]

b. Emita el comando passive-interface para cambiar la interfaz GO/0 en el R1 a pasiva.

R1(config)# ipv6 router ospf 1
R1(config-rtr)# passive-interface g0/0
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Press RETURN to get started!
warning

User Rcocess Verification
Pasaword -

Rlrenable

Cassword:

Rlfshow ipwé cSpf interface g0s0

CigazbitEthernet0/s0 is up, line protocol is up
Link Local ARddress FES0::1, Interface ID 1
Area 0, Process ID 1, Instance ID 0O, Router ID 1.1.1_.1
Network Type BRORDCAST, Cost: 1
Transmit Delay is 1 sec, State DR, DPrioricy 1
Designated Router {(ID} 1_.1_.1_1, local address FES0::1
HNo backup designated router on this network
Timer intervals configured, Helleo 10, Dead 40, Wait 40, Retransmit 5

Helle due in 00:00:00

Index 11, flood gueue length O
Mext O0x0 (0 /030 (0}
TLast flood scan length is 1, maximam is 1
Last floed scan time is O msec, maxirum is 0 msec
Neighbor Count is 0, BEdjacent neighbor count is O
Suppress hells for O neighboris)

Rlfenable

Blfconfigure termins

mn

Enter configuraticon commands, one per line. End with CNTL/Z.

Rl {config) #ipve router ospE 1

Rli{config—rtr) fpassive—interface gd/0

Rl {config—rtx) -

[ Copy ] [ FPaste ]

c. Vuelva a emitir el comando show ipv6 ospf interface g0/0 para verificar que la interfaz GO/0
ahora sea pasiva.
R1# show ipv6 ospf interface g0/0
GigabitEthernet0/0 is up, line protocol is up
Link Local Address FE80::1, Interface ID 3
Area 0, Process ID 1, Instance ID 0, Router ID 1.1.1.1
Network Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Wait time before Designated router selection 00:00:34
Graceful restart helper support enabled
Index 1/1/1, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 0, maximum is O
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
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GigabitEthernetds0 is up, line protoccol is up
Link Local Address FES0::1, Interface ID 1
Area 0, Process ID 1, Instance ID O, Router ID 1.1_1_1
Hetwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State DR, Prioricy 1
Designated Router (ID)} 1_.1_.1_1, local address FES0::1
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Helle due in 00:00:00
Index 171, £flood gueue length O
Mext 0x0{0) . 0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is O msSec, maximim is 0 msec
Meighbor Count is O, Adjscent neighbeor count is O
Suppress hellc for O neighboris)
Rlfenzble
Rlfconfigure termina
Enter configuration commands, one per line. End with CHNTLAZ
Rl (config) #ipve router ocspf 1
21 (config-rtr) fpassive—interface gOs0
21 (config-rtr) fend
21

2SYS—-S—CONFIE_T: Ceonfigured from conscle by conscle
Rlfshow ipvéE ospf interface g0s0
SigsbitEthernet0s0 is up, line protocecol is up

Link Local Address FESO0::1, Intecface ID 1

ZAre= 0, Process ID 1, Imstence ID 0, Router ID 1.1.1.1

Hetwork Type BROADCAST, Cost: 1

Trensmit Delay is 1 sec, State WAITING, Priczity 1

Mo designated souter on this network

Mo backup designated zouter on this netwozk

Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retzansmit 5
¥No Hellos (Bassive interface)

Index 171, £locod gueue length 0O
Hesxt 00 {0) /00 {0) L
Last £flood scan length is 1, maximam is 1 =

Lzst £floocd scan time is O msec, maximum is 0 msec
Heighboxr Count is 0, Adjacent meighboxr count is O
Suppress hellc foxr 0 meighbozis)
ol i

[ Copy ] [ Paste

d. Emita el comando show ipv6 route ospf en el R2 y el R3 para verificar que todavia haya
disponible una ruta a la red 2001:DB8:ACAD:A::/64.
R2# show ipv6 route ospf
IPv6 Routing Table - default - 10 entries
Codes: C - Connected, L - Local, S - Static, U - Per-user Static route
B-BGP,R-RIP,I1-ISISL1,12-1SIS L2
IA - ISIS interarea, IS - ISIS summary, D - EIGRP, EX - EIGRP external
ND - ND Default, NDp - ND Prefix, DCE - Destination, NDr - Redirect
O - OSPF Intra, Ol - OSPF Inter, OE1 - OSPF ext 1, OE2 - OSPF ext 2
ON1 - OSPF NSSA ext 1, ON2 - OSPF NSSA ext 2
O 2001:DB8:ACAD:A::/64 [110/65]
via FE80::1, Serial0/0/0
O 2001:DB8:ACAD:C::/64 [110/65]
via FE80::3, Serial0/0/1
O 2001:DB8:ACAD:13::/64 [110/128]
via FE80::3, Serial0/0/1
via FE80::1, Serial0/0/0
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Dress RETURN to get sStarted.

warning

User Rocess Verification
Password:

Rzrenzble

Password:
RZfshow ipveé route ospf

IPwés Routing Table — 10 encries
Codes: C — Connected, L — Local, 5 — Stcatic, R — RIP, B — BGEPE
U — Per—user Static route, M — MIPwE
I1 - ISIS L1, IZ2 — ISIS Lz, IA — ISIS interarea, IS — ISIS summary
o — OSPF intra, ©OI — OSPF inter, oE1 — DOSEPF ext 1, oEZ — OSPF ext 2
ON1 — OSEBEF MNSSA ext 1, ONZ — OSEF NSSA ext 2 T
D — EIGRP, EX — EIGRP external
| o Z2001:DRE:-BACAD:R:-: 84 [110/585]
wia FESO0::1, Serialososo
- Z001:-DBEE-ACAD-C: - 64 [110+,€5] =
wia FESO0::3, Serialosos1l
T Ea (1101281

I O Z00l1-DBEBES-ACAD-I13
wia FES i, Serialdos 0 0

wia FESO:I:I3, Serial0s, 0, 1 g

oz ==

soey ] [opaste ]

Paso 2. establecer la interfaz pasiva como la interfaz predeterminada en el router.

a. Emita el comando passive-interface default en el R2 para establecer todas las interfaces OSPFv3
como pasivas de manera predeterminada.

R2(config)# ipv6 router ospf 1
R2(config-rtr)# passive-interface default

Physical

I0S Command Line Interface

warning
User Access Verificatiocn
Passwoxd:
Rz>enable

Password:
RZE#show ipvé route ospf

IPve Routing Table — 10 entries

" Codes: © — Connected, L — Local, S — Static, R — RIP, B — BEP
U — Per-user Static route, M — MIPvs

| I1 — ISIS L1, IZ2 — ISIS L2Z, IA — ISIS interarea, IS — ISIS summary

| © — OSPF intra, OI — OSPF inter, OEl1l — OSPF ext 1, OE2Z — OSPF ext 2
ON1 — OSPF NSSA ext 1, ONZ — OSPF NSSA ext 2
D — EIGRP, EX — EIGRPF external

o Z001:DES:ACAD:A::-,64 [110,651

wia FES0::1, Serial0sos0
Z001:DES:ACAD:C::-,64 [110-651
wia FES0::3, Serialosors1
o Z001:DES:ACAD:13::/64 [110,128]
wia FES0::1, Serial0sos0
wia FES0::3, Serial0sors1
RZfconfigure terminal
Enter configuration commands, one per line. End with CNTLSAE .
RZ (config) #ipveé route ospf 1

0

| | % Inmvalid input detected at "~ ' marker._

RZ (config)l #ipvE router osps 1

RZ (config-rtr) Epassive—interface default

RZ (config-xztz) E

00:34:0Z: *0SPEFv3—S—ADJCHE: Process 1, Mer 1.1.1.1 con Sexi=l0s0s0 SZrom FULL to DOWN,
L] Meighbor Down: Interface down or detached

1l

00:34:0Z2: S0OSPEFvw3 —S5S—ADJCHE: CProcess 1, Her 3.3 _.3.% on Serial0 /041 from FULL to DOWHN,
Neighbor Down: Interface down or detached

RZ (config—rtz)E =

[soey ] [ paste ]




b. Emita el comando show ipv6 ospf neighbor en el R1. Una vez que el temporizador de tiempo
muerto caduca, el R2 ya no se muestra como un vecino OSPF.

R1# show ipv6 ospf neighbor
OSPFv3 Router with ID (1.1.1.1) (Process ID 1)

Neighbor ID  Pri State Dead Time Interface ID Interface
3.3.33 0 FULL/ - 00:00:37 6 Serial0/0/1

R2 C=25
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Password:

RZrenable
Dasswoxd:
RZfshow ipwvE route osSpE

IPvE Routing Tabkle — 10 entries
Codes: © — Comnected, L — Loecal, S5 — Statie, R — RIP, B — BCD
T — Per—user Static route, M — MIDwE
I1 — ISIS L1, Iz — ISIS Lz, IA — ISIS incerarea, IS5 — ISIS summary
O — OSPF intra, OI — OSPF inter, OE1 — OSPF ext 1, OEZ — OSPF ext Z
OM1 — ©OSPF WSSA ext 1, ON2Z — OSPF WNSSA ent 2
D — EIGRP, E¥ — EIGRF external
= 2001 :DES::ACAD:A: =/ /64 [110/651
~wwia FEBSO:-=-1, Serialo/s/0 0
| = 2001 :DES::ACAD:C: /64 [110/651
| wisz FEE0::3, Sexial0s0s1
= 2001 :DES:ACAD:13::,/64 [110,128]

wwia FES20::1, Serialdos0/0
wia FES80::3, Serialds 0,1
RZfconfigure terminal

Enter configuration commands, one per line._ End with CHNTLSZ._
RZ (config) £ipveé route osSpf 1

% Invalid input detected at '~' marker._

RZ (config) #ipveé router ospf 1

RZ {config—rtr) fpassive—interface default

RZ ({config—rtx) §

00:234:02: S0OSPFvE3—5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serialds0/0 from FULL to DOWHN,
HNeighbor Down: Interface down or detached

N0:34:02: SOSPFw3—5—ADJCHE: Process 1, Nbr 3_3_3_3 on Serial0s0/1 from FUOLL to DOWHN
HNeighbor Down: Interface down or detached

RZ ({config—rtxr) fend
RZE
ESYS—5—CONFIG_TI: Configured from conscle by conscle

RZfshow ipwvE ocspf neighbozx -
mz#| =

| [ Copy ][ Paste ]
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Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 0, Adjacent neighbor count is 0O
Suppress hellc for 0 neighbori{s)
Rlgenable
Rlgconfigure terminsa
Enter configuration commands, one per line._ End with CHNTL/sZ.
Rl {config) #ipvé router ocspf 1
Bl {config-rtr) gpassive—interface gls0
L] Rl {config-—rtx) fend
| R1g
FS5Y¥YS-5CONFIE I: Configured from console by conscle
Rléshow ipwve ospf interface gls0
CigebitEthernetls0 is up, line protococl is up
Link Local Address FES80::1, Interface ID 1
BArea 0, PFrocess ID 1, Instaence ID O, Router ID 1.1.1.1
Metwork Type BROADCAST, Cost: 1
Transmit Delay is 1 sec, State WAITING, Priority 1
Mo designated router omn this network
No backup designated router on this network
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Mo Hellos (FPassiwve interface]

Index 1/1, £flcoced gueue length O
MNext O0x0(0) . 0x0{0)
Last flood scan length is 1, maximuam is 1

Last flood scan time is 0 msec, maximum is 0 msec
Meighbkor Count is 0, Adjacent meighbor count is 0O
Suppress hello for 0 neighbor{s)

n1g
00:34:35: %OSPF-5—ADJCHGE: Process 1, Mbr 2.2.2.2 on Seriald/ 040 from FULL to DOWN,
Heighboxr Down: Dead timezr expized

00:34:39: S%0OSPFwv3—5—ADJCHGE: Process 1, MNbr Z2.Z2.2.2 on Seriald/0,/0 from FULL to DOWH,
Neighbor Down: Interface down or detached

II Rlgshow ipwvé ospf neighbor 3
Neighbor ID Pri State Dead Time Interface ID Interface
3.3.3.3 a FULL/S - 00-00:-31 = Serialds 0/ 1 -
21§ Y

[ Copy ] [ Paste ]

c. Enel R2, emita el comando show ipv6 ospf interface s0/0/0 para ver el estado OSPF de la interfaz
S0/0/0.
R2# show ipv6 ospf interface s0/0/0
Serial0/0/0 is up, line protocol is up
Link Local Address FE80::2, Interface ID 6
Area 0, Process ID 1, Instance ID 0, Router ID 2.2.2.2
Network Type POINT_TO_POINT, Cost: 64
Transmit Delay is 1 sec, State POINT_TO_POINT
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)
Graceful restart helper support enabled
Index 1/2/2, flood queue length 0
Next 0x0(0)/0x0(0)/0x0(0)
Last flood scan length is 2, maximum is 3
Last flood scan time is 0 msec, maximum is O msec
Neighbor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
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wia FES0::1, Serialds 0,0 ot
wia FEESO0::2, Serialdsos1

RZfconfigure terminal

Enter configuration cormands, one per line. End with CHNTILSZ
RZ {config) #ipvd route ospf 1
% Imwalid input detected at '~' marker.

22 (config) #ipve router ospf 1

g-rtr) fpassive—incerface default

RZ {config-rtr)

00:24:02: &0SPEFwE—S5-ADJCHE: Process 1, Hbr 1.1.1_.1 on Serial0 0/0 from FULL te DOWH
Meighbor Down: Interface down or detached

RZ {com

00:-:34:02: S0OSPFw3—5—ADJCHG: Process 1, Hbr 3.3.3.3 on Serialds0/1 from FULL to DOWH,
MNeighbor Down: Interface down or detached

RZ (config-rtr) fend
RZE
25¥S-5—CONFIG_I: Configured from conscle by console

RZfshow ipwve ospf neighkbor

RZgshow ipwé ospf intcerface ss0/050
% Invalid input detected at '~' marker.
RZfshow ipwve ospf interface s0,050

Serialos0s0 is up, line protoccol is up
Link Local Address FES0::2Z, Interface ID 3
Area 0, Process ID 1, Instance ID 0O, Router ID 2Z_Z_Z_Z2
Hetwork Type POINT-TO-POINT, Cost: &4
Transmit Delay is 1 sec, State DOINT-TO-DOINT,
Timer intervals configured, Hello 10, Dead 40, Wait 40, Recransmit 5
No Hellos {(Passive interface)
Index 272, floocd gueue length O
Mesxt 030 (0) /0x0 (0}

]

TLast flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Suppress hello for 0 neighbori{s) -
nz g =

[ocomw.) (oopaste.]

d. Si todas las interfaces OSPFv3 en el R2 son pasivas, no se anuncia ninguna informacion de routing.
Si este es el caso, el R1 y el R3 ya no deberian tener una ruta a la red 2001:DB8:ACAD:B::/64.
Esto se puede verificar mediante el comando show ipv6 route.
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B3 cond is now available

II Press RETURN to get started.

warning
User Bcocess Verification
Password:
R3>ensble

Passwozd:
RZgshow ipwvE route ospf

IPvE Routing Takle — 9 entries
Codes: © — Connected, L — Leczal, S — Statie, B — RIE, B — BED
T — Per—user Statie route, M — MIDvE
|| I1 — ISIS L1, I2 — ISIS Lz, I& — ISIS interarea, IS — ISIS summary
© — OSPF intra, ©I — OSPF inter, OEl1 — OSPF ext 1, OEZ — OSPF ext 2
oMl — ©OSPF WSSA ext 1, ON2Z — OSDF MNSSA ext 2
D — EIGRP, EX - EIGRP external L
o Z001:DES:-RCAD:E::, /64 [110s65] 5
| wia FES0::1, Serizlosos0
o ZO001:DBS:ACAD:1Z::/64 [110-128]1

wia FES20::-1

, Seris=los0s 0
oz

[ocomw.] [opaste. ]

Ejecute el comando no passive-interface para cambiar S0/0/1 en el R2 a fin de que envie y reciba

actualizaciones de routing OSPFv3. Después de introducir este comando, aparece un mensaje
informativo que explica que se establecié una adyacencia de vecino con el R3.

R2(config)# ipv6 router ospf 1
R2(config-rtr)# no passive-interface s0/0/1

*Apr 819:21:57.939: %OSPFv3-5-ADJCHG: Process 1, Nbr 3.3.3.3 on Serial0/0/1 from

LOADING to FULL, Loading Done
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RZ (config) #ipvé route ospf 1 -
% Imvalid inputr detected at "' marker .
RZ (config) #ipwvé router ocspf 1

RZ {config-rtr) #passive—interface default

RZ (config-rTx)#

00:534:02: SOSPFw3—5—ADJCHE: Process 1, Nbr 1.1.1.1 on Serialds0+0 £from FULL to DOWHM,
Meighkor Down: Interface down or detached

00:24:0Z2: SOSPEFvwE2—-5—-ADJCHGE: Process 1, Nbr 2.2.2.2 on Serialld/ 0/1 from FULL to DOWN,
Neighbor Down: Interface down or detached

22 {config—rtx) fend
RIZE
2SYS—S5—COMFIE_TI: Configured from consc le by consc le

REZfshow ipwé ocspf neighbor
RZfshow ipwvé ospf interface s/0/0/0

% Inwalid input detected at '~' marker._
RZfshow ipwvé ospf interface s0/0/0
Seri=los0s0 is up, line protccel is up
Tink Local Rddress FES0::2, Interface ID 3
Area 0, Process ID 1, Instance ID 0, HRouter ID Z_Z_2._2

HNetwork Type BOINT-TO-DBOINT, Cost: 64
Transmit Delay is 1 sec, State POINT-TO-DOINT,

Timer intervals configured, Hellc 10, Dead 40, Wait 40, Retransmit 5
Mo Hellos (Passiwve interface)

Index 2,2, flood gueue length O

Met 0320 (0) /030 (01

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec
Suppress helle Sfor 0 neighboxi(s)
RZ#configure terminal

m

Enter configuration commands, one per line. End with CHTILSZ._

RZ {config) #ipvé router ospf 1

RZ (config-rtr) fnc passive—interface s0/0s1

22 (config—rtx) § =

[ Copy ] [ Paste ]

Vuelva a emitir los comandos show ipv6 route y show ipv6 ospf neighbor enel R1yel R3,y
busque una ruta a la red 2001:DB8:ACAD:B::/64.

¢Qué interfaz usa el R1 para enrutarse a la red 2001:DB8:ACAD:B::/64? La s0/0/1

¢Cual es la métrica de costo acumulado para la red 2001:DB8:ACAD:B::/64 en el R1? 129
¢El R2 aparece como vecino OSPFv3 en el R1? No

¢El R2 aparece como vecino OSPFv3 en el R3? Si

¢ Qué indica esta informacion?

Que como se ha desactivado la interface como pasiva R1 y R2 no se comunican porgue no hay
camino

En el R2, emita el comando no passive-interface S0/0/0 para permitir que se anuncien las
actualizaciones de routing OSPFv3 en esa interfaz.
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RZ (config-rtr) fpassive—interface default =
BRZ (config—-rtr) &
00:34:02Z2: SOSPEFv3-5S—ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/0/0 from FULL to DOWN,
Neighbor Down: Interface down or detached
D0:34:0Z: 2OSPFw3S—5—ADJCHE: Process 1, Hbr 3.3.3.3% on Serialdys0/1 from FULL to DOWHN,
Heighbor Down: Interface down or detached
RZ (config-rtrz) #end
R
ES¥S-5—COMFIEZ_TI: Configured from conscle by conscle
RZfshow ipwé ocspf neighbor
| SIfshow ipwé ospf interface s/0/,0/0
% Imvalid input detected at "' marker.
RZgshow ipwve ospf interface S0y 0750
Serialos0/0 is up, line protocol is up
Link Local Address FES0::Z, Interface ID 3
Area 0O, Process ID 1, Instance ID 0O, Router ID Z_.2_.2.2
MHetwork Type POINT-TO-POINT, Cost: ©4
Transmit Delay is 1 sec, State DOINT-TO-DOINT,
Timer interwvals configured, Hellec 10, Dead 40, Wait 40, Retransmit &
Mo Helles (Passiwve interface)
Index 272, £lood gueue length O
Mezxt Ox0{0) 0:x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximm is 0 msec
Suppress hello for 0 neighbor(s)
RZfgconfigure terminal
Enter configuration commands, one per line. End with CHNTILSZ .
1 RZ (config) §ipvéd router ocspf 1
BZ (config-—rtr) #nc passive—interface s0/041
L RZ (config-—ztz) £ -
00:41:04: %20SPFw3—-5—-ADJCHGS: Process 1, Hbr 2.2.2.2 on Seriald s 0/1 from LOADINGE to FULL, T
Loading Done
BZ (config-rtxr) fnc passive—interface s0/070 -
| RZ (config—rtz) g -
[ Copy ] [ Paste ]

h. Verifique que el R1y el R2 ahora sean vecinos OSPFv3.
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GigabitEthernetd/s0 is up, line protocol is up

Link Local Address FES0::1, Interface ID 1

Area 0O, Process ID 1, Instance ID 0, Router ID 1.1.1_1

Network Type BROADCAST, Costc: 1

Transmit Delay is 1 sec, State WAITING, FPrioricy 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmitc 5

Mo Hellos (Passiwve interface)

Index 1,s1, £lood gueue length O

Wext OO0 (0) /00 {0}

Last flood scan length is 1, mawimam is 1

Last flood scan time is O msSec, maxirmm is 0 msec

Neighbor Count is 0, Rdjacent mneighbor count is O

Suppress helle for O neighbor(s)
R1E
00:24:39: 20SPF-S—ADJCHE: Drocess 1, Mbr Z_Z.Z.Z on Seri=l0y 0,0 Sfrom FULL te DOWH,
Meighbor Down: Dead timer expired

00:24:-29: SOSPFva3-5—ADJCHCE: Process 1, Nbr Z.2Z2_.2_.2 on Seriall/ 0/0 from FULL to DOWN,
MHMeighbor Down: Interface down or detached

Rlfshow ipwvE ospf neighbox

| Heighbozr ID Pri State Dead Time Interface ID Intexrface
s.3.3.3 o FULL, — 00:00:31 = Serialo/s0s1
Rlfshow ipwvE osps neighbox

Neighbor ID Pri State Dead Time Interface ID Interface

F.3.3.5 a FULLS — 00:00:31 = Serial0s0s1

R1E

00:48:12: %0SPFv3—5—ADJCHE: Process 1, Nbr 2.2.2.2 on Serial0s0s0 £from LOADING to FULL,
Loading Done

Rlfshow ipvéE ospf neighbor

m

| | NMeighbor ID Pri Stcate Dead Time Interface ID Interface
Z_Z2_.Z2_.2Z2 o FULL., - 00:00:=-38 = SerialOos 0,0
F.2.3.3 o FULL., - 00:00:-34 = Serial0s 0,1
Rl i
l Copy ] l Paste J

Reflexion

1. Sila configuracion OSPFv6 del R1 tiene la ID de proceso 1y la configuracion OSPFv3 del R2 tiene la
ID de proceso 2, ¢se puede intercambiar informacion de routing entre ambos routers? ¢Por qué?

Si porgue si se le coloca procesos a R1 como 1 a R2 como 2 y a R3 como 3 son localmente
significativos no afectan a los demas routers y el area debe ser 0 en todas para que estén en la
misma area de routeo pero OSPF 1 puede variar

2. ¢Cudl podria haber sido la razén para eliminar el comando network en OSPFv3?

Removiendo la entrada network ayuda a prevenir los errores y las direcciones Ipv6 una interface
puede tener multiples direcciones asignadas a ella asignando una interface una area o ospf todas
las redes multicas en esa interface van automaticamente asignadas al area o Ospf y también
graban una ruta creada in la tabla de ruteo de ipv6




Tabla de resumen de interfaces del router

Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 | Interfaz serial
router #1 n.Ct2 n.t?2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(FO/0) (FO/1) (S0/1/0) (S0/1/1)
2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO0/0) (FO/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuéntas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En
esta tabla, no se incluye ningun otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un
router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.
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10.1.2.4 Lab - Configuring Basic DHCPv4 on a Router

Topologia

so/o0/0 S0/0/1 DCE

50/0/0 s0/0/1

Internet

Tabla de direccionamiento

Gateway
Maéscara  de | predeterminad
Dispositivo | Interfaz Direccion IP subred 0
R1 G0/0 192.168.0.1 255.255.255.0 N/A
G0/1 192.168.1.1 255.255.255.0 N/A
S0/0/0 255.255.255.25
(DCE) 192.168.2.253 2 N/A
255.255.255.25
R2 S0/0/0 192.168.2.254 2 N/A
S0/0/1 209.165.200.22 | 255.255.255.22
(DCE) 6 4 N/A
209.165.200.22 | 255.255.255.22
ISP S0/0/1 5 4 N/A
PC-A NIC DHCP DHCP DHCP
PC-B NIC DHCP DHCP DHCP




Objetivos
Parte 1: armar la red y configurar los parametros basicos de los dispositivos
Parte 2: configurar un servidor de DHCPv4 y un agente de retransmision DHCP



Parte 5. armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecerd la topologia de la red y configurara los routers y switches con los pardmetros
basicos, como las contrasefas y las direcciones IP. Ademas, configurara los parametros de IP de las

computadoras en la topologia.

Paso 1. realizar el cableado de red tal como se muestra en la topologia.

Q Cisco Packet Tracer Student

File Edit Options Wview Tools Extensions Help

W = =S E S e

Logical [Root] Mew Cluster Mowe Cbject Set Tile
c{%‘ e
1941
R2
gy
=
\ N -
154 = ?
R1 1941
ISP

i PC-PT
PC-PT eb

=T}

Paso 2. inicializar y volver a cargar los routers y los switches.

R1

Routerferase startup-config

Erasing the nvram filesystem will remowve all configuration files! Continue?
[confirm]

[OE]

Erase of nvram: complete

%5YS5-7-NV_BLOCE INIT: Initialized the gecmetry of nvram

Rnuteri!l

R2

Router>enzkle

Boutergerase startup-config

Erzsing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OE]

Erase of nvram: complete

%5Y5-7-NV_BLOCE INIT: Initizlized the geometry of nvram

Routerf

ISP

Routerrenable

Routerferase startup-config

Erasing the nvram filesystem will remove z2ll configuration files! Continue?
[confirm]

[OK]

Erase of nvram: complete

%5¥5-7-NV_BLOCE INIT: Initizlized the geocmetry of nveam

Router#

m



S1

S2

R1

R2

IPS

R1

R2

ISP

Switch»enable

Switchferase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OK]

Erase of nvram: complete

%5Y¥YS5-7-NV_BLOCE INIT: Initialized the gecmetry of nvram

Switchg

Switch>

Switch>»enzble

Switchferase startup-config

Erasing the nvram filesystem will remowve &ll configuration files! Continue?
[confirm]

[OK]

Erase of nvram: complete

%5¥Y5-7-NV_BLOCE INIT: Initizlized the gecmetry of nvram

Switch

Paso 3. configurar los pardmetros basicos para cada router.

a. Desactive la busqueda DNS.

Rliconfigure terminal

Enter configuration commands, one per line. End with CHNTL/Z.
Bl {config) #no ip domain-loockup

Bl {config) g

RZrenable

RZfconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
B2 (config) #no ip domain-lockup

ISP (config) #no ip domain-lookup
ISE(config) g

b. Configure el nombre del dispositivo como se muestra en la topologia.

Router>enzble

Routerfconfigure terminal

Enter configuration commands, one per line. End with CNTIL/Z_
Router (config) fhostname R1

T e T3 et Bmard

Routerr»enzble

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) $hostname RZ

RZ {config) gexitc



Routerrenzble

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHIL/Z.
Router (config) #hostname ISP

ISP {config) fexit

ISEE

c. Asigne class como la contrasefia cifrada del modo EXEC privilegiado.
R1

Bl {config) #enable secret class

T F mmm & i Bomara -

R2

BZ (config) enabkle secret class
B2 (config) #exit

ISP

d. Asigne cisco como la contrasefia de consola y la contrasefia de vty.
R1 contrasefia consola

Bliconfig)#line con 0
Bl {config-line) fpassword cisco

R1 contraseia vty

Rl {config) #line wty 0 4

Bl (config-line) fpassword cisco

Rl {config-line) flogin

Bl {config-line) #loggin synchoronous

-

% Invalid input detected at """ marker.

Bl {config-line) #logging synchoronous

% Invalid input detected at """ marker.

Bl {config-line) #logging synchronous
Bl (config-line) g

R2 contraseia consola
i e e ek e sMeeAA oy meae b
B2 (config) #line con O
BZ (config-line) fpassword cisco

R2 contrasefia vty

BZ (config) #line wty 0 4
BZ (config-line) fpassword cisco
BZ (config-line) flogin

ISP contrasefia consola

ISP (config-line) fpassword cisco
ISP{config-line) #login

ISP contrasefia vty



R1

R2

ISP

R1

R2

ISP

ISP (config)&line vty 0O 4
I5P (config-line) fpassword cisco
ISP {config-line) §login

e. Configure logging synchronous para evitar que los mensajes de consola interrumpan

la entrada de comandos.

Bl {config) #line con 0O

Bl {config-line) fpassword cisco

Rl {config-line) flogin

Bl {config-line) #loggin synchronous
Bl {config-line) fexit

Bl {config) #

BZ (config) #line con O

BZ (config-line) fpassword cisco

B2 {config-line) #login

BZ (config-line) #loggin synchronous

ISP (config)§line con 0O

I5P (config-line) §pasaword cisco

I5P (config-line) #login

I5P ({config-line) #loggin synchronous
ISP (config-line) fexit

f. Configure las direcciones IP para todas las interfaces de los routers de acuerdo con la

tabla de direccionamiento.

Al {config) §int g 070
Al {config-if) §noc shutdown

Al {config-if)
$LINE-5-CHANGED: Interface GigaebitEthernet0/0, changed state to up

$LINEPROTO-5-UFDOWN: Line protocol on Interface GigabitEthernetl/0,
Lo up

2l (config-if)#int g 0/1

Al {config-if)#no shutdown

Al {config-if)
fLINE-5-CHANEED: Interface GigebitEthernetl/1, changed state to up

ELINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/s1,
Lo up

BZ[{config) #int 3 0/50/0

RV zonfig-if)fip address 132.1€58.2.254 255.255.

RZ (config-if) #no shutdown

changed state

changed state

2]
o
o
L]
o
%]



ISP (config)#int 3 0/0/1
ISP (config-if) #ip address Z05_165.200.2Z5 Z55.255_2Z55_Z224
ISP (config-if) #no shutdown

g. Configure la interfaz DCE serial en el R1 y el R2 con una frecuencia de reloj de

128000.
R1
Bl {config-if) #imt 3 0/0/0
Bl (config-if) #clock rate 1ZE2000
Rl {config-if)§ip address 19Z.168.2_.253 Z55.255_255.252
Bl {config-if) #no shutdown
R2

BZ (config) #int 3 0/50/1

BZ (config-if) #clock rate 1Z8000

BZ (config-if) #ip address Z05%_165_Z00.2286 255_255_Z2Z55_Z24
BZ (config-if) #no shutdown

h. Configure EIGRP for R1.
R1(config)# router eigrp 1
R1(config-router)# network 192.168.0.0 0.0.0.255
R1(config-router)# network 192.168.1.0 0.0.0.255
R1(config-router)# network 192.168.2.252 0.0.0.3
R1(config-router)# no auto-summary

Bl {config) #router eigrp 1

Bl {config-router) #network 15%2.168.0.0 0.0.0_255
Bl {config-router) fnetwork 13Z.168.1.0 0.0.0.255
Bl {config-router) $network 132 _168_.2_Z52 0.0.0_.3

Rl iconfig-router) fno auto-sumrmary

i. Configure EIGRP y una ruta predeterminada al ISP en el R2.

R2(config)# router eigrp 1

R2(config-router)# network 192.168.2.252 0.0.0.3
R2(config-router)# redistribute static
R2(config-router)# exit

R2(config)# ip route 0.0.0.0 0.0.0.0 209.165.200.225



BZ (config) #route eigrp 1

BZ (config-router) gnetwork 132 _168.2_252 0.0.0.3

B2 (config-router) §

5DUAL-S5-NERCHAMEE: IP-EIGRP 1: Weighbor 132 .168.2.253 (Serizlds0,/0) is up: new
adjacency

B2 (config-router) #redistribute static
BZ (config-router) fexit
RZ (config) #ip route 0.0.0.0.0.0.0.0 Z05_165_Z00_225

& R2

-

| Phymcall Config | CLI|
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Press RETUEN to get started!

SLINE-5-CHANGED: Interface Serial0/0/0, changed state to up
SLINE-5-CHANGED: Interface Seriall/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/1, changed sta

$LINEFPROTO-5-UPDOWN: Line protocol on Interface Serizl0 /0/0, changed sta

%DUAL-5-NERCHRNGE: IP-EIGRP 1: MNeighbor 132.168.Z.252 (Seriszl0/0/0) is u
adjacency

User Rhecess Verification
Password:

RZ»enzble

Password:

RZgconfigure t©

Enter configuration commands, one per line. End with CNIL/Z.
RZ (config)fip route 0.0.0.0 0.0.0.0 209.165.200.225

RZ{
Rz {

j.  Configure una ruta estatica resumida en el ISP para llegar a las redes en los routers R1 y R2.
ISP(config)# ip route 192.168.0.0 255.255.252.0 209.165.200.226
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Press BETURN to get started!

§LINE-5-CHRNGED: Interface Seriald/0/0, changed state to up
SLINE-5-CHARNEED: Interface Seriald/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Imterface Seriall/ 0/1, che

S$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall 040, che

%DUTAL-5-NBRCHANEE: IP-EIGRP 1: Neighbor 182.1883.2.Z253 (Serizlis(
adjacency

User Access Verification
Password:

RZrenzkble

Password:

BEZ2fconfigure t

Enter configuration commands, one per line. End with CHNIL/Z.
B2 (config)#ip route 0.0.0.0 0.0.0.0 Z209.165.200.225

RZ (config) £

k. Copie la configuracion en ejecucion en la configuracion de inicio

Paso 4. verificar la conectividad de red entre los routers.

Si algun ping entre los routers falla, corrija los errores antes de continuar con el siguiente paso. Use los
comandos show ip route y show ip interface brief para detectar posibles problemas.

ISP



R2

R1

r

& Isp
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User Access Verification

Password:

I5E>enable
I

SP§ping 132 _168.2.254

Type escape sSeguence to sbort.

Success rate is 100 percent (5/5), round-trip minfavg/max = 1/33/143 ms I

Type escape seguence to abort.
Sendd =

o 195 ‘Iﬁ 2 Z o t"iwﬁrnn' 4=z b

uccess rate is 100 percent

(5/5), round-trip minfavg/max = 12/46/184 ma

E#ping 152 .166.2.268 :]

Type escape sSegquence to sbort.

Success rate is 100 percent (5/5),

RZgping 209.165.200.225 I

Type escape sSegquence to sbort.

Success rate is 100 percent (5/5),

Sending 5, 100-byte ICMP Echos to 192_.168.2_.253, timeout is 2 seconds:

round-trip min/avg/max = 371557736 ma

Sending 5, 100-byte ICMP Echos to 203.1685_Z00.225, timeout is 2 seconds:

round-trip minfavg/max = 3/154/727 ms
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$LINEFROTCO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state tc

%DURAL-5-NBRCHANGE: IP-EIGRF 1: Neighbor 152.168.2.254 (Serial0/0/0) is up: ne

adjacency

User Rccess Verification
Password:
Rl»enzkle

élﬂping 203.165.200.425'

Type escape Seguence to sbort.
: il i

uccess rate is 100 percent (5/5), round-trip mindavg/max = 2/57/233 ms

1#ping 132 188.2.354

Type escape seguence to sbort.
Sending 5. 100-byte ICMP Echos to 1592.168.2.254 timecut is 2 seconds:

uccess rate is 100 percent (5/5), round-trip min/avg/max 1/45/180 ms

nig

Paso 5. verificar que los equipos host estén configurados para DHCP.

® rcn o~

Physical | Config | Desktop | Custom Interface |

) Static Requesting IP Address

IP Address

Subnet Mask
Default Gateway
DNS Server
IPv6 Configuration
@) DHCP ) Auto Config @ Static
IPv6 Address
Link Local Address FEB0::210:11FF:FE26:6E2D
IPv6 Gateway
IPvE DNS Server

'Q PCB
Physical | Config | Desktop ‘ Custom Interface |

) Static Requesting IP Address

IP Address
Subnet Mask
Default Gateway
DNS Server
IPve Configuration
(&) DHCP (©) Auto Config @ Static
IPv6 Address
Link Local Address FEB0::201:43FF:FE09:E081




Parte 6.  configurar un servidor de DHCPv4 y un agente de retransmision DHCP

Para asignar automéaticamente la informacion de direccion en la red, configure el R2 como servidor de
DHCPv4 y el R1 como agente de retransmision DHCP.

Paso 1. configurar los parametros del servidor de DHCPv4 en el router R2.

En el R2, configure un conjunto de direcciones DHCP para cada LAN del R1. Utilice el nombre de
conjunto R1GO para GO/0 LAN y R1G1 para GO/1 LAN. Asimismo, configure las direcciones que se
excluiran de los conjuntos de direcciones. La practica recomendada indica que primero se deben
configurar las direcciones excluidas, a fin de garantizar que no se arrienden accidentalmente a otros
dispositivos.

Excluya las primeras nueve direcciones en cada LAN del R1; empiece por .1. El resto de las
direcciones deben estar disponibles en el conjunto de direcciones DHCP. Asegurese de que cada
conjunto de direcciones DHCP incluya un gateway predeterminado, el dominio ccna-lab.com, un
servidor DNS (209.165.200.225) y un tiempo de arrendamiento de dos dias.

En las lineas a continuacion, escriba los comandos necesarios para configurar los servicios DHCP en el
router R2, incluso las direcciones DHCP excluidas y los conjuntos de direcciones DHCP.

|Phymcall Config | CLI|

I10S Command Line Interface

2 (config) #ip dhep excluded-address 15Z.168.0.1
2 (config) #ip dhep excluded-address 15Z.168.1.1 13Z.162.1.9
2 (config) #ip dhep pool RIGL
2
2

{dhcp-config) #network 19Z_168.1.0 255.255.255.0
{dhcp-config) #default-router 1%2_168.1.1

({dhcp-config)
% —5-HNE- =2
holding time expired

—EIGEEF 1:- Nelghbor R g 5= 27 Seri1all/0/0) is down:

$LINEFROTO-5-UPDOWN: Line protocol on Interface Serial0s0/0, changed state to down
$LINEFROTO-5-UPDOWN: Line protocol on Interface Serial0s0/1, changed state to down
$LINEFROTO-5-UPDOWN: Line protocol on Interface Seriall/ 070, changed state to up

RZ (dhcp-config) §
$LINEFROTO-5-UPDOWN: Line protocol on Interface Serialls0/1, changed state to up

%DUAL-5-NBRCHANGEZ: ID-EIGRP 1: Neighbor 192.168.2.253 (Serial0/0/0) is up: new
adjacency

RZ (dhcp-config) §
SDUAL-5-NBRCHRNGE: IP-EIGRP 1: Neighbor 15Z.168.Z2.253 (Serial0/0/0) is down:
Interface Goodbye received

m

SDUAL-5-NBRCHRNGE: IP-EIGRP 1: Neighbor 15Z.168.Z2.253 (Serial0/0/0) is up: new
adjacency
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$DUAL-5-NBRCHRNGE: IP-EIGRP 1: Neighbor 132.168.2_.253 (Serial0/0/0) is down:
holding time expired

$LINEFROTCO-5-UPDOWN: Line protococl on Interface Serialdys/0/0, changed state to down

3LINEPROTO-5-UPDOWN: Line protocol on Interface Serialds0/1, changed state to down

SLINEPROTO-5-UPDOWN: Line protocol on Interface Serizlds0/0, changed state to up

22 (dhop-config) §
SLINEEROTO-5-UBDOWN: Line protocol on Interface Serisl0/0/1, changed state to up

$DUAL-5-NBRCHARNGE: IP-EIGRP 1: Neighbor 192.168.2.253 (Serial0/s0/0) is up: new
adjacency

22 {dhcp-config) §
$DUAL-5-NERCHANGE: IP-EIGRP 1: Weighbor 192.168.2.253 (Serisl0/0/0] is down:
Interface Goodbye received

SDUAL-5-NERCHANGE: IP-EIGRP 1: Neighbor 192.168.2.253 (Serizl0/0/0] is up: new
adjacency

RZ (dhep-config) #dns-server 209 185 _Z00_ZZ5
dhep-config) fexit
onfig) #ip dhep pool R1GO

RZ (dhcp-config) gnetwork 152.168.0.0 255.255.255.0
RZ (dhep-config) gdefault-router 132.168.0.1
22 200.225

dhcp-config) fdns-server 209.165.
S remereE——

Nota: En packet tracer no se puede incluir un dominio ni un tiempo de arrendamiento ya que es un
simulador esto se hace en un router real.

En la PC-A o la PC-B, abra un simbolo del sistema e introduzca el comando ipconfig /all. ; Alguno de
los equipos host recibi6 una direccién IP del servidor de DHCP? ¢Por que?

PCA

.i;’PCA =t |

Physical Config Desktop Custom Interface

e L [ | I N e | =

BCripconfig

FastEthernet!

PCB



& pcp = a2y X

Physical Config Desktop Custom Interface

i ) = | [ T T | =y

Command Prompt

B PC Command Line 1.0
PCripconfig fall

FastEthernetd Connection: (default port)

m

RTA: No recibié ninguna ip de R2 porque este se encuentra en otra red lejana.

Paso 2. configurar el R1 como agente de retransmision DHCP.

Configure las direcciones IP de ayuda en el R1 para que reenvien todas las solicitudes de DHCP al
servidor de DHCP en el R2.

En las lineas a continuacion, escriba los comandos necesarios para configurar el R1 como agente de
retransmision DHCP para las LAN del R1.

& r1 =nan X]

Physical Config CLI

10S Command Line Interface

3DUAL-5-NBRCHANGE: IP-EZIGRP L1: Neighbor 152.168.2.254 (Serial0/0/0) is down:
holding time expized

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serizl0/0/0, changed state to down

SLINEFROTO-5-UFDOWN: Line protocol on Interface Serizl0/0/0, changed state to up

$DUAL-S-NBRCHANGE: IP-EIGRP L1: Neighbor 1592.162.2.254 (Serial0/0/0) is up: new
zdjacency

User Access Verification
Password:

Rl>enable
Dassword:
Rlfconfigure terminal

Enter configuration commands,  cne per line. End with CNTL/Z.

Tconfig) éint g0/0
1 {config-if) #ip helper-address 152.168.2.254
riman
lconfig) #int g 0/1
1{config-if)$ip helper-address 132.168.2.254 l

m

21 (config) & =

Registrar la configuracion IP para la PC-A 'y la PC-B.

EnlaPC-Ay la PC-B, emita el comando ipconfig /all para verificar que las computadoras recibieron
la informacion de la direccion IP del servidor de DHCP en el R2. Registre la direccién IP y la
direccion MAC de cada computadora.

PCA



& pca [E=NEE
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PCB
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Physical Config Desktop Custom Interface

BCripconfig /

FastEthernet0 Conn

Segun el pool de DHCP que se configurd en el R2, ;cudles son las primeras direcciones IP disponibles
que laPC-A'y la PC-B pueden arrendar?

RTA: Como se habian excluido de la 1 a la nueve la primera en usarcé es la 10
PCA



v Lea
IPF ARddress

PCB

Paso 3. verificar los servicios DHCP y los arrendamientos de direcciones en el R2.

a. Enel R2, introduzca el comando show ip dhcp binding para ver los arrendamientos
de direcciones DHCP.

Junto con las direcciones IP que se arrendaron, ¢qué otra informacién Gtil de identificacion de
cliente aparece en el resultado?

& R2 = X

Physical | Config = CLI

105 Command Line Interface

Eress RETUBN to get started.

User Access Verification
Password:
Rir»enable

Password:
BZfshow ip dhecp binding

IF address Client-ID/ Lezsse expiration Type
HEPAWEPE coiross :
152.165.1.10 0010.1126.6EZD - Automatic i
1%2.168.0.10 0001.430% _E081 - Automatic
" -

b. Enel R2, introduzca el comando show ip dhcp server statistics para ver la actividad
de mensajes y las estadisticas del pool de DHCP.

¢ Cuantos tipos de mensajes DHCP se indican en el resultado?

BZfshow ip dhcp server statistic

% Inmvalid input detected at ""' marker.

BZfshow ip dhcp server statistics

% Inmvalid input detected at ""' marker.

Nota: al pareces este comando no es valido en packet tracer



c. Enel R2, introduzca el comando show ip dhcp pool para ver la configuracion del
pool de DHCP.

En el resultado del comando show ip dhcp pool, ¢a qué hace referencia el indice actual (Current
index)?

BZfshow ip dhep pool
% Invalid input ;etected at """ marker.
RZg
Nota: de igual manera que con el comando anterior no es valido en el simulador packet tracer

d. Enel R2, introduzca el comando show run | section dhcp para ver la configuracion
DHCP en la configuracion en ejecucion.

BEZfshow run | section dhcp

% Imvalid input detected at "' marker.

RTA: al correr el comando completo no corre pero si solo ingresamos el comando show run este
nos muestra la configuracion que nos solicitan en este punto.

& R2

| Phymcall Config | CLI|
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RZf§show run | section dhep
% Invalid input detected at '~' marker.

RZgshow run
Building configuration...

Current configuration : 1308 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname RZ

!

!

!

enable secret 5 F1$mERr5ScTjUIEQNGUrQiFU.ZeCil
!

ip dhcp excluded-address 132 _1€8.0.1 19Z.1€8.0.%9
i dhcp excluded-address 152.168.1.1 152_168.1.9

ip dhep pool RIGL
network 132_168.1.0 255.255.255.0
default-router 132.1685.1.1

=




& R2

~
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Current configuration : 1308 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname RZ

!

1

1

cp pool HIGL

network 132.168.1.0 255.255.255.0
default-router 19Z_1&5.1.1
dns-server 209.165.200.225

ip dhcp poocl R1GO
network 132_1&8.0.0 255.2
default-router 192 _1&8.0
dns-server 205.185.200.2

e. Enel R2, introduzca el comando show run interface para las interfaces G0/0 y G0/1
para ver la configuracion de retransmision DHCP en la configuracion en ejecucion.

G0/0

& Rr1

~

engble secret 5 $13mERr$3cTjUIEQNGurQiFU.Zelil

ip dhcp excluded-address 153Z2.168.0.1 15Z.188.0.9%
ip dhcp excluded-address 152_.16e8.1.1 152.1€8.1.95
!

SN %]

Physical | Config ‘ CLI |
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up, line protocol is up (connected)
Internet =ddress is 132.165.0.1/24

Broadcast address is 255.255.255.255

Rddress determined by setup command

MIU is 1500 byres

Helper address is 192.1€8.2.254

Directed broadcast forwarding is disabled

Qutgoing access list is not set

Inbound access list is not set

Proxy ARF is enabled

Security level is default

Split horizon is enabled

ICMP redirects are always sent

ICMD unreachsbles are always sent

ICMD mask replies are never sent

IP fast switching is disabled

IP fast switching on the same interface is dissbled
IP Flow switching is diszbled

IP Fast switching turbo vector

IP multicast fast switching is disabled

IP multicast distributed fast switching is dissbled
Router Discovery is disabled

IP cutput packet accounting is disabled

I zccess viclation zceounting is disabled

TCP/IP header compression is diszbled

RTE/IF header compression is disabled

Probe proxy name replies are dissbled

Dalimn rantine ia disaklad

m

G0/1
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WCCE REOIrECT  INDUUnT IS OIS=0IeT

: = = = de is disabled
FIgebICoCHerHeT; 1s up, line protocol is up (connected)
Internet address is 192.168.1.1/24

Broadcast address is 255.255.255.255

Address determined by setup command

MTU is 1500 bytes

Helper address is 132.168.2.254

Directed broadecast forwarding is disabled

Cutgoing access list is not set

Inbound access list is not set

Proxy RRP is enabled

Security level is default

Split horizon is enzbled

ICHP redirects are always sent

ICHMP unreachables are always sent

ICHMP mask replies are mnever sent

IP fast switching is disabled

IP fast switching on the same interface is disabled
IPF Flow switching is disabled

IP Fast switching turbo wvector

IP multicast fast switching is disabled

IP multicast distributed fast switching is disabled
Bouter Discowery is disabled

IPF putput packet accounting is disabled

IP access viclation accounting is disabled

TCE/IP header compression is dissbled

ETE/IP header compression is dissbled
--More--

Reflexion

¢ Cual cree que es el beneficio de usar agentes de retransmision DHCP en lugar de varios routers que
funcionen como servidores de DHCP?

RTA: este nos permite ahorrar recursos de hardware, si solo utilizamos DHCP en un solo router y no
en varios nos sera mas facil la administracion de los mismos ya que no tendriamos que estar
ingresando de uno en uno.
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10.1.2.5 Lab - Configuring Basic DHCPv4 on a Switch

Topologia

LoO

Fo/1
FO/1
Tabla de direccionamiento
Dispositivo Interfaz Direccion IP Mascara de subred
R1 G0/1 192.168.1.10 255.255.255.0
209.165.200.22

LoO 5 255.255.255.224
S1 VLAN 1 192.168.1.1 255.255.255.0

VLAN 2 192.168.2.1 255.255.255.0




Objetivos

Parte 1: armar la red y configurar los parametros bésicos de los dispositivos

Parte 2: cambiar la preferencia de SDM

Establecer la preferencia de SDM en lanbase-routing en el S1.

Parte 3: configurar DHCPv4

Configurar DHCPv4 para la VLAN 1.
Verificar la conectividad y DHCPvA4.

Parte 4: configurar DHCP para varias VLAN

Asignar puertos a la VLAN 2.

Configurar DHCPv4 para la VLAN 2.
Verificar la conectividad y DHCPvA4.

Parte 5: habilitar el routing IP

Habilite el routing IP en el switch.
Crear rutas estaticas.

Recursos necesarios

1 router (Cisco 1941 con IOS de Cisco version 15.2(4)M3, imagen universal o similar)
2 switches (Cisco 2960 con 10S de Cisco version 15.0(2), imagen lanbasek9 o similar)

2 computadoras (Windows 7, Vista o XP con un programa de emulacion de terminal, como
Tera Term)

Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de
consola

Cables Ethernet, como se muestra en la topologia



Parte 1: armar la red y configurar los parametros basicos de los dispositivos
Paso 4: realizar el cableado de red tal como se muestra en la topologia.
Paso 5: inicializar y volver a cargar los routers y switches.

Paso 6: configurar los pardmetros basicos en los dispositivos.

a. Asigne los nombres de dispositivos como se muestra en la topologia.
b. Desactive la busqueda del DNS.

c. Asigne class como la contrasefia de enable y asigne cisco como la contrasefia de consola y la

contrasefia de vty.

d. Configure las direcciones IP en las interfaces GO/1 y Lo0O del R1, segun la tabla de
direccionamiento.

Fouterrenable

REoutericonfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
Fouter (config) #hostname Rl

Rl {config) #no ip domain-lookup

Bl {config) #enabkle secret class

Bl {config)§line consocle 0

Bl {config-line) fpassword cisco

Rl {config-line) #login

Bl {config-line) flogging synchronous

Rl {config-line) fline vty 0O 5

Bl {config-line) fpassword cisco

Rl {config-line) flogin local

Bl {config-line) fexit

Bl {config) #interface gl/ 1

Rl {config-if) §ip address 15Z2.168.1.10 Z55.255.255.0
Rl (config-if) #no shutdown

Bl {config—if) #interface 1ol

Bl (config-if)
SLINE-5-CHRNGED: Interface Loopback(, changed state to up

Bl {config-if) §ip address 203.165.200.225 Z55.255_.255.224
Bl {config—if) #no shutdown
Bl (config-if)§

SLINEFROTO-5-UPDOWN: Line protocol on Interface Loopbackl, changed state to up

e. Configure las direcciones IP en las interfaces VLAN 1y VLAN 2 del S1, segun la tabla de

direccionamiento.



Switch»enable
Switchiconfigure terminal
End with CHNTIL/Z.

51 {config)#interface wvlan 1

51 {config-if) #ip address 192 _168.1.1

Sli{config-if)
2LINE-5-CHRMNEED: Interface Vlanl, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface Wlanl, changed state to up
1 ——
51 {config-if) §vlan Z

51 {config-vlan) fexit

51 (config) #interface wvlan 2

Sliconfig-if) ¢

SLINE-5-CHRMNEED: Interface VlanZ, changed state to up

_255.255.0

T

51 (config-if) §ip address 13Z.168.2.1 Z5
51 {config-if) #no shutdown

51 {config-if) gexit

51 (config) §

f. Guarde la configuracion en ejecucion en el archivo de configuracion de inicio.

Parte 2: cambiar la preferencia de SDM

Switch Database Manager (SDM) de Cisco proporciona varias plantillas para el switch Cisco 2960.
Las plantillas pueden habilitarse para admitir funciones especificas segun el modo en que se utilice el
switch en la red. En esta practica de laboratorio, la plantilla lanbase-routing esta habilitada para
permitir que el switch realice el routing entre VLAN y admita el routing estatico.

Paso 1: mostrar la preferencia de SDM en el S1.

En el S1, emita el comando show sdm prefer en modo EXEC privilegiado. Si no se cambio6 la plantilla
predeterminada de fabrica, deberia seguir siendo default. La plantilla default no admite routing
estatico. Si se habilito el direccionamiento IPv6, la plantilla sera dual-ipv4-and-ipv6 default.

S1# show sdm prefer

The current template is "default” template.

The selected template optimizes the resources in

the switch to support this level of features for

0 routed interfaces and 255 VLANS.

number of unicast mac addresses: 8K
number of IPv4 IGMP groups: 0.25K
number of IPv4/MAC qos aces: 0.125k

number of IPv4/MAC security aces: 0.375k



S5l1gshow sdm prefer

% Invalid input detected at "~' marker.

s1g

Packet Tracer no soporta este comando
¢Cuél es la plantilla actual?

Las respuestas pueden variar pero estas pueden ser de “default” o de “dual-ipv4 y ipv6 default” o
también podria ser “lanbase-routing”

Paso 2: cambiar la preferencia de SDM en el S1.

g. Establezca la preferencia de SDM en lanbase-routing. (Si lanbase-routing es la plantilla actual,
continde con la parte 3). En el modo de configuracion global, emita el comando sdm prefer
lanbase-routing.

S1(config)# sdm prefer lanbase-routing

Changes to the running SDM preferences have been stored, but cannot take effect
until the next reload.

Use 'show sdm prefer’ to see what SDM preference is currently active.

¢ Qué plantilla estara disponible después de la recarga? Lanbase-routing

h. Se debe volver a cargar el switch para que la plantilla esté habilitada.
S1# reload

System configuration has been modified. Save? [yes/no]: no
Proceed with reload? [confirm]
Nota: la nueva plantilla se utilizara después del reinicio, incluso si no se guardo la configuracién en

ejecucion. Para guardar la configuracion en ejecucion, responda yes (si) para guardar la
configuracién modificada del sistema.

Paso 3: verificar que la plantilla lanbase-routing esté cargada.
Emita el comando show sdm prefer para verificar si la plantilla lanbase-routing se cargo en el S1.

S1# show sdm prefer

The current template is "lanbase-routing™ template.
The selected template optimizes the resources in
the switch to support this level of features for

0 routed interfaces and 255 VLANS.

number of unicast mac addresses: 4K
number of IPv4 IGMP groups + multicast routes: 0.25K



number of IPv4 unicast routes: 0.75K

number of directly-connected IPv4 hosts: 0.75K

number of indirect IPv4 routes: 16
number of IPv6 multicast groups: 0.375k
number of directly-connected IPv6 addresses:  0.75K

number of indirect IPv6 unicast routes: 16
number of IPv4 policy based routing aces: 0
number of IPv4/MAC qos aces: 0.125k
number of IPv4/MAC security aces: 0.375k
number of IPv6 policy based routing aces: 0
number of IPv6 qos aces: 0.375k
number of IPv6 security aces: 127

Parte 2: configurar DHCPv4

En la parte 3, configurara DHCPv4 para la VLAN 1, revisara las configuraciones IP en los equipos
host para validar la funcionalidad de DHCP vy verificara la conectividad de todos los dispositivos en la
VLAN 1.

Paso 1: configurar DHCP para la VLAN 1.

Excluya las primeras 10 direcciones host validas de la red 192.168.1.0/24. En el espacio
proporcionado, escriba el comando que utilizé.

Ip dhcp excluded-address 192.168.1.1 192.168.1.10

Cree un pool de DHCP con el nombre DHCPL. En el espacio proporcionado, escriba el comando
que utilizo.

Ip dhcp pool DHCP1

Asigne lared 192.168.1.0/24 para las direcciones disponibles. En el espacio proporcionado, escriba
el comando que utilizo.

Network 192.168.1.0 255.255.255.0

Asigne el gateway predeterminado como 192.168.1.1. En el espacio proporcionado, escriba el
comando que utilizé.

Default-router 192.168.1.1

m. Asigne el servidor DNS como 192.168.1.9. En el espacio proporcionado, escriba el comando que

utilizo.
Dns-server 192.168.1.9



n. Asigne un tiempo de arrendamiento de tres dias. En el espacio proporcionado, escriba el comando
que utilizo.

Lease 3
0. Guarde la configuracion en ejecucion en el archivo de configuracion de inicio.

Slfconfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z.
51 {config)#ip dhep excluded-address 132 168.1.1 15Z2_168.1.10
S51{config)#ip dhcp pool DHCEL

51 (dhep—config) fnetwork 152 _168.1.0 2
51 {dhecp—config) #default-router 1592 .16
51 {dhep—config) fdns—server 152 _168.1.
51 {dhep—config) #lease 3

5.255_255.0

5 5
5.1.1
3

% Inmvalid input detected at ""' marker.

51 {dhep—config) fend
51§
%5¥5-5-CONFIG_I: Configured from consocle by console

S51fcopy running startup-config
Destination filemame [startup-config]?
Building configuration. ..

[CK]

514l

Paso 2: verificar la conectividad y DHCP.

p. EnlaPC-Avy laPC-B, abra el simbolo del sistema y emita el comando ipconfig. Si la informacion
de IP no esté presente, o si esta incompleta, emita el comando ipconfig /release, seguido del
comando ipconfig /renew.

Para la PC-A, incluya lo siguiente:
Direccion IP: 192.168.1.11
Méscara de subred: 255.255.255.0
Gateway predeterminado: 192.168.

Para la PC-B, incluya lo siguiente:
Direccion IP: 192.168.1.12

Méscara de subred: 255.255.255.0
Gateway predeterminado: 192.168.1.1
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g. Pruebe la conectividad haciendo ping de la PC-A al gateway predeterminado, la PC-B y el R1.
¢ Es posible hacer ping de la PC-A al gateway predeterminado de la VLAN 1? Si
¢Es posible hacer ping de la PC-A a la PC-B? Si
¢ Es posible hacer ping de la PC-A a la interfaz GO/1 del R1? Si
Si la respuesta a cualquiera de estas preguntas es no, resuelva los problemas de configuracién y
corrija el error.

Paso 3: configurar DHCPv4 para varias VLAN

En la parte 4, asignara la PC-A un puerto que accede a la VLAN 2, configurard DHCPv4 para la
VLAN 2, renovara la configuracion IP de la PC-A para validar DHCPv4 y verificara la conectividad
dentro de la VLAN.



Paso 4: asignar un puerto a la VLAN 2.

Coloque el puerto FO/6 en la VLAN 2. En el espacio proporcionado, escriba el comando que utilizo.

Interface g0/6

Switchport mode access

Switchport access vlan 2

Paso 5: configurar DHCPv4 para la VLAN 2.

r.

Excluya las primeras 10 direcciones host validas de la red 192.168.2.0. En el espacio
proporcionado, escriba el comando que utilizo.

Ip dhcp excluded-address 192.168.2.1 192.168.2.10

Cree un pool de DHCP con el nombre DHCP2. En el espacio proporcionado, escriba el comando
que utilizo.

Ip dhcp pool DHCP2

Asigne la red 192.168.2.0/24 para las direcciones disponibles. En el espacio proporcionado, escriba
el comando que utilizo.

Network 192.168.2.0 255.255.255.0

Asigne el gateway predeterminado como 192.168.2.1. En el espacio proporcionado, escriba el
comando que utilizo.

Default-router 192.168.2.1

Asigne el servidor DNS como 192.168.2.9. En el espacio proporcionado, escriba el comando que
utilizo.

Dns-server 192.168.2.9

Asigne un tiempo de arrendamiento de tres dias. En el espacio proporcionado, escriba el comando
que utilizo.

Lease 3
Guarde la configuracion en ejecuciéon en el archivo de configuracion de inicio.



Slvenable

Slfconfigure terminal

Enter configuration commands, one per lime. End with CHNIL/Z.

51 {config) #interface £0/6

51 {config-if) §awitchport mode access

51 {config-if) #awitchport access wlan 2

81 {config-if) §

(LINEPROTO-5-UEDOWN: Line protocol on Inmterface VlanZ, changed state to up

51 {config-if) #exit

51 (config) #ip dhep excluded-address 13Z2.168.2.1 13Z.168.2_.10
S51l{config) #ip dhep pool DHCEZ

51 {dhecp—config) fnetwork 152 _168.
51 (dhcp—config) fdefault-router
51 (dhep-config) fdns—server 13Z2.
51 {dhep—config) #lease 3

% Invalid input detected at "' marker.

Sl{dhcp—ccnfig)ﬂ

Paso 6: verificar la conectividad y DHCPvA4.

y. EnlaPC-A, abra el simbolo del sistema y emita el comando ipconfig /release, seguido del
comando ipconfig /renew.

Para la PC-A, incluya lo siguiente:
Direccion IP:  192.168.2.11

Mascara de subred: 255.255.255.0
Gateway predeterminado: 192.168.2.1

z. Pruebe la conectividad haciendo ping de la PC-A al gateway predeterminado de laVLAN 2y ala
PC-B.

¢ Es posible hacer ping de la PC-A al gateway predeterminado? Si
¢Es posible hacer ping de la PC-A a la PC-B? No

¢ Los pings eran correctos? ¢Por qué?

No porgue aun no pueden salir y porque ain no se aplica el ruteo

PCripeonfig Sall

FastEthernetl Connection: (defasult port)
Connection—-apecific DNS 5
11B&
JOFF:-FES5:1BA&




ECrping 15%2 16B_Z2.1
Pinging 192._.1 -1 with 32 bytes of data:
Beply from : 1: bytes time=1ms

- bytes=:
byt

nt = 4,
te round trip times im milli-
Minimim = Oms, Maximum = lms, Awvera

PCr¥ping 1532 _168.1.12
Pinging 1%2_168_.1_.12 with 32 bytes o

BEequest timed out.
3t timed out.
3t timed out.

> timed

Ping statistic

Packets: Sent : B d = o3t 4 {(100% losa),

aa. Emita el comando show ip route en el S1.
¢ Qué resultado arrojo este comando?

Que las 2 rutas estan conectadas, lo que hace que si conozca las dos redes, pero nopuede hacer
ruteo entre las dos, para ello ay que activarlas.

Slfshow ip route
Codes: C - connected, 5 - static, I - IGRE, BE - RIPF, M - mokile, B - BGP
I - EIGRP, EX - EIGRP externzal, & - 0O5BF, IA - O5PF inter area
N1l - O5BF N554 externzal type 1, MZ - O5PF MS55R external type 2
E1l - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 level-2, ia - I5-I5 inter aresa
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Cateway of last resort is not set

C 182 _168.1.0/24 is directly connected, Vlianl
C 1592 16B8.2.0/24 is directly connected, VlianZ

Parte 3: habilitar el routing IP

En la parte 5, habilitara el routing IP en el switch, que permitira la comunicacion entre VLAN. Para
que todas las redes se comuniquen, se deben implementar rutas estaticas en el S1y el R1.



Paso 1: habilitar el routing IP en el S1.

bb. En el modo de configuracion global, utilice el comando ip routing para habilitar el routing en el
S1.

S1(config)# ip routing

cc. Verificar la conectividad entre las VLAN.
¢Es posible hacer ping de la PC-A a la PC-B? Si
¢ Qué funcion realiza el switch?
Establece una conexion entre los PCs, pero no puede hacer ping al router

I-"I::a-ping 188 1

Pinging 168

> unreachable .
> unreachable.
3t unreachable.
3t unreachable.

Packets: Sent = 4 o3t 4 (100% loss)

dd. Vea la informacion de la tabla de routing para el S1.
¢ Qué informacion de la ruta esta incluida en el resultado de este comando?

Conoce sus dos Vlan pero no hace ping al router, para hacer ruteo necesita rutas estaticas

gI!SHEW 1p route

Codes: C - connected, 5 - static, I - IGRE, B — RIPF, M - mokile, B - BEP
DD - EIGRP, EX - EIGRP external, O - OQ5PF, IA - O5PF inter aresa
N1 - OSPF N55R external type 1, WZ - O5PF N55R external type Z

E1l - OQ5FBF externzal type 1, EZ - O5PF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 level-1l, LZ - I5-I5 level-2, ia - I5-I5 inter area
* — pandidate default, U - per—-user static route, o — CDR

P - periodic downloaded static route

Fateway of last resort is not set

C 182 _.168.1.0/24 is directly connected, Vlianl
C 192 .168_.2_.0/2Z4 is directly connected, Vlanz
s1

ee. Vea la informacion de la tabla de routing para el R1.
¢Qué informacion de la ruta esta incluida en el resultado de este comando?
Las direcciones de las redes y el loopback



ff.

Rlfshow ip route

Codes: L - loczl, © - connected, 5 - static, B - RIP, M - mokile, B - BEFP
D — EIGRP, EX - EIGEP extermzl, & - O5PF, I& - 0O5BEF inter area
N1 - OS5PF N55AR external type 1, NZ - O5PF N55R externzl type Z
El1 - O5PF external type 1, EZ2 - OS5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewel-1l, Lz - I5-I5 lewel-Z,
* — candidate default, U - per-user static route, o — ODB
P - pericdic downloaded static route

ia — I5-I5 inter aresa

Fateway of last resort is not set

1592 18B8.1.0/24 is warisbly subnetted, Z subnets, Z masks

C 152 _168.1.0/24 is directly connected, GigaebitEthermetd/1

L 152.168.1.10/32 is directly connected, GigabitEtherneti/1
209 _.185_200.0/24 is wariakly subnetted, Z subneta, Z masks

C 209_165_200_2Z4/27 is directly connected, LoopbackO

L | 209_165.200_.225/32 i3 directly connected, LoopbackO

o &

¢Es posible hacer ping de la PC-A al R1? No
¢Es posible hacer ping de la PC-A a la interfaz Lo0? No

Considere la tabla de routing de los dos dispositivos, ¢qué se debe agregar para que haya
comunicacion entre todas las redes?

Se debe agregar una ruta estatica

Paso 2: asignar rutas estéaticas.

99.

hh.

Habilitar el routing IP permite que el switch enrute entre VLAN asignadas en el switch. Para que
todas las VLAN se comuniquen con el router, es necesario agregar rutas estaticas a la tabla de
routing del switch y del router.

En el S1, cree una ruta estatica predeterminada al R1. En el espacio proporcionado, escriba el
comando que utilizé.

Ip route 0.0.0.0.0.0.0.0 192.168.1.10

Sl{config)#ip route 0.0.0.0 0.0.0.0 152_.168.1.10

Sliconfig)$

En el R1, cree una ruta estatica a la VLAN 2. En el espacio proporcionado, escriba el comando que
utilizo.
Ip route 192.168.2.0 255.255.255.0 g0/1

Bl {config)fip route 192_.168_.2.0 Z55_2Z55_255_.0 g0/1

Vea la informacion de la tabla de routing para el S1.
¢ COmo esta representada la ruta estatica predeterminada?
Esta red estatica indica que sale a cualquier otra red a través de la Ip del router



S51fshow ip route
Codes: C - connected, 5 - static, I - IGRE, E - RIP, M - mokile, B - BEP
I - EIGRP, EX - EIGRP external, & - 0O5BF, IR - O5PF inter area
N1l - O5BF W55L externzal type 1, HZ - O5PF MS55R external type 2
El - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewvel-l1l, LZ - I5-I5 level-2, ia - I5-I5 inter ares
* — candidate default, U - per-user static route, o — 0DR
P - periodic downloaded static route

Cateway of last resort is 132.168.1.10 to network 0.0.0.0

c 182 _168.1.0/24 is directly connected, Vlianl
c 182 168.2.0/24 is directly connected, VlianZ
5% 0.0.0.0/0 [1/0] wia 19Z2.1€8.1.10

S1§

jJ- Vealainformacion de la tabla de routing para el R1.
¢ COmo esta representada la ruta estatica?

Atreves de una ruta estética aprende que existe una red dos, la cual antes no la conocia por lo
mismo el router antes no podia responder por su LoO ni por su propia interface
N
Rlfshow ip route
Codes: L - local, € - connected, 5 - static, B - BRIP, M — mokile, B - BEP
D - EIGRP, EX - EIGRP externzl, O - O5BF, IA - O5PBF inter area
N1 - OS5PF NS55L external type 1, WZ - O5PF NS55R external type 2
El1 - O5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 level-2, ia - I5-I5 inter area
* — pandidate default, U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is not set

152 . 168.1_.0/24 is wariably subnetted, Z subnets, 2 masks

c 1582 . 18B8.1.0/24 is directly connected, GigabitEthernetO/1

L 192 .168.1.10/32 is directly connected, GigabitEthernetl/1

=1 182 168_.2_.0/24 is directly connected, GigabitEthernetl/1
209_.165_.200.0/24 is wvariasbly subnetted, Z subnets, Z masks

c 209 185_200_224/27 is directly connected, Loopback(d

L | 209 _185_200_.225/32 i3 directly connected, Loopback(

R1g

kk. ¢ Es posible hacer ping de la PC-A al R1? Si
¢ Es posible hacer ping de la PC-A a la interfaz Lo0? Si
Ping R1
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Reflexion

1. Al configurar DHCPV4, ¢ por qué excluiria las direcciones estaticas antes de configurar el pool de
DHCPv4?

Es necesario incluir direcciones porque si nosotros le vamos a dar a las computadoras las direcciones
que ya hemos usado, en cualquiera de los dispositivos, ya sean los switch, route o las pcs, puede haber
un posible conflicto de IP, por ello se excluiria las direcciones estaticas.

2. Si hay varios pools de DHCPv4 presentes, ¢coémo asigna el switch la informacion de IP a los hosts

Como en los switch no se han creado dos DHCP, lo que se hace es asignar cierto puerto para vlanly

cierto puerto para la vlan2, para que de este modo pueda el switch mandar por ay la informacion de
DHCP.



3. Ademas del switching, ¢qué funciones puede llevar a cabo el switch Cisco 2960?

Este realiza la funcién de capa 3 de route

Tabla de resumen de interfaces del router

Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 Interfaz serial

router #1 n..2 n.2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO0/0) (FO/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(F0/0) (FO/1) (S0/1/0) (S0/1/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuantas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En
esta tabla, no se incluye ningln otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un
router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.

Apéndice A: comandos de configuracion

Configurar DHCPv4
S1(config)# ip dhcp excluded-address 192.168.1.1 192.168.1.10

S1(config)# ip dhcp pool DHCP1

S1(dhcp-config)# network 192.168.1.0 255.255.255.0
S1(dhcp-config)# default-router 192.168.1.1
S1(dhcp-config)# dns-server 192.168.1.9
S1(dhcp-config)# lease 3

Configurar DHCPv4 para varias VLAN

S1(config)# interface f0/6
S1(config-if)# switchport access vlan 2




S1(config)# ip dhcp excluded-address 192.168.2.1 192.168.2.10
S1(config)# ip dhcp pool DHCP2

S1(dhcp-config)# network 192.168.2.0 255.255.255.0
S1(dhcp-config)# default-router 192.168.2.1

S1(dhcp-config)# dns-server 192.168.2.9

S1(dhcp-config)# lease 3

Habilitar routing IP

S1(config)# ip routing
S1(config)# ip route 0.0.0.0 0.0.0.0 192.168.1.10
R1(config)# ip route 192.168.2.0 255.255.255.0 g0/1
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10.2.3.5 Lab — Configuring Stateless and Stateful DHCPv6

Topologia

Tabla de direccionamiento

Dispositiv Longitud de Gateway
0 Interfaz Direccién IPv6 prefijo predeterminado

R1 G0/1 2001:DB8:ACAD:A::1 64 No aplicable
Asignada mediante

S1 VLAN 1 | Asignada mediante SLAAC 64 SLAAC

Asignada mediante SLAAC
PC-A NIC y DHCPV6 64 Asignado por el R1
Objetivos

Parte 1: armar la red y configurar los parametros basicos de los dispositivos
Parte 2: configurar la red para SLAAC

Parte 3: configurar la red para DHCPV6 sin estado

Parte 4: configurar la red para DHCPv6 con estado



Parte 1.  armar la red y configurar los parametros basicos de los dispositivos

En la parte 1, establecerd la topologia de la red y configurara los parametros basicos de configuracion,
como los nombres de dispositivos, las contrasefias y las direcciones IP de interfaz.

Paso 1. realizar el cableado de red tal como se muestra en la topologia.

view  Tools Extensions Help

= B Enom o) | e o e | [

[Root] Mew Cluster Mowe Object Set Tiled Background Wiewport
2
1 |
N >
L -
|| l‘—;_-" e l F===f
; i S e ¥
19a1 3560-24FS PC-FT
R1 s1 P I
Ll L+— |
=
=]
Ll (I ] - r\k;)/
Time: 00:08:39 I Power Cycle Dewvices Fast Forward Time Realtme
5 = P : Fire Last Status Source
= e — pr— (= [ i} Scenario o -
[ Switches I zes0 | lgenenc! |Genel [ mnow [ oelet= ]
M ;g E - s = « | T [ [Tclggle PDU List Winduw] I
ocpper Straight-Throuag LI =TT C

Paso 2. inicializar y volver a cargar el router y el switch segiin sea necesario.

Paso 3. Configurar R1

Desactive la busqueda del DNS.

Configure el nombre del dispositivo.

Cifre las contrasefias de texto no cifrado.

Cree un mensaje MOTD que advierta a los usuarios que se prohibe el acceso no autorizado.
Asigne class como la contrasefia cifrada del modo EXEC privilegiado.

Asigne cisco como la contrasefia de vty y la contrasefia de consola, y habilite el inicio de sesion.
Establezca el inicio de sesion de consola en modo sincrénico.

S@ ™o o o0 T w

Guardar la configuracién en ejecucion en la configuracién de inicio.



Paso 4.

S @ ™ o o o0 T p

R1 =l

Physical Config CLI
I0S Command Line Interface
-
——— System Configuration Dialog ——-—
Continue with configuration dialog? [yessncol: HO
Press RETURN to get started!
Bouterrenable
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHNTLAZ.
Router {config) #fno ip domain-lookup
Router {config) fhostname RI1
Rl (config) fenable secret class
R1E
2SYS—-S5-CONFIZ_I: Configured from conscle by conscle
Rlfconfigure terminal
Enter configuration commands, one per line. End with CHTLAZ.
Rl (config) fenable secret class
Rl (config) #line conscle O
Rl {(config-line) fpassword cisco
Rl (config-line) f#login L
Rl (config-line)fline wty 0O 5
Rl {(config-line) fpassword cisco
Rl (config-line) f#login
Rl (config-line) #logging synchronous
Rl (config-line) fbanner motd “warning”
Rl (config) fservice password—encryption
Rl (config) #exit =
R1E
2S¥YS—-S5-CONFIZ_I: Configured from console by conscle
Rlfcopy running—config startup—config
Destination filename [sSstartup—configl?
Building configuration_ _
[CE] | o
B1g -
[ Copy ] [ Paste ]
[R— — —

configurar el S1.
Desactive la busqueda del DNS.
Configure el nombre del dispositivo.
Cifre las contrasefias de texto no cifrado.
Cree un mensaje MOTD que advierta a los usuarios que se prohibe el acceso no autorizado.
Asigne class como la contrasefia cifrada del modo EXEC privilegiado.
Asigne cisco como la contrasefia de vty y la contrasefia de consola, y habilite el inicio de sesion.
Establezca el inicio de sesion de consola en modo sincrénico.
Desactive administrativamente todas las interfaces inactivas.
Guarde la configuracion en ejecucion en la configuracion de inicio.
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I10S Command Line Interface

DPress RETURN to get Started.

Switcch>enakble

Switch#configure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Switch (config) #fno ip domain—loockup

Switch (config) #hostname S1

51 (config) fenable secret class

S1{config) #line conscle O

Sl {config—line) fpassword cisco

S1{config—line) #login

51 {config—-line)fline wty 0O 5

S1{config-—line) #password cisco

51 (config—line) #login

S1{config-line) #loggin synchronous

Sliconfig—line) fbanner motd "warning™

S1i{config) fservice password—-encrypticn

S1 ({config) fexit

S1g

FSYS—5—CONFIGE_I: Configured from conscle by conscle

m

SlEgcopy running—config startup—coniig

Destination filemame [startup—configl?

Building configuration. ..

[OE] &
S1g| =

[ cory | [ paste |

Parte 2.  configurar la red para SLAAC

Paso 1. preparar la PC-A.

a. Verifique que se haya habilitado el protocolo IPv6 en la ventana Propiedades de conexion de area
local. Si la casilla de verificaciéon Protocolo de Internet version 6 (TCP/IPv6) no esta marcada, haga
clic para activarla.



I Propiedades de Conexién de area local @

™

Funciones de red

Conectar usando:

EF Conexidn de red Intel(R) PRO/1000 MT

Esta conexion usa los siguientes elementos:

L, 4 Cliente para redes Microsoft

.‘9 Programador de paguetes QoS

paE edes Microsoft

~&. Protocolo de Intemet version 6 (TCP/1Pw6
TemTet version = |, Pvd)

i Controladar de E/S del asignador de deteccidn de topal .

-4 Respondedor de deteccién de topologias de nivel de v...

[ Instalar... ] [ Desinstalar Propiedades
Descripcidn
Permite a su equipo tener acceso a los recursos de una red
Microsoft.
[ Aceptar ] [ Cancelar

b. Inicie una captura del trafico en la NIC con Wireshark.

Filtre la captura de datos para ver solo los mensajes RA. Esto se puede realizar mediante el filtrado
de paquetes IPv6 con una direccidn de destino FF02::1, que es la direccion de solo unidifusion del
grupo de clientes. La entrada de filtro que se usa con Wireshark es ipv6.dst==ff02::1, como se

muestra aqui.

C.

Filter: | ipvb.dst==ff02:1 IZI Expression... Clear Apply
Paso 2. Configurar R1

Habilite el routing de unidifusion IPv6.
Asigne la direccion IPv6 de unidifusion a la interfaz GO/1 segun la tabla de direccionamiento.

a.
b.
c. Asigne FE80::1 como la direccion IPv6 link-local para la interfaz GO/1.
d.

Active la interfaz GO/1.
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!
end

Rl¥

Rl

Rl¥

Rl

R1¥

Rlfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Rl {config) #ipve unicast—-routing

Bl {config) #interface glisFl

Rl lconfig-if) §ipve address Z001:DBE:RACAD:R::1/64
Bl {config-if) §ipve address FEB80::1 link-local

Bl {config-if) #nc shutdown

Bl (config-if)§
SLINE-5-CHARMEED: Interface FigebitEthernetl/1, changed state to up

SLINEEFROTO-5-UPDOWHN: Line protococl on Inmterface GigabitEthernetlys1, changed state to up

Bl (config-if)§

m

Copy l ’ Paste

]

Paso 3. verificar que el R1 forme parte del grupo de multidifusién de todos los routers.

Use el comando show ipv6 interface g0/1 para verificar que G0/1 forme parte del grupo de
multidifusion de todos los routers (FF02::2). Los mensajes RA no se envian por G0/1 sin esa
asignacion de grupo.
R1# show ipv6 interface g0/1
GigabitEthernet0/1 is up, line protocol is up
IPV6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FF02::1
FF02::2
FF02::1:FF00:1
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is O (unspecified)




ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds

ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.

& R1 . v |

| Phymcall Config CLIl

I0S Command Line Interface

== ==
SLINE-S5—CHENEED: Interface GigabitEthernet0/1l, changed state to up
FLINEPROTO-S5-—UPDOWN: Line protocol on Interface GigabitEthernet0ys1, changed state to up

Bl (config—if) gexit

Rl {config) gexit

R1g

FS¥YS—-5-CONFIE T: Configured from conscle by conscle

Rlgshow ipwe interface gl/s1L
CigzbitEthernet0/1 is up, line protocel is up
IPve is enabled, limk—-local address is FE80::-1
Mo Wirtual link—-local addressi{es):
Global unicast addressies):
Z001:DEE-ACAD:-R:-:1, subnet is Z001:DBEE8:RCRD:-IL:-:/84
Joined group address{es):
FFOZ:-:1
FFOZ::z2
FFOZ:-:1:FFOO:-1
MTOJ is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICHMP redirects are enabled
ICHMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
MDD reachable time is 30000 milliseconds
ND adwvertised reachable time is 0 (unspecified)
MND adwvertised retramsmit imterwval is 0 (unspecified)
MND router adwvertisements are sent every Z00 seconds
ND router advertisements liwve for 1800 seconds
MND adwvertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
R1E -

m

oy ] [ pomte ]

Paso 4. configurar el S1.

Use el comando ipv6 address autoconfig en la VLAN 1 para obtener una direccion IPv6 a través de
SLAAC.

S1(config)# interface vlan 1

S1(config-if)# ipv6 address autoconfig

S1(config-if)# end
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I0S Command Line Interface

SLINE-5-CHARNGED: Interface FastEthernetl/s5, changed state to up
| | SLINEPROTO-5—UPDOWN: Line protocol on Interface FastEthernet0/s5, changed state to up
User Access Verification

Password:

Sl>enable
Password:
Slgconfigure terminal

Enter configuration commands, one per line._ End with CHNTILSZ.

Sl {config—if) #ipve address autoconfig

51 {config—if) fend

S1f

ESYS—5-—CONFIE_I: Configured from consc le by conso le

q m

Copy | | FPaste

Paso 5. verificar que SLAAC haya proporcionado una direccién de unidifusion al S1.

Use el comando show ipv6 interface para verificar que SLAAC haya proporcionado una direccion de
unidifusion a la VLAN1 en el S1.
S1# show ipv6 interface
Vlanl is up, line protocol is up
IPV6 is enabled, link-local address is FE80::ED9:96FF:FEE8:8A40
No Virtual link-local address(es):
Stateless address autoconfig enabled
Global unicast address(es):

2001:DB8:ACAD:A:ED9:96FF:FEE8:8A40, subnet is 2001:DB8:ACAD:A::/64
[EUI/CAL/PRE]

valid lifetime 2591988 preferred lifetime 604788

Joined group address(es):

FF02::1

FF02::1:FFE8:8A40
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
Output features: Check hwidb
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND NS retransmit interval is 1000 milliseconds
Default router is FE80::1 on Vlanl



Paso 6. verificar que SLAAC haya proporcionado informacion de direccion IPv6 en la PC-A.

| &® pc-a

= IEI—éZ?—'

Physical Config Desktop Custom Interface

IP Configuration
IF Configuration
DHCP @ Static
IP address
Subnet Mask
Default Gateway

DMNS Server

IPwe Configuration

DHCP @ Auto Config

IPve address 201
Link Local address
IPwic Gateway

IPwE DNS Server

=

m

IPwve auto config successful.

/|64

or

muestre una direccion IPv6 con el prefijo 2001:db8:
tener la direccién FE80::1.

idaptador de Ethernet Conexidn de Area local:

Sufijo DNS especifico para la conexidn.
g
Descripcion .

Direccidn Ffisdca. . . . . . . . .
ado

Uinculo: direccidn IPv6 local. H

IPud.

P PSRy o |

SEPFVIO0OFES M3 = = = = = = = =

MetBIOS =szobhre TCP-IP.

En el simbolo del sistema de la PC-A, emita el comando ipconfig /all. Verifique que la PC-A

acad:a::/64. El gateway predeterminado debe

Conexidn de red Intel(R> PRO.1086

efed:B11c:3215:5bc2x11{Preferidod

192.168.96.132¢(Preferido>
2EC.2CC. 255.8
feBB::1::11

FEfF 201

DFEFF223u1
habilitado
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b. En Wireshark, observe uno de los mensajes RA que se capturaron. Expanda la capa Internet
Control Message Protocol v6 (Protocolo de mensajes de control de Internet v6) para ver la
informacidn de Flags (Indicadores) y Prefix (Prefijo). Los primeros dos indicadores controlan el
uso de DHCPV6 y no se establecen si no se configura DHCPV6. La informacion del prefijo también
esta incluida en este mensaje RA.

Filter: | ipwb.dst==Ff02::1 |z|Expression... Clear Appl
No. Time Source Destination Protocol Length Info -
SamU UL suUsDU I TUU. L rus. . omr v I1U MUULEI MUVE LI3SHSIL UM Us . UL . LS. au .
3518 3972.07973 feB0::1 ffoz::1 ICMPVE 118 router Advertisement from d4:8c:b5:ce:al:cl
3673 4130.43155 feB0::1 ffoz::1 ICMPVE 118 rRouter Advertisement from d4:8c:b5:ce:al:cl
3840 4284.68370 feB0::1 ffoz::1 ICMPVE 118 rRouter Advertisement from d4:8c:b5:ce:al:cl
3989 4435.87602 feB0::1 ffoz2::1 ICMPVE 118 router Advertisement from d4:8c:b5:ce:al:cl -

e
7 Ethernet II,
© Internet Pr jion 6, Src:
= Internet Control Message Protoco

Src: d4:

feB0

Bc:b5:ce:al:cl (d4:8c:b5:ce:al:cl),
(feB0::1),

Dst:

Type: Roucer Agvercis 4
Code: O
Checksum: 0x1816 [correct]
cur hop 1imit: 64
= Flags: 0x00
0... .... = Managed address configuration: Not set
.0.. .... = other configuration: Not set
..0. .... — HOmME Agent: NOT set
..0 0... = prf (pefault rRouter Preference): medium {0)
... 0., = Proxy: NOT SeT
.0, = Reserved: 0

rRouter lifetime (s): 1800

Reachable time (ms): O

Retrans timer {(ms): O

ICMPvE Option (Source Tink-Tayer address :
ICMPvE Option (MTU : 1500)

] [N

ICMPvE Option (Prefix information :
Type: Prefix information (3)
Length: 4 (32 bytes)

prefix Length: 64

Flag: OxcO
valid Lifetime:

m

2592000

2001 :db8:acad:a::/64)

preferred Lifetime: 604800
Reserved
Prefix: 2001l:db8:acad:a:: (2001l:db&:acad:a:

1)

Dst: ffo2::1

IPvemcast_00:00:00:01 (23:
(fFfo2::1)

d4:8c:b5:ce:al:cl)

32:00:00:00:01)



Parte 3. configurar la red para DHCPV6 sin estado

Paso 1. configurar un servidor de DHCP IPv6 en el R1.

a. Cree un pool de DHCP IPv6.
R1(config)# ipv6 dhcp pool IPV6POOL-A
b. Asigne un nombre de dominio al pool.
R1(config-dhcpv6)# domain-name ccna-statelessDHCPv6.com
c. Asigne una direccion de servidor DNS.
R1(config-dhcpv6)# dns-server 2001:db8:acad:a::abcd
R1(config-dhcpv6)# exit
d. Asigne el pool de DHCPV6 a la interfaz.
R1(config)# interface g0/1
R1(config-if)# ipv6 dhcp server IPV6POOL-A
e. Establezca la deteccion de redes (ND) DHCPv6 other-config-flag.

R1(config-if)# ipv6 nd other-config-flag

R1(config-if)# end
& R1 e =) | —s—)

| Physical I Config | CLI |

I0S Command Line Interface

warning
User Bcocoess VWerification
Password:

Rl r»enable

Pagsaword:

Rlfconfigure terminal

Enter configuration commands, one per line. End with CHTIL/Z .
Bl (config) #ipve dhep pool IPVEDROOL-—R

Rl {config—dhcp) £

Rl {config—dhcecp) fdomain—name cocna—statelessDHCPwE. com
Rl (config-dhcop) fdns—server Z001l:db8:acad:a::iabcocd

Rl {config-—dhcp) fexit

Rl {config) #interface gls1l

Bl (config-—if) #ipve dhcop server IBPVE&POOL—I

Rl {config-iflEipwve nd other-config-flag

Rl {config—if£) f#and

R1E

55¥Y5-5—CONFI&EZ I: Configured from conscle by consocle

mn

=R | =

[ comy ) [ pas= ]




Paso 2. verificar la configuracién de DHCPV6 en la interfaz G0/1 del R1.

Use el comando show ipv6 interface g0/1 para verificar que la interfaz ahora forme parte del grupo
IPv6 de multidifusion de todos los servidores de DHCPv6 (FF02::1:2). La tltima linea del resultado de
este comando show verifica que se haya establecido other-config-flag.
R1# show ipv6 interface g0/1
GigabitEthernet0/1 is up, line protocol is up
IPV6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FF02::1
FF02::2
FF02::1:2
FF02::1:FF00:1
FF05::1:3
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is 0 (unspecified)
ND advertised retransmit interval is 0 (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
Hosts use DHCP to obtain other configuration.
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I0S Command Line Interface
Hljconfilig-—dicp) FAdns—Server TU0l - dbEr- _=2cad. =2 t=2bod
Rl {config-dhcp) fexit
Rl {config) #interface gls1l
Rl {config—if) #ipve dhcocp server IPFVePOOL— &
Rl {config-if) #ipve nd other—-config-£flag
Bl {(config—if) #end
R1E
F5¥YS5-5—CONFI&E T: Configured from conscle by consocle

Blgshow ipwve interface gl/s1l
GigabitEthernet0/s1 is up, line protocol is up
IPwe izs enakled, link—local address is FES0:z:-1
No Wirtual link—-local address{es) :
Elobal unicast addressies) :
Z001:DEE8-ACRD:-A:-:1, submnet is Z001:DEBE:-RACRAD-&A:- -/ &4
Joined group address{es) :
FFOZ:-:z1
FFOZ::Z2
FEFOZ::1:2
FEFOZ::1:FFOO:1
MTO is 1500 bytes
ICHMP error messages limited to omne every 100 milliseconds
ICHME redirects are enasbled
ICHME unreachasbles sre sSent
ND DAEAD is enabled, number of DAD attempts: 1
HD reachakle time is 20000 milliseconds

| | ND adwvertised reachakle time is 0 (unspecified)
HND adwvertised retransmit imnterwval is 0 (unspecified)
HD router adwvertisements are Sent ewvery Z00 seconds

I| HND router advertisements liwve for 1800 seconds =
ND adwvertised default router preference is Medium

Hosts use stateless autoconfig for addresses.
21 E

1|

[ Copy ] [ FPaste ]

Paso 3. ver los cambios realizados en la red en la PC-A.

Use el comando ipconfig /all para revisar los cambios realizados en la red. Observe que se recuperd
informacidn adicional, como la informacién del nombre de dominio y del servidor DNS, del servidor
de DHCPv6. Sin embargo, las direcciones IPv6 de unidifusion global y link-local se obtuvieron
previamente mediante SLAAC.



idaptador de Ethernet Conexion de area local:
Sufijo DNS especifico para la conexidn. .
PCTTT T

MT
Direccidn fisica.
DHCF habilitado
Cunflgurac1un autumatlca hahllltada
Direccidon IPub .

Uinculo: direccidn IPw6 local. fedB

Direccidn IPuv4.
Miscara de subred
Puerta de enlace predetermlnada
IAID DHCPuwb . . .

DUID de cliente DHCPUE.

La s I N s |

Servidores DHS.
b T . -
L T e

idaptador de tinel isatap.localdomain:

Eztado de losz medios.
Sufijo DHS especifico para la cunex1un.
Deﬂcrlpc1un
Direccidn fisica.
DHCF habilitado
Configuracidn automdtica hahllltada

& pc-a

ccna—ggatele aDHcPUE com

#8-0C-29-E3-23-17

e
=

&hB:acad:a:24ha:aﬂaﬁ:EFB:PPBB(PPEPE

tefed:811c:=3215:5bc2x11 (Preferidod

192.168.96.139<Preferidol
255.255.255.8

feB@::1x11

234884137
A8-81-88-81—-17-A7-DD-BE-BA—AC-29—

28@1:qh3:acad:a:

1
p LR R PR

tahcd

medios desconectados
ccna—statelessDHCPwG .com
Adaptador ISATAP de Microsoft
A8-AR—-PE-AR—AB-BR-PE—EB

no

51

Physical Config Desktop Custom Interface

IP Configuration
IP Configuration

DHCP @ Static

IP Address
Subnet Mask
Default Gateway

DMNS Server

IPwvie Configuration

DHCP @ Auto Config Static

IPviEe Address
Link Local Address
IPvE Gateway

IPvEe DNS Server

]

m

IPviE auto config successful.

/64
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Paso 4. ver los mensajes RA en Wireshark.

Desplacese hasta el ultimo mensaje RA que se muestra en Wireshark y expandalo para ver la
configuracion de indicadores ICMPV6. Observe que el indicador Other configuration (Otra
configuracion) esta establecido en 1.

Filter: | ipvB.dst==ff02::1 |z|ExpressiDr1... Clear Appl

MNo. Time Source Destination Protocol Length Info
191 190. 005980 fe80::1 ffoz::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl
422 383.803033 feB0::1 ffoz2::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl
696 581.355847 feB0::1 ffoz2::1 ICMPVE 118 Router Advertisement from d4:8c:b5:ce:al:cl

Frame 877: 118 bytes on wire (944 bits), 118 bytes captured (944 bits)
ethernet 11, src: d4:8c:b5:ce:a0:cl (d4:8c:b5:ce:al:cl), DsT: IPVEMCAsST_00:00:00:01 (33:33:00:00:00:01)
Internet Protocol version 6, src: feB0::1 (Fe80::1), Dst: ff02::1 (Ff02::1)
Internet Control Message Protocol ve
Type: Router Advertisement (134)
Code: 0
Checksum: 0x17dé [correct]
cur hop limit: 64
-l Flags: 0x40

1 # F

Managed address configuration: Not set
Other configuration: Set |
Home Agent: NOt set

prf (Default Router Preference): Medium (0)
Proxy: Not set

Reserved: 0

router lifetime (s): 1800

Reachable time (ms): 0O

Retrans timer (ms): 0

ICMPvE Option (Source link-layer address : d4:8c:b5:ce:al:cl)
ICMPve Option (MTU : 1500)

IcMpve option (Prefix information : 2001:db8:acad:a::/64)

&

£

9

Paso 5. verificar que la PC-A no haya obtenido su direccion IPv6 de un servidor de DHCPV6.

Use los comandos show ipv6 dhcp binding y show ipv6 dhcp pool para verificar que la PC-A no
haya obtenido una direccion IPv6 del pool de DHCPV6.



R1# show ipv6 dhcp binding
R1# show ipv6 dhcp pool
DHCPv6 pool: IPV6POOL-A
DNS server: 2001:DB8:ACAD:A::ABCD
Domain name: ccna-statelessDHCPv6.com
Active clients: 0
&8 Rp1 = | S| ——
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o virtual I1nk-local cddress ies) o P
Globkal unicast address {es) :

Z001:zDES-ACAD-RA:-:1, subnet is ZO001l:DBEBS:-ACRD:RA:- -/, &4
Joined group address {es) :

FFOZz-:z1

FFOZz-zZZ

FFOZ:z:z1l:2

FFOZ:-z1:-FFO0O:x-1
| | MITJ is 1500 bytes
ICHMP errcor messages limited to omne every 100 milliseconds
ICHMP redirects are enabled
ICHMP unreachables are sent
HMD DAD is enabled, number of DAD attempts: 1
MDD reachakle time is 30000 milliseconds

MD adwvertised reachable time is 0 (unspecified)
MDD adwvertised retransmit interwval is 0 {unspecified)
HMD router adwvertisements are sSent every Z00 seconds
MDD router advertisements liwve for 1800 seconds
MDD advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
RlEgshow ipwe dhcop binding
Client: (EigabitEthernetl0y/s1)

DUID: O00—01l-00-01-80-D5—15—-53—00-01-37-&87—-1D-Ee
I PD: IR ID Z7930, T1 O, TZ O
Prefix:- 0._.0_.0_.0,0
preferred lifetime 0O, walid lifetime 0O
expires at noviembre 23 Z017 11:Z2&:428 am (0 seconds)
RlEgshow ipwvée dhcp pool
DHCPwve pool: IPVSPOOL—I
DS server: Z001:DES:ACRD-A: ABCD

m

Domain name: cona—statelessDHCPWE . com
Botiwve clients: O
R1E —

[ ooy [_paste ]

Paso 6. restablecer la configuracion de red IPv6 de la PC-A.

a. Desactive la interfaz FO/6 del S1.

Nota: la desactivacion de la interfaz FO/6 evita que la PC-A reciba una nueva direccion IPv6 antes
de que usted vuelva a configurar el R1 para DHCPv6 con estado en la parte 4.

S1(config)# interface f0/6
S1(config-if)# shutdown
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-
User Access Verification
Pasgword:
Password:
Sl»enable
Pasgword:
Slgconfigure terminal
Enter configuration commands, one per line. End with CHNTL/Z._
Sli{config) #interface f£0/&
51 (config-if) #shutdown
S1l{config-if£)#

I SLINE-5-CHRNGCED: Interface FastEthernetl/ /&, changed state to administratively down
SLINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernetl/se, changed state to down =
51 (config-if) § =

Copy ] [ Paste ]
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b. Detenga la captura de trafico con Wireshark en la NIC de la PC-A.

c. Restablezca la configuracion de IPv6 en la PC-A para eliminar la configuracion de DHCPV6 sin
estado.



1) Abra la ventana Propiedades de conexion de area local, desactive la casilla de verificacion
Protocolo de Internet version 6 (TCP/IPv6) y haga clic en Aceptar para aceptar el cambio.

& pc-a [ | . ]|
Physical | config Desktop | Custom Interface |
=
[l IP Configuration
IP Configuration
| ) DHCP @ Static
IP Aaddress

Subnet Mask

Default Gateway

DNS Server

IPwae Configuration

) DHCP ) Aauto Config @ Static
IPwG Address Vi
Link Local address FESO::201:97FF:FE&7: 1DES

IPwvES Gateway

IPwE DMNS Serwver

I 2l

&2 pc-A = | S| ——]
Phwysical Config | Desktop I Custom Interface |
[ [ GLOBAL ]| - FastEthernetO
[ Settings ] Port Status [ on
| Algorithm Settings Bandwidth @ 100 Mbps 10 Mbps Auto
[ INTERFACE ] Duplex Half Duplex @ Full Duplex Auto
[ Fastetherneto | MAC Address 0001.9767.1DES

IP Configuration

) DHCP
@ Static

IF Address
Subnet Mask

IPwve Configuration

) DHCP

0 Auto Config

@ Static

IPwE Addraess Fi
Link Local Address: FEBD::2Z01:97FF:FEG7: 1DEG

2) Vuelva a abrir la ventana Propiedades de conexién de area local, haga clic para habilitar la
casilla de verificacion Protocolo de Internet version 6 (TCP/IPv6) y, a continuacion, haga
clic en Aceptar para aceptar el cambio.



Parte 4. configurar la red para DHCPv6 con estado

Paso 1. preparar la PC-A.

a. Inicie una captura del trafico en la NIC con Wireshark.

Filtre la captura de datos para ver solo los mensajes RA. Esto se puede realizar mediante el filtrado
de paquetes IPv6 con una direccion de destino FF02::1, que es la direccidn de solo unidifusién del
grupo de clientes.

Filter: | ipvh.dst==ff02:1 IZIEXPFESSiDH... Clear Apply

Paso 2. cambiar el pool de DHCPvG6 en el R1.

a. Agregue el prefijo de red al pool.

R1(config)# ipv6 dhcp pool IPVEPOOL-A
R1(config-dhcpv6)# address prefix 2001:db8:acad:a::/64

& Rr1 | S
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PEULZ 212001
MTT is 1500 bytes
ICHMP error messages limited to one every 100 milliseconds
ICHMP redirects are enabled
ICHMPF unreachables are sSent
MDD DAD is enabkled, numbker of DAD attempts: 1
MDD reachakle time is 30000 milliseconds
MD adwvertised reachable time is 0 (unspecified)

MDD adwvertised retransmit interwval is 0 {unspecified)
MDD router adwvertisements are sSent every Z00 seconds
MDD router advertisements liwve for 1800 seconds
ND advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
Rlgshow ipwé dheop binding
Client: (GigabitEthernetds,1)
DoOID: O00—01—-00—01—e0-D5—15—-55—00—-01-37—&7—1D—E&

I PD: IR ID Z7930, T1 O, TZ O
Prefix:- 0._.0_.0_.0,0
preferred lifetime 0O, walid lifetime 0O
expires at noviembre Z3 Z017 11:Z26:48 am (0 seconds)
RlEshow ipwve dhcop pool
DHCPwve pool: IPVSPOOL—I
DMS server: Z001:-DEE-ACAD:A: ABCD

Domain name: cona—statelessDHCPWE . com
Botiwve clients: O
Rlgconfigure terminal
Enter configuration commands, one per line._ End with CHIL/SZ.

Rl {configl#ipwe dhcocp pool IBPVePOOL—RA
Rl {config—dheop) faddress prefix Z001l:dbS8:acad:a: -/ 4

m

% Imvalid inmput detected at "' marker._

21 (config—dhop) £ -

l Copwy ] l Paste ]

b. Cambie el nombre de dominio a ccna-statefulDHCPv6.com.
Nota: debe eliminar el antiguo nombre de dominio. El comando domain-name no lo reemplaza.

R1(config-dhcpv6)# no domain-name ccna-statelessDHCPv6.com
R1(config-dhcpv6)# domain-name ccna-StatefulDHCPv6.com
R1(config-dhcpv6)# end
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A reachable Cime 15 oo00 mil Il liseconds i
HD adwvertised reachable time is 0 {unspecified)
HD adwvertised retransmit interval is 0 {unspecified)
HD router adwvertisements are Sent every Z00 seconds
HD router adwvertisements live for 1200 seconds
HND adwvertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
1 RlEshow ipwveé dhcop binding
Client: (GigabitEthernetd/s1)
| DUID: 00—-01-00-01—-&0-D5—-15—-59-00—-01-97—-&7—1D-E&
Ir PD: In ID 27930, T1 O, TZ 0O
Prefix: 0.0.0_.0/50
preferred lifetime 0, walid lifetime O
expires at noviembre 23 Z017 11:2&68:48 am (0 seconds)
RlEgshow ipwve dhcop pool
DHCPvEé pool: IPVEBOOL—A
DMS server: Z001:DEBE:RCRD:R: :RBCD
Domain name: ccocna—-statelessDHCDvE. com
otiwve cliemts:z O
BElfconfigure terminal
Enter configuration commands, one per line. End with CHTIL/SZ_
Rl {configl #ipwe dhcp pool IPVePOOL—A
Rl {config—dhcp) faddress prefinx Z200l:db8:zacad:a:-:z/ €4
% ITmwvalid input detected at "' marker.
Rl {config—dhcp) #fno domain—-name cocna-statelessDHCEwve.com
Rl {config—dhcp) #domain—name ccna—Stateful DHCPwE . com
Rl {config—dhcp) fend
nlg =
EFSYS—-5—COMNFIE T: Configured from conscle by conscle
R1E ¥
[ Copy ] [ Paste ]

c. Verifique la configuracion del pool de DHCPV6.

R1# show ipv6 dhcp pool
DHCPv6 pool: IPVE6POOL-A

Address allocation prefix: 2001:DB8:ACAD:A::/64 valid 172800 preferred 86400 (0 in use, 0
conflicts)

DNS server: 2001:DB8:ACAD:A::ABCD
Domain name: ccna-StatefulDHCPv6.com
Active clients: 0
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D edvertlised deroult COULer prefcrence i3 Hediam e
Hosts use sStateless autoconfig for addresses.
RlEgshow ipwe dhcop binding
Client: {(CigabitEthernet0s1)
DUID: O00—-01—-00-01—-&80-D5—-15-55—-00—-01—-37-87—-1D-E&
I PD: IR ID» 275330, T1 O, TZ O
Prefix: O_.0_.0_.0/0
preferred lifetime 0, walid lifetime O
expires at noviembre Z3 Z017 11:-Z&:48 am (0 seconds)
RlEshow ipwve dhcp pool
DHCEFwve pool: IPVePOOL—R
DHMS server: Z001:DBEBE:-ARCAD-IR: -RBECD
Domain name: ccna—statelessDHCPwvE . com
Boctiwve clients: 0O
Rlfconfigure terminal
Enter configuratiomn commands, one per line_ End with CHTILSZ._
Rl {config) #ipwve dhcop pocol IPVEROOL—R
Rl iconfig—dhcp) faddress prefix Z2001l:dbS:acad:a::/ €4
% Imvwvalid input detected at """ marker._
Rl {config—dhcp) #no domain—mname ccna—statelessDHCEwE.com
Rl {config—dhcop) f#domain—name ccocna—StatefulDHCPwE . com
Rl {config—dhcp) §end
R1E
FS5YS—5—CONFIE_T: Configured from conscle by conscle
RlEshow ipwée dhcp pool
DHCEwe pool: IPVEePOOL—I
DMS server: Z001:DBEBE:-ACAD-E: -RBRCD =
Domain name: cona—StatefullDHCPWES . com
PBotive clients: O =
R1E =7
[ Copy ] [ Paste ]
i

d. Ingrese al modo de depuracién para verificar la asignacion de direcciones de DHCPv6 con estado.

R1# debug ipv6 dhcp detail
IPv6 DHCP debugging is on (detailed)
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[EIlEshow 1pwve dhcp bindirnig
Client: {GigabitEthermetd/,1)
DOID: O00—01—00—-01—-60-D5—15-52—-00—-01—-397—&7—-1D-E+t
I POz IA ID 27330, T1 O, TZ O
Prefizx: 0.0_0_.0,0
preferred lifetime 0O, walid l1ifetime 0O
expires at noviembre 2323 Z017 11:Z&€:-48 am (0 seconds)
RlEfshow ipwve dhcp pool
DHCPve pool: IPVEPRPOOL—RA
DNS server: Z001l:DES-ACRD -A: -ARBCD
Domain name: cona—statelessDHCPwE .. com

L1 Boctiwve cliemts:z 0O

RElfconfigure terminal

[ ] Enter configuration commands, one per line. End with CHIL/SZ .
Rl {config) #ipwve dhcocp pool IFVEBEOOL—R

Rl {config—dhcep) faddress prefix Z001l:dbES-acad:a: -/ &4

% Imvalid input detected at """ marker.

Rl {config—dhcp) #no domain—name ccocna—statelessDHCEwE . com
Rl {config—dhecep) fédomain-name ccocna—StatefulDHCEwE . com

Rl {config—dhcop) #end

R1E

EFS¥YS-5—CONFIE I: Configured from conscle by conscle

RlEshow ipwvée dhcop pool

DHCE~we poocl: IBPVeEPRPOOL—R
DMS server: Z001:DES:-:ACARD:-A: REBCD
Domain name: cocna—StatefulDHCPwE . com
Botive clients:z O

Rlfdebug ipwvé dhcocp detail

IPwe DHCP debugging is omn (detailed) —

Q1§ =

m

[ Copy ] [ Paste ]

Paso 3. establecer el indicador en GO/1 para DHCPv6 con estado.

Nota: la desactivacion de la interfaz GO/1 antes de realizar cambios asegura que se envie un mensaje
RA cuando se activa la interfaz.

R1(config)# interface g0/1

R1(config-if)# shutdown

R1(config-if)# ipv6 nd managed-config-flag

R1(config-if)# no shutdown

R1(config-if)# end
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[CHC v e pool: LEPwverRooL—%
DMS server: ZO001:DERES:ACARD:-A: BRBCD
Domain name: ccna—Stateful DHCPvE. com
Botive clients: 0O
RlEdebug ipwé dhcp detail
IPwe DHCPF debugging is om {(detailed)
Rlgconfigure terminal
Enter configuration commands, one per line_ End with CHNILSEZ.
Rl {configlE#interface gls1
| | Rl {config—if) #shutdown

Rl {config—if£)
| ELINE-5—CHAENEED: Interface FigabitEthernetid/,1, changed state to
administratively down

ELITNMEPROTO—-S5—TUPDOWN: Limne protocol on Interface
[ GigabitEthernetd,1, changed state to down

Rliconfig—if) #ipve nd managed-config-flag
Rl iconfig—if) #no shutdown

Rl {config—if£)
FLINFE-S5—CHARNEED: Imterface GigabitEthernet0,1, changed state to
up

FLINEPROTO-S-—UPDOWN: Linme protocol on Interface
FigakbitEthernetd,1, changed state to up

Rl {config—if) end
R1E
HFES¥YS—-5—CONFIEZ T: Configured from conscle by conscle

n1g

[ Copy ] [ FPaste




Paso 4. habilitar la interfaz FO/6 en el S1.

Ahora que configuré el R1 para DHCPV6 con estado, puede volver a conectar la PC-A a la red
activando la interfaz FO/6 en el S1.

S1(config)# interface f0/6
S1(config-if)# no shutdown
S1(config-if)# end

& 51 = | E] |
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51 (config—if) §
EFLINE-5-CHANEED: Interface FastEthernetl/5, changed state toc down

EFLINEEFROTO-S5-UPDOWN: Line protocol on Imterface FastEthernetl/5, changed state to down
SLINEPROTO-5-UPDOWN: Line protococl on Interface Vlianl, changed state to down
SLINE-5-CHRNGED: Interface FastEthernetl/5, changed state to up

SLINEPROTO-5-TUPDOWHN: Line protocol on Imterface FastEthernetl/s5, changed state to up
SLINEEFROTO-S5-—UPDOWHN: Line protococl on Inmterface Vlianl, changed state to up

51 {config-if) fexnit

51 (config) ginterface £0/¢€

Sllconfig—if)#no shutdown

SLINE-5-CHRNGED: Interface FastEthernetd/e, changed state to down

51 (config—if) fend

S1%
£S5¥5-5-CONFIG I: Configured from conscle by console

m

S1§ 7

[ Copy ] [ FPaste

Paso 5. verificar la configuracién de DHCPvV6 con estado en el R1.

a. Emita el comando show ipv6 interface g0/1 para verificar que la interfaz esté en el modo DHCPv6
con estado.
R1# show ipv6 interface g0/1
GigabitEthernet0/1 is up, line protocol is up
IPV6 is enabled, link-local address is FE80::1
No Virtual link-local address(es):
Global unicast address(es):
2001:DB8:ACAD:A::1, subnet is 2001:DB8:ACAD:A::/64
Joined group address(es):
FF02:1
FF02::2
FF02::1:2
FF02::1:FF00:1



FF05::1:3
MTU is 1500 bytes
ICMP error messages limited to one every 100 milliseconds
ICMP redirects are enabled
ICMP unreachables are sent
ND DAD is enabled, number of DAD attempts: 1
ND reachable time is 30000 milliseconds (using 30000)
ND advertised reachable time is O (unspecified)
ND advertised retransmit interval is O (unspecified)
ND router advertisements are sent every 200 seconds
ND router advertisements live for 1800 seconds
ND advertised default router preference is Medium
Hosts use DHCP to obtain routable addresses.
Hosts use DHCP to obtain other configuration.

& R1 - = [ 2] | i—
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Bl lconftig 1™ ¥ oL
SLIMNEKE-S—CHARMNEED: Interface GigabitEthermnetO,1, changed state to
up

SFLINMEPFROTO-S5—TUPDOWHN: Line protocol on Interface
CigabitEthernet0., 1, changed sState to up

Rl {config—if£) #end
R1E
ES¥S5-5—CONMFIG_I: Configured from conscle by consocle

RlEshow ipwe interface gl/,1
GCigabitEthernetdys1 is up, linme protocol is up
IPwve is enabled, link—-local address jis FESO0::1
Mo Virtual link—local address{es):
Global unicast address{es) :
Z001:zDES-ACAD:-A-:z]1, sSsubnet is Z001l:DEBS-ACRD:A: -/ a4l
Joined group address {es) :
FFOZ:-:z1:zZZ
FFOZ:-z1-FFO00O:-1
MTIT is 1500 bytes
ICHMP error messages limited to one every 100 milliseconds
ICHMDP redirects are enakled
ICHME unreachables are =ent
MDD DAD is enabled, number of DAD attempts- 1
HD reachakle time is 30000 milliseconds

MDD advertised reachakble time is 0 {(unspecified)
HMD adwvertised retransmit imterval is 0 {(unspecified)
MD router advertisements are sSent every Z00 seconds
HD router advertisements liwve for 1800 seconds =
MDD advertised default router preference is Medium
Hosts use stateless autoconfig for addresses.
R1E =7
[ Copy ] [ Paste ]

b. En el simbolo del sistema de la PC-A, escriba ipconfig /release6 para liberar la direccion IPv6
asignada actualmente. Luego, escriba ipconfig /renew6 para solicitar una direccion IPv6 del
servidor de DHCPv6.



"& pc-a EEREE )

Physical Config | Desktop I Custom Interface |

[ GLOBAL I = FastEthernetO

[ Settings ] Port Status

[Algorithm Settings | Bandwidth @ 100 Mbps
[ ]

[ ]

INTERFACE Duplex Half Duplex @ Full Duplex Auto
FastEtherneto mMacC address 0001.9767.1DEG

IP Configuration
DHCP

Static

IP Address
Subnet Mask

IPwve Configuration

DHCP

Auto Config

Static

IPwve Address o
Link Local Aaddress: FES80::201:97FF:FEG7: 1DES

& pc-A = B |-t |
Physical I Config | Desktop | Custom Interface |

| IP Configuration

IP Configuration
| ) DHCP @ Static

IP Address

Subnet Mask

Default Gateway

DMNS Server

IPwE Configuration
DHCP () Auto Config ) Static

IPwvHt Address |

Link Local Asddress FES80::201:97FF:FE&7: 1DE&

IPwHo Gateway |FE80::

IPvE DNS Sarver |2001:DEIS:ACAD:A::AEICD
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R1E e
*mar 1 01:zZ7:12_72Z2&: IPwe DHCDP: Receiwved SOLICIT from
FESO0::zZ01l-97FF:FE€7I1DEse on FigabitEthernet0/,1
*mar 1 012713 _7Z&: IPwe DHCP: detailed packet contents
*mar 1 01zZ27:13_7Z2&: src FES0::Z01:597FF:FE&7:1DES
{(CigabitEthernetOs1)
*mar 1 012713 _7Z&e: dst FFO0Z::1:2Z2 (GigabitEthernetO0,/,1)
*mar 1 01zZ27:13_7Z&: type SOLICIT{(1), xid 2
*mar 1 01z27:13_72&e: option ELAPSED-TIME{(S), len ©
*mar 1 012713 _7Z&e: elapsed—time 41337
*mar 1 012713 _T72&: option CLIEMIID{(1), len 45
*mar 1 01:Z7:13_TZa: 00—01—-00—-01—&0-D5—15-53—00—-01—-37—&7—1D—
E&
*mar 1 012713 _T72&: option ORO{(&), lemn 10
*mar 1 01:zZ7:13_7Z&: Ia—-PD, DNS—-SERVERS, DOMATN-LIST
*mar 1 012713 _.7Z& opticn IA-PDN{Z5), lemn 1%
*mar 1 01zZ27:13_7Z&: IATD OxZ7S3930, T1 O, TZ 0O
*mar 1 01zZ27:13_72Z&: IPwed DHCP: TUsing inmterface pool IBPVEPOOL—2
*mar 1 01zZ27:13_7Ze: IPve DHCP: Sending ADVERTISE to i
FESO0::zZ01l:-97FF:FE€7I1DEfe on FigabitEthernetO0/,1
*mar 1 01:zZ7:13_7Ze: IPwve DHCPF: detailed packet contents =
*mar 1 012713 _7Z&e: src FEEO::1 (FigabitEthermnetd/,1)
*mar 1 01zZ27:13_7Z&: dst FEBO::Z01l:-:97FF-FE&7:1DE®S =
(EigabkitEthernetds1)
*mar 1 01zZ27:13_7Z&: type RDVERTISE(2Z2), xid 2
*mar 1 012713 _T72&: option SERVERID(Z), len Z4
*mar 1 01:zZ7:13_7Z&: 0002000100400BCCEES01
*mar 1 012713 _7Z2Z&e: option CLIEMIID{(1), len Z4
*mar 1 01zZ7:13_7Za 0003000100400 BCCERS0L
*mar 1 012713 _72&: option IA-PFD{(Z5), lemn 45
*mar 1 01l:Z7:i13.7Za: IATD OxZ7320, T1 O, Tz 0O —
[ Copy ] [ Paste
[
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*ma
“ma
ma
*ma
“ma
ma
*ma
“ma
Ea

*ma
“ma
ma
*ma

*m=rx 1 01z
FESOzZ:-Z0O1l:
*m=x 1 01z
*m=rx 1 01z
iFigabitETthernet

BERBERBRERR

HERRBRRRR

SRR

R

o127
o127
O1L-Z7
o127
o127
o1 7
o127
o127
o127
o127
O1L-Z7
o127
o127
O1L-Z7
o127
o127
20157
T ZET
20

=27

for

27
57
=27
27

13 .72z IPwe DIHCP: Receiwved REQUEST from i
FF:FE€7TI1DEfe on FigabitEthermnetcOs1
12 .7Z2Z&:z: IDPwe DHCD: detailed packet comtents
13 .TEZE: src FESO0::ZO01l:-S97FF:FE&S7:-1DES
Lo R B ]
12 .TFZE: dst FES20::1 {({CigaskitEthernetd, 1)
-13.726= type REQUEST(3), xid =2
13 .TEEC option ELAPSED-TIME (S) ., len ©
12 .TFZE: elapgsed—time 0O
13 .TEZE: option SERVERID{(Z), lenn Z24
13 .7Z2s 00030001004 00BCCERS01
12 .TFZE: coption CLIENTIID{(1), lem 45
13 .TEZE: o0—01—-00—-01—0-D5—-15—59—00—-01—-97 &7 10—
=13 _.72&6= ocpticm ORO(&E), len 10
13 .TEZE: In—PD, DHNS-—SERVERS, DOMATHN-LIST
I1l3.TZ6: option IAR-PDI{(Z5) ., len 45
12 .TFZE: IETD DOxZ7TS3930, TiT O, Tz 0O
13 .TEZE: option IAPREFIX (Za), Z5
13 .TZE2Ze:z: preferred 0, walid 0, prefix 0_.0_0_0s0
12 .72Z&:z IDwe DHCD: Using interface pococl IDVeEDOOL—R
13 .72€:z IPwe DHCP: Creating binding foxr
FF:FES€T7I1DE® inm pococl IPVEPOOL—R
13 _.7Ze:x IPwe DHCP: ARllocating IA _PD Z7330 imn binding
1-S7FF-FE&7:-1DES
13 .7Z2€: IPwe DHCP: Allocating prefix O0.0.0.00 in -
FESO0:--Z01:-97FF-FE&T7T-1DE&, ITATD 2793930 3
Tl .TEEC DHCFPF: Sending REPLY to e
FF-FE&7T= on GigabitEthernetOs1
13 .TFZEE: DHCP: detailed packet comtents
Tl .TEEC src FES0:I 11l {FigabitEthernetd/,1) -

[ ceey |[ Paste |
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= = = = E T g
*ma=r 1 01:Z7:12_.7Z&e:x praeferred 0, walid 0, prefix 0.0_0.0/,0 -
*mar 1 01:Z7:123_7Z&: IPve DHCPF: Using interface pool IPVEPOOL-—IA
*mar 1 01:Z7:13.7Z&: IPwve DHCP: Creating binding for
FES0::z201:87FF:FE67:1DES6 in pool IPVEPOOL—A

*mar 1 01:27:13_7Z2Z¢: IPve DHCP: Allocating I& PD 27330 in binding
for FEES0::Z01:37FF:FE&T7:1DES

*mar 1 01:Z27:12_.7Ze: IPve DHCPF: ARllocating prefix 0.0.0_.0,/0 imn
inding foxr FEE0::Z01:97FF:FE&7:1DE&, IATID Z7330

*mar 1 01:Z7:13_.7Z&: IPve DHCPF: Sending REPFLY to
FES0:-:Z201:837FF:FE€7:10DE¢€ on GFigabitEthernetds1
*marxr 1 01:27:12.7Z2&: IPwve DHCPF: detailed packet contents

*marr 1 01:-Z2Z7:-13_7Z&: grc FEB80::1 {(GigakbitEthermetld/,1)
*mar 1 01:Z7:13_7Z&: dst FESO0 Z01-S97FF:-:FE&T:1DE&
(FigabitEthernetds1)
*mar 1 01:Z27:13_.7TZ6e: type REPLY (7)), xid Z
*mar 1 01:Z27:-13_7Z&: option SERVERIDI(Z), len 24
*mar 1 01:Z27:123.72a: 00020001004 00BCCEBE0L
*mar 1 01l:Z27:-13_72&: ocption CLIENTITID{l1), len 45
[ | *ma=r 1 01:Z7:12_.7Z&e:x 00—01-00—01—-&e0-D5—-15-59—-00—-01—-97—&7—1D—
Ea
*mar 1 01:Z27:13_.7TZ6e: option IA-FD{(Z5), len 41
*mar 1 01:27:13_72&: IATD Ox2735%0, T1 O, T2 0O
| | *mar 1 01:Z27:-13_7Z&: option IAPREFIH(Z8), 23
*mar 1 01l:Z27:-13_72&: preferred 0, walid O, prefix 0.0.0.0/0
*ma=r 1 01:Z7:12_.7Z&e:x option DMNS-SERVERS (Z2), lemn Z0
*mar 1 01:Z27-13_TZ&: Z001:DES-ACRAD-A:- - BBCD
*mar 1 01:Z7:-13_7Z&: cption DOMATHN-LIST (Z4), len 5
*mar 1 01:Z7:-13_7Z&: ccna—Stateful DHCOPwE - com =
R1E
R1E -
[
| [ Copy ] [ Paste ]
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c. Emita el comando show ipv6 dhcp pool para verificar el nimero de clientes activos.



R1# show ipv6 dhcp pool
DHCPv6 pool: IPV6POOL-A

Address allocation prefix: 2001:DB8:ACAD:A::/64 valid 172800 preferred 86400 (1 in use, O
conflicts)

DNS server: 2001:DB8:ACAD:A::ABCD
Domain name: ccna-StatefulDHCPv6.com
Active clients: 1

& R1 - (e | L | ———
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mar 1 UlzZL¥zla. Ve ILhFve DHULEFD Allocating L4 FIY ZVEE0 1nm binding
for FEEB0::zZ01l:97FF:FEE7:1DEG

*mar 1 01:z27:13_72&: IPwe DHCP: Rllocating prefix 0.0_.0_.0,0 in
binding for FES0::Z201:37FF:FE&7:1DE&, I&ATID Z7330

-

*mar 1 01:zZ27:13.72Zg€: IPwve DHCP: Sending REFLY to
FEEO::Z01:87FF:FEE€71DEf on GigabitEthermnetcl/s;1

*mar 1 01:z27:13_72Z2&: IPwve DHCPE: detailed packet contents
*mar 1 01:z27:13_72&: src FEB0::1 (GigabitEthermnetl/1)
*mar 1 01:Z7:13.72Z6: dst FES0::Z01l:S37FF:FE&7:1DEG

(GigabitEthernetO/s,1)
*mar 1 01:Z7:13. -

1
'
i]

728 type REPLY (7)), xid Z

*mar 1 01=Z27:13_72& option SEBRVERIDI{(Z), len Z4

*mar 1 01:Z7:13.726 00020001004 00BCCEBE0L

*mar 1 01zZ7:13_7Z& option CLIENIID{(1), len 45

*mar 1 01:Z27:13_7Z& 00—01-00—-01—-&80-D5—-15-53—00—-01-37—-&7—-1D—
» Eo

*m=r 1 01zZ2Z7:13.7TZ2& coption IAR-PD{(Z5), len 41

*mar 1 01zZ7:13_7Z& IATD OxZ7S30, T1 O, TZ 0O

*mar 1 01:Z27:13_7Z& ocption IAPREFIX(Z&8), 23

*mar 1 01:=27:13_72& preferred 0, walid 0, prefix O0_.0_0_0/,0

*m=r 1 01zZ2Z7:13.7TZ2& option DNS—SERVERS (22), len Z0

*mar 1 01zZ7:13_7Z& Z001:DBE-ACAD:A: ABCD

*mar 1 01:zZ7:13_TZ&8 option DOMRTMN-LIST (Z4), len 5

*mar 1 01:Z27:13_7Z¢ ccna—Stateful DHOPwE . com

R1g

RlEgshow ipve dhcp pool
DHCPwe pool: IPVePOOL—3A
DMS serwver: Z001:DRBE:RCRD:-L: :RBCD

m

Domain name: ccna—Stateful DHCPvE . com
RBctive clients: O
R1E =

[ coey ] [_paste ]

d. Emita el comando show ipv6 dhcp binding para verificar que la PC-A haya recibido su direccion
IPv6 de unidifusion del pool de DHCP. Compare la direccion de cliente con la direccion IPv6 link-
local en la PC-A mediante el comando ipconfig /all. Compare la direccion proporcionada por el
comando show con la direccion IPv6 que se indica con el comando ipconfig /all en la PC-A.

R1# show ipv6 dhcp binding
Client: FE80::D428:7DE2:997C:B05A
DUID: 0001000117F6723D000C298D5444
Username : unassigned
IA NA: IA ID 0xOE000C29, T1 43200, T2 69120
Address: 2001:DB8:ACAD:A:B55C:8519:8915:57CE
preferred lifetime 86400, valid lifetime 172800
expires at Mar 07 2013 04:09 PM (171595 seconds)



e.
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[Fm=r I OLl-Z7
*mar 1 0127
*mar 1 0127
(CigabitEthe

*mar 1 0127
*mar 1 01zZ7
*mar 1 01:Z27
*mar 1 0127
*mar 1 0127
Eo

*mar 1 0127
*mar 1 0127
*mar 1 0127
*mar 1 0127
*mar 1 01:=27
*mar 1 0127
*mar 1 0127
*mar 1 0127
R1g

RlEgshow ipwe
DHCEwe pool:

Rotiwve oli
RlEgshow ipwe
Client: (=4

DOID: O0-—0

I PD: IR

DMNS server:
Domain name: ccna—Stateful DHCPvE . com

TI= . T=ee. 10ve DHCPD: det=iled p=ckert cnntEﬁfE__________j_
tl3.T72ex: src FEEB0::1 (GigabitEthernetl/1)

13 .7Z&: dst FES0::Z01:37FF:FE&7:1DE&

roetd 1)

13_726e type REPLY (7)), =xid 2

13 .7Z6 ocption SERVERIDI(Z), len Z4

12.726 00020001004 00BCCEBE0L

13 _.72Z& cption CLIEWNTID{(1), len 45

132 .7Z& o00—-01-00—-01-&e0-D5—-15-539—-00—-01-3937—-&7—1D—
13.728 option IA-PD{Z5), len 41

12.726 IATD OxZ7990, T1 O, TZ 0O

13_72¢6 option IAPREFIX (Ze), Z3

132 .7Z& preferred 0, walid 0, prefix 0.0_0_.0/,0
13_726e optiocon DNS-SERVERS (Z23), len Z0

13 _72& Z001:DES-ACAD:A: ABRCD

12.726 opticon DOMARTIMN-LIST{(Z4), lemn S

13.72Z% ccna—Stateful DHOPwE . com

dhcp pool
IEPVeBPOOL—R
2001 -DBB:-ACAD:-A: : ABCD

ents: 0O

dhcp binding

gabitEthernetds 1)
1-00-01—-60-D5—-15-53—-00-01-97—-&7-1D-E&
ID» 27390, T1 O, TZ 0O

Prefix: 0.0.0.0s0 =
preferred lifetime 0, walid lifetime O
exrpires at noviembre Z3 Z017 11:432:11 am (0 seconds)
R1E -
Copy | | Paste

Adaptador de Ethernet Conexidn de area local:

Sufijo DNS especifice para la conexidn. cena—Stateful DHCPub .com

Descripcion - . . .
MT

Direccidn fisica. .

RHCE_hahiliEadu

Direccién IPué .
-

Concesidn obhtenida.

La concesidn expira
:38:683

Y ..
Direccion IPve . .

Direccidn IPud. . .
-
Mascara de subred .

Puerta de enlace predeterminada

IAID DHCPwE . .

DUID de cliente DHCPuw6. . . .

Servidores DMNS. . .

NetBIOS sobre TCP/IP. .

. - Conexion de »ed Intel{R> PRO. 1006
. 08-8C-29-E3-23-17

1
-

hE-acad:za:h55c:85192:8215:5%7ce(Pref
: Jjueves, B% de szeptiemhre de 2813
: jueves, B9 de septiembhre de 2013
- 2801 :dbB:acad:-as24ba:aBabB:fA:ff8E(Prefe
feB8@::d428:7de2:297c-hB5a>11<{Preferidod
122 168 .96 .139<{Preferido>
255255 .255.8
feB@::1x11

234884137
88-81-88-81-19-A7-DD-BE-B8-AC-29—

2881 :dbB:acad:-a::ahcd
habilitado

Emita el comando undebug all en el R1 para detener la depuracién de DHCPV6.

Nota: escribir u all es la forma mas abreviada de este comando y sirve para saber si quiere evitar
que los mensajes de depuracion se desplacen hacia abajo constantemente en la pantalla de la sesién

de terminal. Si hay varias
R1# u all

depuraciones en proceso, el comando undebug all las detiene todas.



Se ha desactivado toda depuracion posible

$R1 — (5] | ——

Phwysical Config CLI
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Press RETUORN to get sStarte a_

Rlrxenable

Passwox daz

RlEshow ipwvéd dhocp binding

Client: (GigabitEthernetOs, 1)
DI 0O0—01—00—01 -0 DS—15—-59—-00—01—-397—&7-1D—E&
In PD: IA ID 27590, T1 O, TZ O

preferred lifetime O, walid lifetime O
expires at noviembre Z3 2017 1:38:39 pm (0 sSecon A=)

RlFfFundebug al11
211 possible debugging has been turned ofs
=1 | =

Copty | | Paste

Revise los mensajes de depuracion que aparecieron en la pantalla de terminal del R1.

1) Examine el mensaje de solicitud de la PC-A que solicita informacion de red.

*Mar 5 16:42:39.775: IPv6 DHCP: Received SOLICIT from FE80::D428:7DE2:997C:B05A on
GigabitEthernet0/1

*Mar 5 16:42:39.775: IPv6 DHCP: detailed packet contents

*Mar 5 16:42:39.775: src FE80::D428:7DE2:997C:B05A (GigabitEthernet0/1)

*Mar 516:42:39.775: dst FF02::1:2

*Mar 5 16:42:39.775: type SOLICIT(1), xid 1039238

*Mar 5 16:42:39.775: option ELAPSED-TIME(8), len 2

*Mar 516:42:39.775:  elapsed-time 6300

*Mar 5 16:42:39.775: option CLIENTID(1), len 14

2) Examine el mensaje de respuesta enviado a la PC-A con la informacién de red DHCP.
*Mar 5 16:42:39.779: IPv6 DHCP: Sending REPLY to FE80::D428:7DE2:997C:B05A on
GigabitEthernet0/1

*Mar 5 16:42:39.779: IPv6 DHCP: detailed packet contents

*Mar 516:42:39.779: src FE80::1

*Mar 516:42:39.779: dst FE80::D428:7DE2:997C:B05A (GigabitEthernet0/1)

*Mar 516:42:39.779: type REPLY(7), xid 1039238

*Mar 516:42:39.779: option SERVERID(2), len 10

*Mar 516:42:39.779:  00030001FC994775C3EOQ

*Mar 516:42:39.779: option CLIENTID(2), len 14

*Mar 516:42:39.779: 00010001



R1#17F6723D000C298D5444

*Mar 516:42:39.779: option IA-NA(3), len 40

*Mar 516:42:39.779:  1AID 0XxOE000C29, T1 43200, T2 69120

*Mar 516:42:39.779:  option IAADDR(5), len 24

*Mar 5 16:42:39.779: IPv6 address 2001:DB8:ACAD:A:B55C:8519:8915:57CE
*Mar 516:42:39.779:  preferred 86400, valid 172800

*Mar 516:42:39.779: option DNS-SERVERS(23), len 16

*Mar 516:42:39.779: 2001:DB8:ACAD:A::ABCD

*Mar 5 16:42:39.779: option DOMAIN-LIST(24), len 26

*Mar 516:42:39.779:  ccna-StatefulDHCPv6.com

S R1 . = | B | S

| Physical I Config | CLI |

105 Command Line Interface

*mar 1 012713
FEB80:-:Z01:97FF:FE
*mar 1 012713
*mar 1 01:Z27:13.
{(GigabitEthernet0/ 1)

IPwe DHCP: Receiwved REQUEST f£from
t1DEEe€ om GigabitEthermetOs1
IPFvwe DHCP: detailed packet contents
src FES0::Z01:-597FF:FE&7T:1DES

*mar 1 01:Z27:-13._ dst FES0::1 {(GigabitEthermetds1)

*mar 1 ZTI1l3. type REQUEST{(3), xid 2

*mar 1 13 . cpticn ELAPSED-TIME(S), len €

*m=r 1 13 . elapsed—times 0O

*mar 1 =13 . option SERVERIDI{(Z), len Z4

*mar 1 13 . 00030001 00400BCCBS0L1

*mar 1 =13 . option CLIENIID{(1), len 45

*mar 1 13 . 00—01-00—-01—-€0-D5—15—-5393—-00—-01—-37—&7—1D—
Ea

*mar 1 =13 . option CORO(&), lemn 10

*mar 1 Tol3 . I2—FD, DMNS—SERVERS, DOMAIN-LIST

*mar 1 =13 . cption IA-PD{(Z5), len 45

*mar 1 13 . IATD OxZ7S30, T1 O, TZ 0O

*mar 1 =13 . option IARPREFIX (Z&), Z3

*mar 1 13 . preferred 0, walid 0, prefix 0_.0_0_.0,s0
*m=r 1 IPwe DHCPE: Using interface pool IBPVePOOL—RA
*m=r 1 IPwe DHCP: Creating bPinding for

FES0:=-: t1DEe im poocl IPVEPOOL—R

*mar 1 01:27:12_72Z&: IDPwve DHCP: ARllocating IR PD 2735530 in binding
for FEBO0::Z01l:37FF:FE&7:1DE&

*mar 1 01:27:123_72&: IPwve DHCP: Allocating prefix O0_.0_.0_.0/0 im
binding for FE80::Z01:97FF::FE&7:1DE&, IAID Z79330

m

*mar 1 01:Z27:13_72Z&:
FES0:-:zZ201:-:37FF:FE
*mar 1 01:Z7I13.7
*mar 1 01:Z7I13.72

IPwe DHCP: Sending REPLY to
t1DE€ om GigabitEthermetOs1
IPwe DHCP: detailed packet contents
src FES0::1 {GigakbitEthernet0,/1) -

i

[ Copy ] [ Paste ]
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*mar 1 012713 Z&= preferred O, walid 0, prefix 0.0_.0.0,0 =
*max 1 012713 Ze:z IDPwe DHCP: Using interface pool IDVeEPOOL—RA
*max 1 012713 Ze:z IDPwe DHCP: Creating binding foxr
FES20:-:-Z01:-97FF: ES71DES in pool IPYVsEPOOL—RA
*mar 1 01:27:13_72Z&: IPwve DHCF: A2llocating IA PD Z7330 in kbinding
for FES0::Z01:-:97FF-FE&7:-1DES
*marxr 1 012713 .72Z¢&:z IPwe DHCP: Allocating prefix 0.0.0.0/0 imn
binding for FES0:IZ01l:37FF:iFE&7:I1DES, IATD Z7330
*mar 1 012713 .72Z&8: IPwe DHCPF: Sending REPLY to
FESO-Z01:-:37FF:FEST7I1DESf on GFigabitEthernetds,1
*mar 1 01l:Z27I113.7Ze: IPve DHCP: detailed packet contents
*mar 1 01l:Z7I13.7TZ6: src FESO0:I Dl {(EFigabitEthernetO/s,1)
*mar 1 01l:zZT7I13.7Z8: dst FESO:I:Z01l:-3T7FF:FEST:I1DES
FigabitEthernetOs1)
*m=r 1 01l:zZ7z13_7Ze: type REPLY (7)), xid Z
*m=r 1 01l:zZ7z13_7Ze: option SERVERIDI(Z), len Z4
*mar 1 01:zZ7I13._.7Z6: 00030001004 00BCCEBS01
*mar 1 012713 _T7TZ&: option CLIENMNTID({(1), len 45
*mar 1 01:Z27:-13_7Za: o90—01-00—01—2e0-D5—15—55—-00—-01-37—&7—1D—
Ea
*mar 1 012713 _T7TZ&: option IA-PD{(Z5), len 41
*mar 1 01:Z27:-13_7Za: IATD OxZ7S930, T1 O, TzZ 0O
*mar 1 01:Z27:-13_7Za: ocpticn IAPREFIH (Z&), Z3
*mEr 1 012713 _7Z&e: preferred 0, walid 0, prefix O0_.0_0_0,0
*mar 1 012713 _T7TZ&: option DMNS—SERVERS (Z2), len Z0
*mar 1 01:Z27:-13_7Za: Z001:DES-ACRD:-A - - BRBCD =l
*mar 1 012713 _T7TZ&: option DOMATHM-L.IST{(Z4), len 5
*mar 1 01:Z27:13_7Z&: cona—Stateful DHCOPWwE - com =
R1E _
R1E —
| | [ Copy ] [ Paste ]

Paso 6. verificar DHCPv6 con estado en la PC-A.

a. Detenga la captura de Wireshark en la PC-A.

b. Expanda el mensaje RA mas reciente que se indica en Wireshark. Verifique que se haya
establecido el indicador Managed address configuration (Configuracion de direccion
administrada).

Filter: I\pvﬁ.dst==ﬂlz::1 ﬂ Expression... Clear Apply
No. I'I'lme ISouroe IDestinatio IProbocoI ILength |Ir1Fc
36 54.582255 feBO:: ffo2::1 ICMPVE 118 rRouter Advertisement from fc:99:47:75:c3:el
265 215.309226 fe80 ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
425 373.272435 feB0:: ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
553 554.893786 feB0:: ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
664 730.139576 feB0:: ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el
775 922.720109 fe80:: ffo2::1 ICMPVE 118 router Advertisement from fc:99:47:75:c3:el

B Frame 775: 118 by 118 bytes captured (944 bits)
# Ethernet II, src: fc:99:47:75:c3:el (fc:99:47:75:c3:el), Dst: IPvomcast_00:00:00:01 (33:
# Internet Protocol version 6, src: fe80::1 (fe80::1), bpst: ffo2::1 (ffoz2::1)
E Internet Control Message Protocol vé
Type: Router Advertisement (134)
Code: 0
Checksum: 0x3a82 [correct]
cur hop Timit: 64
L Elags- Oxcl

|

33:00:00:00:01)

= Managed address configuration: set I

= OCtner conmiguracion: et

= Home Agent: NoOt set

= prf (Default Router Preference): Medium (0)
= Proxy: Not set

= Reserved: 0

pontar Tifatrime (=Y. 1RON

c. Cambie el filtro en Wireshark para ver solo los paquetes DHCPV6 escribiendo dhcpv6 y, a
continuacion, haga clic en Apply (Aplicar). Resalte la tltima respuesta DHCPVG6 de la lista y



expanda la informacion de DHCPv6. Examine la informacion de red DHCPv6 incluida en este

paquete.

Filter: Idhcpvs j Expression... Clear Apply

No. |ﬂma |Source IDesﬁnation IProboooI ILength IInfo |
250 443.078236 fe80::d428:7de2:997 ff02::1:2 DHCPVE 146 solicit XID: Ox2b2a8e CID: 0001000117f6723d000c2
267 475.083284 feB0::d428:7de2:997 ff02::1:2 DHCPVE 146 so0licit XID: Ox2b2a8e CID: 0001000117f6723d000c2
425 656.281211 feB0::d428:7de2:997 ff02::1:2 DHCPVE 146 solicit XID: Oxc86c32 CID: 0001000117f6723d000cC2!
429 656.282249 feB0::1 fe80::d428:7de2 :997 DHCPVE 191 advertise XID: Oxc86c32 CID: 0001000117f6723d000
460 657.292018 feB0: :d428:7de2:997 ff02::1:2 DHCPVG 188 Request XID: Oxc86c32 CID: 0001000117f6723d000c2!
462 657.292638 feB0::1 fe80::d428:7de2:997 DHCPVE 191 Reply XID: Oxc86c32 CID: 0001000117f6723d000c298

F Ethernet II, src: Tc:99:47:75:c3tel (Tc:89:47:75:c3:el), Dst: Vmware_be:6c:89 (00:50:56:be:0c:89)
® Internet Protocol version 6, src: fe80::1 (fe80::1), Dst: fe80::d428:7de2:997c:b05a (fe80::d428:7de2:997c:b05a)
® User Datagram Protocol, Src Port: dhcpve-server (547), Dst Port: dhcpve-client (546)
[El DHCPVE
Message type: Reply (7)
Transaction ID: Oxc86c32
# server Identifier: 00030001fc994775c3e0
# Client Identifier: 0001000117f6723d000c298d5444
B Identity Association for Non-temporary Address
option: Identity Association for Non-temporary Address (3)
Length: 40
value: 0e000c290000a8c000010e000005001820010db8acad000a. ..
IAID: 0e000c29
T1: 43200
T2: 69120
I # IA Address: 2001:db8:acad:a:b55c:8519:8915:57ce |
=l DN5 recursive name server
option: DNS recursive name server (23)
Length: 16
value: 20010db8acad000a000000000000abcd

I DNS servers address: 2001:db8:acad:a::abcd
Oomain Search L15T

option: Domain Search List (24)
Length: 25
value: 1363636e612d537461746506756c44484350763603636fad. ..
in search 1List
Domain: ccna-StatefulDHCPVE. com | [

Reflexion

1. ¢Qué método de direccionamiento IPv6 utiliza mas recursos de memoria en el router configurado
como servidor de DHCPv6: DHCPV6 sin estado o DHCPv6 con estado? ¢Por quée?

DHCPvV6 con estado usa mas recursos de memoria, pero DHCPv6 con estado requiere que el
enrutador almacene informacién de estado dindmico sobre los clientes de DHCPv6 Los clientes.

DHCPV6 sin estado no usan el servidor DHCP para obtener informacion de direccion, por lo que
esta informacidn no necesita almacenarse

2. ¢Queé tipo de asignacion dindmica de direcciones IPv6 recomienda Cisco: DHCPv6 sin estado o
DHCPv6 con estado?

Cisco recomienda la DHCPV6 sin estado cuando implementan y desarrollan redes en IPv6 sin un
reqistro de Red Cisco (CNR)




Tabla de resumen de interfaces del router

Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 Interfaz serial

router #1 n.C22 n.2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(F0/0) (FO/1) (S0/1/0) (S0/1/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuantas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En
esta tabla, no se incluye ningln otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un
router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.
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10.3.1.1 IoE and DHCP Instructions

IdT y DHCP

Objetivo
Configure DHCP para IPv4 o IPv6 en un router Cisco 1941.

Recursos necesarios

Software de Packet Tracer
SOLUCION
J-g:_?"
. .
1941
Routerd

Ay i
PC-FT PC-PT
FCO PC1

Laptop-PT
Laptop-FT Laptop2
Laptop0

Laptop-FT

Laptopl



Configuracion inicial del Router =>

- Asignamos nombre e IP de la interface GO/1 al router:

HEouter»en
Bouterfcont t
Enter configuration commands, one per line. End with CHIL/Z.

Router (config) §Hostname RI1

Bl {config)#int gls1

Bli{config-if) §ip address 132 _168.1.1 Z55_255.
Bl {config-if) #no Sh

[
wn
T
[}

Rl {config-if) ¢
2LINE-5-CHRNEED: Interface GigabitEthermnet0/1, changed state to
ug

- Configuramos la parte del DHCP(que asigne ip’s de la 192.168.1.11 en adelante):

Bl {config-if) #exit

Bl (config) #ip dhep excluded-address 132.168.1.1 13Z.168.1.10
Bl {config) #ip dhep pool LAN

Bl (dhecp—config) fnetwork 15Z_168.1_.0 Z55_25
Bl (dhcp—config) #default-router 152.168.1.1
Rl (dhep-config) fexit

Bl {config) §

5.255.0

Configuracién de los dispositivos =>

- Creamos el direccionamiento automatico en los diferentes dispositivos:

Ly

Physical Config Desktop Attributes Software [Services

IF Configuration

1P Configuration

(® DHCP () Static

IP Address

Subnet Mask

Default Gateway

DNS Server

1PvE Configuration

(O DHCP () Auto Config (@) Static
1Pv6 Address | | 7]
Link Local Address |FEBD: 1240:BFF:FEAE:1EB8

|
|
IPvE Gateway | |
|

1PvE DNS Server |

[ Top




Physical Config

Desktop Attributes Software/Services

IF Configuration

IP Address
Subnet Mask
Default Gateway

DNS Server

IPvE Configuration

IPv6 Address
Link Local Address
IPvE Gateway

IPwG DNS Server

(O DHCP () Auto Config (@) Static

192.168.1.1

| | 7]
[FE0::201:63FF:FE13:D0A3

|
|

[ 1op

— O pes

Specifications /O Config ~ Physical ~ Confi;  Thing Editor ~ Programming  Attrik ¥ 2

GLOBAL
Settings
Algorithm Settings
INTERFACE
| | FastEthernetd 'I

FastEthernetd A

Port Status on
Bandwidth 100 Mbps 10 Mbps Auto
Diuplex Half Duplex Full Duplex Auto
MAC Address 0030.A34E, CCAQ |

IP Configuration

Default Gateway 192.168.1.1

IP Address 152.1558.1. 16

Subnet Mask 255.255.255.0

DNS Server

IPve Configuration

(O DHCP

() Auto Canfig

(@) static

IPvE Address IJ'I

Link Local Address:| FEB0:: 230:A3FF :FE4E:CCAD

IPvi Gateway A

O Top




® Equipo_Sonido O *
Specifications Physical Config Attributes
GLOBAL FastEthernet A
Settings Port Status
Algorithm Settings Bandwidth 100 Mbps 10 Mbps
INTERFACE Duplex Half Duplex Full Duplex [+] Auto
FastEtherneto MAC Add 0002.4453.306D |
IP Configuration
(® DHCP
O static
Default Gateway 192.168.1.1
IP Address 192.168.1.17
Subnet Mask 255.255.255.0
DNS Server 0.0.0.0
IPv6 Configuration
() DHCP
() Auto Config
@ Static
IPv6 Address |I|
Link Local Address:| FER0:: 202: 4AFF:FES3:806D
IPvE Gateway hd
[ Top Advanced
E Camara O X
Spedifications Physical Config Attributes I}
GLOBAL FastEthernet A
Settings Port Status On
Algorithm Settings Bandwidth 100 Mbps () 10 Mbps [»] Auto
INTERFACE Duplex Half Duplex (%) Ful Duplex [+] Auto
FastEthernetd MAC Address 0001,6492,8C6C |
IP Configuration
(® DHCP
(O static
Default Gateway 192.168.1.1
IP Address 192.168.1.18
Subnet Mask 255.255.255.0
DNS Server 0.0.0.0
IPv& Configuration
() DHCP
() Auto Config
® static
IPv6 Address I,f|
Link Local Address:| FESD:: 201:64FF:FE92: 8C6C
IPvE Gateway hd
O Tep Advanced




1941
Routerd

Ny 1
- ‘
—1 e 24 .
# Light
PC-FT Lampara
PC-1

Laptop-PT
Portatil-1 Home Speaker
Equipo_Sonido

Camara

Probamos conectividad entre equipos y router =>

=
"
Physical Config Desktop Attributes Software,.'SENiceJ}

Command Prompt

Pinging 152 1.12 with 3 tes of data:

b
b
b
b

Minimim = 3ms,

Czhwsping 192_168_.1.1

Pinging 1%2.1€28.1.1 with 32 bytes of data:

Minimm = Oms, Maximum = 1lms,

[ Tep

Reflexion

1. ¢Por qué un usuario desearia usar un router Cisco 1941 para configurar DHCP en su red doméstica?
¢No seria suficiente usar un ISR mas pequefio como servidor de DHCP?

Porgue el Router 1941ofrece una amplia gama de servicios de seguridad en comparacion con
otros ISR por lo cual es mas confiable si de prestaciones y sequridad se trata. Pero si se puede




usar_un ISR mas pequeiio como _servidor dchp, pero el rendimiento es menor v puede ser
vulnerable a ataques informaticos.

2. ¢Como cree que las pequefias y medianas empresas pueden usar la asignacion de direcciones IP de
DHCP en el mundo de las redes IPv6 e 1dT? Mediante la técnica de la lluvia de ideas, piense y registre
cinco respuestas posibles.

- Control de Electrodomesticos (Domotica) en el hogar u oficina.

- Identificacion de errores de dispositivos de Red para su correspondiente mantenimiento.

- Sistemas cerrados de television (Vigilancia).

- Control de Procesos de una empresa atraves de una red dhcp.

- Control y monitoreo de PLC’s, IED’s y cualquier elemento de una Red en cualquier Empresa

11.2.2.6 Lab — Configuring Dynamic and Static NAT

Topologia

Servicios de
Internet simulados

Servidor
simulado




Tabla de direccionamiento

Gateway
Mascara de predeterminad
Dispositivo Interfaz Direccion IP subred 0
Gateway G0/1 192.168.1.1 255.255.255.0 N/A
209.165.201.1 | 255.255.255.25

S0/0/1 8 2 N/A

S0/0/0 209.165.201.1 | 255.255.255.25
ISP (DCE) 7 2 N/A

G0/0 192.31.7.1 255.255.255.0 | N/A
Server ISP NIC 192.31.7.2 255.255.255.0 192.31.7.1
PC-A (servidor
simulado) NIC 192.168.1.20 255.255.255.0 | 192.168.1.1
PC-B NIC 192.168.1.21 255.255.255.0 192.168.1.1

Objetivos

Parte 1: armar la red y verificar la conectividad

Parte 2: configurar y verificar la NAT estatica

Parte 3: configurar y verificar la NAT dindmica

Recursos necesarios

e 2 routers (Cisco 1941 con 10S de Cisco version 15.2(4)M3, imagen universal o similar)

e 1 switch (Cisco 2960 con 10S de Cisco version 15.0(2), imagen lanbasek9 o comparable)

e 2 computadoras (Windows 7, Vista 0 XP con un programa de emulacion de terminal, como

Tera Term)

e Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de

consola



e Cables Ethernet y seriales, como se muestra en la topologia

Parte5. armar lared y verificar la conectividad
En la parte 1, establecera la topologia de la red y configurara los parametros basicos, como las
direcciones IP de interfaz, el routing estéatico, el acceso a los dispositivos y las contrasefias.

Paso 1. realizar el cableado de red tal como se muestra en la topologia.
Conecte los dispositivos tal como se muestra en el diagrama de la topologia y realice el cableado segun
sea necesario.

Paso 2. configurar los equipos host.

Paso 3. inicializar y volver a cargar los routers y los switches seguin sea necesario.

Paso 4. configurar los parametros basicos para cada router.
a. Desactive la basqueda del DNS.
b. Configure las direcciones IP para los routers como se indica en la tabla de direccionamiento.
c. Establezca la frecuencia de reloj en 1280000 para las interfaces seriales DCE.
d. Configure el nombre del dispositivo como se muestra en la topologia.
e. Asigne cisco como la contrasefia de consola y la contrasefia de vty.
f. Asigne class como la contrasefia cifrada del modo EXEC privilegiado.

g. Configure logging synchronous para evitar que los mensajes de consola interrumpan la entrada del

comando.



Eouter»enable

Bouterfconf t

Enter configuration commands, one per line. End with CHTL/Z.
RBouter (config) $hostname Gateway

Cateway (config) fusername cisco pass

Fateway (config) fusername cisco password cisco
Fateway (config) §line consocle O

Cateway (config-line) #login local

Cateway (config-line) #logging ayn

Fateway (config-line) #logging synchronous
Fateway (config-line) fexit

Cateway (config) #no ip domain-lo

Cateway (config) fno ip domain-lookup

Fateway (config) fenable secret class

Fateway (config)gline vty 0 4

Cateway (config-line) #login local

Cateway (config-line) #logging synchronous
Fateway (config-line) fexit

Paso 5. crear un servidor web simulado en el ISP.
a. Cree un usuario local denominado webuser con la contrasefia cifrada webpass.
ISP(config)# username webuser privilege 15 secret webpass
b. Habilite el servicio del servidor HTTP en el ISP.
ISP(config)# ip http server
c. Configure el servicio HTTP para utilizar la base de datos local.

ISP(config)# ip http authentication local

(EL PROGRAMA NO PERMITE HACER ESTA CONFIGURACION, EN SU REEPLAZO
COLOCAMOS UN SERVIDOR WEB “SERVER ISP”)
Paso 6. configurar el routing estatico.

a. Cree una ruta estatica del router ISP al router Gateway usando el rango asignado de direcciones de
red pablicas 209.165.200.224/27.

ISP(config)# ip route 209.165.200.224 255.255.255.224 209.165.201.18
b. Cree una ruta predeterminada del router Gateway al router ISP.

Gateway(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.17



Paso 7. Guardar la configuracion en ejecucion en la configuracion de inicio.

Paso 8. Verificar la conectividad de la red

a. Desde los equipos host, haga ping a la interfaz GO/1 en el router Gateway. Resuelva los problemas
si los pings fallan.

et Tracer
BErping 1352

Pinging 19%2_168.1.1 with 32 bytes of data:

1
1.1.1:
P I

1

Ping statistics for 152.

Packets: Sent : B (=t : Lost = 0 (0% loss)
Approximate round trip times in milli-seconds:

Minimm = 0Oms, Maximim = 54ms, Average = 1!

']

Packet Trac
PCrping 192

Pinging 1

Beply fro
ly

Ping statistics for 13%:2.
Packets: Sent = 4
ate round trip ti
Minimm = 0Oms, Maximum = 18ms,

P P

-
%

b. Muestre las tablas de routing en ambos routers para verificar que las rutas estaticas se encuentren

en la tabla de routing y estén configuradas correctamente en ambos routers.



Gatewayishow ip route
Codes: L - local, © - connected, 5 — static, B - BRIPF, M - mobkile, B

- BEP

I — EIGRP, EX - EIGRP extermnzal, ¢ - OS5BF, IR - OS5PF inter
area

N1 - OS5PF N55R external type 1, NZ — O5PF N55R externzal type
2

El1 - OS5PF external type 1, EZ - O5PF external type Z, E -
EGP

i - I5-I5, L1 - I5-I5 lewel-1, LZ - I5-I5 lewel-2Z, iz - I5-
I5 inter area

* — candidate default, U - per—-user static route, o - CDR

P - periocdic downloaded static route

GCateway of last resort is 209.165.201.17 to network 0.0.0.0

192 . 16B8.1.0/24 i3 wariably subnetted, Z subnets, Z masks

c 192 168.1.0/24 is directly connected, GigabitEthermnet0/1

L 152 _168.1.1/3Z is directly connected, GigaebitEthermetd/1
205.16€5.201.0/24 is warisbly subnetted, Z subnets, Z masks

c 209_.1685_201.16/30 is directly connected, S5erialld/ 0/ 1

L 209_165_201_.18/32 is directly connected, S5eriald/0/1

5 0.0.0.0/50 [1/0] wia 203.185.201.17

I5P (config) #do show ip route
Codes: L - local, © - connected, 5 — static, B - RIP, M - mobkile,
B - BEP

I - EIGRP, E¥ - EIGRP external, & - OS5BF, IR - O5PF inter
area

N1 - OS5PF NS5S5L external type 1, HZ - O5PF NS5R external

0]

El1 - OS5PF external type 1, EZ - OS5PF external type 2,

i - I5-I5, L1 - I5-I5 lewvel-l, LZ - IS5-I5 lewvel-Z, ia -
I5-I5 inter area

* — pcandidate default, U - per-user static route, o — ODR

P - periodic downloaded atatic route

Gateway of last resort is not sSet

182_.31.7.0/24 is wvariskly subnetted, Z subnets, Z masks

c 182 .31_.7.0/24 is directly connected, GigabitEthernet0/0

L 1582 _.31_.7.1/32 jis directly connected, GigabitEthernet0/0
209_165_200.0/27 is subnetted, 1 subnets

5 Z205_165_Z00.224/27 [1/0] wia 205.165_201.18
209_.165_201.0/24 is wvarisbly subnetted, Z subnets, Z masks

c 209.165_201.16/30 is directly connected, Seri=ld/0/0

L 209-}55-201-1?{32 is directly connected, SerialQ/0/0

Parte 6.  configurar y verificar la NAT estatica.

La NAT estatica consiste en una asignacion uno a uno entre direcciones locales y globales, y estas
asignaciones se mantienen constantes. La NAT estatica resulta til, en especial para los servidores web

o los dispositivos que deben tener direcciones estaticas que sean accesibles desde Internet.



Paso 1. configurar una asignacion estatica.

El mapa estéatico se configura para indicarle al router que traduzca entre la direccion privada del
servidor interno 192.168.1.20 y la direccion publica 209.165.200.225. Esto permite que los usuarios
tengan acceso a la PC-A desde Internet. La PC-A simula un servidor o un dispositivo con una

direccion constante a la que se puede acceder desde Internet.

Gateway(config)# ip nat inside source static 192.168.1.20 209.165.200.225

Paso 2. Especifique las interfaces.
Emita los comandos ip nat inside e ip nat outside en las interfaces.

Gateway(config)# interface g0/1
Gateway(config-if)# ip nat inside
Gateway(config-if)# interface s0/0/1

Gateway(config-if)# ip nat outside

Paso 3. probar la configuracion.

a. Muestre la tabla de NAT estatica mediante la emision del comando show ip nat translations.

Gateway# show ip nat translations
Pro Inside global  Inside local ~ Outside local  Outside global

--- 209.165.200.225 192.168.1.20  --- ==

Fatewayishow ip nat translations

Pro Inside globkal Inside local futside local
Cutside global

-—— Z209_.155_.Z00.225 132.1e8.1_20 -——=

¢Cuadl es la traduccion de la direccion host local interna?
192.168.1.20 = _ 209.165.200.225

¢Quién asigna la direccidn global interna?

__Elrouter - el proveedor de internet_~

¢Quién asigna la direccion local interna?

__Los administradores de red



b. EnlaPC-A, haga ping a la interfaz Lo0 (192.31.7.1) en el ISP. Si el ping fallo, resuelva y corrija

los problemas. En el router Gateway, muestre la tabla de NAT.

s I»ping 192
Pinging 132 _T.1 with
1y £ro
ply fro
Bly
1y £

Ping statistic

Approximate round trip times im milli-—
Minimm = Z0ms, Maximm = 3lms,

Pinging 152

ply £

ply £
1
1w £

Ping statist
Ea ets3: nt N i
Approximate round trip times i
Minimm = léms, Maximim

Gateway# show ip nat translations
Pro Inside global  Inside local ~ Outside local  Outside global

icmp 209.165.200.225:1 192.168.1.20:1  192.31.7.1:1  192.31.7.1:1

--- 209.165.200.225 192.168.1.20  ---
Catewayfshow ip nat translations
Fro Inside global Inside local Cutside local Cutside
global
icmp Z09.165.Z00.225:3715%Z2_168.1_20:37 132.31.7.2:37 132.31.7.2:37
icmp Z09.165.200.225:3815%2_1e8.1.20:38 132.31.7.2:38 132.31.7.2:38
icmp Z05.165.200.225:35%15%Z2_168.1_20:-39 132.31.7.2:3% 132.31.7.2:3%8
icmp Z09.165.200.225:-401%Z2_168.1_20:-40 132.31.7.2:40 132.31.7.2:40
icmp Z09.165.Z00.225:-:4115%Z2_ 168.1_20:-41 132.31.7.1:41 132.31.7.1:41
icmp Z09.165.Z200.225:42152_ 168.1.20:42 132.31.7.1:42 132.31.7.1:42
icmp Z05.165.200.225:4315%2_168.1_.20:-43 132.31.7.1:43 132.31.7.1:43
icmp Z09.165.200.225:-4415Z2_ 168.1_20:-44 132.31.7.1:-44 132.31.7.1:-44
icmp Z09.165.Z00.225:451%5Z_168.1_20:-45 132.31.7.2:45 132.31.7.2:45
icmp Z09.165.200.225:46152_ 168.1.20:4¢ 132.31.7.2:4% 132.31.7.2:4%
icmp Z05.165.200.225:-:4715%2_168.1_.20:-47 132.31.7.2:47 132.31.7.2:47
icmp Z09.165.200.225:-481%59Z2_168_.1_20:-48 132.31.7.2:48 132.31.7.2:48
-—— Z05_.185_.200.225 132 _1e8.1_.20 - -——=

Cuando la PC-A envid una solicitud de ICMP (ping) a la direccion 192.31.7.1 en el ISP, se agregd

a la tabla una entrada de NAT en la que se indic6 ICMP como protocolo.

¢ Qué nimero de puerto se usé en este intercambio ICMP? __ 41



Nota: puede ser necesario desactivar el firewall de la PC-A para que el ping se realice

correctamente.
En la PC-A, acceda a la interfaz LoO del ISP mediante telnet y muestre la tabla de NAT.

Pro Inside global Inside local ~ Outside local ~ Outside global

icmp 209.165.200.225:1 192.168.1.20:1 192.31.7.1:1 192.31.7.1:1
tcp 209.165.200.225:1034 192.168.1.20:1034 192.31.7.1:23  192.31.7.1:23
--- 209.165.200.225 192.168.1.20 ---

Fatewayf#show ip nat translations

Pro Inside glokal Inside local Cutside local Cutaside
global

-—— 205_.165_.200.225 132 .1€8.1.20 - -—=

tep Z09.165_200.225:-1025192_.168.1.20:1025 182_.31_.7_.2:80
132.31_.7_2:80

Nota: es posible que se haya agotado el tiempo para la NAT de la solicitud de ICMP y se haya
eliminado de la tabla de NAT.

¢ Qué protocolo se usé para esta traduccion? _ Web
¢ Cuéles son los nimeros de puerto que se usaron?
Global/local interno: 1025

Global/local externo: 80

Debido a que se configurd NAT estatica para la PC-A, verifique que el ping del ISP a la direccion
publica de NAT estéatica de la PC-A (209.165.200.225) se realice correctamente.

2= 4, Lost = 0 (0% loss),
Approfimate round trip milli-seconds:
Minimim = 3ms, Maximum = 16ms, Rverage = llms
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En el router Gateway, muestre la tabla de NAT para verificar la traduccién.

Gateway# show ip nat translations

Pro Inside global

Inside local Outside local

Outside global

icmp 209.165.200.225:12 192.168.1.20:12  209.165.201.17:12 209.165.201.17:12

--- 209.165.

200.225 192.168.1.20  ---

GFatewayishow ip nat translations

Pro
tep
tcp
tcp

Inside global Inside local
203.165.200.225 132.1€8.1.20
209.165.200_.225:10251%2 168.1_.20:-1025
209.165.200.225:80 152 _1&58.1.20:80
209.165.200.225:80 152 .1¢8.1.20:80

Outside local

192 .31.7.2
132 .31.7.2:
2z

Cutside global

13z2.31.7
132.31.7.
132.31.7.

Z
3

z

-8
10
10

L R

5
13



Observe que la direccidn local externa y la direccion global externa son iguales. Esta direccion es
la direccidn de origen de red remota del ISP. Para que el ping del ISP se realice correctamente, la
direccion global interna de NAT estatica 209.165.200.225 se tradujo a la direccion local interna de
la PC-A (192.168.1.20).

Verifique las estadisticas de NAT mediante el comando show ip nat statistics en el router
Gateway.
Gateway# show ip nat statics
Total active translations: 2 (1 static, 1 dynamic; 1 extended)
Peak translations: 2, occurred 00:02:12 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 39 Misses: 0
CEF Translated packets: 39, CEF Punted packets: 0
Expired translations: 3

Dynamic mappings:

Total doors: 0
Appl doors: 0
Normal doors: 0

Queued Packets: 0

Fatewayfshow ip nat statistics

Total translations: 4 (1 static, 3 dynamic, 32 extended)
Cutside Interfaces: Seri=ld 071

Inside Interfaces: GFigabitEthernest0/1

Hits: 58 Misses: 51

Expired translations: 48

Dynamic mappings:

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida exactamente.



Parte 7.  configurar y verificar la NAT dinamica

La NAT dinamica utiliza un conjunto de direcciones publicas y las asigna segun el orden de llegada.
Cuando un dispositivo interno solicita acceso a una red externa, la NAT dindmica asigna una direccion
IPv4 publica disponible del conjunto. La NAT dinamica produce una asignacion de varias direcciones

a varias direcciones entre direcciones locales y globales.

Paso 1. borrar las NAT.
Antes de seguir agregando NAT dinadmicas, borre las NAT vy las estadisticas de la parte 2.

Gateway# clear ip nat translation *

Gateway# clear ip nat statistics

Catewayfshow ip nat translations
Pro Inside glokal Inside local Cutside local futside global
-—— Z05_.1e5_.200_.ZZ5 182 . 168.1.20 - -——

Paso 2. definir una lista de control de acceso (ACL) que coincida con el rango de direcciones IP
privadas de LAN.

La ACL 1 se utiliza para permitir que se traduzca la red 192.168.1.0/24.

Gateway(config)# access-list 1 permit 192.168.1.0 0.0.0.255

Paso 3. verificar que la configuracion de interfaces NAT siga siendo valida.

Emita el comando show ip nat statistics en el router Gateway para verificar la configuracion NAT.

Cateway#show ip nat statistics

Total translations: 1 (1 static, 0 dynamic, 0 extended)
Cutside Interfaces: Seri=ld/sS0/1

Inside Interfaces: GigabitEthernetl/s1

Hits: 5& Misses: 51

Expired translations: 48

Dynamic pappings:

Paso 4. definir el conjunto de direcciones IP publicas utilizables.

Gateway(config)# ip nat pool public_access 209.165.200.242 209.165.200.254 netmask
255.255.255.224



Paso 5. definir la NAT desde la lista de origen interna hasta el conjunto externo.

Nota: recuerde que los nombres de conjuntos de NAT distinguen mayusculas de mindsculas, y el

nombre del conjunto que se introduzca aqui debe coincidir con el que se uso en el paso anterior.

Gateway(config)# ip nat inside source list 1 pool public_access

Paso 6. probar la configuracion.

a. EnlaPC-B, haga ping a la interfaz Lo0 (192.31.7.1) en el ISP. Si el ping fall, resuelva y corrija
los problemas. En el router Gateway, muestre la tabla de NAT.

PCyping 192.21.7.1

Pinging 1%2_.31.7.1 with 32 bytes of

']

Gateway# show ip nat translations

Pro Inside global  Inside local ~ Outside local  Outside global

--- 209.165.200.225 192.168.1.20 -

icmp 209.165.200.242:1 192.168.1.21:1 192.31.7.1:1 192.31.7.1:1
--- 209.165.200.242 192.168.1.21 -

Catewayfshow ip nat translations

Pro Inside globkal Inside local Cutside local Cutside global
icmp Z09.165_Z00.242:33152 168.1_21:33 132.31.7.1:33 132.31.7.1:33

icmpe 209165 200.242:-34152 168.1_21:34 132.31.7.1:-34 132.31.7.1:324

icmp Z09.165_Z00.242:351%52_168_.1_21:35 132 .31.7.1:35 132.31.7.1:35

icmp 203.165.200.242:36152.168.1.21:3¢ 132.31.7.1:3¢ 132.31.7.1:3¢

-——— Z03_.1&5_Z200.2Z25 132 .1eB.1_20 - -

¢ Cual es la traduccion de la direccion host local interna de la PC-B?

192.168.1.21 = _209.165.200.242___



Cuando la PC-B envi6 un mensaje ICMP a la direccion 192.31.7.1 en el ISP, se agrego a la tabla

una entrada de NAT dindmica en la que se indicé ICMP como el protocolo.
¢ Qué numero de puerto se uso en este intercambio ICMP? _33

En la PC-B, abra un explorador e introduzca la direccion IP del servidor web simulado ISP

(interfaz Lo0). Cuando se le solicite, inicie sesion como webuser con la contrasefia webpass.

Para nuestro caso ingresamos por el web browser:

< = | URL |http:/f192.31.7.9| Go Stop

ServerISP

Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

Quick Links:
A small page
Copyrights
Image page
Image

Muestre la tabla de NAT.

Pro Inside global Inside local ~ Outside local

---209.165.200.225 192.168.1.20  --- ---

tcp 209.165.200.242:1038 192.168.1.21:1038 192.31.7.1:80
tcp 209.165.200.242:1039 192.168.1.21:1039 192.31.7.1:80
tcp 209.165.200.242:1040 192.168.1.21:1040 192.31.7.1:80
tcp 209.165.200.242:1041 192.168.1.21:1041 192.31.7.1:80
tcp 209.165.200.242:1042 192.168.1.21:1042 192.31.7.1:80
tcp 209.165.200.242:1043 192.168.1.21:1043 192.31.7.1:80
tcp 209.165.200.242:1044 192.168.1.21:1044 192.31.7.1:80
tcp 209.165.200.242:1045 192.168.1.21:1045 192.31.7.1:80
tcp 209.165.200.242:1046 192.168.1.21:1046 192.31.7.1:80
tcp 209.165.200.242:1047 192.168.1.21:1047 192.31.7.1:80

tcp 209.165.200.242:1048 192.168.1.21:1048 192.31.7.1:80

Outside global

192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80
192.31.7.1:80



tcp 209.165.200.242:1049 192.168.1.21:1049 192.31.7.1:80  192.31.7.1:80
tcp 209.165.200.242:1050 192.168.1.21:1050 192.31.7.1:80  192.31.7.1:80
tcp 209.165.200.242:1051 192.168.1.21:1051 192.31.7.1:80  192.31.7.1:80
tcp 209.165.200.242:1052 192.168.1.21:1052 192.31.7.1:80  192.31.7.1:80
---209.165.200.242 192.168.1.22  --- ---

Fatewayfshow ip nat translations

Pro Inside global Inside local Cutside local Cutside global
-—— Z05_.185_.200_.225 132.168.1_.20 -—= -—=
tep Z09.165_200.242:-1025192_.168.1.21:1025 192.31.7_.2:80 192.31.7_.2:80

¢ Qué protocolo se uso en esta traduccién? _Http_

¢ Qué nimeros de puerto se usaron?

Interno: 1025

Externo: 80

¢Qué numero de puerto bien conocido y qué servicio se usaron? __el http usé el 80__

. Verifique las estadisticas de NAT mediante el comando show ip nat statistics en el router
Gateway.
Gateway# show ip nat statistics
Total active translations: 3 (1 static, 2 dynamic; 1 extended)
Peak translations: 17, occurred 00:06:40 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 345 Misses: 0
CEF Translated packets: 345, CEF Punted packets: 0
Expired translations: 20

Dynamic mappings:



Paso 7.

-- Inside Source

[Id: 1] access-list 1 pool public_access refcount 2

pool public_access: netmask 255.255.255.224
start 209.165.200.242 end 209.165.200.254

type generic, total addresses 13, allocated 1 (7%), misses 0

Total doors: 0
Appl doors: 0
Normal doors: 0

Queued Packets: 0

Fatewayishow ip nat statistics
Total translations: 2 (1 static, 1 dynamic, 1 extended)
Outside Interfaces: Seriald/ 071
Inside Interfaces: GigabitEthernet(0/1
Hits: 71 Misses: B4
Expired translations: 5Hé
Dynamic mappings:
—-— Inside Source
accega—list 1 pool public access refCount 1
pool public access: netmask 255.255.255.224
start 205.165.200.242 end Z03.165_.200.254
tFpe generic, total addresses 132 , allocated 1 (7%), misses 0

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida exactamente.

eliminar la entrada de NAT estatica.

En el paso 7, se elimina la entrada de NAT estatica y se puede observar la entrada de NAT.

a.

Elimine la NAT estatica de la parte 2. Introduzca yes (si) cuando se le solicite eliminar entradas

secundarias.

Gateway(config)# no ip nat inside source static 192.168.1.20 209.165.200.225

Static entry in use, do you want to delete child entries? [no]: yes
Borre las NAT vy las estadisticas.

Haga ping al ISP (192.31.7.1) desde ambos hosts.



d. Muestre la tablay las estadisticas de NAT.

Gateway# show ip nat statistics
Total active translations: 4 (0 static, 4 dynamic; 2 extended)
Peak translations: 15, occurred 00:00:43 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 16 Misses: 0
CEF Translated packets: 285, CEF Punted packets: 0
Expired translations: 11
Dynamic mappings:
-- Inside Source
[Id: 1] access-list 1 pool public_access refcount 4
pool public_access: netmask 255.255.255.224
start 209.165.200.242 end 209.165.200.254

type generic, total addresses 13, allocated 2 (15%), misses 0

Total doors: 0
Appl doors: 0
Normal doors: 0

Queued Packets: 0

Gateway# show ip nat translation

Pro Inside global  Inside local ~ Outside local  Outside global

icmp 209.165.200.243:512 192.168.1.20:512 192.31.7.1:512  192.31.7.1:512
--- 209.165.200.243 192.168.1.20 --- ---

icmp 209.165.200.242:512 192.168.1.21:512 192.31.7.1:512  192.31.7.1:512



---209.165.200.242 192.168.1.21  --- -

Fatewayf#show ip nat statistics

Total translations: 1 (0 static, 1 dynamic, 1 extended)

Cutside Interfaces: S5eriald/ 0/ 1

Inside Interfaces: GigabitEthernest0/1

Hits: 71 Misses: B4

Expired translations: 56

Dynamic mappings:

—— Inside Source

accegs—list 1 pool public access refCount 1

pool public access: netmask 255.255.255.224
start 205.165.200.242 end Z05_.165.200.254

type generic, total addresses 13 |, allocated 1 (7%), misses 0
Fatewayf#show ip nat translations
Pro Inside global Inside local Cutside local Cutaide globkal
tep 209.165_.200.242:1025192_.168.1.21:1025 132_.31.7_.2:80 132.31.7_.2:80

Nota: este es solo un resultado de muestra. Es posible que su resultado no coincida exactamente.

Reflexion
1. ¢Por qué debe utilizarse la NAT en una red?

Debido a que las ipv4 se estaban acabando se implementd utilizar para un grupo de red privadas el uso
de una sola red publica, de esta manera se realiza un ahorro de Ip porque varias pc pueden ingresar a
internet con la misma Ip publica (Aumenta la flexibilidad de las conexiones con la red publica).
Adicional a esto aumenta el nivel de seguridad, un usuario no aparece en internet con su Ip privada,

sino con la Ip publica asignada.
2. ¢Cuéles son las limitaciones de NAT?

Entre su desventajas esta que algunas aplicaciones que utilizan el direccionamiento IP dejan de
funcionar, porque esconde las direcciones IP de extremo a extremo, no todas las aplicaciones y
protocolos son compatibles con NAT; también aumenta el retardo y necesita mayor potencia de

computacion.



Tabla de resumen de interfaces del router

Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 Interfaz serial

router #1 n.t2 n.2

1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)

1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(FO/0) (FO/1) (S0/1/0) (S0/1/1)

2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(F0/0) (FO/1) (S0/0/0) (S0/0/1)

2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de

router y cuantas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las

combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los

identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En

esta tabla, no se incluye ningun otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un

router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura

legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.
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11.2.3.7 Lab — Configuring NAT Pool Overload and PAT

Topologia

Servicios de
Internet simulados
LoO

Tabla de direccionamiento

Gateway
Mascara  de | predeterminad
Dispositivo | Interfaz Direccion IP | subred 0
Gateway G0/1 192.168.1.1 255.255.255.0 N/A
209.165.201.1 | 255.255.255.25
S0/0/1 8 2 N/A
S0/0/0 209.165.201.1 | 255.255.255.25
ISP (DCE) 7 2 N/A
255.255.255.25
LoO 192.31.7.1 5 N/A
PC-A NIC 192.168.1.20 | 255.255.255.0 | 192.168.1.1
PC-B NIC 192.168.1.21 255.255.255.0 | 192.168.1.1
PC-C NIC 192.168.1.22 255.255.255.0 | 192.168.1.1
Objetivos

Parte 1: armar la red y verificar la conectividad




Parte 2: configurar y verificar un conjunto de NAT con sobrecarga
Parte 3: configurar y verificar PAT

Recursos necesarios
e 2 routers (Cisco 1941 con IOS de Cisco version 15.2(4)M3, imagen universal o similar)
e 1 switch (Cisco 2960 con 10S de Cisco version 15.0(2), imagen lanbasek9 o comparable)

e 3 computadoras (Windows 7, Vista 0 XP con un programa de emulacion de terminal, como Tera
Term)

e Cables de consola para configurar los dispositivos con 10S de Cisco mediante los puertos de
consola

e Cables Ethernet y seriales, como se muestra en la topologia

Parte 1: armar la red y verificar la conectividad

En la parte 1, establecerd la topologia de la red y configurara los parametros basicos, como las
direcciones IP de interfaz, el routing estatico, el acceso a los dispositivos y las contrasefias.

Paso 1: realizar el cableado de red tal como se muestra en la topologia.

Paso 2: configurar los equipos host.
PCA

@ pca = B

Physical | Config | Desktop | Custom Interface |

IP Configuration
IP Configuration

D @ Cftofic

IP Address 192.168.1.20
Subnet Mask 255,255.255.0

Default Gateway 192.168.1.1

DNS Server

IPv6 Configuration

~) DHCP () Auto Config @ Static

IPv6 Address /
Link Local Address FEB0::290:2BFF:FEA3:DABA

IPvE Gateway

IPv6 DNS Server

PCB



PCC

& pcB

P

)
%
K

Physical | Config | Desktop | Custom Interface |

IP Configuration
IP Configuration
(= DHCP 8 Static

Subnet Mask

IP Address 192.168.1.21

255.255.255.0

Default Gateway 192.168.1.1

IPv6 Configuration
) DHCP ) Auto Config @ Static

IPv6 Address

IPv6 Gateway

IPv6 DNS Server

Link Local Address FEB0::2D0:FFFF:FEO2:6551

p
& pcc

Physical | Config | Desktop | Custom Interface

IP Configuration

IP Configuration

) DHCP @ Static

IP Address

Subnet Mask

192.168.1.22

255.255.255.0

Default Gateway 192.168.1.1

IPve Configuration
) DHCP () Auto Config @ Static
IPv6 Address

Link Local Address FES0::2D0:BCFF:FESC:50C2

IPv6 Gateway

IPvE DNS Server

Paso 3: inicializar y volver a cargar los routers y los switches.

Gateway

ISP

Router>enable

Routerferase startup-config
Erasing the nvram filesystem will
[confirm]

[OK]

Erase of nvram: complete
%5¥5-7-NV_BLOCE INIT: Initialized

Routerrenable

Routerferase startup-config
Erasing the nvram filesystem will
[confizm]

[OK]

Erase of nvram: complete

%5¥YS5-7-NV_BLOCE INIT: Initialized

remove all configuration files! Continue?

the geometry of nvram

remove 2ll configuration files! Continue?

the geometry of nvram



S1

Switch»enakle

Switchierase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]

[OE]

Erase of nvram: complete

%5Y5-7-NV_BLOCE INIT: Imitialized the geometry of nvram

Switchg

Paso 4: configurar los pardmetros basicos para cada router.
e. Desactive la busqueda del DNS.

Gateway

wms b ame _erereran  mnam e ek e e Cian e e g e ek s
Bouterfconfigure terminal

Enter configuration commands, one per line. End with CHTIL/SZ.
REouter (config) #no ip domain-lookup

Rcuter{ccnfigjﬂ

ISP
A P et s datd e Sk Chan e e g e ea s
Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTL/SZ.
Bouter (config) #no ip domain-lookup

Bouter (config) &

f. Configure las direcciones IP para los routers como se indica en la tabla de direccionamiento.

Gateway

Ceteway (configl #int g0/l

Cateway (config-if) #ip address 1392.168.1.1 255.255.255.0
Gateway (config-if) #no shutdown

=

Gateway (config-if)§
$LINE-5-CHANGED: Interface GigabitEthernetl/1l, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1, ¢
to up

Gateway | £3 if) fexit
eway (configl#int s 0/0/1

Gateway(config-if) #ip address 203.165.201.18 Z55.255.255.252

Gateway (config-if) $no shutdown

2]
i

SLINE-S-CHRNGED: Interface Serisl0/0/1l, changed state to down
Gateway (config-if)§

ISP



& 15p = | o) -

Phymca\l Config | CLI‘

10S Command Line Interface

TUser Zeoecess Verification
Password:
ISPrenable

Password:
ISPéconfigure terminal

BT T T ——————
SP(config) #int 1lo 0

ISP (config-if) §
SLINK-S-CHANGED: Interface Loopback0, changed state to up

*LINZPROTO-5-UBDOWN: Line prosocol on Interface Loopbackl, chenged state to up

ISP (config-if)
ISP{config-if) fexit

TSE(config)#int s 0/0/0
ST (config-if)#ip address 203.165.201.17 255.255.255.252

gip address 182 31 7.1 255 355 3855 255

T
ISP (config-if) gno shutdawn
ISP{config-if)

SLINK-5-CHANGED: Imterface Serizl0/0/0, changed state to up

ISP(config-if) &
$LINEPROTO-S-UPDOWN: Line protocol on Interface Serizl0/0/0, changed state to up

g. Establezca la frecuencia de reloj en 128000 para la interfaz serial DCE.
15p =

|Phymcall Config ‘ CLI |

10S Command Line Interface

User Access Verification
Password:

ISPrenabls
Password:

ISPfconfigure terminal

Enter configuration cormands, cne per line. End with CNTL/Z.
ISP(config) gint lo O

ISPi{config-if) ¢
SLINE-5-CHANGED: Interface Loopback0, changed state to up

$LINZEROTO-5-UEDOWN: Line protoccl on Interface Loopback0, changed state to up
ISPiconfig-if) #ip address 1%2.31.7.1 255.255.255.255

ISPlconfig-if) #exit
ISPiconfigiéint s 0/0/0

1 Tess Rl L L
{config-if) #clock rate 128000
{config-if) #no shutdown

ISP {config-if)§
SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to up

ISP (config-if)#
%LINEPROTO-5-UFDOWN: Line protocol on Interface Serial0s0/0, changed state to up

h. Configure el nombre del dispositivo como se muestra en la topologia.

Gateway
AUULEL (SWILL L] ) P LB RS LT L R R
Router (config) fhostname Gateway
Cateway(config) g

ISP

Gateway (config) #hostname ISP
IST (config) g

S1

Switch (config)$no ip domain-looku
Switch (config) $hostname 51
51 {config)

i. Asigne cisco como la contrasefia de consola y la contrasefia de vty.

Gateway contrasefia consola



Fateway (config) §line con 0
Fateway (config-line) fpassword cisco

Gateway contrasefia vty

Cateway (config) #line vty O 4
Cateway (config-line) §password cisco

ISP contrasefia consola

ISP (config)fline con 0O
I5P (config-line) §password cisco

ISP contrasefia vty

ISPi{configi#line vty 0 4
ISP iconfig-line) fpassword cisco

j. Asigne class como la contrasefia cifrada del modo EXEC privilegiado.
Gateway

Cateway (config) §enable secret class
Cateway (config)

ISP

ISP (config) §enable secret class
ISP (config) #|

k. Configure logging synchronous para evitar que los mensajes de consola interrumpan la entrada del

comando.

Gateway
Fateway (config-line) fpasaword cisco
Gateway (config-line) #login
Cateway (config-line) #loggin synchronous
Fateway (config-line) fexit

ISP

I5P (config-line) §password cisco
ISP ({config-line) #login
ISP ({config-line) #loggin synchronous

Paso 5: configurar el routing estético.

I. Cree una ruta estatica desde el router ISP hasta el router Gateway.
ISP(config)# ip route 209.165.200.224 255.255.255.248 209.165.201.18



¥ 15p o=

Physical | Config | CLI

10S Command Line Interface

Password:

ISPrenable

Password:

ISPgconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
ISPi{config)§int 1o 0

ISPiconfig-if)§
%LINE-5-CHANGED: Interface Loopbackl, changed state to up

LINEPROTO-5-UFDOWN: Line protocol on Interface LoopbackO, changed state to

ISPi{config-if) #ip address 132.31.7.1 255.255.255.255
ISP {config-if) fexit

ISP(config)#int s 0/0/0
ISPi{config-if) #ip address 2Z03.165.201.17
ISPi(config-if)#clock rate 128000
ISFiconfig-if) §no shutdown

1
w
w
r
w
w
1
w
m
1
w
5]

ISP{config-if)§
SLINE-S5-CHRNGED: Interface Serial0/0/0, changed state to up

ISP{config-if)§
$LINEPROTO-5-UFDOWN: Line protocol on Interface Serizl0/0/0, changed state t

TN
ISFiconfig) §ip route 205.165.200.224 255.255.255.248 205.165.201.18 I

m. Cree una ruta predeterminada del router Gateway al router ISP.
Gateway(config)# ip route 0.0.0.0 0.0.0.0 209.165.201.17

Fateway (config) #ip route 0.0.0.0.0.0.0.0 Z09.165.201.17

Paso 6: Verificar la conectividad de la red

n. Desde los equipos host, haga ping a la interfaz GO/1 en el router Gateway. Resuelva los problemas
si los pings fallan.

PCA
rijpm lenli=!

Physical Config | Desktop | Custom Interface

e | L e e— 1

Command Prompt

fesmand Line 1.0

PCB



& pce

Physical | Config | Deskitop | Custom Interface

t Tracer PC Command Line
Bl ping 1 1.1

Pinging 1%2.188.1.1 with 3

Ping statistics
Pac 23: Sent = 4,

Approximate round trip times in milli-:
Minimm = Oms, Maximum = lms, Average

PCC

& pcC

Physical | Config | Desktop | Custom Interface

Minimm = 0Oms, Maximm = lms, Awversa

0. Verifique que las rutas estaticas estén bien configuradas en ambos routers.



& pca

Physical Config Desktop Custom Interface

il e —_— T e |

Command Prompt

ommand Line 1.0
1.1

1 with 3Z bytes of data:

d = 0, Lost = 4 (100% loss),

RTA: Al hacer ping desde PCA a la ruta 192.31.7.1 del ISP, se va a mostrar fallida ya que la ruta
estatica que tiene el ISP no tiene como destino 192.168.1.0 sino la red publica 209.165.200.224.

Parte 2: configurar y verificar el conjunto de NAT con sobrecarga

En la parte 2, configurara el router Gateway para que traduzca las direcciones IP de la red
192.168.1.0/24 a una de las seis direcciones utilizables del rango 209.165.200.224/29.
Paso 1: definir una lista de control de acceso que coincida con las direcciones IP privadas de LAN.
La ACL 1 se utiliza para permitir que se traduzca la red 192.168.1.0/24.
Gateway(config)# access-list 1 permit 192.168.1.0 0.0.0.255

BTl Ll AL S L UL D |, LS AL L . Sl WL ll el LA .

Cateway (config) $access-1ist 1 permit 132.168.1.0 0.0.0.255
E—ateway{ccn:’ighle

Paso 3: definir el conjunto de direcciones IP publicas utilizables.

Gateway(config)# ip nat pool public_access 209.165.200.225 209.165.200.230 netmask
255.255.255.248

waLEwe ¥ yiemLLEss iasw
Cateway |

L pErmon Loe . arunoiou U_U_U_Zau
coenfig) §ip nat poel public access Z05.165.200.225 Z05.165.200.230 netmask
Z55.255_255.248

Czteway|config) §

Paso 4: definir la NAT desde la lista de origen interna hasta el conjunto externo.

Gateway(config)# ip nat inside source list 1 pool public_access overload

Lhoh . Enb.inn . iag

Gatewaylconfig) #ip nat inside scurce list 1 pocl public acecess overleoad
Fateway (config)




Paso 5: Especifique las interfaces.
Emita los comandos ip nat inside e ip nat outside en las interfaces.

Gateway(config)# interface g0/1
Gateway(config-if)# ip nat inside
Gateway(config-if)# interface s0/0/1
Gateway(config-if)# ip nat outside

# Gateway

Physical Config CLI

10S Command Line Interface

Gateway>enable
Gatewayfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Gateway|config)$ ip route 0.0.0.0.0.0.0.0 205.185.201.17

% Invalid input detected at '"~' marker.

Gatewsyiconfig)#ip route 0.0.0.0 0.0.0.0 203.185.201.17
Gatewaylconfig)faccess-list 1 permit 192.162.1.0 0.0.0.
o

Catewaylconfig)#ip nat pool public access 203.165.200.2

255.255.

Gate {
Tewaylconfig)éintezface g0/l
fig-if)$ip nat inside
$interface 50/0/1
eatewayi £1#ip nat ocutside
wiconFig—4 £ &

urce list 1 pool public_access overl

Paso 6: verificar la configuracion del conjunto de NAT con sobrecarga.
p. Desde cada equipo host, haga ping a la direccion 192.31.7.1 del router ISP.
PCA

& pca

Physical | Config | Desktop | Custom Interface

s Ul e —1

Command Prompt

0% loss),
round trip times in milli-s
Oms, Mawimum = Ilms, Avera

Minimum = lms, Maximum = lms,

PCB



'$PCE

Physical Config Desktop Custom Interface

Minimm = 1ms, Maximum

PCC

& pce

Physical | Config | Desktop | Custom Interface

EC>ping !

Pinging 1

d trip times in mill
Minimim = 0ms, Maximum = lms, Avera

Approximate round trip ti

minimuE — LmS, FMEAlge — LS,

Muestre las estadisticas de NAT en el router Gateway.

Gateway# show ip nat statistics
Total active translations: 3 (0 static, 3 dynamic; 3 extended)
Peak translations: 3, occurred 00:00:25 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1



Hits: 24 Misses: 0
CEF Translated packets: 24, CEF Punted packets: 0
Expired translations: 0
Dynamic mappings:
-- Inside Source
[Id: 1] access-list 1 pool public_access refcount 3
pool public_access: netmask 255.255.255.248
start 209.165.200.225 end 209.165.200.230
type generic, total addresses 6, allocated 1 (16%), misses O

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

-
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Cateway>ensble
Catewaygshow ip nat statistics
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Seriszl0/0/1
Inside Interfaces: GigabitEthernet0/1
Hits: 12 Misses: 12
Expired translatioms: 12
Dynamic mappings:
—— Inside Source
sccess-list 1 pool public_sccess refCount 0
pocl public access: netmask 255.255_255.248
start 209.165.200.225 end 205.165.200.230
type generic, total addresses & , zllocated 0 (0%), misses 0
Catewavé#show ip nat statistics
otal translations: 12 (0 static, 12 dynamic, 12 exbendﬁg

Inside Interfaces: GigebitEthernet0/1
Hits: 24 Misses: 24
Zxpired translations: 12
Dynamic meppings:
-- Inside Source
. - L

ac =
ool public_access: netmask 255_255_255 248
start 209.165.200.225 end 209.165.200.230
type generie, total addresses € , zllocated 1 (16%), misses 0

r.  Muestre las NAT en el router Gateway.

Gateway# show ip nat translations

Pro Inside global  Inside local ~ Outside local ~ Outside global

icmp 209.165.200.225:0 192.168.1.20:1 192.31.7.1:1  192.31.7.1:0

icmp 209.165.200.225:1 192.168.1.21:1 192.31.7.1:1  192.31.7.1:1

icmp 209.165.200.225:2 192.168.1.22:1 192.31.7.1:1  192.31.7.1:2

Nota: es posible que no vea las tres traducciones, segun el tiempo que haya transcurrido desde que

hizo los pings en cada computadora. Las traducciones de ICMP tienen un valor de tiempo de espera
corto.

¢ Cuantas direcciones IP locales internas se indican en el resultado de muestra anterior?
RTA: 3



Caztewayfshow ip nat translatioms

Pro Inside global Inzide = Cutside local Cutside global
icmp 209.165_200.225:10213 192.31.7.1:13 152.31.7.1:10Z24
icmp Z09.165.200.225:1025192 168.1.21:14 192.31.7.1:14 152.31.7.1:1025
icmp 209.165.200.225:1026192.168.1.21:15 192.31.7.1:15 152.31.7.1:102¢
icmp 20%.165.200.225: g © 152.31.7.1:1% 152.31.7.1:1027
icmp Z05.165.200.225: 3 192.31.7.1:13 152.31.7.1:1028
icmp Z09.185.Z00.2Z25: T14 192.31.7.1:14 152.31.7.1:102%
icmp 209.165.200.225: 15 192.31.7.1:15 152.31.7.1:10320
icmp 20%.165.200.225: 1% 152.31.7.1:1% 1%2.31.7.1:1031
icmp Z05.165.200.225: 192.31.7.1:13 1%2.31.7.1:13
icmp Z09.185.Z00.2Z25: 1%2.31.7.1:14 1%2.31.7.1:14
icmp Z205.165.200.225: 1%2.31.7.1:15 152.31.7.1:15
icmp 20%.165.200.225: 192.31.7.1:1% 1%2.31.7.1:1%
; ?
¢ Cuantas direcciones IP globales internas se indican’
RTA: 1 direccion del pool de direcciones
Catewayfshow ip nat translations
Pro i Inside local Outside local Outside global
icmp 0241592.168.1.21: 192.31.7.1:13 1592.31.7.1:1024
icmp L02515%2 168 .1 _Z1: 182 .31 .7.1-14 192 _31.7.1:-1025
icmp L0Z2&192.168.1.21: 192.31.7.1:15 1592.31.7.1:102¢
icmp L0Z271%2 168 .1 _Z1- 182 .31 .7.1:1%& 192 _.31.7.1:-1027
icmp L0z8192.168.1.22 192.31.7.1:13 1%z2.31.7.1:1028
icmp L029152.168.1.22 182.231.7.1:14 182.31.7.1:1029
icmp L030192.168.1.22 182.31.7.1:15 192.31.7.1:1030
icmp 1031192.168.1.22: 182.31.7.1:1¢ 1582.31.7.1:1031
icmp 13192.1658.1.20:13 1%2.31.7.1:13 192.31.7.1:13
icmp L4152 .168.1.20:14 1%2.31.7.1:14 152.31.7.1:14
icmp 15192.1658.1.20:15 192.31.7.1:15 192.31.7.1:15
icmp €192.168.1.20:1¢ 1%z2.31.7.1:1¢ 152.31.7.1:1¢

Ratmua gl

¢ Cuéntos nimeros de puerto se usan en conjunto con las direcciones globales internas?
RTA: 12 puertos diferentes para 12 paquetes diferentes

Gatewayfshow ip nat translations

Pro Inside global Outside local Outside global
icmp Z09.165.200.225 21:-13 192.31.7.1:13 192.31.7.1:1024
icmp 203.165.200.225 21:14 152.31.7.1:14 132.31.7.1:1025
icmp Z09.165.200.225 21:-1§ 192.31.7.1:15 192.31.7.1:1026
icmp 203.165.200.225 2l:1% 132.31.7.1:1¢ 132.31.7.1:1027
icmp Z09.165.200.225 22:13 192.281.7.1:13 192.31.7.1:1028
icmp 203.165.200.225 22:14 152.31.7.1:14 152.31.7.1:1023
icmp Z09.165.200.225 22:1% 192.281.7.1:1§ 192.31.7.1:1030
icmp 203.165.200.225 22:1% 13z2. -1:18 132.31.7.1:1031
icmp 209.165.200.22 12 192.31.7.1:13 192.31.7.1:13
icmp 203.165.200.225 -14 152.31.7.1:14 152.31.7.1:14
icmp 208.1€5.200.225 115 152.31.7.1:15 152.31.7.1:15
icmp 203.165.200.225 :18 152.31.7.1:1% 152.31.7.1:1&

'

¢ Cudl seria el resultado de hacer ping del router ISP a la direccion local interna de la PC-A? ¢Por
qué?

RTA: seria fallido, ya que al hacer nat solo estd tomando la ip del Gateway y los host no estan
mostrando sus ip.



& ISP
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ISF conl is now available

Press BETUERM to get started.

ISP>ping 152_168.1.20 I

Type escape seguence to abort.
Sending 5, 100-byte ICHMP Echos to 132.168.1.Z0, timecut is 2 seconds:

Success rate is 0 percent (0/5

ISE>

Parte 3: configurar y verificar PAT

En la parte 3, configurara PAT mediante el uso de una interfaz, en lugar de un conjunto de direcciones,
a fin de definir la direccién externa. No todos los comandos de la parte 2 se volveran a usar en la parte
3.

Paso 1: borrar las NAT vy las estadisticas en el router Gateway.
& Gateway Ll_': =l

| Physical | Config | CLI |

105 Command Line Interface

% Invalid input detected at '~' marker.

Fatewayrenable
Catewayfclaer ip mat tarnslation *

% Invalid input detected at '~' marker.

Fatewayfclear ip nat tarnslation *

% Invalid input detected at "~' marker.

Gatewayfclear ip nat translation *
Gatewayf§show ip translation

% Invalid input detected at '~' marker.

Gatewayishow ip nat translation
Pro Inside global Inside local Cutside local Outside global

icmp Z05.165.200. :1025192.168.1. tZZ 182.231.7.1:Z2Z2 152.21.7.1:1025
icmp 205.1€5.200. :1026192.168.1. 23 152.31.7.1:23 152.21.7.1:102%
icmp 203.165.200. :10271%2.168.1. 24 192.31.7.1:24 152.31.7.1:1027
icmp 203.165.200. t1028132.168.1. 21 152.31.7.1:21 152.31.7.1:1028
icmp Z203.165.200. t1023132.168.1. t22 152.31.7.1:22 152.31.7.1:1023
icmp 203.165.200. :1030192.168.1 23 132.31.7.1:23 132.31.7.1:1030
icmp 203.165.200. 11031152 168.1. 24 132.31.7.1:24 192.31.7.1:1031

Catewayfclear ip nat translation *
Catewayishow ip nat translation

Paso 2: verificar la configuracion para NAT.

s. Verifique que se hayan borrado las estadisticas.



Cateway#show ip nat statistics
Total translations: O (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Seri=lld/ 0,1
Inside Interfaces: GigabitEthernet(0/1
Hits: &80 Misses: &0
Expired translations: &0
Dynamic mappings:
-- Inside Source
access—list 1 pool public access reflount 0
pool public access: netmask 255.255.255.248
start Z09.165.200.22Z5 end Z05_.1&65_200.Z230
tFpe generic, total addresses & , allocated 0 (0%), misses 0

t.  Verifique que las interfaces externa e interna estén configuradas para NAT.
u. Verifique que la ACL auln esté configurada para NAT.

35 Gateway
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Gatewaygshow ip translation

% Inwvalid input detected at '~" marker.

Gatewayfshow ip nat translation
Pro Inside global Inside local Cutside local Cutside g

icmp 209.165.200.225:102513Z2.168.1.2 -3 132.31.7.1:22 132.31
icmp 209.165.200.225:102613Z2.168.1.2 3 132.31.7.1:23 132.31
icmp 20%.165.200.225:102713Z2.168.1.2 4 132.31.7.1:24 132.31
icmp 209.165.200.225:1028192.168.1. 1 132.31.7.1:21 132.31
icmp 209.165.200.225:1025192.168.1. -3 132.31.7.1:22 132.31
icmp 209.165.200.225:1030192.168.1.22:23 132.31.7.1:23 132.31
icmp 209.165.200.225:1031182.168.1. 4 132.31.7.1:24 132.31

Gztewayfcleazr ip nat translation *

Gatewayfshow ip nat translation

Gatewayishow ip nat statistics

Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Seriald/0/1

Inside Interfaces: GigabitEthernetl/1

Hits: &0 Misses: &0

Expired translations: &0

Dynamic mappings:

l zaccess-list 1 pool public access refCount 0

¢Qué comando uso para confirmar los resultados de los pasos a al ¢?

IGateway#shnw ip mat statistics

Paso 3: eliminar el conjunto de direcciones IP publicas utilizables.

Gateway(config)# no ip nat pool public_access 209.165.200.225 209.165.200.230 netmask
255.255.255.248



r
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icmp 203.16 1023132 168, 152.31.7.1:z22 152.31.7.1:102%
icmp 209, 1030192 1&8. 182.31.7.1:23 182 .31.7.1:10320
icmp 209.165 1031192 1e&8. 152.31.7.1:24 152 .21.7.1:10321

Gatewayfclear ip nat translation *
Gatewayfshow ip nat translaticon
Gatewayfshow ip nat statistics
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Cutside Interfaces: Serial0/s0/1
Inside Interfaces: GigabitEthernetl/,1
Hits: &0 Misses: &0
Expired translations: &0
Dynamic mappings:
—— Inside Source
access-list 1 pool public_access refCount 0
pool public _access: netmask 255.255.255.248
start Z09.165.200.225 end 209.165.200.230
type generic, total addresses ., allocated 0 (0%), misses O
Gateway#no ip nat pool public access 205.1685.200.225 205.165.200.230 netmask
255.255.255.248

% Invalid input detected at '~' marker.

Catewayfconfigure terminal

Enta- £ o 2 b i
Gateway (config) #nc ip nat pocl public access 205.185.200.225 203.185.200.230
netmask 255.255.255.248

o PR at21stm s =i R g

Gateway -:ccn:'Ig'J £

Paso 4: eliminar la traduccion NAT de la lista de origen interna al conjunto externo.

Gateway(config)# no ip nat inside source list 1 pool public_access overload

=
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icmp Z05.165.Z00.Z25:103015%Z_1€8.1. t23 152 .31.7.1:Z3 152.31.7.1:1030
icmp 20%5.165.200.225:10311%2.1658.1.22:24 152 .31.7.1:24 1%2.31.7.1:1031

Gatewayfclear ip nat tramslation *
Catewayfshow ip nat translation
Gatewayfshow ip nat statistics
Total translations: 0 (0 static, 0 dynamic, 0 extended)
Outside Interfaces: Serizal0/0/1
Inside Interfaces: GigabitEthernet0/1
Hits: &0 Misses: &0
Expired translations: &0
Dynamic mappings:
—— Inside Scurce
access-list 1 pool public access refCount O
pool public access: netmask 255.255.255.248
start Z09.165.200.Z25 end Z05.165.200.230
type generic, totzl addresses ., 2llocated 0 (0%), misses O
Gatewayfno ip nat pool public access 209.165.200.225 209.165.200.230 netmask
z

55.255.255.248

2
1
&
2

% Invalid input detected at '*' marker.

Gatewayfconfiigure terminal

Enter configquration commands, one per line. End with CNIL/Z.
Gateway(config) #no ip nat pool public_access Z205.165.200.225 203.165.200.230
netmask 255.255.255.248

P - X

Catewaylconfig)fno ip nat inside scurce list 1 pool public_access overload I
aTeway | .

Paso 5: asociar la lista de origen a la interfaz externa.

Gateway(config)# ip nat inside source list 1 interface serial 0/0/1 overload
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Expired translations: &0

Dynamic mappings:

—— Inside Source

acecess-list 1 pool public access refCount 0

pool public access: netmask 255.255.255.248
atart Z09.165.200.225 end 205.165.200.230
type generic, totzl addresses & , allocated 0 (0%), misses 0

Gatewayfnoe ip nat poel public sccess 203.165.200.225 Z05.165.200.230 netmask

255.255.255.248

% Imvalid input detected at "' marker.

Gatewayfconfigure terminal
Enter configuration commands, one per lime. End with CNTL/Z.
Gatewayl(config)$#no ip nat pool public access Z03.165.200.225 203.16€5.200.230
netmask Z55.255.255.248

%Pocl public access in use, cannot destroy

Gatewawy! gl En D D= n=ide = =

netmask 2Z55.255.255.248

Paso 6: probar la configuracion PAT.

v. Desde cada computadora, haga ping a la direccién 192.31.7.1 del router ISP.

PCA

PCB

& pca

Physical | Config | Desktop | Custom Interface

| e | | T Tt |

Minimum = lms,

PCrping

Pinging

round trip times
Minimam 1ms, Maximam




.
& pce

Physical Config Desktop Custom Interface

e — —_— T e | -

Command Prompt

PC»ping 152

round trip
Minimm = 1lms, Maximum

PCrping 1%

Pinging 1%

PCC

& pce

Physical | Config | Desktop | Custom Interface

1y
1y

Minimm = 1ms, Maximum =

ECrping 1

Pinging 1

t 4, E
round trip time
Minimum = lms, Maximum =

w. Muestre las estadisticas de NAT en el router Gateway.

Gateway# show ip nat statistics
Total active translations: 3 (0 static, 3 dynamic; 3 extended)



Peak translations: 3, occurred 00:00:19 ago
Outside interfaces:
Serial0/0/1
Inside interfaces:
GigabitEthernet0/1
Hits: 24 Misses: 0
CEF Translated packets: 24, CEF Punted packets: 0
Expired translations: 0
Dynamic mappings:
-- Inside Source
[Id: 2] access-list 1 interface Serial0/0/1 refcount 3

Total doors: 0
Appl doors: 0
Normal doors: 0
Queued Packets: 0

I Fj Gateway
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Gateway(config) #no ip nat pool public access
netmask Z55.255.Z55.248

Gateway(config) fnc ip nat pocl public acecess
Gateway(config) fnoc ip nat pool public access
Gateway(config) #no ip nat pool public access
Gateway(config) #no ip nat pool public access
Gateway(config) §no ip nat pool public access

Gateway(config) fexic
GatewayE

GCatewayfshow ip nat statisties

Outside Interfaces: Seriald/0/1
Inside Interfaces: GigebitEthernet0/1
Hits: €4 Misses: &4

Expired translations: &4

o ; ; -

205.1s5.200

Z0%3_.185.200.

Z03_.185.200

20%3_165_200._
209.165.200.
Z0%9.185.Z00.
Gatewaylconfig) #ip nat inside source list 1 interface serial

%5¥5-5-CONFIG I: Configured from console by console

Total translations: 0 (0 static, 0 dynamic, 0 extended)

B3 OR3 R R

Gatewayiconfig) #ip nat inside source list 1 interface serial

-2Z5

LR
m oo

o

225

Gatewayfnc ip nat pocl public access 205.185.200.225 205%.165.

0/0/1 ow

205.

2035
203
205,
205.
209

les.:

1&5.:
1&5.:
185.:
1le5.:

1e5.:

0071 ow

=atewayfshow ip nat statistics
2l translations: 12 (0 static, 12

Cutside Interiaces: Seriall,

Inside Interfaces: GigasbitEthernetl/1
Hits: 76 Migses: 78

Expired translations: &4

Dynamic mappings:

Gatewayﬂ

X. Muestre las traducciones NAT en el Gateway.
Gateway# show ip nat translations

Pro Inside global  Inside local Outside local ~ Outside global

icmp 209.165.201.18:3 192.168.1.20:1 192.31.7.1:1
icmp 209.165.201.18:1 192.168.1.21:1 192.31.7.1:1
icmp 209.165.201.18:4 192.168.1.22:1 192.31.7.1:1

dynamic, 12 extended

192.31.7.1:3
192.31.7.1:1
192.31.7.1:4
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Total translatioms: 12 (0 static, 12 dymamic, 12 extended)
Cutside Interfaces: Seriald/ 0/s1
Inside Interfaces: GigabitEthernet0/1

Hits: 76 Misses: 76

Expired translations: €4

Dynamic mappings:

Gatewayfshow ip nat statistics

Tetal translaticns: 0 (0 statie, 0 dynamie, 0 extended)
Cutside Inte ces: Serialdso0/1

Inside Interfaces: GigabitEthernetl/1

Hits: 76 Misses: 76
Expired translaticns:

nElde G910 Cutside lecal Outside global
icmp 209.165.201.18:1024132.168.1.22:23 1%2.31.7.1:23 132.31.7.1:1024
iemp 205.165.201.18:1025132.1628.1.22:30 192.31.7.1:30 192.31.7.1:1025
icmp 209.165.201.18:1026132.168.1.22:31 1%2.31.7.1:31 132.31.7. &
iemp 205.165.201.18:10271532.162.1.22:32 192.31.7.1:32 192.31.7. 7
icmp 209.165.201.18:29 192.168.1.21:29 152.31.7 192.31.7.1:23
iemp 205.165.201.18:30 152.162.1.21:30 152.31.7 192.31.7.1:30
iemp 205.165.201.18:31 152 168.1.21:31 152_31. 192.31.7.1:31
icmp 209.165.201.18:32 1592.168.1.21:32 152.31. 192.31.7.1:32
iemp 203.165.201.18:33 192_168.1_.20:33 152 _31. 192.31.7.1:33
icmp 209.165.201.18:34 1592.168.1.20:34 152.31. 192.31.7.1:34
iemp 203.165.201.18:35 152.168.1.20:35 152.31. 192.31.7.1:35
icmp 209.165.201.18:36 192.163.1.20:36 152.31. 192.31.7.1:3¢
Gateway#|

Reflexion
¢ Qué ventajas tiene la PAT?

RTA:Que utiliza solo la interfaz de salida en este caso la ip 209.165.201.18 pero por diferentes
puertos.
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Resumen de interfaces del router

Modelo de Interfaz Ethernet Interfaz Ethernet Interfaz serial #1 | Interfaz serial
router #1 n.Ct2 n.t?2
1800 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO/0) (FO/1) (S0/0/0) (S0/0/1)
1900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)
2801 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/1/0 Serial 0/1/1
(FO/0) (FO/1) (S0/1/0) (S0/1/1)
2811 Fast Ethernet 0/0 Fast Ethernet 0/1 Serial 0/0/0 Serial 0/0/1
(FO0/0) (FO/1) (S0/0/0) (S0/0/1)
2900 Gigabit Ethernet 0/0 | Gigabit Ethernet 0/1 | Serial 0/0/0 Serial 0/0/1
(G0/0) (G0/1) (S0/0/0) (S0/0/1)

Nota: para conocer la configuracion del router, observe las interfaces a fin de identificar el tipo de
router y cuéntas interfaces tiene. No existe una forma eficaz de confeccionar una lista de todas las
combinaciones de configuraciones para cada clase de router. En esta tabla, se incluyen los
identificadores para las posibles combinaciones de interfaces Ethernet y seriales en el dispositivo. En

esta tabla, no se incluye ningun otro tipo de interfaz, si bien puede haber interfaces de otro tipo en un

router determinado. La interfaz BRI ISDN es un ejemplo. La cadena entre paréntesis es la abreviatura
legal que se puede utilizar en los comandos de 10S de Cisco para representar la interfaz.




CISCO. C(isco Networking Academy Mind Wide Oper’

4.4.1.2 Configure IP ACLs to Mitigate Attacks

Configure IP ACLs to Mitigate Attacks

L
1841
R2
10.1.1.0/30 10.2.2.0/30
192.168.1.0/24 192.168,3.0/24
o — |
E—d—\ w L™ j—d—;],
2960-24TT 1841 1841 2960-24TT MP.E:F;Tl
Server-PT S1 R1 R3 S3 PC-C
PC-A
Addressing Table
Default
Device Interface IP Address Subnet Mask Gateway Switch Port

- Fa0/1 192.168.1.1 255.255.255.0 N/A S1 Fa0/5

S0/0/0 (DCE) | 10.1.1.1 255.255.255.252 | N/A N/A

S0/0/0 10.1.1.2 255.255.255.252 | N/A N/A
R2 S0/0/1 (DCE) | 10.2.2.2 255.255.255.252 | N/A N/A

Lo0 192.168.2.1 255.255.255.0 N/A N/A
- Fa0/1 192.168.3.1 255.255.255.0 N/A S3 Fa0/5

S0/0/1 10.2.2.1 255.255.255.252 | N/A N/A
PC-A NIC 192.168.1.3 255.255.255.0 192.168.1.1 S1 Fa0/6
PC-C NIC 192.168.3.3 255.255.255.0 192.168.3.1 S3 Fa0/18

Objectives

Verify connectivity among devices before firewall configuration.
Use ACLs to ensure remote access to the routers is available only from management station

PC-C.

Configure ACLs on R1 and R3 to mitigate attacks.
Verify ACL functionality.



Part 1: Verify Basic Network Connectivity
Verify network connectivity prior to configuring the IP ACLs.

Step1: From PC-A, verify connectivity to PC-C and R2.
a. From the command prompt, ping PC-C (192.168.3.3).

Physical I Config I Services Desktop I Custom Interface I

T | g1 | eis———s | pue— e [l

Command Prompt X

= 2>

b. From the command prompt, establish a SSH session to R2 Lo0 interface (192.168.2.1) using
username SSHadmin and password ciscosshpa55. When finished, exit the SSH session.

PC> ssh - SSHadmin 192.168.2.1

Physical | Config | Services  Desktop | Custom Interface I

i T e | p———l — —— o

Command Prompt

JER»ssh -1 55Hadmin 1%2.168.Z2

Password:

B2fexit

[Connection to 132.168.2.1 closed by foreign host]

CERVER

Step 2:  From PC-C, verify connectivity to PC-A and R2.
a. From the command prompt, ping PC-A (192.168.1.3).



Physical | Config  Desktop | Custom Interface |

— e P o | =g

Command Prompt

Pinging 1%Z_168.1_3 wi

Beply from 1°
ply from
ply from

Beply from

Ping statistics for 132
B t3: Sent = 4,
mate round trip times in milli-seco

Minimim = Zms, Maximm = Zmsa, Average = 2

b. From the command prompt, establish a SSH session to R2 Lo0 interface (192.168.2.1) using
username SSHadmin and password ciscosshpa55. Close the SSH session when finished.

Physical | Config  Desktop | Custom Interface |

—— e N [ el | —

Command Prompt

BC>

BC»ssh -1 S55Hadmin 152
Open

Password:

[Connection to 182.168.2.1 closed b oreign host]
BC»

c. Open a web browser to the PC-A server (192.168.1.3) to display the web page. Close the browser
when done.

_iol x|
Physical | Config  Desktop | Custom Interface |

— . N [T e | —

Web Browser X

< = | URL |htu:.:,ff192. 168.1.3 Go Stop
Packet Tracer 5.x =

Welcome to Padket Tracer 5.x, the best thing since..... Packet Tracer 4.x.

Quick Links:

A& small page

Copyrights

Image page

Image




Part 2: Secure Access to Routers

Step1: Configure ACL 10 to block all remote access to the routers except from PC-C.

Use the access-list command to create a numbered IP ACL on R1, R2, and R3.

Physical | Config  CLI |

I0S Command Line Interface

=10l %]

User Zccess Verification

Dassword:

Rl»enakle
Password:
Blgconf t

Bl (config) faccess-list 10 permit 192_.168.3.3
Bl {confiol g

Physical | Config  CLI

I0S Command Line Interface

Enter configuration commands, one per line. End with CHNTL/Z.

=10l %]

User Zccess Verification

Password:
Password:

RZ»enakle
Dassword:
BZ2gconf t

B2 (config) faccess-1list 10 permit 192.168.3.3
RZ (config)

Physical | Config  CLI

I0S Command Line Interface

Enter configuration commands, one per line. End with CHNTL/Z.

=101 %]

User Zccess Verification
Password:
R3renable
Password:

R3gconf t

B3 (config) faccess-list 10 permit 192_.168.3.3
R2lconfigl &

Step 2:  Apply ACL 10 to ingress traffic on the VTY lines.

Enter configuration commands, one per line. End with CHNTL/Z.

Use the access-class command to apply the access list to incoming traffic on the VTY lines.




Physical | Config CLI

I0S Command Line Interface

=10l ]|

Hl1g -
Blgconf t
Enter configuration commands, one per line. End with CHNTIL/Z.
Rli{config)fline vty 0 4
Bl (config-line) faccess—-eclass 10 in
Bl (config-line) §
_ O] x|
Physical | Config  CLI
10S Command Line Interface
Hi(config) ~
B2 (config)$line vty 0 4
B2 (config-line) faccess—-class 10 in
RZ{config-line) §
o] x|
Physical | Config  CLI
10S Command Line Interface
Hilconfig) -
B3 lconfig)$line vty 0 4
R3{config-line) faccess—class 10 in
R3{config-line) §
Step 3:  Verify exclusive access from management station PC-C.
a. Establish a SSH session to 192.168.2.1 from PC-C (should be successful).
_ (o] x|
Physical | Config  Desktop | Custom Interface |

e L 0 = | e T |

Command Prompt

BCx»

BC»ssh -1 S55Hadmin 152
Open

Password:

[Connection to 182. -1 closed by foreign host]
BC>

b. Establish a SSH session to 192.168.2.1 from PC-A (should fail).




Physical | Config | Services  Desktop | Custom Interface I

Command Prompt

3sh -1 55Hadmin 15%2.1l68.2.1

Part 3: Create a Numbered IP ACL 120 on R1
Permit any outside host to access DNS, SMTP, and FTP services on server PC-A, deny any outside
host access to HTTPS services on PC-A, and permit PC-C to access R1 via SSH.

Step1:  Verify that PC-C can access the PC-A via HTTPS using the web browser.
Be sure to disable HTTP and enable HTTPS on server PC-A.

3 =
Physical | Config  Desktop | Custom Interface |

= = —— —_— a—1" e |

Web Browser X

< = | URL Ihtu:.s:,fngz. 168.1.3 Go Stop
Packet Tracer 5.x =l

Welcome to Packet Tracer 5.x, the best thing since..... Packet Tracer 4.x.

Quick Links:

A small page

Copyrights

Image page

Image

Step 2:  Configure ACL 120 to specifically permit and deny the specified traffic.
Use the access-list command to create a numbered IP ACL.

=10 x|

Physical | Config  CLI |

I0S Command Line Interface

Rl lcontig) ¥

Bl (config) faccess-list 120 permit udp any host 132.168.1.3 eg domain
Bl (config) access-list 120 permit tecp any host 132.168.1.3 eg smtp
Bl (config) faccess-1list 120 permit tcp any host 132.168.1.3 eg ftp

Bl (config) access-list 120 deny tcp any host 132.165.1.3 eg 443

Bl (config) faccess-list 120 permit tep host 152.168.3.3
% Incomplete command._
Bl (config) faccess-list 120 permit tep host 182.168.3.3 host 10.1.1.1 eqg Z2Z2

01 f rmmFi ot #

Step 3:  Apply the ACL to interface S0/0/0.
Use the ip access-group command to apply the access list to incoming traffic on interface S0/0/0.



=10l %]

Physical | Config  CLI

I0S Command Line Interface

Hl{conTig) -
Rl {config) finterface 30/0/0

Bl (config-if) $ip access—group 120 in

Bl (config-if) fexit

Bl (config) g

Step 4:  Verify that PC-C cannot access PC-A via HTTPS using the web browser.

-0l x|
Physical | Config  Desktop | Custom Interface |
—— P —_ [T e | —
Web Browser X
< > URI_lhtn:.s:fflgz.ms.lj Go Stop
Request Timeout _I

Part 4: Modify An Existing ACL on R1

Permit ICMP echo replies and destination unreachable messages from the outside network (relative
to R1); deny all other incoming ICMP packets.

Step 1:  Verify that PC-A cannot successfully ping the loopback interface on R2.

Physical | Config | Services  Desktop | Custom Interface |

i T | eie——y — . m

Command Prompt

32 bytes of data:

3t timed out.
> timed out.

3t timed out_
> timsd

Ping statistics for 15

Packets: Sent E [ o3t 4 (100% loss),

Step 2:  Make any necessary changes to ACL 120 to permit and deny the specified traffic.
Use the access-list command to create a numbered IP ACL.



=10l x|

Physical | Config  CLI

I0S Command Line Interface

Hl {config) -
Bl (config) access-list 120 permit icmp any any echo-reply

Bl (config) faccess-list 120 permit icmp any any unreachakle

Bl (config) access-list 120 permit deny icmp any any

% Invalid input detected at '~' marker.

Rl {config)faccess—-list 120 deny icmp any any
Rl {config)faccess-list 120 permit ip any any
Bl (config) g

Step 3:  Verify that PC-A can successfully ping the loopback interface on R2.

Physical | Config | Services  Desktop | Custom Interface I

1 g pm—y — — =

Command Prompt

Pinging 132 32 bytes of data:
ply from - : by time=lms
ply from
ply from

Beply from

Ping statistics for 1

Minimim = 1lms, Maximm = lms,

Part 5: Create a Numbered IP ACL 110 on R3
Deny all outbound packets with source address outside the range of internal IP addresses on R3.

Step1l: Configure ACL 110 to permit only traffic from the inside network.
Use the access-list command to create a numbered IP ACL.

=101 %]

Physical | Config  CLI |

I0S Command Line Interface

H3{conflig) ¥ “
B3 (config) faccess-list 110 permit ip 15%2_168.3.0 0.0.0.255 any
FERR TR

Step 2:  Apply the ACL to interface FO/1.
Use the ip access-group command to apply the access list to incoming traffic on interface FO/1.



=10l x|

Physical | Config  CLI

I0S Command Line Interface

H3l{config) ¥

B3 (config)#interface £0/1
R3{config-if)fip access—group 110 in
R3{config-if)§

Part 6: Create a Numbered IP ACL 100 on R3
On R3, block all packets containing the source IP address from the following pool of addresses:
127.0.0.0/8, any RFC 1918 private addresses, and any IP multicast address.

Step1: Configure ACL 100 to block all specified traffic from the outside network.

You should also block traffic sourced from your own internal address space if it is not an RFC 1918
address (in this activity, your internal address space is part of the private address space specified in
RFC 1918).

Use the access-list command to create a numbered IP ACL.

=10l %]

Physical | Config  CLI |

I0S Command Line Interface

H3lcontig)

B3 lconfig) faccess-1list 10 permit 192.168.3.3 0.0.0.0
R3{config)#line vy 0 4

B3 lconfig-line) faccess—-class 10 in

R3{config-line) faccess—1ist 100 deny ip 10.0.0.0 0O_Z5 -Z55 any
B3 (config) §acecess-1list 100 deny ip 172.1&6.0.0 0.15_Z55. any

B3 (config) §access-1list 100 deny ip 132_168.0.0 0.0_.255_255 any

B3 ({config) §access-1list 100 deny ip 127.0.0.0 0.255_25 55 any

B3 (config) §acecess-1list 100 deny ip 224_.0.0.0 15.255_255_255 any

B3 (config) faccess-list 100 permit ip any any

[ I
I
o

Step 2:  Apply the ACL to interface Serial 0/0/1.

Use the ip access-group command to apply the access list to incoming traffic on interface Serial 0/0/1.

=10l x|

Physical | Config  CLI |

I0S Command Line Interface

Hil{config) #interface 30,071

B3 (config-if)$ip access—-group 100 in

R3{config-if) faccess—-1list 110 permit ip 19Z2_1&8B8_3.0 0_0_0_Z55 any
B3 (config) interface £al/1

B3 (config-if) $ip access—group 110 in

Step 3:  Confirm that the specified traffic entering interface Serial 0/0/1 is dropped.

From the PC-C command prompt, ping the PC-A server. The ICMP echo replies are blocked by the
ACL since they are sourced from the 192.168.0.0/16 address space.



Desktop | Custom Interface |

Physical | Config

e —_— —_— a1
Command Prompt

Backet Trac ymmand Line 1.0

BC»ping 182
Pinging 1%2 1.3 with 32 bytes of data:

out .
out .
out .
out .

Bequest timed
3t timed
B > timed
Begquest timed
Ping statistics for
Packets: Se

t

Step4:  Check results.
Your completion percentage should be 100%. Click Check Results to see feedback and verification of

which required components have been completed
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9.2.1.10 Configuring Standard ACLs

Topology

192,168,20.0/24

Switch0
WebServer



Addressing Table

Device Interface IP Address Subnet Mask CD;ZE\[:VI;y
FO/0 192.168.10.1 255.255.255.0 N/A
FO/1 192.168.11.1 255.255.255.0 N/A
"l S0/0/0 10.1.1.1 255.255.255.252 | N/A
S0/0/1 10.3.3.1 255.255.255.252 | N/A
FO/0 192.168.20.1 255.255.255.0 N/A
R2 S0/0/0 10.1.1.2 255.255.255.252 | N/A
S0/0/1 10.2.2.1 255.255.255.252 | N/A
FO/0 192.168.30.1 255.255.255.0 N/A
R3 S0/0/0 10.3.3.2 255.255.255.252 | N/A
S0/0/1 10.2.2.2 255.255.255.252 | N/A
PC1 NIC 192.168.10.10 255.255.255.0 192.168.10.1
PC2 NIC 192.168.11.10 255.255.255.0 192.168.11.1
PC3 NIC 192.168.30.10 255.255.255.0 192.168.30.1
WebServer | NIC 192.168.20.254 | 255.255.255.0 192.168.20.1
Objectives

Part 1: Plan an ACL Implementation
Part 2: Configure, Apply, and Verify a Standard ACL

Part 1: Plan an ACL Implementation

Step 1: Investigate the current network configuration.

Before applying any ACLs to a network, it is important to confirm that you have full connectivity.
Verify that the network has full connectivity by choosing a PC and pinging other devices on the

network. You should be able to successfully ping every device.

Step 2: Evaluate two network policies and plan ACL implementations.

a. The following network policies are implemented on R2:

«  The 192.168.11.0/24 network is not allowed access to the WebServer on the

192.168.20.0/24 network.
« All other access is permitted.




To restrict access from the 192.168.11.0/24 network to the WebServer at 192.168.20.254 without
interfering with other traffic, an ACL must be created on R2. The access list must be placed on the
outbound interface to the WebServer. A second rule must be created on R2 to permit all other
traffic.

b. The following network policies are implemented on R3:

- The 192.168.10.0/24 network is not allowed to communicate to the 192.168.30.0/24
network.

«  All other access is permitted.

To restrict access from the 192.168.10.0/24 network to the 192.168.30/24 network without
interfering with other traffic, an access list will need to be created on R3. The ACL must placed on
the outbound interface to PC3. A second rule must be created on R3 to permit all other traffic.

Part 2: Configure, Apply, and Verify a Standard ACL

Step 1: Configure and apply a numbered standard ACL on R2.

a. Create an ACL using the number 1 on R2 with a statement that denies access to the
192.168.20.0/24 network from the 192.168.11.0/24 network.

R2(config)# access-list 1 deny 192.168.11.0 0.0.0.255

¥ ro a=l
l Physical Config CLI

105 Command Line Interface

=TT — T ) =T T TOO T =TT oo T T ToTTreT=T

http: //fvaw . cisco. com/wwl fexport/SeryptoStool /fstgrg_-html

If you regquire further assistance please contact us by sending email to
export@cisco. com.

Cisco CISCO135341/ES (rewvisiomn 1.0) with 43915Z0E/23Z76BE bytes of memory.
Processor board ID FITE1S5Z400ES

2 GFigsbit Ethermnet interfaces

2 Low—-speed serizal (sync//zsync) network interface ()

DREM configuration is €4 kits wide with parity disakled._

I Z55K bytes of non—volatile configurstion memory.

Z243356K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

SLINEPROTO—-5-UPDOWN: Line protocol on Imnterface GigabkitEthernet0s0, changed state to up

SLINE-S5—CHANGED: Interface S5
= 'EE wWord 2016

SLINE-S—CHAMNEED: Interface Seriald/0/1, changed state to up

SLINEFROTO-S5-UPDOWN: Line protocol on Inmterface Seriall 0/0, changed state to up
LINEPROTO-S5-UPDOWN: Line protocol on Inmterface Seriallds 051, changed state to up
SDUAL-S5-NBRCHAENGE: IP-EIGRP 100: Neighbor 10.Z_.2_.2Z2 (Serialdys0/1) is up: new adjacency

| SDUATL-S-NBRCHAWNGE: IP-EIGRP 100: MNeighbor 10.1.1.1 (Seriald/s0/0) is up: new adjacency

m

REZ>EMREBLE

RZfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z._
RZ lconfiglfacces—list 1 deny 132.1€8.11.0 0.0.0.255

% Invalid input detected at "~" marker.

RZ (config) faccess—-1list 1 deny 132_.1&8.11.0 0.0_.0_Z55 —
BZ (configl§ =

Copy ] [ Paste




b. By default, an access list denies all traffic that does not match a rule. To permit all other traffic,
configure the following statement:

R2(config)# access-list 1 permit any

[ Wi o= b
l Physical Config CLI
1

105 Command Line Interface

Cisco CISCO1341/K% (rewvision 1_.0) with 4315Z20K/32768K bytes of memory. i
Processor board ID FIX1I5Z400ES

z2 Cigabit Etheznet intexfaces

Z Low—speed serial{sync/async) network intezface (s)

DRAM configuration is €4 bita wide with parity disabled.

255K bytes of non—volatile configursticn memozy-

2453256K bytes of ATR System CompactFlash 0 (Read/ /Hrite)

Press RETURN to get started!

SLINEPROTO-S—UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed state to up
SLINE-S—CHANCED: Interface Serial0,/0/0, changed state to up

SLINE-5—CHAENGED: Interface Serialds0s1, changed sStatce T©to up

FLINEPROTO-S—UPDOWHN: Line protococl on Interface Serialdys0,/0, changed state to up
SLINEPROTO-S5-—UPDOWH: Limne protocol on Interface Serialds0,/1, changed state to up
SDUAL-S—NBRCHANGE: IP-—ETGRP 100: Neighbor 10_2 2 2 (Serizl0/0/1) is up: new adjacency
SFDUAL—-S—HNEBRCHAENEE: IP-EIGRPF 100: Neighbor 10.1.1.1 {(Serizl0y/0/0) is up: new adjacency
REZ>ENABLE

RZfconfigure terminal

Enter configurstion commands, one per line. End with CHTL/Z.
RZ (configl f#acces—list 1 deny 13Z2.1€8.11.0 0_.0.0_Z55

mn

% Inmwvalid input detected at "' markexr.

RZ {config) faccess—list 1 demy 192Z.182.11.0 0.0.0.255
RZ (config) faccess—list 1 1 permit any

% Imwvalid imput detected at "' markexr.

RZ (config) faccess—1list 1 permit any _
[l RZ (config) -

Ccom ) [_paste ]

c. Forthe ACL to actually filter traffic, it must be applied to some router operation. Apply the ACL
by placing it for outbound traffic on the Gigabit Ethernet 0/0 interface.

R2(config)# interface GigabitEthernet0/0 R2(config-if)# ip access-
group 1 out



Physical Config

105 Command Line Interface
2 Gigabit Ethermet interfaces i
2 Low—speed serial (syncsasync) network interface(s)
DREAM configuratiomn is €4 kbits wide with parity disabled.
Z55KE bytes of non—-volatile configuration memory .
24985¢€K bytes of ATE System CompactFlash 0 (Read,/Write)
Eress RBRETUEM to get started!
FLINEPROTO-S—-UPFDOWN: Line protocol on Interface GigabitEthernet0ys/0, changed state to up
SFLINE-S5-CHREMNGEED: Interface Serizld/ 0/0, changed state to up
FLINE-5-CHAEMNGEED: Interface Serialld, 0,1, changed state to up
FLINEPROTO-S—UFDOWHN: Line protocol on Interface Serialds0,/0, changed state to up
FLINEPROTO-S—UFDOWN: Line protocol on Interface Serialds 0,1, changed state to up
SDUATL-S5-MBRCHRENEE: IP-EIGRFPF 100: Neighkbor 10.Z2_Z_.Z2 (Seriald/0/1) is up: new adjacency
SDUATL-S5-MBRCHENEE: IP-EIGRF 100: Neighbor 10.1_.1.1 (Serial0/ 0,/0) is up: new adjacency
RZ>ENAELE i
RZfconfigure terminal
Enter configuration commands, one per line. End with CHTILSZ.
BZ (config) acces—list 1 deny 13Z_.168.11.0 0_.0_.0_.2Z55
% Imvalid input detected at "' marker.
BRZ (config) faccess—list 1 deny 19Z_.1&2.11.0 0_.0_0_Z55 =
RZ lconfig) faccess—list 1 1 permit any
% Imvalid input detected at "' marker.
Z (config) faccess—list 1 permit any
glEinterface gigabitEthernet 0,50
{config—if) §ip access—group 1 out —
RZ (config—if) & =
[ Copy ] [ Paste ]

Step 2: Configure and apply a numbered standard ACL on R3.

a. Create an ACL using the number 1 on R3 with a statement that denies access to the
192.168.30.0/24 network from the PC1 (192.168.10.0/24) network.

R3(config)# access-list 1 deny 192.168.10.0 0.0.0.255



R3 =l
Physical Config CLI

I0S Command Line Interface

e

=F-T3 i

R2 comnl is now availabkle

Press RETURM to get sSstarted.

BE3>ENakble
RE3fconfigure termial W

% Imvalid input detected at "' marker.

R3fenable 1
REfconti ©

Enter configuration commands, one per line._ End with CHNIL/Z._

B3 (config) faccess—list 1 deny 19Z_.1&£2.10.0 0_.0_0_Z55
23 (conZig) #

Ccomy ) [pama ]

b. By default, an ACL denies all traffic that does not match a rule. To permit all other traffic, create a
second rule for ACL 1.

R3(config)# access-list 1 permit any



C.
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R2 comnld is mow availakle

Press RETURN to get started.

R3>EN=ble
R3fconfigure termisl

% Inmvalid input detected at "~ " marker.
I Rzfenzkle
R3gconfi t
Enter configuration commands, one per line. End with CHNILsZ .

RI (configl)fFfaccess—list 1 deny 13Z2_.165.10.0 0.0.0_Z55
R3 (config) faccess—list 1 permit any
R {configl#

m

[ copy || Paste

Apply the ACL by placing it for outbound traffic on the Gigabit Ethernet 0/0 interface.

R3(config)# interface GigabitEthernet0/0 R3(config-if)# ip access-
group 1 out




R3

Physical Config CLT

IOS Command Line Interface

R3 cond is now available

| Press RETURN to get started.

R3>ENable
OEZfconfigure tezmial

% Imwvalid input detected at "' marker._

R3fenable
R3gconfi ©

Enter configuration commands, one per line. End with CHNTL/Z.
R3 (config) faccess—list 1 deny 139Z_168_.10.0 0_.0_0_Z2Z55

R3 {config) faccess—list 1 permit any

RS {config) #interface GSigabitEthernesd /0

R3 {config—if) #ip access—group 1 cut —
R3 {config—ifl§

m

Cceew. ] [paste ]

Step 3: Verify ACL configuration and functionality.

a. On R2 and R3, enter the show access-list command to verify the ACL configurations. Enter the
show run or show ip interface gigabitethernet 0/0 command to verify the ACL placements.

o =

| Phymcall Config | CLIl
I0S Command Line Interface
2 Cigabit Ethernet interfaces o=
Z2 Low—-speed serial (sync/async) network interface(s)
DREAM comfiguration is &4 kbits wide with parity disakled.
Z55K bytes of non—volatile configuration memory.
24928568K bytes of ATA System CompactFlash 0 (Read/ /Write)
Press RETURM to get sStarted!
FLINE-5—CHAMEED: Imterface Serizl0s 0,0, changed state to up
FLINE-5—CHARMEED: Imterface Serizl0s 0,1, changed state to up
SLINEPROTO-5—UPDOWN: Line protocol on Interface GigabitEthermnet0/0, changed state to up
FLINEPROTO-S5-UPDOWN: Linme protocol on Imterface Serizl0ds0,/1, changed state to up
FDUATL-5-NBRCHARNEE: IP-EIGRF 100: Meighbor 10.2_.Z.1 (Serialds0s1) is up: new adjacency
FLINEPROTO-S5—-UPFDOWN: Lime protocol on Imterface Serizl0ds0,0, changed state to up
FDUATL-5-NBRCHARNEE: IP-EIGRF 100: Meighkbor 10.3_3.1 (Serialds0s0) is up: new adjacency
AZrenable il
OSfconfigure terminal
Enter configuration commands, one per line. End with CHIL/SZ.
B3 (config) faccess—list 1 deny 132 _1&8_0.0 0_0_0_Z55
B3 (config) #interface GigabitEthernetds 0
03 {config-if) $#ip access—group 1 out
B3 (config—if) fexitc
B2 (config) gexit =
RIE
ES¥S-5—COMFI&EZ_TI: Configured from conscle by conscle
R2fashow acceas—liat
Standard IF access list 1
10 deny 182 _168.0.0 0O0.0_0_Z55
20 permit any —
REE =7
[ Copy ][ Paste ]
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SLINEPROTO-S-UPDOWN: Linmne protocol on Interface

SLINE-S—CHAMNGCED: Interface Serizlds 0,0, changed

SLINK-S—CHBNGED: Interface Seri=zlo0s0s1, changed

SLINEPROTO-S-—UPDOWN: Line protocol on Interface
S LINEPROTO-S-UPDOWN: Line protoccel on Interface

SDUATL-S-NBRCHAMNCE: IP-EIGRP 100:

Neighboxr 10.2 .2 .2

CigabitEthernet0s0,

state to up
state to up
Serisalosos0,

Serialos 0,1,

changed state To up

changed state to up

changed state to up

({Serizlos0/1) 4is up: new adijacency
SDUAL—S-NEBRCHANGE: IP-EIGRP 100: MNeighbkor 10.1.1.1 {(Serialds0/0) is up: new adjacency
REZ>ENABLE
RZgconfigure terminal
Enter configuraticn commsands, one per line. End with CHTILSZ.

RZ {config) facces—list 1 deny 192_1&8.11.0 0_.0.0_255

% Imvalid input detected at "' marker.

RZ {config) faccess—l1list 1 deny 192.1€5.11.0 0.0.0_.255

B2 {config) facocess—1list 1 1 permit any

% Imwvalid input detected =t "'~' marker._ i
RZ {config) faccess—1list 1 permit any

B2 {config) finterface gigsbitEthernet 0,0

RZ {config-if) §ip access—group 1 out

RZ {config—if) fexit

RZ {config) #exit =
RZE

ESYS-S—CONFIG_T: Configured from conscle by conscle

i RZfshow access—list

Standard IPF access list 1
10 deny 192.1€8.11.0 0.0.0_255
20 permit any .
RZ E| i
[ Copy ][ Paste

Physical Config CLI

T10s Command Line

Interface

RZ#show run
Building configuration._ . _

Current configuration : 1034 bytes
'

wersiocm 1S5.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password—encryption

!

hostname RIZ

ip cef

no ipwveE cef

L]

!

'

L]

license udi pid CISCOL1541,/KS s=n FIN1SZ4UTELS
'

!

'

spanning—tres mode pvst
Ll

I

[ Copy FPaste ]
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interface CigabitEthernetOs0
ip address 1392 _1&8.20.1 255.255.255.0
ip sccess—group 1 ocutc

duplex auto

speed auto

'
interface GigabitEthernetOs1

ne ip address

duplex auto

speed auto

shutdown

'
interface Serislos0s0

description Link te RI1

ip address 10.1.1_.2 255 _255_255_252
clock rate 2000000

'
interface Serislos0s1

description Link to RS

ip address 10_.2_2_1 255 _255_Z255_252
clock rate 4000000

'

interface Wlanl

no ip address

shutdown

1

router eigrp 100

passive—interface GigakitEthernetds0
network 1S2Z.188.20.0

network 10_0_0_0

no Suto—Summary

'

ip classless

'

ip flow—export version 9

!

!

access—list 1 deny 15Z.185.11.0 0O.0.0.2Z55
access—list 1 permit any

!

n

105 Command Line Interface

'
interface Vlanl
no ip address
shutdown
'
router eigrzp 100
passive—interface GigabitEthernet0s0
network 132 _162_30.0
network 10.0_0_0
no auto— Surmery
'

ip classless

ip flow-—export wersion 9

'
z2ccess—list 1 deny 132 _162.11.0 O0.0_0_Z55
2ccess—list 1 permit any

line con O
login

'

line aux O

'

line vty O 4
legin

REE
RzE
R=z#
REE

m

Copy

]

Paste
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BESEshow rumn -
Building configursticrn. . .
Current configursticm : 10ZZ byces
L]
wversion 15.1
no Sservice timestamps log datetime msec
no sService timestamps debug datetime msec
no Sservice password—encryption
1
hostmame R3
1
L]
1
L]
1
!
ip oc==
no ipweE coce=f
L]
1
L]
1
license udi pid CISCO194]1  KEKS sn FIX15Z4PETL —_
. =
'
'
' |
1
L]
1
L]
1
L]
1
spanning—tree mode pwvst
1
L]
1
L] -
Copy ] [ FPaste

Physical Config CLT

105 Command Line

Interface

interface GigabitEthernecdsd
description B3 LAN

ip address 152 _168_30_1 255 _Z55_2Z55_0
ip access—group 1 outc

duplex aurto

speed auto

'

interface GigabitEthernecds1

no ip address

duplex auto

speed auto

shutdown

'

interface SerislOos 0,0

ip address 10_3 3 _Z Z55_Z55_2Z55_ 252
clock rate 2000000

'

interface SerislosO0s1

description Link to RZ

ip address 10.2.Z.Z Z55_2Z55_255.252
clock rate 2000000

'
interface Vlanl

no ip address

shutdown

L]
router eigrp 100

passive—interface GigabitEthernetdso
network 19Z_1&62.30.0

metwork 10.0.0.0

no auto—Summary

'
ip classlesas

'
ip flow—export version 9

'

'
sccess—list 1 deny 132 _168_0_.0 0_.0_0_Z2Z55
zccess—list 1 permit any

1

m

Copy

J [

FPaste
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ip address 10_2 _Z_Z 255 _255_255_2Z5=2 -
clock rate 2000000
'

interface Vlianl
no ip address
shutdown

router eigrzp 100

passive—interface GigabitEthernec0s0
work 192 168 _30.0

network 10_.0_.0.0

no auto— Suromer R

ip classless
'

ip flow—export wversion =

'

ccccccc list 1 deny 192 _162_.0.0 0O_0_0_255
ccccccc list 1 permit any

line con O
L

line aux O
1

line woy O 4
login

m

EEE
Rag
== #| —

b. With the two ACLs in place, network traffic is restricted according to the policies detailed in Part 1.
Use the following tests to verify the ACL implementations:

« Aping from 192.168.10.10 to 192.168.11.10 succeeds.



& pC1

Physical Config Desktop Custom Interface

—

-
e S B D g ———— ]|

.

Command Prompt

Packet Tracer PBPC Command Line 1.0
PCrping 19Z_1&€8_.11_10

m

Ping sStatist
= kets:

Approximate round trip times

Minimaim = O0Oms, Maximnam

pC>|

« A ping from 192.168.10.10 to 192.168.20.254 succeeds.
& e BRI o]

ing statistics for 192 _16
et=

ent a
Approximac

|

BirGmoam
PC>ping 19
Pinging
eguest

Erom

£from

ent 4 Re
Approximat

round trip Gtime
Minimmam = 1ms,

Maicimmam

A ping from 192.168.11.10 to 192.168.20.254 fails.




_ﬁapcz l = | =5 |—Z—
Physical Config Desktop Custom Interface

Command Prompt

Pa
PC»ping 1°

with

Destination
D tinmation

« A ping from 192.168.10.10 to 192.168.30.10 fails.

m

& pPCl | =) | ———
Physical Config Desktop Custom Interface
| = ———— | =] | rrm——

Command Prompt

time=lms TTL=1Z%
time ms TTL=12

he)
Approximsa
Minirmam

BPCx»ping 132 .

Pinging 132 .

time=1lms TIL=12

round trip times in milli

= 1lma, Maximum

1a -1a0

1le8 1.10 with

estination
Destination
Destination
Destination

1l

E

loss),

m




« A ping from 192.168.11.10 to 192.168.30.10 succeeds.

& pc2 = [ | S

Physical Config Desktop Custom Interface

PCoy>ping 15

Pinging 19

m

Ping statis
Packets

Ping statistics foxr 1
Packets: Sent 4, Re

Approximate round orip times in milli-—
Mimimuam = 1ms, Maximam = 1ms, Average

« A ping from 192.168.30.10 to 192.168.20.254 succeeds.

& pc3 ||:| (Sl | et |

Physical Config Desktop Custom Interface

T e —_— [ gy | e

Command Prompt

cket Tracer PC Command Line 1.0

PCyping 132 _165.

Pinging 132 _1&

o

Ping statistic
Packets: nt 4

Approximate round trip times in
Minimam 1ms, Maximmam 2

m
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File Edit Optons wiews  Tools

Activity Results

Help

Time Elapsed: 00:15:36

Congratulations Guest! You completed the activity.

| Owerall Feedback | Assessment Items

Connectivity Tests |

[Expandscollapse all]
Assessment Items’
I = Metwork
= Rz
=F- ACL
I - a
= Ports
= GigabitEtherneto/0
ST e Access-group ...
=l Ports
= GigabitEtherneto/0
- Access-group
C N F—T T T— C35

n

Score H
Iterm Count H

: 100/100
: 4/4

Component
IPw4 Standard ACL Implementation

Items/S Total Score
4,4 100100

Close
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9.2.1.11 Configuring Named Standard ACLs

Topology

pC2 Switch witch2

Rl‘\
Switch3 '

File Server

Wweb Server

Switchl

PC1
Addressing Table
Device Interface IP Address Subnet Mask Default Gateway
F0/0 192.168.10.1 255.255.255.0 N/A
R1 FO/1 192.168.20.1 255.255.255.0 N/A
E0/0/0 192.168.100.1 255.255.255.0 N/A
E0/1/0 192.168.200.1 255.255.255.0 N/A
File Server | NIC 192.168.200.100 | 255.255.255.0 192.168.200.1
Web Server | NIC 192.168.100.100 | 255.255.255.0 192.168.100.1
PCO NIC 192.168.20.3 255.255.255.0 192.168.20.1
PC1 NIC 192.168.20.4 255.255.255.0 192.168.20.1
PC2 NIC 192.168.10.3 255.255.255.0 192.168.10.1
Objectives

Part 1: Configure and Apply a Named Standard
ACL Part 2: Verify the ACL Implementation

Background / Scenario

The senior network administrator has tasked you to create a standard named ACL to prevent access
to a file server. All clients from one network and one specific workstation from a different network
should be denied access



Part1: Configure and Apply a Named Standard ACL

Step 1: Verify connectivity before the ACL is configured and applied.

All three workstations should be able to ping both the Web Server and File Server.

[# rco I

Physical Config Desktop Software/Services

r 1 — —_— — [T e

Command Prompt

round trip times i
= 10ms, Maximim =

BC»ping 19

Pinging 132 _:

Ping statisti
Pac , Lost = 1
Approximate round trip times in milli-se
Minimim = 0Oms, Maximim = 1llms, Lwverag

oo




FPhysical Config Cresktop Software/Services

r 1 1 = — — (gl |

Command Prompt

Parket Tracer PO Command T.ine 1
BCr»ping 1! Jles.100.100

8.100.100 with

Ping statistics for 15

Packets:
Approximate round trip t©
Minimm = Oms, Maximim = 13ms,

PCrxping 192 .1 0_.100
Pinging 1%2.

Reply from 132 _168 : : bytes=32 time=l1lms TIL=1Z7
1y from timy ms TTI=
fro i
from
Ping statistica for 152
Packets: Sent = 4, R C E yat { .
Approximate round trip times in milli-s

Minimum = 3ms, Maximim = llms, Averas

PC|

Step 2: Configure a named standard ACL.
Configure the following named ACL on R1.

R1(config)# ip access-list standard File_Server_Restrictions
R1(config-std-nacl)# permit host 192.168.20.4
R1(config-std-nacl)# deny any

Hl {config-std-nac 1p access—-list standar 1le Serwver HRestrictions
Rl (config-std-nacl) fpermit host 1532 .1&88.20.4
Bl {config—std-nacl) §deny any

Bl (config—std-nacl) §

Step 3:  Apply the named ACL.
a. Apply the ACL outbound on the interface Fast Ethernet 0/1.



R1(config-if)# ip access-group File_Server_Restrictions out
b. Save the configuration.

Bl {config) #interface £0/1
Bl (config-if) §ip acceas-group file server restrictiona out

Bl (config-if)

Part 2: Verify the ACL Implementation

Step 1. Verify the ACL configuration and application to the interface.

Use the show access-lists command to verify the ACL configuration. Use the
show run or show ip interface fastethernet 0/1 command to verify that the
ACL is applied correctly to the interface.

BElfshow access-lists

Standard IP access list file server restrictions
10 permit host 19Z.1&8.20.4
20 deny an

RlEgshow run
Building configuration. ..

Current configuration : 888 bytes

!

wersion 1Z_.3

no sIervice timestamps log datetime maec
ng Iervice timestamps debug datetime msec
no service password-encryption

1

hostname R1
!

ip cef
no ipwve cef




show 1p i1nterface =
astEthernetl,; 15 up, ine prococol 13 up
Internet address is 1832 _1&383_.200.1/Z24
Broadcocast address is Z55_ 255 255_ 255
2ddress determined by setup command

MTUO is 1500 bytes

Helper address is not set

Lconnec

£file server restrictions
not Set

I OUTL

access list 1s
Proxy AREPF is enabled
Security lewvel is default

Split horizon is enakled

ICHMPE redirects are always sent

ICHMPE unreachakles are always sent

ICHP mask replies are never Sent

IP fast switching is disakled

IP fast switching on the same interface is disabkled
IP Flow switching is disakled

IP Fast switching turko wvector

IP multicast fast awitching is disabled

IP multicast distributed fast switching is disakled
Bouter Discovery is disakled

——More——

Step 2: Verify that the ACL is working properly.
All three workstations should be able to ping the Web Server, but only PC1 should be
able to ping the File Server.

PC-0

BCrping 1° 1,100
Pinging 2100 with

stination 13t unreachable.
stination 139t unreachable .
gtination 13t unreachable .
estination 13t unreachable .

Ping statisti
Packets:

PC-1



P pC1

Physical Config Desktop Software/Services

r || = T— —1 [T

Packet Tracer PC Command Line 1.0
BCrping 192 _1683_Z200_.100

Pinging 1%2_.1 1.100 with

r
round trip times in milli-—-seconds
Minimm = Omsa, Maximm = 15ms,

BCrping : .200.100

Pinging 192 _] 200.100 with
ly from ] : 1: Destination unreachable .
1y £rom : : stination unreachable.

ly from 192 ] : : Destination unreachable
ply from 1932 _168_.10.1: Destination unreachable

Ping statistics

Packets: / : o3t 4 (100% loss)

Evidencia de la actividad resuelta

- - -
Activity Results Time Elapsed: 00:47:36
Congratulations Guest! You completed the activity.
Owerall Feedback Assessment Items Connectivity Tests
Expand/Collapse All sScore : ]_OO_/‘]_OO
Assessment Items Status FPoints Item Count . 2/2
= Network:
= Rj— AcL a Component Items,/ Total Score
o File_Server_Restric Correct a0 IPwv4 Standard ACL Implementation 2/2 100/100
= Ports o
=l FastEthernet0/1 a
Access-group COut Correct 20
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9.2.3.3 Configuring an ACL on VTY Lines

Laptop

Mind Wide Open”

Tabla de direccionamiento
Maéscara de Gateway
Dispositivo Interfaz Direccién IP subred predeterminado
Router F0/0 10.0.0.254 255.0.0.0 N/A
PC NIC 10.0.0.1 255.0.0.0 10.0.0.254
Laptop NIC 10.0.0.2 255.0.0.0 10.0.0.254
Objectives

Part 1: Configure and Apply an ACL to VTY Lines
Part 2: Verify the ACL Implementation




Parte 1: configurar y aplicar ACL a lineas VTY

Paso 1: Verifique el acceso de Telnet antes de que se configure la ACL.

e Ambas computadoras deberian acceder por Telnet al router. La contrasefia es
Cisco.

RTA: como se puede ver al ejecutar telnet con la direccion 10.0.0.254
correspondiente al router ya sea, desde PC o Laptop ambas nos permiten el acceso
al router sin ninguna dificultad.

PC
éﬁpc [E=mr N
Physical Config Desktop Custom Interface
P —_— ) | a1 ——
Command Prompt
User Access Verification
Laptop
& Laptop | =HACN |

Physical | Config | Desktop | Custom Interface

Command Prompt X

oo Command Line 1.0
PCrtelnet

Paso 2: configurar una ACL numerada estandar.



e Configure la siguiente ACL numerada en el router.

Router(config)# access-list 99 permit host 10.0.0.1
Como no queremos permitir el acceso a otras computadoras, la denegacidn implicita
lista satisface nuestros requisitos.

RTA: creamos una lista donde estamos solamente dandole acceso al host 10.0.0.1
correspondiente a la direccion ip de la PC.

&' Router | (S

| Physical | config cLr |

I0OS Command Line Interface

Cisco Internetwork Operating System Software
IOS (tm) C2ZE00 Software (CZE00-I-M), Version 12.2(28), RELEASE SOFITWARE (fcS)
Technical Support: hTTp://wWww.cisco.com/Techsupportc

Copyright (=) 19856-2005 by cisco Systems, Inc.

Compiled Wed Z7-—Apr—04 15:01 by miwang

Cisco 2821 (MPCES0) processox | {revision O0xZ00) with ZSS9SIK,S15ZK bytes of memory
Erocessox board ID JRADOSLSOMTZ (4Z252551455)

MSE0 pro : part number O, mask 49

Bridging software.

.25 software, Wersion 3.0.0.

2 FastEshernets,IEEE S02 32 interface (s)

22K bytes of non—volatile configuration memory.

E3488K bytes of ATAR CompactFlash (Read/Write)

Press RETURN to get started!

SLINEPROTO-S—UFDOWN: Line protocol on Interface FastEthernet0Os0, changed state to
up

Routerz>esnakble

gure Cermimel
ration commands, one per line. End with CHTLAZE.
o) faccess— list 55 permit host 10.0.0.1

Paso 3: Coloque una ACL estandar nombrada en el router.

Se debe permitir el acceso a las interfaces del router, mientras que el acceso a Telnet debe
estar restringido. Por lo tanto, debemos colocar la ACL en las lineas Telnet 0 a 4. Desde el
indicador de configuracion de Router, ingrese la configuracion de linea modo para las
lineas O - 4 y use el comando access-class para la ACL a todas las lineas VTY:

Router(config)# line vty 0 15
Router(config-line)# access-class 99 in



& Router | [ | —r

|Phymcall Config CLI

I10S Command Line Interface
—CrTTTOoTT T TT=T—r oo TT TIESTTo ST ETERE I
Compiled Wed Z7-&pr—-04 13:01 by miwang

Cisco Z6Z2Z1 (MPCS€0) processcor (rewvisiom OxZ00) with Z5335ZE/s8513ZK bytes of memory

Processcr board ID JADOS1SOMTE (42325514355)
MEE0 processor: part number O, mask 45
Bridging socftwaze.

.25 scftware, Vessiocm 3.0.0.

Z FastEthernet/I
32K bytes of non—voleatile configuraticon memozy.
&§3488K bytes of ATA CompactFlash (Read/Hzite)

B80Z .3 interface(s)

Press RETURN to get started!

$LINEPROTC—-5-UPDOWN: Line protocol on Interface FastEthernetds0, changed state to
up

Routerrensble
Routerfconfigure terminal
Enter configuraticon commands, cne per line. End with CHTLAZ.
2ol s il e PN 1o 0.0l
fouter {config) #line vty O 15
Router {config—line) faccess—class 9% in
Routers {config-line) #do we
ilding configuz=tico.

m

[OE]
Router{config—line) §

Parte 2: Verificar la implementacién de ACL

Paso 1: verifique la configuracion de ACL y aplique a las lineas VTY.

e Use show access-lists para verificar la configuracion de ACL. Use la ejecucion del
espectaculo para verificar que la ACL aplicado a las lineas VTY.

RTA: al ejecutar el comando para observar las listas de acceso nos muestra
efectivamente la que acabamos de generar.

@ Router = |

|Phymcall Config | CLIl

I0S Command Line Interface

DO TWEIT TS TOIT = g =
Z2 FastEthernet/IEEE 202 .3 interface(s)

3ZE bytes of non—volatile configuration memory.
©3488K bytes of ATA CompactFlash (Read/Write)

Press RETURM to get sStarted!

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetls0, changed state to
up

Router>enabkle

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNTILSZ_
Router {(config) faccess—list 99 permit host 10.0.0.1
Router (config) #line wty 0 15

Router (config—line) faccess—class 3% in

Router (config-line) £do wz

Building configuraticn. ..

[OHE]1

Router {config-—line) fexit

Router (config) fexit

Routerg

F5YS—5—CONEFI&E _TI: Configured from conscle by conscle

Routerfshow access—list
Standard IP access list 335
10 permit host 10.0_.0_.1

HOOCETE

Paso 2: Verifique que la ACL esté funcionando correctamente.



Ambas computadoras deberian poder hacer ping al Enrutador, pero solo las PC deberian
poder usar Telnet.

RTA: se puede observar que si ejecutamos el ping en las 2 computadoras este nos muestra
que esta correcto, pero al ejecutar el telnet en el Laptop automaticamente nos muestra un
mensaje de conexion rechazada.

PC _
& pc

Physical Config Desktop Custom Interface

Command Prompt

User Access Verification

Password:
louter> telnet

PCrtelnet

Trying 1

User RAccess Verification

Password:
Router>

Laptop



S Laptop ]

Phwysical Config Desktop Custom Interface

APETONTRET
Mindomam
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9.5.2.6 Configuring IPv6 ACLs

PC2

—_—

e

2001:DB8:1:30::/64

Server3
Tabla de direcciones
Device Interface IPv6 Address/Prefix Default Gateway
Server3 NIC 2001:DB8:1:30::30/64 FE80::30
Objetivos

Parte 1: Configure, aplique y verifique una ACL IPv6
Parte 2: Configurar, aplicar y verificar una segunda ACL de IPv6



Parte 1: Configure, aplique y verifique una ACL IPv6

Los registros indican que una computadora en la red 2001: DB8: 1. 11 :: 0/64 esta
actualizando repetidamente su pégina web causando un ataque de denegacién de servicio
(DoS) contra Server3. Hasta que el cliente pueda ser identificado y limpiado, debe
bloquear el acceso HTTP y HTTPS a esa red con una lista de acceso.

PASO 1: CONFIGURE UNA ACL QUE BLOQUEARA EL ACCESO HTTP Y
HTTPS.

Configure an ACL named BLOCK_HTTP on R1 with the following statements.
a. Bloquear el trafico HTTP y HTTPS de llegar a Server3.

R1(config)# deny tcp any host 2001:DB8:1:30::30 eq www
R1(config)# deny tcp any host 2001:DB8:1:30::30 eq 443

Rl=>

Rl»an

Blfconf t

Enter configuration commands, one per line. End with CNIL/Z.
Rl (configlgipvé access-list BLOCE HTPP

Bl (config—ipve—acl) §deny tcp any host Z001:DBE-1:30::30 egqg wew
Rl (config-ipvé-acl) #deny tcp any hoat Z001:DBE:1:30::30 eq 443
Rl {config-ipvé-acl ﬂ

b.  Permitir que todo el tréfico IPv6 pase

Rl {config-ipve—acl) §deny tcp any host
Bl {config-ipvé—acl) fpermit ip any any
Bl {config-ipwve—acl) &

Paso 2: Aplique la ACL a la interfaz correcta.
Aplique la ACL en la interfaz mas cercana al origen del trafico que se va a bloquear.
R1(config-if)# ipv6 traffic-filter BLOCK _HTTP in

Bl (config)#int gls1
BEliconfig-if) §ipveé traffic-filter BLOCE HIPP in
Bl{config-if)§

Paso 3: Verificar la implementacion de ACL

Verifique que la ACL esté funcionando segun lo previsto realizando las siguientes
pruebas:



0 Open the web browser of PCL1 to http:// 2001:DB8:1:30::30 or
https://2001:DB8:1:30::30. The website should appear.

# rei [F==EO
Frrysical Conlig Cashdop SollwareServices
o T I ) — 1| e

|

| = | = | URL  https: [ 2001:068; 1:530:: 30 G Shop
Cisco Packet Tracer - Server3
Welcome to Cisco Packet Tracer. Opening doors to new opportundties. Mind Wide Open.

Check Links:
lII '11'".1" H2e
Copyrights
Image pags
Image

0 Open the web browser of PC2 to http:// 2001:DB8:1:30::30 or
https://2001:DB8:1:30::30. The website should be blocked

& pcz oL
Phiysical Canfig Deskiop Software/Services
T T =y i (r—| Pl
eb Browser X
= URL htps: f2001:088:1: 30::30 Go | Stop

Request Tomeout

0 Ping from PC2 to 2001:DB8:1:30::30. The ping should be successful.

Parte 2: Configurar, aplicar y verificar una segunda ACL de IPv6



Los registros ahora indican que su servidor esta recibiendo pings de muchas direcciones
IPv6 diferentes en un ataque de denegacion de servicio distribuido (DDoS). Debe filtrar
peticiones de ping ICMP a su servidor

Step 1. Create an access list to block ICMP.

Configure una ACL denominada BLOCK_ICMP en R3 con las siguientes sentencias:

B3

Biren

B3gcont t

Enter configuration commands, one per line. End with CHTL/SZ.

B3 {configlgipve access-list BLOCE ICHME

a. Block all ICMP traffic from any hosts to any destination.

Biren
R3geconf t
Enter configuration commands, one per line. End with CHIL/Z.

B3 {config) §ipve access-list BLOCE ICHMP
BRI {config-ipwvio—acl) fdeny icmp any any

b. Allow all other IPv6 traffic to pass.

R3»en
RE3fconft t
Enter configuration commanda, one per line. End with CHIL/Z.

B3 lconfig) #ipve access-list BLOCE ICHE
B3 (config-ipwé-acl) fdeny icmp any any
R3{config-ipve—acl) fpermit ipwe any any
B3 (config-ipvé-zcl) g

Paso 2: Aplique la ACL a la interfaz correcta.

En este caso, el trafico ICMP puede provenir de cualquier fuente. Para asegurarse de
que el trafico ICMP se bloquea independientemente de su origen o de los cambios que
se produzcan en la topologia de red, aplique la ACL mas cercana al destino.

B3fconft t©

Enter configuration commands, one per line. End with CHNTL/SZ.
B3 ({config)f#int gl/0

B3 {config-if) fipve traffic-filtrer BLOCE ICHMP out

e

% Invalid input detected at """ marker.

B3 lconfig-if) fipve traffic-filter BLOCEK ICHMP out
23 (config—if) g

Paso 3: Verifique que funcione la lista de acceso adecuado.



a. Pingde PC2a2001: DB8: 1: 30 :: 30. El ping debe fallar. segundo.

20

Pinging Z2001:L 1:30::320 with 32 bytes
tination unreachable.
tination unreachable .

tination unreachable.
tination unreachable .

{100% loss),

BC>>PING 2001:

Pinging 2001:dbB:: 1230 with 32 bytes

Beply fro " :Z2::z1: Destimnation host unreachakle.
Beply fro - : 1: tination host unreachable .
Beply fro " : l1: Destination host unreachabkle.
Beply ym Z2001: 1-2z:z1: host unreachabkle.

Ping statistics for 2001
Packeta: ! . = 4 E iwred 4 (100% loasa),

e

Abra el explorador Web de PC1 a http: // 2001: DBS8: 1: 30 :: 30 o https: // 2001:
DB8: 1: 30 :: 30. El sitio web debe mostrar

T ————— T )
FPhiysic Canlig taskiop Software Services
e e O a——! e
%, URL  nittp: /200 108 11301 30 | Go 500

Cisco Packet Tracer - Server3

Welcome to Ciseo Packet Tracer. Opening doors to new opporimnities. Wind Wids

Clpen.
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Conclusiones

El trabajo realizado por cada uno en el programa de Packet Tracer, pudo reflejar los
conocimientos adquiridos por los estudiantes y en conclusion se puede decir lo siguiente:

e Con larealizacion de cada uno de los ejercicios se pudo lograr una configuracion
bésica de RIPv2 y RIPng

e Se definio OSPFv2 para redes Ipv4 y OSPFv3 para redes IPv6

e Se trabaja la configuracion de DHCPv4 basico en un router o configuracion
dindmica de host (DHCP)

e En el proceso de aprendizaje se trabaja la configuracion de NAT dinamica y
estatica, logrando la asignacion de una direccion pablica a los dispositivos host

dentro de una red privada

e Por ultimo se manejé la configuracién estandar de ACL
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