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INTRODUCCION

Esta prueba de habilidades comprende protocolos de routing dindmico (RIPv2, OSPF),
configuracién de servers DHCP, Network Address Translation (NAT), Listas de control de
acceso (ACL). Estas pueden implementarse en routers para aumentar la seguridad de una red
o implementar politicas de entrada y salida de paquetes para ciertos equipos especificos.

Se configuran servidores DHCP, el cual es un protocolo de difusion que trabaja de forma
predeterminada en donde sus paquetes no pasan a través de enrutadores. Un agente de
retransmision DHCP recibe cualquier difusion DHCP de la subred y la reenvia a la direccion
IP especificada en una subred distinta.

Se configura también el protocolo de informacion de enrutamiento (RIP) para permitir que
el servidor intercambie informacion de enrutamiento con otros servidores y determine cual
es la mejor ruta para enviar paquetes salientes.




OBJETIVOS

GENERAL

Desarrollar la Evaluacion — Prueba de habilidades practicas CCNA, aplicando todos los
conocimientos adquiridos durante el semestre

ESPECIFICOS

Identificar que dispositivos utilizar para la construccion de una topologia de red.
Inicializar dispositivos de Networking

Realizar configuracion béasica a dispositivos de comunicacion como Routers, Switch,
Servidores.

Implementar seguridad en Switch, elaboracion de Vlans e inter VIan Routing.

Determinar la configuracion necesaria para la implementacion de OPSFv2, protocolo
dindmico de Routing.

Verificar conectividad entre los dispositivos de una topologia.




Descripcion del escenario propuesto para la prueba de habilidades

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de Bogota,
Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos
de enrutamiento y demas aspectos que forman parte de la topologia de red.

TOPOLOGIA
VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento
172.31.21.0/30
Lo4 192.168.4.0/24
MEDELLIN Lo5 192.168.5.0/24

Lo6 192.168.6.0/24

Fo/0 BIMANGA
For24 | 802-1Q
192.168.99.3

192.168.99.2

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:




O5PFv2 area

Configuration Item or Task Specification
Router IDR1 1111
Router ID R2 2222
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en lamétricade 50/0a 7500

Figura 1. Tabla de configuracion OSPFv2, para cada Router

Verificar informacion de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada
interface

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks,
and passive interfaces configuradas en cada router.

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN
Routing y Seguridad en los Switches acorde a la topologia de red establecida.
4. En el Switch 3 deshabilitar DNS lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
7. Implement DHCP and NAT for I1Pv4

8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Mame: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pocl para VLAN 30

Figura 2. Informacién de configuracién DHCP pool Vlan 30




MName: MERCADEQ
DNS-Server: 10.10.10.11
Domain-Name: cena-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Figura 3. Informacién de configuracién DHCP pool Vlan 40

10. Configurar NAT en R2 para permitir que los hosts puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir
o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.




Solucién

R1 (IP excluidas)

Ip excluidas VLAN 30

192.168.30.1

192.168.30.30

ip excluidas VLAN 40

192.168.30.1

192.168.40.30

métrico

R1 OSPF
ID Pasive Interface Area 0 Interface
1111 F0/0.30 192.168.30.0
F0/0.40 192.168.40.0
F0/0.200 192.168.200.0
172.31.21.0 S0/0/0
R1 Medellin Direccion IP Mascara Gateway DNS Bandwidth Costo DCE
métrica
DHCP 192.168.30.1 | 255.255.255.0 192.168.30.1 | 10.10.10.11
Administracion
DHCP Mercado | 192.168.40.1 | 255.255.255.0 192.168.40.1 | 10.10.10.11
F0/0 .30 192.168.30.1 | 255.255.255.0
802.1Q
F0/0 .40 192.168.40.1 | 255.255.255.0
802.1Q
F0/0.200 192.168.200.1 | 255.255.255.0
802.1Q
S0/0/0 172.31.21.1 255.255.255.252 128Kb/s 7500 | 128000
R2 Bogota Direccion IP Mascara Gateway | DNS | Bandwidth | Costo | DCE Netmask




F0/0 209.165.200.225 | 255.255.255.248

FO/1 10.10.10.1 255.255.255.0

S0/0/0 172.31.23.1 255.255.255.252 128Kb/s 7500 | 128000

s0/0/1 172.31.21.2 255.255.255.252

NAT Pool Internet | 209.165.200.225 | 255.255.255.248 209.165.200.229

NAT inside 10.10.10.10 209.165.200.229
Telnet (ADMIN) 172.31.21.1
R2 OSPF
ID Pasive Interface Area 0 Interface
2222 Fo/1 192.168.30.0
172.31.21.0 | S0/0/1
172.31.23.0 | S0/0/0
R3 Bucaramanga Direccion Mascara
IP
Lo4 192.168.4.1 | 255.255.255.0
Lo5 192.168.5.1 | 255.255.255.0
Lo6 192.168.6.1 | 255.255.255.0
S0/0/0 172.31.23.2 | 255.255.255.252
R3 OPSF
ID Pasive Interface Area 0 Interface




3.3.3.3 Lo4 192.168.4.0
Lo5
Lo6
172.31.23.0 | S0/0/1

S1 Direccion IP Mascara
F0/1 Vlan 30
FO/3  Trunk
F0/24 Trunk
Vlan 200 192.168.99.2 | 255.255.255.0
S3 Direccion IP Mascara
FO/1 Vlan 40
FO0/3 Trunk
Vlan 200 192.168.99.3 255.255.255.0
PC- Internet Direccion IP Mascara Gateway
FastEthernet | 209.165.200.230 | 255.255.255.248 | 209.165.200.225
Web Server Direccion IP Mascara Gateway
FastEthernet | 10.10.10.10 | 255.255.255.0 | 10.10.10.1
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VLAM 30 VLAM 40

PC-PT PC-PT
PC-A PC-C

Configuracion basica de dispositivos
Aplicar a cada Router y Switch de la topologia, las siguientes configuraciones basicas;

R1: nombrarlo “Medellin”, R2: nombrarlo “Bogota”, R3: nombrarlo “Bucaramanga” , S1:
nombrarlo “S1”, S3: nombrarlo “S3”, Exec Password: class, Console Access Password:
cisco, Telnet Access Password: cisco, Encriptar contrasefias, MOTD banner: Prohibido
personal no autorizado, A cada Switch deshabilitar DNS lookup




Router 1

Physical Config CLI Attributes

| mopules | Physical Device View

| HWIC-1GE-SFP |
| Hwic-zT |
HWIC-4ESW
HWIC-8A
HWIC-AP-AG-B
WIC-14M
WIC-1ENET
WIC-1T

Original Size

cu Attributes

Physical

Config

I0S Command Line Interface
Compiled Wed 15-0ul-07 04:52 by pt_team ~

Press RETURN to get starsed!

SLINK-S-CHANGED: Interface Serial0/0/0, changed state to up

Router>
Router>en

Routerfconf T

Enter configuration commands, one per line. End with CNTL/Z.

Router (config) $hostname Medellin

Medellin(config)#ne ip domsin-lookup

Medellin(config) fenzble secret class

Medellin(config)$line con O

Medellin(config-line) fpassword cisco

Medellin(config-line)login

Medellin(config-line)#line vty 0 4

Medellin(config-line) fpassword cisco

Medellin(config-line) #login

Medellin{config-line)fexit

5 Medellin(config)#service password-encryption

PCPT PCPT Medellin(config) motd § W horized hecess is Prohibised §
PC-A PC-C Medellin(config)$ w

Crters to st it ocs

<

Time: 00:05:39 | |PowEr Cyde DevicEs”Fast Forward Time| [1Top [
=]

Logical Back [Root] Mew Cluster | [Move Chject| Set Tiled Background Vie

Port Link VLAN IP Address IPvé Address MAC Address
Med FastEthernet0/o p - <not set> <not set> 0090.2153_A101
FastEthernet0d/0.30 Tp - 192.168.30.1/24 <not sek> 0030.2153.3101
FastEthernet0/0.40 up - 192.168.40.1/24 <not set> 0030.2153.2101
FastEthernet0d/0 200 Up 192 168.200.1/24 <not set> 0090.2153_A101
FastEthernet0d/1 Down <not set> <not sek> 0090.2153 3102
2960| Serialon/o/0 Up - 172.31.21.1/30 <not set> <not set>
Serial0/0/1 Down  —-— <not set> <not set> <not set>
Vlanl Down 1 <not set> <not set> 0007.ECCE.8C72

Hostname: Medellin
VLAN 30

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

PC-PT PC-PT
PC-A pc-C

<

Time: 00:12:51 | ‘inEr Cyde DEvicEsHFast Forward Time




Router 2

Physical Config CLI Attributes

MODULES Physical Device View
HwIC-16E-5FP | ||
HWIC-ZT
HWIC-4ESW
HWIC-8A
HWIC-AP-AGE
WIC-1AM
WIC-1ENET
WIC-1T
WIC-2AM

CLI

Physical Attributes

Config

105 Command Line Interface
Press RETURN to get started!

$LINE-5-CHANGED: Interface Seriald/0/0, changsd state to up
SLINE-5-CHANGED: Interface Serial0d/0/1, changed state to up

SLINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet0O/1,
changed state to up

Router>en

Routergconf t

Enter configuration commands, one per line. End with CNTL/Z.
Router (config) §hostname Bogota

Bogota {config)$ne ip domain-lookup

Bogota(config) fensble secret class

Bogotaiconfig) #line con O

Begeta(config-line) §password cisco

Bogota{config-line) #login

Bogota (config-line) fexit

Bogota (config) #service password-encryption

Bogota (config) #banner motd $ Unathorized Access is Prohibited §
Bogota (config) £

PC-A PCC Ctrl+F6 to exit CLI focus =3

Logical Back [Root] INew Cluster | [Move Object] Set Tiled Background Viewport

& IP Address IPwé Address MAC Address

%% FastEthernstoso  Up - 209.165.200.225/29 <not set> 00EQ.F937.6501
FastEthernet0/1 Up 10.10.10.1/24 <not set> O0EQ.F937. 6502
Serial0/0/0 up 172.31.23.1/30 <not set> <not set>
Serial0/0/1 up 172.31.21.2/30 <not set> <not set>
Vlanl Down 1 <not set> <not set> 0002. 4A6D. 9589
Hostname: Bogota
Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet
29a0f241T

VLAN 40

el
PC-PT
PC-A PC-C




Router 3

Back [Root] Mew Clusherl |Move Object” Set Tiled Background | | Vi

manga

Physical Config CLI Attributes

MODULES Physical Device View

Hwic-1GEsFP || | | Zoom In || original size
HwIc-2T
HWIC4EsW
HWIC8A
HWIC-AP-AGB
WIC-1AM
WIC-1ENET
wic-1r

CLI

Attributes

Physical

Config

105 Command Line Interface
% Bad passwords =

Router>en

Routerfconf ©

Enter configuration commands, one per line. End with CHNIL/Z.

Router (config) #hostname Bucaramangs

Bucaramanga (config) #no ip domain-lookup
(config) #enable secret class

Bucaramanga (config) §line con 0

Bu {config—line) crd cisco

Bucaramanga (config-line)#leogin

Bucaramanga (config-line)#line vey 0 4

Bucaramanga [config-line) fpassword cisco

Bucaramanga (config-line)#leogin

Bucaramanga [config-line)gexit

Bucaramanga (config) §service password-encryption

VLAN 30

pc_p.r' pc_p-r' leonfig) motd ST a4 is Prchibited
Bucaramanga (configl#

PC-A PC-C ~
Ctrl+F6 to exit CLI focus Copy | | Paste

Mew Cluster| [Move Object] Set Tiled Background Viewport

<
18d Pore Link VLAN IP Address IPwE Address MAC Address
g/ma| FastEthernetd/0  Down - <not set> <not set> 0030.A33A. 7201

FastEthernet0/1  Down <not set> <not set> 0030.A33A.7202
Serial0/0/0 Down, <not set> <not set> <not set>
Seriald/0/1 e - 172.31.23.2/30 <not set> <not set>
Loopback4 up 192 .168.4.1/24 <not set> 0030.F290.0292
Loopbacks e 192.168.5.1/24 <not set> 0009.7C22.B6BS
Loopbacks up — 192 168.6.1/24 <not set> 0001.6415 A076
Vlani Down 1 <not set> <not set> 000C. B5EC. AT43

VLAN 90| Hostname: Bucaramanga

Physical Location: Intercity, Home City, Corporate Office, Main Wiring Closet

PC-A PC-C




Switch 1

cu Attributes

Physical Config

105 Command Line Interface

Press RETURN to get started! ~

SLINE-5-CHANGED: Interface V1an200, changed state to down
SLINE-5-CHANGED: Interface V1an200, changed state to up

SLINE-5-CHRNGED: Interface FastEZthernet0/3, changed state to up

Slgconf t©

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)$noc ip domain-lookup

Sli{config)#enable secret class

23602417 2560024TT S1(config)#line con 0

S1(config-line)§password cisco

S1{config-line)#login

VLAN 30 VLAN 40 Sliceniig-line) fexit

S1(config) #service password-encrypticn

S1(confiqg)$banner motd $ Solo personal autorizado $

= =
i PCAT Sl{config)$
PC-A PC-C . s

Co1465 to et UL fous

Time: 00:28:25 | |Puwer Cyde Devices”FastFomardﬂme L 7op
FastEthernet0/2 Down 1 - 0090.2160. 4902
FastEthernat0/3 up - - 0090.2160.4903
FastEthernet0/4 Down 1 - 0090.2160.4904
FastEthernet0/5 Down 1 - 0090.2160.4905
FastEthernet0/6 Down 1 - 0090.2160.4506 =t Tiled Background |:
FastEthernet0/7 Down 1 - 0090.2160. 4907
FastEthernet0/8 Down 1 - 0090.2160.4908
FastEthernet0/9 Down 1 - 0090.2160.4909
FastEthernet0/10 Down 1 - 0090.2160. 4908
FastEthernet0/11 Down 1 - 0090.2160.4908
FastEthernet0/12 Down 1 - 0090.2160.490C
FastEthernet0/13 Down 1 - 0090.2160.4900
FastEthernet0/14 Down 1 - 0090.2160.490E
FastEthernet0/15 Down 1 - 0090.2160.490F
FastEthernet0/16 Down 1 - 0090.2160.4910
FastEthernet0/17 Down 1 - 0090.2160.4911
FastEthernet0/18 Down 1 - 0090.2160.4912
FastEthernet0/13 Down 1 - 0090.2160.4913
? FastEthernet0/20 Down 1 - 0090.2160.4914
FastEthernet0/21 Down 1 - 0090.2160.4915
1§ FastEthernetn/22 Down 1 - 0090.2160.4916
Med FastEthernet0/23 Down 1 - 0090.2160.4917
FastEthernet0/24 up - — 0090.2160. 4918
GigabitEthernet0/1 Down 1 - 0090.2160.4919
GigabitEthernetd/2 Down 1 - 0090.2160.491A
Vilanl Down 1 <not set> 0001.961A. 8474
2962 V1an200 up 200 192.168.99.2/24  0001.961A. 8401
Hostname: 51
Physical Location: Intercity, Home City, Corporate Dffice, Main Wiring Closet
WLAN 30 VLAN 40
oo I —
PCPT PCPT
PC-A PCC

Time: 00:30:27 |Power Cycle Devioes”Fast Forward Time
) T




Physical CLI Attributes

Config

105 Command Line Interface

Cisco IOS Software, C29€0 Software (C29€0-LRNBRSE-M), Version ~
12.2(25)F¥, RELERSE SOFIWRRE (£fcl)

Copyright (c) 1%8€-2005 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team

Press RETURN to get started!

Switch>en

Switchfconf T

Enter configuration commands, one per line. End with CNTL/Z.
Switch({config)fhostname 53

53 (config) $no ip domain-leockup

53 (config) fenable secret class

S3(config)$line con O

53 (config-line) #password cisco

S3(config-line)$login

S3(config-line) fexic

S3(config) §service password-encryption

S3(config) §banner motd § Sclc personal autorizado §

53 (config) § v

Ctrl+F6 to exit CLI focus Copy Paste

me: 00:31:39 | |Power Cyde Devioes”Fast Forward Time O1op

Parea Configurar en S1 se realiza los siguientes pasos

Modo trunk el puerto FO/3 en la nativa VLAN 1, Modo trunk el puerto FO/24 en la nativa
VLAN 1, Configurar “mode access” los puertos restantes, Deshabilitar los puertos que no se
usaran, Asignar el puerto FO/1 a la VLAN 30, Configurar las VLANS correspondientes,
Asignar la direccion 192.168.99.2 a la VLAN Mantenimiento

VLAN Direccionamiento Nombre
30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento




VLANS S1

Physical Config CLI Attributes

105 Command Line Interface

FLeSs HEIUKN TO gel Stalfted!l ~
%LINE-5-CHANGED: Interface V1an20dd, changed state to down
%LINE-5-CHAENGED: Interface V1an2dd, changed state to up
SLINE-S-CHANGED: Interface FastEthernet0/3, ch d state to up
Slgconf t
Enter configuration commands, one per
Sl (config)$vlan 30
2360pR4TT 2960p24TT S1(config-vlan)$name Administracion
S1 (config-vlan) $#vlan 40
S1 (config-vlan) §éname Mercadeo
VLAN 30 LA 51 (config-vlan)#vlan 200
51 (config-vlan) $name Mantenimiento
# ' i e
o EETE 81 (config-vlan) § .
PC-A PC-C -
Ctrl+F6 to exit CLI focus copy || Ppaste

Physical Config CLI Attributes

105 Command Line Interface
FIeSs HEIURN O gel stalfted!l

8l{config)#int £0/3

S1i{config-if) §switchport mode trunk
2960§24TT 2960§24TT
S1(config-if)

SLINEPROTO-5-UPDOWN: Line protocel on Interface FascZthernet0/3, changed state to
dowm

WLAM 30 WLAN 40 S : Line on I Fase 3, changed state to
up
3 1 £1{config-if) $mwitchport trunk native vlan 1
PCPT PCPT S1lconfig-if)$
PC-A PC-C -

Ctrl+F8 to exit CLI focus copy || Paste




2960f24TT 2960§24TT
VLAN 30 VLAN 40
# -
PCFT PC-ET
PC-A pC-C

Physical

CLI

Config Attributes

105 Command Line Interface

TTEST ZEIUSN TO O=T STECTEar .
81 (config) #int £0/3
S1{config-if) $switchport mode trunk
S1lconfig-if1#
SLINEPROTC-5-UPDOWN: Line protoccl on Interface FastZthernet(/3, changed state to
dewn
WL © Line on I Fast 3, ch d STATE TO
up
S1{config-if) $switchport trunk native vlan 1
S1lconfig-if)#
S1iconfig-ifisine £0/24
£1iconfig-if) fswitchport mode trunk
£1{config-if)§
&LI : Line on I £ 24, changed state to
down
SLI : Line on 24, changed state to
up
Slicenfig-ifigswitchport trunk native vias 1
Sliceniig-iflsnc shutdown
Sliceniig-iflE
W

2960§24TT 2960§24TT
WLAN 30 VLAN 40
i '
PCPT PCPT
PC-A PC-C

Ctrl+F6 to exit CLI focus

CLI

Config Attributes

Physical

105 Command Line Interface

TT=ST HEIURT ©O O=C SCECCear

Sl {config-if) #switchport trunk native vlan 1

51 {config-if-range) #switchport mode access
81 (config-if-range) li

Enter configuration commands, cne per line.

Sliconfig)$int £0/1
Sl{config-if) §swtichport mode access

% Invalid input detected at """ marker.

Sliconfig-if) §switchport mode access
51 {config-if) §switchport access wvlan 30

Sl {config-if-range) #shutdown

Sliconfig-if)§int range fal/l-2, fald/4-24, g0/1-2

Sli{config-if)§int range fald/2, fald/4-24, g0/1-2

End with CNIL/Z.

Ctrl4F6 to exit CLI focus

copy || Paste




1841
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2960fe4tT 2960f24TT
5
VLAN 30 VLAN 40
— 4
PC-PT PCPT
PC-A PC-C

Physical Config  CLI  Attributes
10S Command Line Interface
TYETT REIUSN TU OST STITTEAT 7

% Invalid input detected at '~' marker.

Sl (config-if) $switchport mode access
Sl(config-if)$#switchport access vlan 30
Sl(config-if)¢int range fal0/2, fal0/4-24, g0/1-2
S1(config-if-range) $shutdown

Sl (config)#int vlan 200
Sl(config-if)$
$LINK-5-CHANGED: Interface V1an200, changed state tc u

S$LINEPROTO-S-UPDOWN: Line protoceol on Interface V1an20
S1l(config-if)$ip add

Sl(config-if)$ip address 192.168.99.2 255.255.255.0
Sl(config-if) ¢

Ctrl+F6 to exit CLI focus Copy | Paste |

Parea Configurar en S3 se realiza los siguientes pasos

Modo trunk el puerto FO/3 en la nativa VLAN 1, Configurar las VLANS correspondientes,
Configurar “mode access” los puertos restantes, Deshabilitar los puertos que no se usaran,
Asignar el puerto FO/1 a la VLAN 40, Configurar la direccion 192.168.99.3 a la VLAN
Mantenimiento, Configurar puerta de enlace predeterminada correspondiente




VLANSs - S3

2960824TT

VLAN 30

PC-PT
PC-A

PC-C

Physical

Config  CLI  Attributes

105 Command Line Interface

TTTTTIUS SUTTWSTE, TZSTU SOTTWETE
12.2(25)FX, RELEASE SOFTWARE (£cl)
Copyright (=) 158€-2005 by Cisco Systems,
Compiled Wed 12-0ct-05 22:05 by pt_team

TCZTETT =TT, VELSION

Inc.
Press RETURN to get started!

%LINE-5-CHANGED: Interface V1an200, changed state to down

S3g#conf t©

Enter configuration commands,
53 (config)#vlian 30
S3 (config-vlan) fname
S3(config-vlan) #vlan
S§3 (config-vlan) fname
83 (config-vlan) #vlan
83 (config=vlan) §name
83 (config-vlan)$§

one per line.

Administracicn
40

Mercadeo

200
Mantenimiento

End with CNIL/Z.

Ctrl+F6 to exit CLI focus Copy

| |Powa Cyde Devioes”Fast Forward Time

o

2960

VLAN 30 VLAN 40

PC-PT
PC-A

| [Power cydle Devices|[Fast Forward Time|

Physical

Config  CLI  Attributes

10S Command Line Interface

TISTC I0S SOTTWETE, CTZ5cU SOTTWETE (CZSeU-1 =TT, VErSIOoN

S3(config) #int vlan 200
S3(config-if)$
SLINK-S-CHANGED: Intexface V1anZ00, changed state to up

SLINZPROT OWN: Line

1 on I V1an200, changed state

S3(config-if) gip add
S3(config-if)gip address 192.168.99.3 255.285.285.0
S3(config-if)3|

S3(config-if) fexic

S3(config) $ip default-gateway 192.168.99.1
S3(configqg) 'l

S3(config)$int £0/3

S3 (config-if) #§switchport mode trunk

S3 (config-if) #switchport trunk native vlan 1
S3(config-if) 3

S3(config-if) ¢

S3(config-if)¢int range £a0/1-2, £a0/4-24, g0/1-2
S3(config-if-range) ¢switchport mode access
Ctrl+F6 to exit CLI focus Copy Paste ]

[ Top




1841

B/manga
2960§24TT 2960§24TT
VLAN 30 VLAN 40
5 o
PCPT PC-PT
PC-A PC-C

120 | Power Cydle Devices"Fast Forward Time|

Physical CLI Attributes
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TISTT IUS SOTTWATE, CZJcU SOLTWELE (C2JeU-L

S3(config) #int vlan 200
S3(config-if)$

SLINK-§ ZD: I
S3(config) #int £0/3
S3(config-if) #§switchport mode trunk
S3(config-if) §switchport trunk native vlan 1
53 (config-if) ¥

S3(config-if) ¢

S3(config-if)$int range £a0/1-2,
S3(config-if-range) ¢switchport mode access
S3(config) ¢int £0/1

S3(config-if) ¢switchport mode access
S3(config-if) ¢switchport access vlan 40
S3(config-if)#int range f£al0/2,
S3(config-if-range) §shutdown

V1anz00, ch

d state to up

£a0/4-24, g0/1-2

£a0/4-24, g0/1-2

=TT, VErsSIon

Ctrl+F6 to exit CLI focus

[O7op

Configurar en “Medellin” la conexion hacia Bogota

S0/0/0 - R1

Cem |

Paste

L7 Medellin

Physical

CLI Attributes

Config

10S Command Line Interface

PC-A

ToMpPIIsY Wed Io-Jul-U7 UZ s

SLINK-S-CHANGED: Interface Serial0/0/0,
Medellin(config-if)s

DY Dt_team

Press RETURN to get started!

Medellin{config)$int s0/0/0
Medellin(config-if)gdescription Connetion a Bogota
Medellin(config-if) $description Connetion to Bogota
Medellin(config-if)gip add
Medellin(config-if)$ip address 172.31.21.1 255.255.255.2582

Medellin(config-if)gclock rate 128000
Medellin(config-if)$no shutdown

changed state to down

$01:22:10 | IPower Cyde Devm"Fast Forward Tlnel
I

Ctrl+F6 to exit CLI focus

Copy

Paste

[ Top




Ruta de salida S0/0/0 - R1

Physical Config CLI Attributes
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Press RETURN to get started!

Medellin(config)$¢int s0/0/0

Medellin (config-if)g¢description Connetion a Bogota
Medellin(config-if)g$description Connetion to Bogota
Medellin(config-if)$ip add

Medellin(config-if)¢ip address 172.31.21.1 255.255.255.252

Medellin(config-if)gclock rate 128000
Medellin(config-if)$no shutdown

SLINK-S5-CHANGED: Interface Serial0/0/0, changed state to down
Medellin(config-if)¢

Medellin(config)$ip route 0.0.0.0 0.0.0.0 s0/0/0

Ctrl+F6 to exit CLI focus | copy || Paste |

:01:22:10 I power cydle Devices][Fast Forward Time|
: T

]

[ 7op

Configurar en “Bogota” las siguientes interfaces

Configurar conexion hacia Medellin, Configurar conexion hacia Bucaramanga, Establecer
conexion hacia PC-Internet, Establecer conexion hacia Web Server

Interface S0/0/1 - R2 e Interface S0/0/0 - R2




VLAN 30

PC-PT
PC-A

PC-PT
PC-C

CLI Attributes
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TTEST FEIURN To O=C SCECCear

:53 | |Power Cyde De\ﬂ'ces”Fast Forward Time

~

$LINE-5-CHANGED: Interface Serial0l/0/0, ch d state to up

$LINK-5-CHANGED: Interface Serial0l/0/1, ch d state to up

$LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernetO/1,

changed state to up

Enter configuration commands, one per line. End with CNTIL/Z.

Boegota (config) $#int 80/0/1

Bogota (config-if) §description connecticn to Medellin

Bogota (config-if) §ip add

Bogota (config-if)$ip address 172.31.21.2 £55.255.255.252

Bogota(config-if) $#no shutdown

Bogota(config-if) #int 80/0/0

Bogotalconfig-if) ption ien to Bucar

Bogota(config-if) #ip add

Bogota (config-if) #ip address 172.31.23.1 255.255.255.252

Bogota(config-if)sclock rate 128000

Bogotalconfig-if) #éno shutdown

SLINK-5-CHANGED: Interface Seriall/0/0, changed state to down

Soaotalconfia-if) ¢l W

Cirl+F6 to exit CLI focus copy || Paste
[ Top

Interface FO/0 — R2 e Interface FO/1 - R2

VLAN 30

PCPT
PC-A

£l
PCPT
PC-C

F55 | |Power Cyde Dem'cesHFast Forward Time

Physical Config CLI Attributes
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TTE TETUSN TT U= SCECTEdT

$LINK-5-CHANGED: Interface Seriald,/0s0, ch d state to up

SLINE-5-CHRNGED: Interface Serial0/0/1, changed state to up

Bogota(config-if) ¢

Bogota(config-if)#int £0/0

Bogota(config-if) #ip add

Bogota{config-if)#ip address 209.165.200.225 255.255.255.248
Bogotalconfig-if)§no shucdown

Bogota (config) #int 01

Bogeta (config-if) #ip ad

Bogota(config-if) #ip address 10.10.10.10 255.285.285.0

Bogota (config-if) no shutdown

Bogota (config-if)¢

Ctrl+F6 to exit CLI focus Paste

[ Top




Configurar en “Bucaramanga” los siguientes parametros:

Configurar la conexion hacia “Bogota”, Configurar loopbacks 4 —5 — 6

Interface S0/0/1 — R3, Loopback 4, Loopback 5, Loopback 6

Physical CLI  Attributes

Config

10S Command Line Interface

T Yo TS FrCHIDITER

Bucaramanga (config) ¢int s0/0/1

Bucaramanga (config-if) $ip add

Bucaramanga (config-if) §description connection to Bogota
Bucaramanga (config-if) #ip address 172.31.23.2 255.255.255.252
Bucaramanga (config-if) §no shutdown

Bucaramanga (config-if) ¢int lo4d

Bucaramanga (config-if)$ip address 192.168.4.1 255.255.255.0
Bucaramanga (config-if)gint loS

Bucaramanga (config-if)$
$LINK-5-CHANGED: Interface LoopbackS, changed state to up

SLINEPROTO-5-UPDOWN: Line proteocol on Interface Loopback$, chi

Bucaramanga (config-if) $ip add
Bucaramanga (config-if) $ip address 192.168.5.1 255.255.255.0
— 2 > Bucaramanga (config-if) $no shutdown

PCPT PC-PT Bucaramanga (confiq-if) Cl

PC-A PCC

| v

Ctrl+F6 to exit CLI focus | Copy Paste
1 01:36:27 | Power Cyde Devices][Fast Forward Time| I:

e e G G b b e LR

I
1/ 1941 2901 2911 | 81910X BIGHGW | 829 | |




cal Back [Root] M Cluster IMove Object] Set Tiled Background
1; L” B/manga

CL

Attributes
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T T TS TIoHIDITET

Bucaramanga({config-if)$
SLINK-5-CHANGED: Interface Locpback$S, changed state to up

SLINEPROTO-5-UPDOWN: Line protocel on Interface Locpback$, chi

Bucaramanga(config-if) $ip add

Bucaramanga({config-if)$ip address 192.168.5.1 255.255.255.0
1841 Bucaramanga (config-if)$#no shutdown

Buca (confiq-i£) 4

Bucaramanga (config-if)$int loé
2960424TT 296082417 Bucaramanga(config-if) ¢
SLINK-5-CHANGED: Interface Loopback€é, changed state to up

VLAN 30 VLAN 40 RLINEPROTO-5-UPDOWN: Line protocol on Interface Loopback€é, cha

Bucaramanga (config-if)$ip add
e Bucaramanga (config-if)$ip address 192.168.6.1 255.255.255.0

4
PC-PT PCPT Bucaramanga (config-if)$
PC-A PC-C

| v

Ctrl+F6 to exit CLI focus Copy Paste

£ 01:36:27 | [power cydie Devices|[Fast Forward Time| ) [

ImS WS 55 s o

111941 ) {2901 2911 | 81910X' BISHGW | 829

Direccionamiento Web Server

-]

Back [Root] Mew Cluster| [Move Object| Set Tiled Background Viewport

Physical Config Services Desktop Programming Attributes

IF Configuration

() DHCP ®) static
1P Address [10.10.10.10 |
Subnet Mask [255.255.255.0 |
1541 Default Gatewsy [10.10.10.1 |
B/manga DNS Server [0.0.00 |

IPv6 Configuration

) DHCP (O Auto Config (@ Static




Configuracion de seguridad Switch, VLANS, Inter-VLANs Routing
Configurar en Bogot4, lo siguiente:

e Configure 802.1Q subinterface .30 || descripcion de la conexion, asignar VLAN
Administracion, asignacion de la primera direccion viable a esta interface.

e Configure 802.1Q subinterface .40 || descripcion de la conexién, asignar VLAN
Mercadeo, asignacion de la primera direccion viable a esta interface.

e Configure 802.1Q subinterface .200 || descripcion de la conexién, asignar VLAN
Mantenimiento, asignacion de la primera direccion viable a esta interface.

e Activar la conexién hacia S1

802.1Q - R1

Viewport

T LXD"\D Physical Config ~ CLI  Attributes
10S Command Line Interface
TORPTISY WeX IT-UUISUT UITSZ By Dr_team =
DPress RETURN to get started!
$LINK-S5-CHANGED: Interface Serial0/0/0, changed state to up
Medellin(config-subif)$int £0/0.30
Medellin(config-subif) ¢description accounting LAN
Medellin(config-subif) $encapsulation dotlq 30
1441 ':‘;.’ Medellin(config-subif)$ip address 152.168.30.1 255.255.2585.0
Medelin . ; Medellin(config-subif)$
1841 Medellin(config-subif)$
Bfmanga Medellin(config-subif)$int £0/0.40
Medellin(config-subif) ¢description accounting LAN
Medellin(config-subif)#encapsulation dotlq 40
Medellin(config-subif)$ip address 192.168.40.1 255.255.255.0
Medellin(config-subif)$
Medellin(config-subif)$
Medellin(config-subif)$int £0/0.200
Medellin(config-subif) $description accounting LAN
Medellin(config-subif)$encapsulation dotlqg 200
Medellin(config-subif)$ip address 192.168.200.1 255.255.255.0
Medellin(config-subif)$
v
Ctrl+F6 to exit CLI focus Copy Paste
<
- O Top
Time: 01:49:13 |Power Cyde Devvces"Fast Forward Time|




Interface FO/0
Medellin (config-subkif) §int £0/0
Medellin (config-if) #no shutdown

Medellin (config-if) §
(LINE-5-CHARNGED: Interface FastEthernet0/0, changed state to up

(LINE-5-CHARNGED: Interface FastEthernet0/0.30, changed state to up

(LINE-5-CHARNGED: Interface FastEthernet0/0.40, changed state to up

(LINE-5-CHARNGED: Interface FastEthernet0/0.200, changed state to up

Verificacion de conectividad

Sl#ping 192.168.30.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 1%2.168.30.1, timeocut is Z seconds:

Success rate is 0 percent (0/5)
Slgping 152 _1&8_40_.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICHMP Echos to 1%2.168.40.1, timeocut is Z seconds:

Success rate is 0 percent (0/5)

51

Configuracién OPSF y Protocolo Routing Dinamico
Realizar la siguiente configuracion en Medellin

Crear un OSPF, Identificar R1 con ID 1.1.1.1, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “area 0”, Configurar todas las interfaces LAN
como pasivas, Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el
costo en la métrica de S0/0 a 7500




1841
Bjmanga

A~
1341 =z
Meflll‘n l ?

<

Time: 01:49:13 I |Power Cyde Devices"Fast Forward Time|
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TONPIIST Wed I5-oUul-U7 UITsSZ BY Bt veam

Press RETURN to get started!

$LINK-S5-CHANGED: Interface Serial0/0/0, changed state to up

Medellin(config) #router ospf 1
Medellin(config-router) frouter-id 1.1.1
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, chi

SLINEZPROTO-5-UPDOWN: Line protocel on Interface Serial0d/0/0, chi
Medellin(config-router)$ no router-id 1.1.1.
Medellin(config-router)$router-id 1.1.1.1
Medellin(config-router)$network 172.31.21.0 0.0.0.3 area 0
Medellin(config-router)$network 192.168.30.0 0.0.0.255 area 0
Medellin(config-router)$network 192.168.40.0 0.0.0.255 area 0
Medellin({config-router)$network 192.168.200.0 0.0.0.255 area 0
Medellin(config-router)$

Ctrl+F6 to exit CLI focus Copy Paste

[JTop

Viewport

Interfaces LAN pasivas — R1

NeqQellln(CORIlg-EOUTEr ) FAETWOEK lds . lod.eUd.u U.u.u
Medellin (config-router) fpassive-interface £0/0.30
Medellin{config-router) fpassive—-interface £0/0_40
Medellin{config-router) #passive—-interface £0,/0.200

Hedellintcunfig—rnuterﬁﬂ

Ancho de banda y costo en la métrica — R1

Mmeqellln i COonNTl1g-routTer ) FexXltT

HMedellin(config) #int 305050

HMedellin({config-if) #bandwidth 128
Medellin({config—-if) #ip ospf cost 7500

Medelliniconfio-if) g

Realizar la siguiente configuracion en Bogota

Crear un OSPF, Identificar R2 con ID 2.2.2.2, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “area 0™, con excepcion la conexion hacia PC-
Internet., Configurar todas las interfaces LAN como pasivas, con excepcion la conexion hacia
PC-Internet, Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el

costo en la métrica de S0/0 a 7500
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TTE RETURN T O=T STITTEAT

®LINK-S5-CHANGED: Interface Serial0/0/0, changed state to up
SLINK-S-CHANGED: Interface Serial0/0/1, changed state to up

Bogota(config) $router ospf 1

Bogota (config-router)$router-id 2.2.2.2
Bogota(config-router)$network 172.31.21.0 0.0.0.3 azea 0O
Bogota (config-router)$

06:03:12: SOSPF-S5-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/(
FULL, Lcading Done =

Bogota (config-router) $network 172.31.23.0 0.0
Bogota(config-router)$network 172.31.23.0 0.0.0. o
Bogota(config-router)$network 10.10.10.0 0.0.0.255 azea 0
Bogota(config-router)
Bogota(config-router)$passive-interface £0/1
Bogota(config-router)$int s0/0/0

Bogota(config-if) $bandwidcth 128

Bogota(config-if) $ip ospf cost 7500
Bogota(config-if)$

oo

. v

Ctrl+F6 to exit CLI focus | copy Paste |

21 02:12:03 I Fower Cyde Dev»ceslb’-‘ast Forward Tlmel Ll Top r_
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Realizar la siguiente configuracion en Bucaramanga

Crear un OSPF, Identificar R3 con ID 3.3.3.3, Usar las direcciones de red sin clase, asignarlas
a todas las redes conectadas directamente al “area 0”, Configurar todas las interfaces LAN
como pasivas , Establecer el ancho de banda para los enlaces seriales en 128 Kb/s, Ajustar el
costo en la métrica de S0/0 a 7500

CLI Attributes
10S Command Line Interface
T TZET TS TTONIDITES
~
Bucaramanga (config) $xouter ospf 1
Buca {confi 1% id 3.3.3.3
B (confi ) k 172.31.23.0 0.0.0.3 area 0
Buca {confi )
07:00:55: SOSPF-5-ADJCHG: Process 1, Nbxr 2.2.2.2 on Serial0/0/1 f£xo:
FULL, Loading Done
% Incomplete command.
Buca {confi ) k 192.168.4.0 0.0.3.255 area 0
Bucaramanga (config-router) $passive-interface lo4
Buca (confi. er)$passive-interface loS "
Buca (confi )¢passive-interface lo€
Bucaramanga (config-router) fexit
Bucaramanga (config) $int 30/0/1
Bucaramanga {config-if) #bandwidth 128
2960§24TT 2960§24TT Bucaramanga (config-if)$
VLAN 30 VLAN 40
27 4
PC-PT PC-PT | s
PC-A PC-C
Cirl+F6 to exit CLI focus | copy || paste |
- O Top -
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Desde Bucaramanga verificar los OPSF vecinos

Bogotagshow ip ocspf neighbor

Neighkor ID Eri State Dead Time 2ddress
1.1.1.1 a FUOLLS - 00-00:3%5 172.31.21.1
3.3.3.8 a FULLS - 00:00:34 172.31.23.2
Bogotag

L* Bogota

Interface
Serial0/s0 1
Serialld/ 0,0

Physical Config CLI Attributes

105 Command Line Interface

Bogotafshow ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Humbar of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Bouting for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0O
10.10.10.0 0.0.0.255 area 0
Pazssive Interface(s):

FastEthernetl/1

Routing Informatcion Sources:
Gateway Distance Last Update
1.1.1.1 1140 00:-03:20
2.2.2_2 1140 00:12:20
3.3.3.3 110 00:07:08

Distance: (default is 110)

[ Top

Ctrl+F6 to exit CLI focus Copy Paste




L* Bogota — O

Physical Config CLI Attributes

I0S Command Line Interface

Routing Informaticn Socurces:

Gateway Distance Last Update

> S0 555 BEL § 110 00:03:20

2.-2.2:2 110 00:12:20

3.3.3.3 110 00:07:08
Distance: (default is 110)

Bogotagshow ip route ospf
192.1€8.4.0/32 is subnetted, 1 subnects

c 192.1€8.4.1 (110/7501] wvia 172.31.23.2, 00:11:12, Serial0/0/0
192.168.5.0/32 is subnetted, 1 subnecs
o] 192.1€8.5.1 {110/7501) via 172.31.23.2, 00:11:02, Sexial0/0/0

192.162.6.0/32 is subnetted, 1 subnets

192.168.€6.2 ([110/7501) via 172.31.23.2, 00:11:02, Serial0/0/0
192.162.30.0 [110/65] wvia 172.31.21.1, 00:35:27, Sexrial0/0/1
192.168.40.0 [110/65]) wvia 172.31.21.1, 00:35:27, Sexial0/0/1
192.168.200.0 [110/65] via 172.31.21.1, 00:35:27, SerialOs/0/1
Bogota$

0000

Ctrl+F6 to exit CLI focus ‘ Copy . Paste

interface FastEthernetl/1
description connection to Webserwver
ip address 10.10.10.1 Z55.2Z55_255.0
duplex auto

speed auto
1

interface Serialld/S0/0

description connection to Bucaramangs
bandwidth 128

ip address 172_.31_.23.1 Z55.255_2Z55_ 252
ip ospf cost 7500

clock rate 1Z83000
1

interface Serialld/s0/1
description connectiocn to Medellin

ip address 172.31.21.2 2Z55.255.255.252
|

interface Wlanl
no ip address

shutdown
1

router ospf 1

router—id 2.2_Z_2
log-adjacency—changes
passive—interface FastEthernet0/s1
network 172.31.21.0 0.0.0.3 area 0
network 172_.31_23.0 0.0.0.3 area 0
network 10.10.10.0 0.0_.0_255 area 0
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New Cluster| [Move Object| Set Tiled Background Viewport Environment: 18:(
8>

~ | Simulation Panel
Event List

vis. Tme(sec)  LastDevice  AtDevice Type Info .

0.001 Intemet-PC  Bogotd wve [l

0.001 PC-C 53 e [

0.001 - intermet-pc 1cve [l

= 0.002 Web Server  Bogotd e [l

& 0,002 Intenet-PC  Bogots e [l

& 0,002 s1 Medelin -~ 1cvP [l

& 0,002 Bogata Medelin  ICMP

& 0.002 s3 s1 e [
- ™ 0.002 — Bogors 1w [l d
B/manga 0.002¢

Play Controls
| Back I Auto Capture / Play. I Capture { Forward
VLAN 30 VLAN 40
Event List Filters - visible Events
= ACL Fiter, ARP, BGP, CDP, DHCP, DHCPv, DNS, DTP, EIGRP, EIGRPVE, FTP, H. 323, HSRP, HSRPVE,
PCPT PCFT HTTP, HTTPS, ICMP, ICMPv5, IPSec, ISAKMP, LACP, NDP, NETFLOW, NTP, OSPF, OSPFv6, PAgP, POP3,
PC-A PCC RADIUS, RIP, RIPng, RTP, SCCP, SMTP, SNMP, SSH, STP, SYSLOG, TACACS, TCP, TFTP, Telnet, UDP, VTF
Edit Filters Show AlliNone
v
>

e 26:56:53.761 | [Power Cydle Devices|PLAY CDNTRDLS:_lGHPmrE { Forward] EventList| i
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NAT y DHCP en R1

Realizar las siguientes conexiones en R1: Reservar las primeras 30 direcciones en la VLAN
30y la VLAN 40, Crear un DHCP pool VLAN 30, Crear un DHCP pool VLAN 40

Reservar VLAN 30 vy VLAN 40 las primeras 30 direcciones

L* Medellin — O X
Physical Config CLI Attributes
10S Command Line Interface
A
Medellingconf ©
Enter configuration commands, one per line. End with CNTL/Z.
Medellin(config)$ip dchp exc
Medellin(config)sip dhcp excluded-address 1592.168.30.1 192.162.30.30
Medellin(config) $ip dhcp excluded-address 192.168.40.1 152.1628.40.30
Medellin(config)s
Medellin(config)2ip dhcp peool ADMINISTRACION
Medellin (dhcp-config) §dns—-sexver 10.10.10.11
Medellin(dhcp-config) #domain—-name ccna-unad.com
% Invalid input detected at '~' marker.
Medellin (dhcp-config) ¢default-router 192.168.30.1
Medellin (dhcp-config) $network 192.1€8.30.0 255.255.255.0
Medellin(dhcp-config) tl
Medellin (dhcp-config) $#ip dhcp pool MERCADEO
Medellin (dhcp-config) #dns—-serxver 10.10.10.11
Medellin (dhcp—config) $default-xrouter 192.168.40.1
Medellin (dhcp-config) $nectwork 1592.168.40.0 255.255.255.0
Medellin (dhcp-config) $
v
Ctrl4F6 to exit CLI focus Copy || Paste




Configurar NAT en Bogotéa

Password:
Bogotafconf t
Enter configuration commands, one per line. End with CHIL/Z.

Bogota (config) fuser webuser privilege 15 secret ciscolZi34hs
Bogota (config) #ip http server

% Invalid input detected at ""' marker.

Bogota (config) #ip http authentication local

% Invalid input detected at ""' marker.

Bogota (config) #ip nat inside source static 10.10.10.10 Z03.165.200.22%
Bogota (config) #int £0/0

Bogota (config-if) #ip nat outside

Bogota (config-if) #int £0/1

Bogota (config-if) #ip nat inside

Bogota{config-1if) §

EInter configuration commands, one per line. End with CHTL/Z.

Bogota (config) faccess—-1list 1 permit 1592 _1&€8.30.0 0.0
Bogota (config) faccess-1list 1 permit 1592 _1&€5.40.0 0.0
Bogota {config) g

i 3
-0_.255
Bogota{config) g

Bogota ({config) faccess-1list 1 permit 192.1e28.4.0.0.3.255

¥ Invalid input detected at '~' marker.

Bogota (config) faccess-l1list 1 permit 192 _1€8.4.0 0.0.3_255
Bogota{confiqg)

Bogota (config) #ip nat pool INTERWET 203%.165_200.225 Z05_165_Z200_ZZ2%5
255255 _255_248

Bogota (config)

netmask




Verificacion de asignacion direccionamiento DHCP en VLANs [VLAN 40 y VLAN 30]

Logical Back [Root] New Cluster| [Mowve Object] Set Tiled Background Viewport

Desktop Programming Attributes

Physical Config

IP Configuration

(® DHCP () static
1841 IP Address 192.168.40.31
Bfmanga
fmang Subnet Mask 255.255.255.0
Default Gateway 192,168.40.1
DINS Server 10.10.10.11

IPv6 Configuration

VLA 20 O pHeP (O Auto Config (@) Static
IPv6 Address | ‘ ! | |
Link Local Address [Feso::202: 16PF:FE32:8084 |
IPv6 Gateway | |
|

IPv6 DNS Server |

<

ical Back [Root] Mew Cluster | [Move Object] Set Tiled Badkground

= [m]

Physical Config Desktop Programming Attributes

IP Configuration

® pHep O static

IP Address 192,168.30.31
Subnet Mask 255.255.255.0
Default Gateway 192.168.30.1
DNS Server 10.10.10.11

IPv6 Configuration

O DpHCP O Auto Config (@) Static

IPv5 Address | ‘ ! ‘ |

Link Local Address |FeaD::2F0:a5FF:FECS:9100 |

IPv6 Gateway [ |
|

1Py DNS Server [

e: 27:11:54 | |Power Cyde Devioes”Fast Forward T|me|




Configuracién R1 solo tenga acceso a R2 Telnet y aplicarlas a las lineas VTY

* B ogota

Physical Config CLI Attributes
105 Command Line Interface
-~
Enter configuration commands, one per line. End with CNIL/Z.
Bogota(config)f#ip access-list standard ADMIN
Bogota (config-std-nacl) #permit hest 172.31.21.1
Bogota (config-std-nacl) fexic
Begota(config)#line wvey O 4
Bogota(config-line) faccess—-class ADMIN in
Bogota(config-line)
1841
B/mang
'9S0§24TT
WLAM 40
o
PCFT w
PC-C -
Cirl+F6 to exit CLI focus Copy | Paste
[ Top

Configurar al menos dos listas de acceso de tipo extendido o0 nombradas a su criterio en
para restringir trafico desde R1 o R3 hacia R2.

Enter configuration commands, one per line. End with CHTIL/Z.
Bogota (config) faccess—-1list 100 permit tcp any host
Z09.185_2Z00_.22% eg www

Bogota (config) faccess—-1list 100 permit icmp any any echo-replay

e

% Inwvalid input detected at "~' marker.

Bogota (config) faccess—1list 100 permit icomp any any echo-reply
Bogota (configl




CONCLUSIONES

En esta prueba de habilidades se ejecutan funciones como la de verificar una
conexion entre los dispositivos proporcionada en la configuracion inicial de la
topologia, se configura la ACL de los Routers, esto con el objetivo de mitigar los
ataques de forma remota y por supuesto no podrian faltar la verificacion de la
funcionalidad de las actividades ejecutadas con anterioridad.

(ACL) para permitir el acceso de direcciones IP especificas, lo que asegura que solo
la computadora del administrador tenga permiso para acceder al router mediante
telnet o SSH.
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