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Descripcion del escenario propuesto para la prueba de

habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el

administrador de la red, el cual debera configurar e interconectar entre si cada uno de

los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de
los dispositivos que forman parte del escenario
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

F
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OSPFv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.2.2.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la métrica de S0/0 a 7500
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IP Configuration
© DHcP @ static
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Subnet Mask 255.255.255.0

Default Gateway 209.165.200.224|

DNS Server

IPv6 Configuration
©) DHCP © Auto Config @ Static
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Link Local Address
IPv6 Gateway
IPv6 DNS Server
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10S Command Line Interface

R2 (config) #

R2 (config) #

R2 (config) #int £0/0

$Invalid interface type and number
¢ R2 (config) #int

A $ Incomplete command.

R2 (config) $exit

=)

b R2%#

i $5YS-5-CONFIG_I: Configured from console by console
= R2%

= R2%#

& R2%

z R2%

- R2%#

P R2%#

2 R2%

& R2%

7 R2#enable
=

£ R2#config t

T Enter configuration commands, one per line.
i R2 (config) #int g0/0

2 R2 (config-if) #ip address 209.165.200.224 255.255.255.0
' R2 (config-if) #no shut

R2 (config-if) #
3 $LINK-5-CHANGED:

R2 (config-if) #

End with CNTL/Z.

Interface GigabitEthernet0/0, changed state to up
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[Root] dew Cluste love Objec iet Tiled Backgroun Viewport
Rz (config-if)#ip address 209.165.200.224 255.255.255.0 -
g il o R2 (config-if)#no shut
z ol
intermet PC = R2 (config-if)#

1l

SLINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

= i R2 (config-if) fexit
| R2 (config) #int s0/1
R2 %$Invalid interface type and number

WebServer R2 (config)#int s50/0/1

R2(config-if) #ip address 172.31.21.0 235,255.255.0
Q Bad mask /24 for address 172.31.21.0

R2 (config-if)#ip address 172.31.21.0/30 255.255.255.0
% Invalid input detected at '"' marker.
R2 (config-if)#ip address 172.31.21.0 255.255.255.0

% Bad mask /24 for address 172.31.21.0
R2 (config-if)#no shut

$LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

-} R2 (config-if) fexit
L= R2 (config) #int 20/0/0
R2 (config-if) #ip address 172.31.23.0 255.255.255.0
~ Bad mask /24 for address 172.31.23.0

R2 (config-if)#no shut
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$LINK-5-CHANGED: Interface Serial0/0/D, changsd state to down
; ) R2 (config-if) fexit
1) Scenarioc 0 ~ |Fire lLast R2 (config)#
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3) Direccion P activa mas alt]

Dado que no se ha configurado nin
ruta se determina segun la direcci

En la parte 3, cambiara la asignacil

comando router-id para cambiar I | |317=7852=

Rlfconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Paso 1: Cambie las ID de router | | |=:(contic $router ospr 1 [=]
R N R CSPF process 1 cannot start. There must be at least one "up” IP
a. Asigne una direccion P al loop| | [interface

. R R1(config-router)#router ospf 1

Rl (config)# interface 1| |z1(conrig-router)#router—id 1.1.1.1

Rl(config-if)# ip addrd | [B(config-routen)#

R1(config-if}# end

b. Asigne direcciones IP al loopba
v 3.3.3.3/32 para el R3.

c. Guarde la configuracion en eje|

1

d. Debe volver a cargar los routel
comando reload en los tres rol

R1 cond is now available

e. Una vez que se haya completa
para ver la nueva ID del router.

R1# show ip protocols
w44 TP Routina ia NSF
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Inici 10S Command Line Interface 10S Command Line Interface '
| |R2 cOnO 13 now available

1.

2.

Press RETURN to get started.

Risenable
ISPFv2 R1iconfig t

Enter configuration commands, one per line. End with CNTL/Z.
Route R1(config) frouter ospf 1

OSEF process 1 cannot start. There must be at least one "up" IP
Route: interface
Route R1 (config-router) frouter ospf 1

Rl (config-router) frouter-id 1.1.1.1
R1 (config-router) #

R2renable E
R2#config ©

Enter configuration commands, one per line. End with CNTL/Z.

R2 (config) #router ospf 1 =
R2 (config-router) #router-id 2.2.2.2 Rl con0 1s now available
R2 (config-router)fexit
R2 (config)#
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Physical | Config | CLT | Physical | Config | CLI |

Inici 10S Command Line Interface I0S Command Line Interface

= export@cisco. com. -

Cisco CISCO1841/K9 (revision 1.0) with 491520K/32766K bytes of memory.
Processor board ID FTX152400KS

2 Gigabit Ethernet interfaces

2 Low-speed serial(sync/async) network interface (s)

| |R2 con0 35 now available

1 DRAM configuration is 64 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
2 249856K bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started.

ISPFv2 --- System Configuration Dialog ---

Continue with configuration dialog? [yes/mo]: n

Press RETURN to get started!

Router>enable
Routerfconfig ©
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) #router ospf 1 |
R2>enable
. 0SPF process 1 cannot start. Thers must be at least one "up” IP
R2#config © L
c . . . interface L
Enter configuration commands, one per line. End with CNTL/Z. =

Router (config-router)$router ospf 1
Router (config-router) #router-id 3.3.3.3
Router (config-router) fexit

Router (config) 2

R2 (config) #router ospf 1 =
R2 (config-router) #router-id 2.2.2.2

R2 (config-router) fexit

R2 (config)# o
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Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface
e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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‘ Physical I Config ‘ CLI ‘

I0S Command Line Interface

Press RETURN to get started.

Ri>enable
Ri#show ip protocols

Routing Protocol is "ospf 1"

Outgoing update filter list for all interfaces is not set

Incoming update filter list for all interfaces is not set

Router ID 1.1.1.1

Number of areas in this router is 0. 0 normal 0 stub O nssa

Maximum path: 4

Routing for Networks: *

Routing Information Sources: ‘
Gateway Distance Last Update

Distance: (default is 110) ‘
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3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

4. En el Switch 3 deshabilitar DNS lookup

B 5

Physical Config CLI Attributes

105 Command Line Interface

O pod

Press BETURN to get started.

Switch=en

Switchgconf t

Enter configuration commands,
Switch{config) #no ip domain-lookup
Switchi{config)fhostname 51

51 ({config) g

one per line.

End with CHIL/Z.

Cirl+F6 to exit CLI focus

[ Top

Copy Paste
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Physical Config CLI Attributes

105 Command Line Interface

changed state to up

SLINE-5-CHRNGED: Interface FastEthernetd/sl, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEtherneti/s1,
changed state to up

SLINE-5-CHANGED: Interface FastEthernetl/3, changed state to down
SLINEPROTO-5-UPDOWH : Line protocol on Interface FastEthernetl/s3,

changed state to down

SLINE-5-CHANGED: Interface FastEthernetl/3, changed state to up

SLINEPROTO-5-UFDOWH : Line protocol on Interface FastEthernetl/3,
changed state to up

Switch>ena

Switchiconf t©

Enter configuration commands, one per line.
Switch{config)fno ip domain-loockup
Switch{config)fhostname 53

53 {config) #

53 (config) g

End with CHNTL/Z.

Ctrl+F6 to exit CLI focus Paste

Copy

[ Top

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7. Implement DHCP and NAT for [Pv4
8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones

taticas.
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a k= Si>enable 73 KB
1 Sljconfig t
55" Enter configuration commands, one per line. End with CNTL/Z. 148 KB
3 = S1(config)#vlan 30 R o
PCA pcC 51 (config-vlan) #name ADMINISTRACION ! J
7 @ S1(config-vlan)#
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Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
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‘ Physical | Config | CLI ‘

I0S Command Line Interface

Press RETURN to get started.

51>enable

Siconfig t

Enter configuration commands, one per line.
51(config)#vlan 30

51 (config-vlan)#name ADMINISTRACION

51 (config-vlan) ¥

51 (config-vian)#exit

51 (config) #int £0/1
51(config-if)#switchport access vlan 30
S1(config-if)#

End with CNTL/Z.
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Physical | Config | CLI |

10S Command Line Interface

-
2LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernec3/1, changed
state to down

3LINK-5-CHANGED: Interface FastEthernet3/1, changed state to up

2LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet3/1,
state to up

changed

Switch>enable

Switchiconfig t

Enter configuration commands, one per line.
Switch (config) $vlan 40

Switch (config-vlan) fname MERCADEQ

Switch (config-vlan) $NO SHUT

End with CNIL/Z.

% Invalid input detected at '“' marker.

Switch (config-vlan) $no shut

% Invalid input detected at '*' marker.
Switch (config-vlan) fexit

Switch (config) #int £0/1

Switch (config-if) #switchport access vlan 40
Switch (config-1£) 4|
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

13. Verificar procesos de comunicacién y redireccionamiento de trafico en los routers

mediante el uso de Ping y Traceroute.
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I0S Command Line Interface

T
Switch(config-vlan)#no shut
% Invalid input detected at '"' marker.

Switch (config-vlan) ¥exit

Switch (config)#int £0/1

Switch (config-if) #switchport access vlan 40
Switch (config-if)fexit

Switch (config) fexit

Switch#

Switeh#show vlan brief

$5YS-5-CONFIG_I: Configured from console by console

VLZN Name Status
1 default active
Fas/1

40  MERCRDEQ active
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 trnec-default active

Switch#]|

Ports

Fal/l, Fa2/1, Fa3/1,

Fas5/1
Fa0/1

m

SIfcontig t©

Enter configuration commands, one per line.
51(config) #vlan 30

51 (config-vlan)$name ADMINISTRACION
S1(config-vian)#

51(config-vlan)$exit

51(config) #int £0/1

S1(config-if) fswitchport access vlan 30
S1(config-if)fexit

51(config) #

51(cenfig) fexit

End with CNTL/Z.

$5YS-5-CONFIG_I: Configured from console by console

5l#show vlan brief

VLAN Name Status Ports
1 default active Fal/1, Fa2/1, Fa3/1,
Fasa/1
Fas/1
30  ADMINISTRACION active Fa0/1
1002 fddi-default active
1003 token-ring-default active
1004 fddinet-default active
1005 crnet-default active
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