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Introduccion

En el presente trabajo se realiza la prueba de habilidades CCNA, en donde se demuestra todo lo
aprendido durante el diplomado de profundizacién, con los conocimientos adquiridos colocados en
practica y demostrados en este trabajo.

Se demuestra la configuracion basica de una red de datos para Pymes, en los cuales se aplican
conceptos de enrutamiento, seguridad y disponibilidad y un recurso web para la empresa, la
conectividad de redes es fundamental para el funcionamiento de toda empresa, negocio y entidad,
ya que con ellas podemos utilizar todas aquellas ventajas, servicios y recursos que nos ofrece.

No es nada facil la configuracion de una red con una gran variedad de protocolos rutas de acceso
y listas de acceso pero los distintos ejercicios, trabajos colaborativos y el material didactico que
ofrece el curso de CCNA son de gran ayuda para la realizacion y puesta en practica de todos esos

conocimientos adquiridos.



Contenido Tematico

Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Bogota, Medellin y Bucaramanga, en donde el estudiante sera el administrador de la red, el cual
deberéa configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

lntern t VLAN Direccionamiento Nombre

e 30 192.168.30.0/24 Administracion
: 40 192.168.40.0/24 Mercadeo

209.165.200.230 200 192.168.200.0/24 Mantenimiento

- 209.165.200.224/29

BOGOTA LoO | webServer

S0/

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

Fo/0

B/MANGA
192.168.99.3
VLAN 40



Configuramos la red en packet Tracer, se debio colocar un server web debido a que packet tracer
no sopota Lo.

® Cisco Packet Tracer - C:\Users\ANDIMAR)Documents\SEMIMARIO DE PROFUNDIZACIOM CISCO UMADPruet

File Edit Options View Tools Extensions Help
(B = = = | Bil FEANATE OO O

‘New Eluster| ‘Muve Object” Set Tiled Background | [

| Logical
l ..,__._. ===
7
1 PCPT .
Internet PC
i
1441 1941
R3 Server-FT
Web Server

£

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno de los
dispositivos que forman parte del escenario

R// se configuran los direccionamientos Ip de cada dispositivo del escenario asi:



Configuracién PC Internet.

¥ |nternet PC
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P Configuration

IP Configuration

O DHcp @ Static

IP Address | 209, 165.200.230
Subnet Mask | 255,255,255, 248
Default Gateway | 209,165,200,225
DNS Server 0.0.0.0

Configuracion routers

L
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T
interface Seriald/s0/0
description Medellin
ip address 172.31.21.1 255.255_255.252
clock rate 122000
1
interface Seriall/ 0,1
no ip address
clock rate 2000000
shutdown
1
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I
interface GigabitEthernetd/0
description Internet
ip address 20%.1€5.200_.2325 255.255.255.248
duplex auto
speed auto
I
interface GigabitEthernetd/1l
description Conexion al Servidor
ip address 10.10.10.1 255.255.255.0
duplex auto
speed auto
I
interface Serialld/ 0,0
ip address 172.32.23.2 255.255_255.252
clock rate 122000
I
interface Seriall/ 0/1
description Bogota
ip address 172.31.21.2 255.255.255.252
I

¥ g3
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speed auto

shutdown

!
interface GigabitEthernetd/1
no ip address

duplex auto

speed auto

shutdown

!
interface Seriald/ 0,0

no ip address

clock rate 2000000
shutdown

!

interface Serialld/0/1

ip address 172.32.23.1 255.255.
1

]
[i}}
o
%]
o
[
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!

!

!

interface Loopback4

ip address 15%2_.1€8.4.1 255.255.255.0
!

interface Loopbacks

ip address 1%2.1€8.5.1 255.255.255.0
!

interface Loopbacke

ip address 15%2_1€8_&.1 255.255.255.0
I

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPFv2 area 0

Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2 2.22.2
Router ID R3 3.3.3.3
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 128 Kb/s
Ajustar el costo en la meétrica de S0/0 a 7500
Verificar informacion de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2
BZgshow ip ospf ne
BZgshow ip ospf neighbor
Weighbkor ID Eri State Dead Time Lddress
Interface
1.1.1.1 a FULLS - ao0:-00:38 172.31.21.1
Serial0/0/1
nzg v

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de cada

interface
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Hext 02x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximam is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighbori(s)
Seriald/0/0 is up, line protocol is up
Internet address is 172.31.23_2/30, Area 0O
Process ID 1, Router ID 2.2.2.2, MNetwork Type POINI-TO-POINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Hellog due in 00:00:04
Index Z/2, flood gueus length O
MNext 020{0),/02x0({0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximam is 0 msec
Suppress hello for 0 neighboris)
FigabitEthernetd/1l is up, line protocol is up
Internet address is 10.10.10.1/24, Rrea 0
Process ID 1, Bouter ID 2.2_.2_2, HNetwork Type BRORDCRST, Cost:
1
Transmit Delay is 1 sec, State WAITING, Priority 1
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
HNo Hellos (Passiwve interface)
Index 3/3, flood gueue length 0O
Hext 02x0{0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximam is 0 msec
Neighbor Count is 0, RZdjacent neighkor count is 0O
Srppress hello for 0 neighbor(s)
RIg

e Visualizar el OSPF Process ID, Router 1D, Address summarizations, Routing Networks,

and passive interfaces configuradas en cada router.
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MEIQIIDOL —UWIlE IS 9, SdJacelllr NElgioorl CoWile IS o
Suppress hello for 0 neighbori(s)

=hed S

RZgshow ip

RZfshow ip pro

Rigshow ip protocols

Routing Protocol is "ospf 1"
Jutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Bouter ID 2.2.2.2
Humber of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
REouting for Wetworks:
172.321.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.190.10.0 0.0.2.255 area 0
Passive Interface(s):
FigabitEthernetid/ /1
Bouting Information Sources:

Fateway Distance Last Update

1.1.1.1 114a 00:06:-24

2.2.2.2 110a 00:0%:03
Distance: (default is 110)

R2§

REZfshow ip rou
R2Z#show ip route osp
B2fshow ip route ospf

O  192.1€3.30.0 [L10/7501] via 172.31.21.1, 00:34:53,
Serial0/0/1

O  192.1€2.40.0 [l10/7501] vwia 172.31.21.1, 00:34:53,
Seriald/0/1

O  192.1€3.200.0 [110/7501] via 172.31.21.1, 00:34:53,
Serial0/0/1

n2g|

Ctrl+F6 to exit CLI focus Copy Paste
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Hext 02204{0) /020 (0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Heighbor Count is 1 , Adjacent neighbor count is 1
bdjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Serialld/0/0 is up, line protocol is up
Internet address is 172.31.23_.2/30, RArea 0
Process ID 1, Router ID 2.2.2.2, MNetwork Type POINT-TO-POINT,
Cost: 7500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
HNo backup designated router on this network
Timer intervals configured, Hello 13, Dead 40, Wait 40,
BEetransmit 5
Hello due in 00:00:04
Index 272, flood gueue length O
Hext 020{0) /020 (0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress helloc for 0 neighbor(s)
FigabitEthernetl/1 is up, line protocol is up
Internet address is 10.10.10.1/24, RArea O
Process ID 1, Bouter ID 2_.2.2.2, HNetwork Type BRORDCRAST, Cost:
Transmit Delay is 1 sec, State WAITING, Priority 1
Ho designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5
Ho Hellos (Passiwve interface)
Index 3/3, flood gueue length O
Hext 02204{0) /020 (0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
HNeighbkor Count is 0, Adjacent neighbor count is 0
Suppress hello for 0 neighbor(s)
B2g

3. Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-VLAN

Routing y Seguridad en los Switches acorde a la topologia de red establecida.
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5l=

Slzen

Sléshow wl

Sléshow wlan br
Sléshow wlan brief

VLEN HName Status Ports

1 default actiwve Fal/2, Fals4, Fal/s5,
Fal/7, Fals2, FalO/5,
Fal/s1l, FaOs1Z, Fad/S
Fa0/15, Fa0/1€, Fal/
Fa0/1%, Fa0/20, Fal/
Fal/23, Gigld/s1, Gigl,

30 Edministracion active Fal/1
40 Hercadeo actiwve
200 Mantenimiento actiwve
1002 fddi-default actiwve
1003 token-ring-default active
1004 fddinet-default actiwve
1005 trnet-default actiwve
s1g
L")
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bandwidth 128

ip address 172.31.21.2 255.255.2Z55.252
ip ospf cost 7500

1

interface Vlanl

no ip address

shutdown

!
router ospf 1

router—-id 2.2_.2.2
log—adjacency—-changes
passive—-interface GigabitEthernetl/1l
network 172.31.21.0 0.0.0.3 area 0O
network 172.31.23.0 0.0.0.3 area 0
network 10.10_.10.0 0.0_.0_.255 area 0O
1

i ~rlacslacss

4. En el Switch 3 deshabilitar DNS lookup
5. Asignar direcciones IP a los Switches acorde a los lineamientos.
6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

7. Implementar DHCP and NAT for IPv4



8. Configurar R1 como servidor DHCP para las VLANSs 30 y 40.

9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones estaticas.

Rliconfig) f#ip dh

Bliconfig)#ip dhcp ex

Bliconfig)#ip dhcp excluded-address 15%2.1€8_30.1 1592_1c8.30_30
Bliconfig)#ip dhcp excluded-address 15%2_1€8_40.1 152_1&8_.40_320
R1(config) g hd

Ctrl+F6 to exit CLI focus Copy Paste

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 30

Bl {config)#ip dhep pool ADMINISTRACION

Bl {dhcp-—config) §dns

Bl {dhecp-config) §dns—server 10.10.10_.11

Bl (dhep-config) §doma

Bl (dhecp-config) §domain

Bl {dhep-config) fdomain—-name ccna-unad.edu.co

~

% Invalid input detected at "~' marker.

Bl (dhcp—config) §de

Bl {dhcp-config) fdefault-router 152 _1&2_30.1

Bl (dhep-config) inete

Bl {dhcp-config) §net

Bl {dhep—config) gnetwork 152 _1€%.30.0 255.255_.255.0
Rl (dhcp-config) g

Cirl+F6 to exit CLI focus Cop

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway:.

Configurar DHCP pool para VLAN 40




Bl {config) #ip dhep pool MERCADED

Bl (dhcp—config) §dn

Bl {dhcp—config) #dns-server 10.10.10_.11

Bl {dhep—config) fdomain—name ccna—unad.edu.co

% Imvalid input detected at "*' marker.

Bl {dhecp—config) §def

Bl (dhep—config) #default-router 152 _168_40.1

Bl {dhcp—config) fnet

Bl {dhep—config) fnetwork 15%Z_168.40.0 255_255_255.0
Rl (dhcp-config) ]

Ctrl+F6 to exit CLI focus Copy

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2=EN

RZigcon te

% Ambiguous command: "con te™

BE2fconf te

Enter configuration commands, one per line. End with CNTIL/Z.

B2 {config)#ip nat is

B2 {config)#ip nat in

B2 {config) #ip nat inside so

B2 {config) #ip nat inside source s

B2 {config)#ip nat inside source static 10.10.10.10 20%_1€5_200_20%5
RZ (config) g

Cirl+F6 to exit CLI focus Copy Paste

11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para restringir o

permitir trafico desde R1 o R3 hacia R2.

Badlad o LAALTL LU L. LAULLL LWL SR LLLRNL LAFILSIRLE ARy RlLSuLe

REifconf te

Enter configuration commands, one per line. End with CHTL/Z.
B2 (config) facc

B2 (config) faccess—-list 1 per

B2 (config) faccess—-1list 1 permit 19%2.1€8.30.0 0.0.0.255

B2 (config) faccess-1list 1 permit 1%2_.1682_40.0 0_.0_.0.255

B2 (config) faccess—-1ist 1 permit 1%2_.168.4.0 0.0.3_255

22 (config) g

Ctrl+F6 to exit CLI focus Copy Fi

12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio en para

restringir o permitir trafico desde R1 o R3 hacia R2.



REZgshow access-lists
Standard IP access list 1
10 permit 192 . 1€28.30.0 0.0.0.
20 permit 192_.168.40.0 0.0.0.25
30 permit 192 .1€28.4.0 0.0.3.2
Standard IP access list ADMINISTRACION-Z&
10 permit host 172_.21.21.1 (2 matchies))
Extended IP access list 101
10 permit tcp any host 205_1€5_200_.22% eq www
20 permit icmp any any echo-reply (12 matchies))

[
T
T

il

5

o

Rz

Cirl+F6 to exit CLI focus
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1
1
!
interface GigakbitEthernetd/0
description conexion Internet
ip access—-group 101 in
ip nat outside
duplex auto
speed auto
1
interface GigakbitEthernetd/1
ip address 10.10_.10_.1 255_255_255.0
ip access—group 101 out
ip nat inside
duplex auto
speed auto
I
interface Seriald/0/0
description conexion a Bucaramanga
bandwidth 128
ip address 172.31.23.2 255.255_255.252
ip ospf cost T500
ip access—group 101 out
clock rate 122000
1
interface Serialds0/1
bandwidth 128
ip address 172.31.21.2 255.255._255.252
ip ospf cost T500
ip access—group 101 out
1
interface WVlanl
no ip address
shutdown
1

router ospf 1

o s 3 m m m

Ctrl+F6 to exit CLI focus

13. Verificar procesos de comunicacion y re direccionamiento de trafico en los routers mediante

el uso de Ping y Traceroute.



e Serealiza ping desde la PC internet a la g0/0 209.165.200.225

¥ |nternet PC
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r
in milli
Minimum = Oms, Maximum = 0ms, Average =

e Serealiza ping desde R1 hacia la 172.31.21.1 que es la serial 0/0/0

L - O
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Blren
Password:
Rlgping 172.31.21.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.21.1, timeocut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max =
2/4/12 ms

e Serealiza ping desde R2 hacia la 172.31.23.2 que es la serial 0/0/0
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B2#ping 172.31.23.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.23.2, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip min/avg/max =
274712 ms

e Serealiza ping desde el Web Server a la g0/0 209.165.200.225

? Web Server

Physical Config Services Desktop Programming Attributes

Command Prompt

e Ser prueba la conectividad desde los Switch se hace ping desde S1 hacia la 192.168.200.1

que es la interface g0/1.200
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Sl=en ‘
Password:
Slfping 192 _1c8_.200.1

Iype escape segquence to abort.

Sending 5, l100-byte ICHMP Echos to 15%2_.1€2_200_.1, timeout is 2
seconds :

S

Success rate is 280 percent (4/5), round-trip minfawvg/max = 0070
ms

e Se hace ping desde S1 hacia 192.168.30.1 que es la interface g0/1.30

L1 - O
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S1g ¢
51%
Slgping 192 .1€28.30.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 15%2.1682.30.1, timeout is 2
seconds :

Success rate is 100 percent (5/5), round-trip minfavg/max = 0,/0/0
ms

e Se hace ping desde S3 hacia 192.168.200.1 que es la interface g0/1.200
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S53ren
Password:
S53fping 192 _1c8_.200.1

Type escape seguence to abort.

Sending 5, 100-kbyte ICHMP Echos to 15%2_.1€2_200.1, timeout is 2
seconds :

et

Success rate is 20 percent (4/5), round-trip minfawvg/max = 0/0/0
ms

e Se hace ping desde S3 hacia 192.168.40.1 que es la interface g0/1.40

¥ 53 — O

b
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53¢
S3gping 192.163.40.1

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 152.162_.40.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/favg/max = 0,/0/0
ms

Verificacién de los hots con DHCP
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IF Configuration

IF Configuration

(® DHCP () static

IP Address 192, 168.30.31
Subnet Mask 2535.255.255.0
Default Gateway 192.168.30.1
DNS Server 10,10,10.11

IPv6 Configuration

¥ pcoa
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Zommand Prompt

time<lms TTL=127
ti Oms TTL—

time<lms TTL—=12
time=15ms TITL=1Z7

mate round trip time
= 0ms, Maximuim = 1l5ms, Averar




¥ pcc

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

(®) DHCP () static

IP Address 192.168.40.31
Subnet Mask 255.255.255.0
Default Gateway 192, 168.40.1
DNS Server 10.10,10.11

IPw6 Configuration

¥ pc-cC
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Command Prompt

mand Line 1.0
.31

> timed out.

und trip times in milli-
= llms,
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Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open

RElgtelnet 17VZ2.31.21.1
Trying 172.321.21.1 ...CpenkCCESD PROHIEIDO!

User Access Werification

Password:
BElxen
RElxrenakle
Password:
R1g

Ctrl+F6 to exit CLI focus Copy
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administratively down down

GigabitEthernetd/1/0 unassigned ¥YES NVEREM
administratively down down
Vlanl unassigned YES NVEBRM

administratively down down
Rlgtelnet 172.31.21.1
Trying 172.31.21.1 ..._CpenRCCESD PRCHIBIDO!

User Access Verification

Password:

Blxen

Rl=enakble

Password:

RBlgtelnet 172.31.21.2
Trying 172.31.21.2 ... OpenhCCESD NO AUTORIZADD!

User Rccess Verification

Password:
R2zen
Password:
n2g

Ctrl+F6 to exit CLI focus Copy

e Se prueban las listas de acceso desde R1 hacia la PC de internet

Rlfping 205.1e5.200.230

Type escape seguence to abortc.

Sending 5, 100-byte ICHMP Echos to 205%.1€5.200.230, timeout is
seconds :

Success rate is 100 percent (5/5), round-trip min/favg/max =
1/3/12 ms

R1g

&

Ctrl+F6 to exit CLI focus Copy

e Verificamos la conectividad desde PC1 hacia la PC de internet

Paste
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Command Prompt

(=41

1

1&
1&
1&

Ping statistics
Packets: Sent
Approximate round trip

Minimum = 3




Conclusiones

Damos paso final a lo que concierne a nuestro diplomado de profundizacion donde
logramos aprender como trabajan las redes de datos, su configuracion y administracion,
un diplomado que marco nuestra carrera como ingenieros ya que en algn momento nos
veremos involucrados de una u otra forma en la redes de datos.

Se logro configurar una red basica para Pymes con protocolos de acceso, enrutamiento y
niveles de seguridad en la red evitando algunos incidentes informaticos que se puedan
presentar.

Igualmente damos fin nuestro estudio en lo que fue esta gran y hermosa, sacrificada
experiencia de estudiar en la universidad a distancia como fue la UNAD, y lograr ya el

ultimo pasa mas satisfactorio y hermoso la obtencién de nuestro titulo de ingenieros.
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Tematica: DHCP
CISCO. (2014). DHCP. Principios de Enrutamiento y Conmutacion. Recuperado

de: https://static-course-
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Tematica: Traduccion de direcciones IP para IPv4
CISCO. (2014). Traduccién de direcciones IP para IPv4. Principios de Enrutamiento y

Conmutacién. Recuperado de: https://static-course-

assets.s3.amazonaws.com/RSE50ES/modulell/index.html#11.0.1.1
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