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Introduccién

En la presente actividad se desarrolla y analiza las tematicas de cisco CCNAL y
CCNAZ2 enfocadas en la identificacion y solucion de un problema planteado y
relacionado con el enrutamiento mediante comandos del ios. Conoceremos los
diferentes protocolos de routing, la implementacion y configuracién bésica de
OSPF, se analizaran y desarrollaran las instrucciones necesarias para utilizar las
ACL estandar y extendidas en un router Cisco, implementaremos cada una de las
funciones de DHCPv4 y se analizara la implementacion de NAT con el fin de usar
de forma mas eficaz las direcciones IPv4, lo anterior se ejecuta utilizando la
informacion contenida en la prueba de habilidades practicas de la plataforma de
Cisco Networking Academy, desarrollando un componente practico con la ayuda
del software Packet Tracer.



Desarrollo e Implementacién De Red Estructurada En Simulador Cisco
Packet Tracer

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red

VLAN Direccionamiento Nombre
Internet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

Fo/0 BIMANGA
For24 802.1Q

192.168.99.3
192.168.99.2

Nota: En los router R1 y R2 no se utiliza las interfaces FO/0, en cambio se utiliza
GO0/0 y el web server se configura con un equipo conectado a G0/1



1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

Configuracion de Internet Pc

’
¥ Internet PC

Physical I Config I Services | Desktop Programming Attributes |

I[P Configuration

IP Configuration

IPv6 Configuration

&) DHCP @ Static

IP Address 209.165.200.230
Subnet Mask 255.255.255.248
Default Gateway 209, 155,200,225
DMS Server 0.0.0.0

&) DHCP () Auto Config @ Static

fl IPv6 Address
Link Local Address FE80::20C:85FF:FES5: 4C49
IPv6 Gateway
IPw6 DNS Server

1o

il

[ Top

Configuracion de Router 1 — La G0O/0 se configura mas adelante
® R [ESE=)

| Physical | config | clI | Atwibutes |

105 Command Line Interface

Routergconfigure terminal ~
Enter configuration commands, one per linme. End with CNTL/Z.

Router {config)fhostname R1

Rl {config) #nc ip domain-lookup

Rl {config) #enable secret class

{config) #line con 0

{config-line) §password cisco

{config-line) $login

{config-line) §logging synchronous

{config-line) fexit

(config) #line vty 0 4

(config-line) fpassword cisco

{config-line) #login

{config-line) $logging synchronous

{config-line) fexit

(config) #service password-encryption

{config) #banner motd #Prchibido el accesc No autorizado#

{config) #interface s0/0/0

{config-if) §description Connection to RZ
{config-if)#ip address 172.31.Z1.1 Z55.255.255
{config-if) #clock rate 1ZE000

{config-if)§nc shutdown =

SEZ52

$LINE-5-CHANGED:
21 (config-if) g

Interface Serizl0/0/0, changed state to down

.

Ctrl+F6 to exit CLI focus

[E1 Top




Configuracion de Router 2

B

A2 = B ) |

.

Physical | Config | CLI | Attributes

105 Command Line Interface

Eress RETUBM to get started! -~

Routerrenable

Bouterfconfigure terminal

Enter configuration commands, one per line. End with CNTIL/Z.
RBouter {config) #hostname RZ

B2 (config) #ip domain-lookup

RZ (config) #enable secret class

RZ (config)§line con O

RBZ (config-line) #password cisco

B2 (config-line) #loggin

% Incomplete command.

RZ (config-line)$login

RZ (config-line) f#logging synchronous

RZ (config-line) fexit

BZ (config) #line vty 0 4

B2 (config-line) fpassword cisco —
RZ (config-line)$login

RZ (config-line)#logging synchronous

RZ (config-line) fexit

BZ (config) #service password-encryption

B2 (config) banner motd #§Prohikido el acceso no sutorizadof
RZ (config)

m

1|

Cirl+F6 to exit CLI focus copy || Paste

[C] Top

=
.4

R2 SER

Physical | Config | CLI | Attributes

105 Command Line Interface

RZrenable

Pagsword:

RZfconfigure terminal

Enter configuration commands, one per line. End with CHNTIL/Z.
RZ (config) #interface s0/0/1

RZ (config-if) §description Connection to R1

RZ (config-if) §ip address 172.31.21.2 Z255_255.255.252

RZ (config-if) #no shutdown

RZ (config-if) §
%LINE-5-CHRNEED: Interface Serizl0/0/1, changed state to up

RZ (config-if) §
$LINEPROTO-S5-UPDOWN: Line protocol on Interface Serizl0/0/1,
changed state to up

RZ (config-if) #interface s0/0/0

RZ (config-if) #description Connection to R3

RZ (config-if) #ip address 172.31_.23.1 255_255.255.252
RZ {config-if) #clock rate 128000

RZ ({config-if) #nc shutdown |_

m

SLINE-5-CHANGED: Interface Seri=l0/0/0, changed state to down
RZ (config-if) § %

Ctrl4F6 to exit CLI focus copy | [ paste |

[ Top




® R

| Physical | config | CLI | Attributes

105 Command Line Interface
RZ (config-if) §interface gl/0 <
RZ (config-if) §description Connection to Internet
RZ (config-if) #ip address Z05.165.200.225 Z55.255.255.248
B2 (config-if) §no shutdown

RZ (config-if) §
$LINE-5-CHANGED: Interface GigabitEthernetd/0, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/0, changed state to up

RZ (config-if) §interface gl/1

RZ (config-if) §description Connection to WebServer
BZ (config-if) #ip address 10.10.10.1 255.255.255.0
B2 (config-if) §no shutdown

RZ (config-if) §
$LINE-5-CHANGED: Interface GigabitEthernetds/1l, changed state to
up

S$LINEPROTO-5-UPDOWN: Line protocol on Interface
GigabitEthernet0/1, changed state to up

0% oo
Cirl+F6 to exit CLI focus copy | [ Paste |

[ Top

- —

Configuracion de Servidor Web
? WebServer EIEI—F

Physical | Config I Services | Desktop Programming Attributes |
IP Configuration
©) DHCP @ Static
1P Address 10.10.10.10
Subnet Mask 255,255.255.0
Default Gateway 10.10.10.1
DNS Server 0.0.0.0
IPv6 Configuration
) DHCP () Auto Config @) Static
IPv6 Address
Link Local Address FEB0::201: 43FF:FEAZ: 1569
IPvE Gateway
IPvG DNS Server

[ Top




Configuracion de Router 3

®R3

| Physical | config | cur | Attributes

105 Command Line Interface

TOUTETTENEEIE
Bouterfconfigure terminal

Enter configuration cc , one per line. End with CNTL/Z.
Router (config) $hostname R3

B3 (config) #ip domain-lookup

B3 (config) #enable secret class

B3 {config)fline con 0

B3 (config-line) §password cisco

B3 {config-line) #login

R3{config-line) #logging synchronous

R3{config-line) fexit

B3 (config)#line vty 0 4

B3 (config-line) §password cisco

B3 {config-line) #login

R3{config-line) #logging synchronous

B3 {config-line) fexit

R3{config) §service password-encryption

B3 (config) §b r motd §Prohibido el accesoc no autorizadog
B3 (config) #interface s0/0/1

R3{config-if) §description Connection to RZ
R3{config-if)#ip address 172.31.23.Z 255.255.255_252

B3 ({config-if) §nc shutdown

m

B3 (config-if)
SLINE-5-CHRNGED: Interface Serial0/0/1, changed state to up -

Cirl4F6 to exit CLI focus copy | [ Paste

[ Top

B R3 (=] © )

| Physical | config | cu | Attributes

105 Command Line Interface

B3 (config-if) §
R3{config-if) #interface lod

B3 (config-if) §
%LINF-5-CHANGED: Interface Loopback4, changed state to up

%LINEFROTO-5-UPDOWN: Line protocol on Interface Loopback4,
changed state to up

B3 (config-if) §ip address 132.168.4.1 Z2Z55.255.255.0
B3 (config-if) §nc shutdown
R3{config-if) #interface lob

B3 (config-if) §
%LINF-5-CHANGED: Interface Loopback5, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface Loopbacks,
changed state to up =

B3 (config-if) §ip address 132.168.5.1 2Z55.255.255.0
R3{config-if) §no shutdown
B3 (config-if) #interface lo® —

m

B3 (config-if) §
%LINF-5-CHANGED: Interface Loopback®é, changed state to up -

Cirl4F6 to exit CLI focus copy | [ Paste

[ Top




ER3 =)

| Physical | config | cur | Attributes

105 Command Line Interface

$LINEFROTCO-5-UPDOWN: Line protocol on Interface Loopback5,
changed state to up

B3 (config-if) §ip address 132.168.5.1 255.255.255.0
B3 (config-if) §nc shutdown
R3{config-if) #interface lo&

B3 (config-if)
$LINK-5-CHANCED: Interface Loopbacks, changed state to up

$LINEFROTO-5-UPDOWN: Line protocol on Interface Loopbacké,
changed state to up

B3 (config-if) §ip address 132.168.8.1 255.255.255.0

B3 (config-if) §nc shutdown

B3 {config-if) fexit

B3 {config)§ip route 0.0.0.0 0.0.0.0 s0/0/1

%¥Defzult route without gateway, if not a point-to-point
interface, may impact performance

B3 {config)§ip route 0.0.0.0 0.0.0.0 s0/0/1

B3 (config) fexit

R3E

%5¥5-5-CONFIG_I: Configured from conscle by conscle

EEL]

m

Cirl4F6 to exit CLI focus copy ||

Paste

]

[ Top

Configuracion de Switch 1

B s1 E=E)

| Physical | Config | CLI | Atiributes

105 Command Line Interface

Switch»enable
Switchiconfigure terminal
Enter configuration ecc
Switch (config) fhostname S1
51 (config) #ip domain-lookup
51 (config) #enzsble secret class

581 {config)§line con 0

51 {config-line) §password cisco

51{config-line)$login

Sliconfig-line){logging synchronous

51 i{config-line)fexit

51 (config)#line vty 0 4

51 {config-line) §password cisco

51{config-line)$login

Sliconfig-line){logging synchronous

51 i{config-line)fexit

Sliconfig)§service password-encryption

51 (confiqg) §b r motd §Prohibido el accesoc no autorizadog
51 (config) fexit

51%

%5¥Y5-5-CONFIG_I: Configured from conscle by conscle

, one per line. End with CNTL/Z.

S1§

m

Cirl4F6 to exit CLI forus copy ||

Paste

[ Top




Configuracion de Switch 3

.
B s3

| Physical | config | cuI | Attributes

105 Command Line Interface

Switchrenable
Switchi#configure terminal
i Enter configuration cc , one per line. End with CNIL/Z.

53%

sag

Switch({config) #hostname 53

53 (config) #ip domain-loockup

53 (config) #enable secret class
S3({config)$#line con 0

53 (config-line) #password cisco

53 (config-line) #login

53 (config-line)#logging synchronous

53 (config-line) fexit

53 (config)#line vty 0 4
S3(config-line) fpassword cisco

53 (config-line) #login

53 (config-line)#logging synchronous

53 (config-line) fexit

53 (config) §service password-encryption
53 (config) £b

53 (config) fexit

%5¥YS-5-CONFIG I: Configured from conscle by conscle

r motd #Prohibido el acceso no autorizadog

m

Ctrl+F6 to exit CLI focus

Copy

J

Paste

[ Top

Verificar la conectividad — ping entre los router y servidores

LE? R1

. pEme)

| Physical | confia | clI | Attrbutes |

105 Command Line Interface

Password:

Rlrenable
Password:

User Rccess Verification

Rlgping 172.31.21.2

Type escape sSequence to abort.

Rlgping 172.31.23.1

Type escape segquence to abort.

Sending 5, 100-byte ICHMP Echos to 172.31.21.2, timeout is 2
seconds:

rreet

Success rate is 100 percent (5/5), round-trip minfavg/max =
1/13/62 ms

Sending 5, 100-byte ICMP Echos to 172.31.23.1, timeout is Z

seconds:

rreet T
Success rate is 100 percent (5/5), round-trip minfawg/max = =
1/3/15 ms r
nigl <
Ctrl4F6 to exit CLI focus copy | [ Ppaste

[T Top




=)

Physical Config CLI Attributes

1035 Command Line Interface

User Rccoess Verification

Password:

RZw»enable
Password:
RZgping 172.

Type escape
Sending 5,
seconds:

sequence to sbort.

100-byte ICMP Echos to 172.31.23.2, timeout is

Success rate is 100 percent
ms

{5/5), round-trip min/avg/max

RZgping 172.31.21.1

Type escape Segquence to abort.
Sending 5, 100-byte ICMP Echos to 172.31.21.1,
seconds:

timecut is

Success rate is 100 percent
ms

{5/5), round-trip min/avg/max

nzgl

1/1/2

1/1/3

m

Cirl+F6 to exit CLI focus Copy |

| Paste

Top

? Internet PC

Physical Config Services Desktop Programming Attributes

with

byte

round trip times in milli
Maximm

Top




? WebServer

Physical

Top

Config

Services Desktop

round trip ti
Maximim

Programming

Attributes




2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:
OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1

Router ID R2 2.2.2.2

Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en | 128 Kb/s

Ajustar el costo en la métrica de s0/0 a 7500

B Rl = | B

x

| Physical I Config | CLI ‘ Attributes

105 Command Line Interface

Rlrenzble

Password:
Rlfconfigure terminal
Enter configuration commands, cne per line. Eod with CNTL/Z.
R1{config)$router ospf 1

21 {config-router)frouser—id 1.1.1.1

Rl (config-router)fnetwork 17Z.31.21.0 0.0.0.2 area 0

Rl {config-router) fnetwork 19Z.
R1{config-routes)#nstwork 152.

Rl {config-router) fnetwork 152,
21 {config-router) §

21 (config-reouter) fpassive-interface g0s0_30
Bl {config-router) fpassive-interface g0/0.40
Rl {config-router) fpassive-interface g0/0.200
Bl {config-router) fexic

Rl {config) ¢interface s0/0/0
Rliconfig-if)¢bandwidth 128

Bl {config-if)#ip ospf cost 7500

Bl {config-if) fexit

RBliconfig) fexit

ESE
%5Y3-5-CONFIG_I: Configured from conscle by conscle =
Bl -

G476 to et Ul focs

[C] Top

F?Rz E=E )

Physical | Config | CLI | Attibutes

105 Command Line Interface

Password:

RZrenzble

Passwozd:

RZfconfigure terminal

Enter configuraticn commands, cae per line. End with CNTL/Z.
n2 (config) $rouse ospf 1

{config-router) ¢router-id 2.7 2 2
{config-router) fnetwork 172.31.23.0 0.0.0.3 area 0
onfig-router)fnetwork 172.31.21.0 0.0.0.23 area 0

onfig-router) gnetwork 10.10.10.0 0.0.0_255 area 0
B2 (config-router) fpassive—interface g0/1

22 {config-router)

RZ (config-router) #interface s0/0/0

RZ (config-if) fbandwidth 128

2Z (config-if) #ip ospf cost 7500

RZ {config-if)#interface s0/0/1

RZ {config-if) fbandwidth 128

BZ (config-if) fexit

RZ (config) fexit

nze
35¥Y5-5-CONFIG_I: Configured from console by console =
i rzg| i I

Cirl+F6 to exit CLI focus

[ Top




B3
R3{
R3(
R3{
R3(
01

:47:45:

R3fconfigure terminal
Enter configuration commands, one per line.
fig)#

gl #router ospf 1
g-router) frouter—id 3.3.3.3

g-router) §network 172.31.Z23.

g-router) §
%0SPF-5-RDJCHG:

({config-router) fnetwork 152.168.4.

g-router) §passive-interface
g-router) §passive-interface
g-router) §passive-interface

Process 1,
from LORDING to FULL, Loading Done

End with CNTL/Z.

0 0.0.0.3 area 0

Wbr 2.2.2.2 on Serialls0/1

0 0.0.3.255 arez 0
lo4
los
log

® R3 ) S
| Physical | comfig | cu | Atiributes
105 Command Line Interface
R3renzble -~
Password:

g-router) fexit

g)#interface s0/0/1

ig-if) §bandwidth 128

g-if) fexic

({config) exit

R3E

%S¥YS-5-CONFIG I: Configured from conscle by conscle

m

B3 i

Ctrl+F6 to exit CLI focus

[ Top

Verificar informacién de OSPF
e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

- R

B R . =RACE X |

"~

Physical | config | CUI | Atwibutes

105 Command Line Interface

01:47:45: %0SPF-5-ADJCHE:
FULL, Loading Done

Process 1, Nbr 3.3.3.3 on Serialld/0/0 from LORDING to

Prchibido el accesc no autorizado
User Rcecess Verification
Password:
Rirenable

Password:
RZgshow ip ospf neighbor

Neighbor ID Pri State Dead Time Rddress Interface
3.3.3.3 o FULLS - 00:00:36 172.31.23.2 Serial0/0/0
1.1.1.1 ] FULLS - 00:00:39 17z2.31.21.1 Seriald/0/1 ‘E‘
RIg

RIg

Ctrl+F5 to exit CLI focus

[C1 Tep




B R

{

| Physical I Config | CLI | Attributes

10S Command Line Interface

R2E
R2tshow ip ospf interface

Serizl0/0/1 is up, line protoecl is up
Inteznet address is 172.31.21.2/30, Ares O
Process ID 1, Reuter ID 2 2, Network Type POINT-TO-POINT, Cost:
Transmit Delay is 1 sec, State POINT-TO-BCINT, Priozity O
No designated router on this network

No backup designated router on this netwozrk
Timer intervals configured, Helle 10, Dead 40, Wait 40, Retransmit 5
Hello dus im 00:00:01
Index 1/1, flood queus length 0
Next 0x0(0)/0x0(0)
Last flood scan length is 1, meximum is 1
Last flood scan time is 0 msec, meximum is 0 msec
Neighbor Count is 1 , Rdjscent neighbor count is 1
Adjacent with neighbor 1.1.1.1
Suppress hellc for 0 neighbozis)
Seria=l0/0/0 is up, line protocol is up
Inteznet address is 172.31.23.1/30, Azez O
Process ID 1, Router ID 2.2.2.2, Wetwozk Type BOINT-TO-BCINT, Cost:
Transmit Delay is 1 ses, State PFOINT-TO-DOINT, Prioxzity O
No designsted router on this network
No backup designated router on this netwozk
-—Moze——

781

7500

Clrl+F6 to exit CLT focus

[E] Top

B R

‘ Physical I Config | CLI | Attributes

10S Command Line Interface

Routing for Networks:
172.31.21.0 0.0.0.23 srea 0
172.31.23.0 0.0.0.3 szea 0
10.10.10.0 0.0.0.255 area 0

Passive Intezface(s):

GigabitEthernet0/1

Routing Informetion Sources:
Cateway Distance Last Update
1.1.1.1 110 00:00:30
2.2.2.2 110 00:11:3&
3.3.3.3 110 00:03:55

Distance: (default is 110}

Rzfshow ip route ospf
192.168.4.0/3Z is subnetted, 1 subnets

o 152.1€8.4.1 [110/7501] wia 172.31.23.2, 00:15:47, Seri=l0/0/0
192.168.5.0/3Z is subnetted, 1 subnets

o 152.1€28.5.1 [110/7501]1 wia 172.31.23.2, 00:15:47, Serizl0/0/0
192.168.6.0/3Z is subnetted, 1 subnets

o 15z2.1€8.6.1 [110/7501] wia 172.31.23.2, 00:15:47, Seri=l0/0/0

o 152.188.30.0 [110/782]1 wia 172.31.21.1, 0 8:13, Serial0so0/1

o 152.1%8.40.0 [110/782] wia 172.31.21.1, 00:28:13, Seri=l0/0/1 F

o 192 .168.99.0 [110/782] wvia 172.31.21.1, 00:28:13, Seriald/o/1 |E|

R2§ e

Ctrl+F6 to exit CLI focus

[El Top




(® r2 [E=EEN )

Physical I Config | CLI | Attributes

105 Command Line Interface
Neighbor Count is 0, Adjacent neighbor count is 0 o
Suppress hells for 0 neighbor(s)

RIg
Rigshow ip protocals

Routing Protocol is "ospf 1
Outgoing update filter list for all interfaces is not set
Incoming update filter list Zor all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nsasa
Maxizmum path: 4
Routing for Netwozks:
172.31.21.0 0.0.0.3 azes 0
172 31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 =zea O
Bassive Interface(s):

GigabitEthernetO/1

Routing Information Sources:
Cateway Distance Last Update
1.1.1.1 110 00:00:30
2.2.2.2 110 13
3.3.3.3 110 00:09:55

Distance: (default is 110}

[ |

RZE -

Cirl+F6 to exit CLT focus

Il [CITop I

L

| Physical | config | cul | Attributes

105 Command Line Interface

TETEWOTA T

Ri#show ip protocols

Routing Protocol is “ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maxirum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
152.1€8.30.0 0.0.0.255 area 0
152.165.40.0 0.0.0.255 area 0
152.1€2.99.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/0.30
GigabitEthernet0/0.40
FigazbitEthernet0/0.200
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:02:18
2.2.2.2 110 00:13:22
3.3.3.3 110 00-11:41

Distance: (default is 110}

--More--— | - |

[C] Top
-
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Physical | Config | CLI | Attributes

105 Command Line Interface

EEa-der-tann-]
Password:
R3fshow ip protocols

Bouting Brotocol is "ospf 1"
QOutgoing update filter list for all interfaces is not set
Incoming update filter list for zll interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area O
152.1€2.4.0 0.0.3.255 area 0
Passive Interface(s):

Loopbackd
Loopbacks
Loopbacks

Routing Information Sources:

I Gateway Distance Last Update
1.1.1.1 110 00:03:48
gz 2z 110 00-14-54
3.3.3.3 110 00:13:13

Distance: (default is 110)

R3g

m

Ctrl+F6 to exit CLI focus

[E] Top




3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de

red establecida.

Después de terminar la conf

iguracion de las VLANS, no pasaba las pruebas

con el comando ping, se verifica y se identifica que se debe cambiar el
direccionamiento de la VLAN 200, ya que la direccion que da la topologia
no corresponde con el direccionamiento de los switch. Al realizar el cambio
y corregir esto se realizan las pruebas de comunicacién con el comando
ping sin contratiempos, en los pantallazos al final se puede ver claramente.

Las graficas resaltadas en rojo indican las correcciones y cambios que se

realizan para que funcionen

las VLAN.

VLAN 200 — 192.168.200.0/24 es remplazada por 192.168.99.0/24

L 31

=] B [

Physical | Config | CLT | Attributes

105 Command Line Interface

s1#
Sl#configure terminal

51 (config) #vlan 30

Sl (config-vlan) #vlian 40
51 (config-vlan) #name Me:
S5l (config-vlan) #vlian 20!
Sl (config-vlan) #name Ma
Sl (config-vlan) fexit

S5l (config) #interface vl
Sliconfig-if)#
SLINE-5-CHANCED: Interf

S1(config-if) #ip addres
S1{econfig-if) #no shutde
S1(config-if) #exit

S1(config) #ip defaul-ga

% Invalid input detecte

S1iconfig) #ip default-g
S1iconfigl#

Enter configuration commands, one per line. End with CNTL/Z.

S5l (config-vlan) #name Administracion

readec

[1]
ntenimiento
an 200

ace V1anZ00, changed state to up

s 192.168.200.2 255.255.255.0

wn
teway 192.168.99.1

d at '~' marker.

m,

ateway 192.168.99.1

Cirl+F6 to exit CLI focus

[E] Top

L33!

physical | Config | CLI | Attrbutes

105 Command Line Interface

51 (config-if)#

changed state to down

changed state to up

nterface

nterface

S1lconfig) #ip default-gateway 192.188.83.1
S1(config) #inserface £0/3
S1{config-if) #switchpors mode trunk

%LINEPROTO-5-UPDOWN: Line protocel on Interface FastEthernet0/3,

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3,

SLINEPROTO-5-UPDOWN: Line protocol on Interface V1an200, changed
state to up

witchport trunk native wlan 1

witchport mode trunk
witchport trunk native wvlan 1

nge) #switchport mode zccess

nge) #interface £0/1

witchport mode acecess =
witchport access vlan 30

fosz24

range £20/2, £20/4-23, g0/1-2

Cirl+F6 to exit CLI focus

[ Tep
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| Physical | config | CUI | Attributes

105 Command Line Interface

%LINE-5-CHANGED: Interface FastEthernetl/18, changed state to ~
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/1%, changed state to
administratively down

%LINE-5-CHANGED: Interface FastEthernet(/Z0, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/Zl, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/2Z, changed state to
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/23, changed state to
administratively down

$LINK-5-CHANGED: Interface GigsbitZtheznet0/1, changed state to
sdministratively down

m

administratively down |
51 (config-if-range) fexit =
51 (config){ sl

LINE-5-CHAZNGED: Interface GigabitEthernetdsZ, changed state to |

Ctrl+F6 to exit CLI focus

[ Top

Correccion realizada a la vlan 200

B st (=] G ]

| Physical | config | I | Attributes

105 Command Line Interface

password 7 08ZZ455DOR1E S
logging synchronous

login

line wty 5 15

login

S1%

S1¢

51g

Slgconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
5li{config)#interface wlan Z00

Sliconfig-if) §ip address 132 .1828.95.2 255.255.255.0
Sli{config-if) §no shutdown

51 (config-if) fexit

51 {config)gexit

51§

$S5YS-E-CONFIG_I: Configured from nsole by nsol

51 -

Clrl+F6 to exit CLI focus

[ Top
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® 53

| Physical | config | o | Atwributes

105 Command Line Interface

T INTEIIS INpPUT OSTECTEd =T TETRET .
53 (config) #vlan 30
53 {config-vlan) fname
53 (config-vlan) vlan
53 (config-vlan) #name Mercadeo
53 (config-vlan)§vlan 200

53 (config-vlan) Mantenimiento

2dministrader
40

% Invalid input detected at marker.
53 (config-vlan) §name Mantenimiento
53 (config-vlan) fexit

53 {config) éinterface vlan 200

53 {config-if)$

%LINK-5-CHANGED: Interface V1anZ00, changed state to up
SLINEFROTO-5-UFDOWN: Line protocol on Interface V1anZ00,
state to up

S3{config-if)#ip address 15Z.168.95.3 Z255.255.255.0
83 {config-if) #no shutdown

53 (config-if) fexit

53 (config) §ip default-gateway 192.168.59.1
53 (config) g

changed

Ctrl+F6 to exit CLI focus

[Z] Top
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® 53

| Physical | Confio | CLI | Attributes

105 Command Line Interface

% Invalid input detected at marker.
53 {config-vlan) fname Mantenimiento
53 (config-vlan) fexit

53 (config) #interface wvlan 200

53 {config-if)

%LINE-5-CHANGED: Interface V1anZ00, changed state to up
S$LINEFROTO-5-UPDOWN: Line protocol on Interface V1an200,
state to up

53 {config-if) §ip address 132.168.33%.3 255.255.255.0

83 {config-if) §ne shutdown

53 (config-if) #exit

53 (config) #ip default-gateway 152.168.953.1

33 (config) §

53 (config) #interface £a0/3

53 (config-if) §switchport mode trunk

52 {config-if) fswitchport trunk native wvlan 1

53 (config-if) #interface range £a0/1-2, £a0s4-24, gls1-2
53 (config-if-range)fswitchport mode access
S3{config-if-range)finterface £20/1

53 (config-if) §switchport mode access

52 {config-if) §switchport access wlan 40

53 {config-if)§

changed

Ctrl+F6 to exit CLI focus

[T Top




® 53

| Physical | config | ClI | Attributes

105 Command Line Interface

SLINE-5-CHANGED:
sdministratively

SLINE-S5-CHRNGED:
administratively

SLINE-S5-CHRNGED:
administratively

&LINE-5-CHANGCED:
administratively

$LINE-5-CHANGED:
sdministratively

SLINE-S5-CHRNGED:
administratively

SLINE-S5-CHRNGED:
administratively

SLINE-5-CHANGED:
administratively

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

Interface
down

83 (config-if-range) |

FastEthernetd/1%, changed state
FastEthernet0/2Z0, changed state
FastEthernet0/Z1, changed state
FastEthernetl/22Z, changed state
FastEthernet0/2Z3, changed state
FastEthernet0/2Z4, changed state
GigebitEthernet0/1l, ch 4 sta
GigebitEthernet0/2, ch d sta

te to

te to

«

Cirl+F5 to exit CLI focus

[T Top
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| Physical | config | cUI | Attributes

105 Command Line Interface

Password:

Rl>ensble
Password:

User Rccess Verification

Rlgconfigure terminal
Enter configuration commands,
Rl {configl #interface gls0.30
Rl {config-subif) §description LAN Administracion
Rl {config-subif) fencapsulation dotlg 30

2l {config-if) §no

shutdown

Prohibido el zececesc No autorizade

one per line.

End with CNTIL/Z.

Rl {config-subif) #ip address 192.168.30.1 255.255.255.0
Rl {config-subif) §interface g0/0.40

Rl {config-subif) #description LAN Mercadeo
Rl {config-subif) fencapsulation dotlg 40
Rli{config-subif) §ip address 152.182.40.1 255.255.255.0
21 {config-subif) §interface g0/0.200
Rl {config-subif) §description LEN Mantenimiento
Rl {config-subif) §encapsulation dotlg 200
Rl {config-subif) #ip address 132.168.200.1 255.255.255.0
Rl{config-subif) §interface gl/0

m

Ctrl+F6 to exit CLI focus

[l Top
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| Physical I Config | CLI | Attributes

105 Command Line Interface

SLINK-G-CHANGED: Interface Gigabititheznetl,/0, changed state to ,
up

&LINEPROTO-5-UPDOWN: Line protoccl on Interface
FigabitEthernetl/0, changed state to up

SLINE-5-CHRNGED: Interface CGigabitEthernet0/0.20, changed state
To up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface
FigabitEthernetds0.30, changed state to up

&LINKE-5-CHRNGED: Interface CGigabitEthernet0/0.40, changed state
To up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface
GigabitEthernet0/0.40, changed state to up

LLINE-5-CHANGED: Interface GigabitEthernet0/0.200, changed state
to up

SLINEPROTO-5-UPDOWN: Line protoccl on Interface
GigabitEthernet0/0.200, changed state to up

m

21 (config-ifl$ 2

Cl4F6 to xt L focs

u [F1Top

Correccion realizada a la vlan 200

B R1 (= [© ]

| Physical | config | cu | atiributes

105 Command Line Interface

SLINEPROTCO-5-UPDOWN: Line protocol on Interface Serizl0/0/0,
changed state to up

Prohikido el accesc No autcrizado
User Access Verification
Password:

Rlrenable

Password:

Rlgconfiqure terminal

Enter configuration commands, cne per line. End with CNTL/Z.
Rl {config)ginterface g

%LINEPROTO-5-UPDOWN: Line protocel on Interface Serizl0/0/0,
changed state to down

SLINEPROTCO-5-UPDOWN: Line protocol on Interface Serizl0/0/0,
changed state to up

m

Rl {config)ginterface g0/0.200

Rl {config-subif)fip address 192_168.99.1 255_255.255.0
Rl (config-subif) fexit -
Rl {config) g =

Cti+76 to exit LI foes

[E] Top
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| Physical | config | clI | Attributes

105 Command Line Interface

Tending 5, L100-Dyte 1LMD =chos to L92.185.20.1, timecut 15 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/2
ms

Sl¢ping 192.168.39.1

Type escape sSeguence to abort.

Sending 5, 100-byte ICMP Echos to 192.168.%3.1, timecut is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/2
ms

Sl¢ping 192.168.30.1

Type escape sSeguence to abort.
Sending 5, 100-byte ICMP Echos to 192.1€8.30.1, timecut is 2

seconds:

rrers

Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/2 [ |
ms ‘:‘
s1g <
Cirl+F6 to exit CLI focus copy [ Paste |

[ Top
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| Physical | config | CLI | Atiributes

105 Command Line Interface
Sending 5, 100-byte ICMP Echos to 1%2.168.30.1, timeout is 2 ~
seconds:
rrers
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/0/1
ms

53fping 192.168.33.1

Type escape sSequence to abort.

Sending 5, 100-byte ICMP Echos to 1%2.168.93%.1, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip minfavg/max =
0/3/12 ms

53fping 192.168.40.1

Type escape sSequence to abort.
Sending 5, 100-byte ICMP Echos to 1%2.168.40.1, timeout is 2

seconds:

trind p
Success rate is 100 percent (5/5), round-trip minfavg/max = 0/1/4 L
ms =
53¢ <
Cirl4F6 to exit CLI focus copy |[ Paste |

[ Top




4. En el Switch 3 deshabilitar DNS lookup
Ya se encuentra deshabilitado. Se deshabilita en la configuracion del primer
punto

s 5
B s3 (=8
| Physical | config | cuI | Attributes
105 Command Line Interface
-
Switch>enable
Switchfconfigure terminal
i Enter configuration commands, cne per line. End with CNTL/Z. |
53 (config) #ip domain-lookup ]
. PR (o 2
S3({config)$#line con 0
S3(config-line) fpassword cisco
S3{config-line) $login
53 (config-line)#logging synchronous
53 (config-line) fexit
53 (config)#line vty 0 4
S3(config-line) fpassword cisco
53 (config-line) #login
53 (config-line)#logging synchronous
53 (config-line) fexit
53 (config) §service password-encryption
53 (config) §banner motd §Prohibido el acceso no autorizadod
53 (config) fexit
53¢ =
%5¥YS-5-CONFIG I: Configured from conscle by conscle
s34 -
Cirl+F6 to exit CLI focus copy | [ Paste
[ Top
\

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
Pardmetros ya configurados en los puntos 1y 3

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Parametros ya configurados en el punto 3

¥ s1 SRR X P53 = | B S
Physical | config | CU | Attributes [ Physical | config | €1 | Attributes
105 Command Line Interface 105 Command Line Interface
SLINK-5-CHANGED: Interface Fastithernst0/18, changsd stats to ~ =
administratively down $LINK-5-CHANGED: Interface FastEthernet0/1%, changed state to

administratively down
SLINK-5-CHANGED: Interface FastEthernetd/13, changed state to
administratively down $LINK-5-CHANGED: Interface FastEthernet0/2Z0, changed state to
administratively down

3LINK-5-CHENGED: Interfzce FastEthernes0s20, changed state to
adminiscratively down SLINK-5-CHANGED: Tnterface FastEthernet0/21, changed state to

administratively down
%LINK-5-CHENGED: Interface FastZthernet0/21, changed state to

administravively down SLINK-3-CHENGED: Interface FastZthernet0/2Z, changed state to

dminist. tivel di
%LINK-5-CHANGED: Interface FastEthernet0/2Z, changed state to soministratively cown

administratively down
#LINK-5-CHENGED: Interface FastEthernec0/23, changed state to

SLINK-5-CHANGED: Tnterface FastEthernet0/23, changed state to administratively down
administratively down
SLINK-5-CHANGED: Interface FastEthernetO/Z4, changed state to
ALINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to administratively down

adminiscratively down
SLINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to
SLINK-5-CHRNGED: Interface GigebitEZthernet0/2, changed state to administratively down
administratively down
S1{config-if-range) gexit SLINK-5-CHANGED: Interface GigabitEthernet0/2Z, changed state to
Sliconfig)# S administratively down |

53 (config-if-range) g <
'

Ctrl+F6 to exit CLI focus




7. Implement DHCP and NAT for IPv4

configuraciones estaticas.

| Physical | config | clI | Atwibutes |

Configurar R1 como servidor DHCP para las VLANs 30 y 40.
Reservar las primeras 30 direcciones IP de las

VLAN 30 y 40 para

105 Command Line Interface

changed state to up
%LINE-5-CHRNGED:
state to up
00:00:10: %05PF-5-RADJCHG:
LOADING to FULL, Loading Done
Prohibido el acecesc No autorizade
User Access Verification
Password:

Rlyenable

Password:

Rlgconfigure terminal
Enter configuration commands,

{config)§
{config)§

Interface Seri=l0/0/0,

LLINEPROTO-5-UPDOWN: Line protoecol on Interface Serizl0s0/0,

Process 1, Wbr Z2.2.Z2.2 on Serisl0/0/0 from

one per line.
{config) #ip dhep excluded-address 132.168.30.1 132.168.30.30
{config) #ip dhcp excluded-address 132.168.40.1 132.168.40.30

changed state to up

changed

End with CNTL/Z.

m

Ctrl+F6 to exit CLI focus

J

[ Copy Paste ]

Configurar DHCP pool para VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer defaul gateway

Configurar DHCP pool para VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer defaul gateway

Rlgconfigure terminal

Enter configuration commands,
Rl
Rl

=W =

2

B R1 ==
| Physical | confia | i1 | Attributes
105 Command Line Interface
Rl>enable -
Password:

one per line.
{eonfig) §ip dhep excluded-address 152.168.30.1 132_1868.30.30
{config) #ip dhep excluded-address 192 _168.40.1 182.1&8.40.30

End with CNTL/Z.

Rl
=k
=k

({config) §ip dhep pool ADMINISTRRECION
{dhcp-config) #dns-server 10.10.10.11
{dhcp-config) #defaul -router 13Z.1&8.30

% Invalid input detected at marker.

.1

%S¥5-5-CONFIG_I: Configured from conscle

21§

Rl {dhcp-config) #default-router 192.168.30.1

Bl (dhcp—confi network 152 _1&63_30_0 255_255_255_0
Rl (dhcp-config) #ip dhcp pool MERCADED

Rl (dhcp-config) #dns-server 10.10.10.11

Rl (dhep-config) #default-router 152.1&8.40.1

Rl (dhcp-config) §network 192.168.40.0 Z55.255.255.0
Rl {dhep-config) fexit

Rl

m

by conscle

Ctrl4F6 to exit CLI focus

Copy Paste
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8. Configurar NAT en R2 para permitir que los host puedan salir a internet

?RQ ||:|||E|i:h

Physical Config CLI Attributes

10S Command Line Interface

Frohibido el accesc no autorizado
User RAccess Verification
Password:

RZ»enable

Password:

Rifconfigure terminal

Enter configuration commsnds, one per line. End with CHNTL/Z.
RZico g) #user webuser privilege 15 secret ciscolZ34s
RZ{config) #ip nat inside scurce static 10.10.10.10 203.165.200.2Z2%
g) ginterface gl/0

#ip nat outside

ginterface g0/1

RZ (co

#ip nat inside

fexit

g)#access-list 1 permit 13Z.168.30.0 0.0.0.
g)#access-list 1 permit 13Z.168.40.0 0.0.0.
gl #access-list 1 permit 15Z.168.4.0 0.0.32_255

RZ (config) #ip nat pool INTERNET 205.165.200.225 209.165.200.228 netmask 255.255.255.248
g)#ip nat inside source list 1 pool INTERNET

55

m

Ctrl+F6 to exit CLI focus Copy || Paste
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9. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

~

= | B |

B R2

.

Physical | Config | CLI | Attributes

105 Command Line Interface

Prohikido el acceso no autorizado

User Access Verification

Password:

RZrenable

Password:

Rifconfigure terminal

Enter configuration commands,

one per line. End with CNIL/Z.

RZ(config) #ip access-list standard MANTENIMIENTO
RZ (config-std-nacl) fpermit host 172.31.21.1
RZ (config-std-nacl)fpermit host 172.31.23.Z
RZ (config-std-nacl) exit
RZ (config)§line vty 0 4
(| RZ (config-line) $access-class MANTENIMIENTO in
RZ {config-line) fexit
RBZ (config) #exit
RZE

%5¥5-5-CONFIG_I: Configured from conscle by console

4 [om |

RZg

Ctrl+F6 to exit CLI focus

[T Top

10.Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

F 5

E R == X

B

| Physical | config | CLI | Attributes

105 Command Line Interface

User Rccess Verification

Password:

RZrenable

Dassword:

RZfconfigure terminal

Enter configuration commands, End with CNTL/Z.

one per line.

RZ (config)$

BZ (config) #access-list 101 permit
BZ (config) #access-list 101 permit
RZ {config) #interface gl/0

RZ(

RZ (config-if) $interface gls1

RZ(config-if)§ip access-group 101
RZ(config-if) §interface s0/0/0
RZ{config-if) §ip access—group 101
RZ{config-if) #interface s0/0/1

Rz {
Rz {
B2 {
RZ$

config-if) $ip access—group 101
config-if) fexit
config) fexit

RI§

config-if) §ip access—group 101 i

%5YS5-5-CONFIG_I: Configured from conscle by conscle

tcp any host 209.165.200.22% eqg www
icmp any any echo-reply

Cirl+F6 to exit CLI focus

[Tl Top




11.Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.

-

8 R2 S | B

| physical [ confia | cu | Attributes

105 Command Line Interface

Prohibide el accesc no sutorizado
User RAeccess Verification
Password:

Rirenable
Password:
RZfshow access-list
Standard IP access list 1
10 permit 152.168.30.0 0.0.0.
20 permit 152.168.40.0 0.0.0.25
30 permit 152.168.4.0 0.0.3.255
Standard IP access list MANTENIMIENTIC
10 permit host 172.31.21.1 (4 matchies))
20 permit hest 172.31.23.2 (2 matchies))
Extended IP acecess list 101
10 permit tep any host 209.165.200.229 eg www
20 permit iemp any any echo-reply (32 matchies))

w
@

2
2

@

4 [.m

nzg|

Ctrl+F6 to exit CLI focus

[Tl Top

Listas de acceso estdndar donde se puede conectar por medio de telnet a
R2 desde R1y R3, pero desde los host no es permitido

F =

¥ R1 ANy X

| Physical Config | CLI | Attributes

105 Command Line Interface

Rlg
Rlftelnet 172.31.21.2
F3

Trying 172.31.21.2 ...CpenPrchibide el acceso no sutorizade

User Access Verification

Password:
RIvenzble
Password:
RIg

RIg

{l RIg

RZF

RZF

RZIE

RZIE

RZIE
RZfexit

[Connection to 172.31.21.2 closed by foreign host]

R1#

Ri#

Rl# | 4
nig L

Ctrl+F6 to exit CLI focus
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Fassword: L
R3ftelnet 172.31.23.1
Trying 172.31.23.1 ...OpenPrchibidc el accesc no sutorizade

User Access Verification

Password:
RZrenzble
Dassword:
RZ§

RZf

RZg

R2§

RZ§

RZF

RIf

RZ§
Rifexit

[Comnection to 172.21.23.1 closed by foreign host]
R3E
R3g
R3¢
23§ i

m

Ctrl+F6 to exit CLI focus Copy || Paste

Top

EEH

Listas de acceso extendidas, permiten hacer ping desde los host PC-A 'y PC-C al
host Internet PC, pero no permite hacer ping del host Internet PC a los host PC-A
y PC-C

B pca =E
Physical Config Desktop Programming Attributes

Command Prompt
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>

Top I

¥ Internet PC | =HACE X

Physical Config Services Desktop Programming Attributes

ommand Prompt
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Physical | Config | Desktop | Programming | Atiributes

Command Prompt

B pcc | =REch X
Physical Config Desktop Programming Attributes
Command Prompt

Top
— J

NOTA: No se adjuntan mas pantallazos para no extender mas el documento y
evitar que quede mas pesado y a medida que se fue desarrollando la actividad se
hacian pruebas, se puede ver en los pantallazos del proceso. De igual manera se
anexa el archivo de packet tracer para evidencia y su validacion.

La prueba de habilidades cuenta con 13 puntos, durante el proceso se integraron
algunos con el fin de darle mas orden al documento quedando en total 11 puntos



Conclusiones

Se logré comprender y utilizar los diferentes protocolos de routing disponibles
dependiendo de las necesidades de la red.

Se conocié y desarrollo la implementacion y configuracion bésica de OSPF de
area Unica.

Se analizaron y ejecutaron las instrucciones necesarias para utilizar las ACL
estandar y extendida en un router Cisco.

Se identific6 cada una de las funciones, la configuracién y la aplicacion de
DHCPv4.

Se estudi6 la implementacion de NAT combinada sobre la red configurada con
direcciones IPv4.
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