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INTRODUCCION

En la realizacion de este trabajo se encuentra plasmado las habilidades
adquiridas a lo largo del diplomado en los diferentes aspectos relacionados al

Networking

Para el desarrollo de este trabajo se escogid la herramienta de Simulacion
Packet Tracer debido a su versatilidad y potencia en la simulacion de

ambientes redes.

Para cualquier empresa sin importar el tamafio el uso de las redes es un pilar
fundamental en el desarrollo de las actividades propias del negocio por esto
es fundamental hacer una analisis y disefio de equipos configuraciones que

soporten las redes de las empresas

En este documento se encontrard la evidencia del desarrollo de la prueba de
habilidades practicas donde se simula una red empresarial con sedes remotas

Y aCCesos a internet.



OBJETIVOS

Objetivo General

v' Poner en préctica algunos de los conceptos estudiados en el diplomado

en lo que tiene que ver con Routing y Switching

Objetivos Especificos

v Elaborar la topologia de la red.

Configurar y poner en funcionamiento redes virtuales (VLAN’s)
Configurar y enrutamiento OSPF

Configurar y poner en funcionamiento NAT para compartir Internet

DN NI NN

Hacer las respectivas pruebas de conectividad



PLANTEAMIENTO DEL ESCENARIO

Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada
uno de los dispositivos que forman parte del escenario, acorde con los
lineamientos establecidos para el direccionamiento IP, protocolos de

enrutamiento y demas aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

I nte rnet 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

Web Server
10.10.10.10/32

172.31.21.0/30 172.31.23.0/30

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

MEDELLIN

B/MANGA

192.168.99.3
192.168.99.2



DESARROLLO DE LAS ACTIVIDADES

1. Configurar el direccionamiento IP acorde con la topologia de
red para cada uno de los dispositivos que forman parte del

escenario
a. Realizar el cableado de red tal como se muestra en la topologia

ﬁ_ﬂ
FFT
P

—
-

1941
RZ-Bogoka

1941
FR.3-Bfrmanga




Tabla de direccionamiento

Gateway
Mascara de predeterminad
Dispositivo Interfaz Direccion IP subred (o]
R1 G0/0.30 192.168.30.1 255.255.255.0 N/A
G0/0.40 192.168.40.1 255.255.255.0 N/A
S0/0/0 (DCE) 172.31.21.1 255.255.255.252 | N/A
R2 GO0/0 209.165.200.225 | 255.255.255.248 | N/A
S0/0/0 (DCE) 172.31.23.2 255.255.255.252 | N/A
S0/0/1 (DCE) 172.31.21.2 255.255.255.252 | N/A
R3 S0/0/1 (DCE) 172.31.23.1 255.255.255.252 | N/A
S1 VLAN 30 192.168.99.2 255.255.255.0 N/A
S3 VLAN 40 192.168.99.3 255.255.255.0 N/A
PC-A NIC DHCP
PC-C NIC DHCP
PC-INTER NIC 209.165.200.230 | 255.255.255.0
b. Inicializar y volver a cargar los routers y los switches.

Se accede al router mediante el puerto de consola y habilita el

modo EXEC privilegiado.

Se escribe el comando erase startup-config para eliminar el

archivo de configuracion de inicio de la NVRAM.

Se emite el comando reload para eliminar una configuracion

antigua de la memoria. Cuando reciba el mensaje Proceed with

reload (Continuar con la recarga), presione Enter para confirmar.

(Si presiona cualquier otra tecla, se cancela la recarga).




ROUTERS
e v
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Phwsical  Corfig  CLL  Attributes

105 Command Line Interface

TIZe0 GIoGUITAL7 RS (Levizion 1.0 WItE 25 15Z0r.
TEMOTY.

Proceszor board ID FIXLEZ400ES

7 Gigebit Ethernet interfaces

Z Low-speed serialisync/async) network interfacels)
DRAN configuration is 64 bits wide with parity disabled.
Z5EK bytes of non-volatile configuration memory.
743856K bytes of ATA Systen CompactFlash 0 (Read/Write)

TOF DTees 0T
nEOry.

Press BETURN to get started!

Router>EN Routerien
Router>ENable Routerrenable
Routerfera Routerfera

Pouterferase star Routerferase star
Routerferase startup-confiy

Erasing the nvran filesystem will rewove all configuration files!
Continue? [confirm]

[0K]

Eraze of nvram: complete

$8T8-7-NV_BLOCE_INIT: Initialized the geometry of nvraw

Continue? [comfirm]
[0K]
Braze of nvram: complete

TITC0 UIoUUISEI RS TLevIzIon 1. 0T WILH J915C0R

DProcessoxr board ID FTX1SZ400KE

2 Gigabit Ethernet interfaces

2 Lov-speed serial {sync/asyne) network interfacels)
DRAN configuration is 64 bits wide with parity disabled.
Z5EE bytes of non-volatile confiquration mewory.
243856K bytes of ATA Systen CompactFlash 0 (Read/Write)

Press RETURN to get started!

Routerferase startup-confly
Erasing the nvram filesysten will remowe all configuration |

$8Y75-7-NV_BLOCK_INIT: Initislized the geometry of nvram

TITT0 CISCUIoaLr Ry LevisIon LT Witk J7LoC0r,
LEWOTY.

Processor board ID FTXLSZ400ES

? Gigabit Ethernet interfaces

2 Low-speed serialisyno/asyne) network interface(s)
DRAM configuration is 64 bits wide with parity disabled.
255K bytes of non-volatile configuration memory.
243856K bytes of ATA System CowpactFlash 0 (ReadfUrite)

(i3 TOR DTTeT oL

Prass BETURN to get started!

Routerrene

Routerrena

Routerfer

Routerferase star

Routerferase startup-config

Brasing the nvran filesystew will remove all configuration files!
Continue? [confirm]

[0E]

Brase of nwram: complete

$5T5-7-UV_BLOCE_INIT: Initialized the geometry of nvram

Router§ Touterd Routerd
Chrl4F6 o exit CLI Facus Copy Paste | ChrHHF6 bo et (LI Focus Copy CirHF6 to et CLE forus Copy Paste
[ L ] - O
\
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105 Command Line Interface
[FLINEF IO IO 5 Or DM T LIne pProtoool o INCEr roos FOSCRChErneen 1,

changed state to up

Switchren

Switchrenable
Switchisho

Swyitchfshow flash
Directory of flash:/
4414921 “no date>

1 -ruw- cEE0-lanbase-nz.

122-ZE. FX.bin

24016384 bytes total
Switchie

Switchfer
Switchferase star
Switchfferase startup-config

Erasing the nvram filesystem will remowe all conficuration files
Continue? [confirm]

[0K]

(E3601463 bytes free)

105 Command Line Interface

3LINK-5-CHANGED: Interface FastEthernet0/3, changed state to up
3LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/73,
changed state to up

3LINK-5-CHANGED: Interface FastEthernst0/1l, changed state to up

$LINEPROTO-S5-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

Switchren

Switchrenahle

Switchfere

Switchfera

Switchferase st

Switchferaze startup-config

Erasing the nvram filesystem will remove all configuration files!
Continue? [confirm]

[OK]

Eraze of wnvram: complete Erase of nvram: complete

#8T3-7-HV_BLOCKE_INIT: Initialized the geowetry of nvran $E8TE-7-NV_BLOCKE_INIT: Initialized the geometry of nvraw

Zwitchf switchi]

Chrl+F6 ko exit CLI Focus Copy Pag  CtrlHFE to exit CLI focus Copy Paste



Configurar los parametros basicos para cada switch y router
Desactive la busqueda del DNS.

Asigne class como la contrasefia del modo EXEC privilegiado.

Asigne cisco como la contrasefia de vty y la contrasefa de

consola, y habilite el inicio de sesidn para las lineas de vty y de

consola.

Configure logging synchronous para evitar que los mensajes de

consola interrumpan la entrada de comandos.

Configure la interfaz DCE serial en el R1, R2 y el R3 con una

frecuencia de reloj de 128000
ROUTERS

B R1-bedellin — O

Physical Config LI Attribukes

105 Command Line Interface

RBliconfig) fenable secret class -~
PBliconfig)flin
RBliconfig)#line cons
RPBliconfig)fline console O
RBliconfig—line) fpass
RBliconfig—line) frassword cisco
PBliconfig—line)#login
PBliconfig—line)#login
PBliconfig—line) fexit

Rl {config) fve

Rliconfigl fvey

Bliconfig) vt

Pliconfig)fwecy O 15

% Imvalid input detected at marker _
PBliconfig)flin

Pliconfig)f#line wit

Pliconfig)fline vty O 15
RBliconfig—line) fpass

RBliconfig—line) frassword cisco
RBliconfig—line)#fshu
PBliconfig—line) #shut
RPliconfig—line) #fshutdown

% Imwalid input detected at ' marker.
PBliconfig—line)fexit

Bliconfig) #line cons

Rliconfiglfline console 0O
Bliconfig—line)#loggi
Bliconfig—line)#flogging sy
Bliconfig—line)#flogging synchronous
Bliconfig—line) fexit

Bliconfig) fint

PBliconfig) finterface ser

Rliconfig) finterface serial =0s0

% Imwvalid input detected at marker .

Rliconfig) finterface serial 070

($Inwvalid interface type and nuanber

RBliconfig) #interface serial 07050

Bliconfig—iflfclo

RBliconfig-iflf#clock rat

RBliconfig-iflf#clock rate 125000

Bli{config—if) s w




¥ Rz Bogota — O
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105 Command Line Interface

Enter configuration commands, one per line. End with CHTL/Z.
Bouter (cornfig) fhos

Douter (config) fhostname LE
BZiconfiglfno ip domain-loockup

RZ (config) fen

BZiconfigl fena

DZ (configlfenabhle secr
DEZ{configlfenable secret class
BZiconfiglflin

Rz {configl#line cons
BZiconfiglfline console 0O

RZ (config-—line) fpass

Rz ({config-line) #fpassword cisco

RZ {config—line) #loogo
DE{config-line)#flogging =i
PEZlconfig-linel)flogyging synchronous
Bz iconfig-line) fexit

BEZiconfiglflin

DE{configlfline wit

BEZiconfigl#line woyw O 15

PZ {config—line) fpas=
RZiconfig-—line) #fpassword cisco
PZlcomnfig-line) fexit

BZ {config)finc

BZiconfiglfinter face ser

BZ {config)finter face serial 050750
BZ (config-iflif#clo
DZ{config-ififclock ra
RPEZlconfig-ifi#fclock rate 125000
PEZlconfig-iflfinterface serial 0051
RE{config-ififclock rate 1lzS000
This command applies only to DCE interfaces
B2 (config-if)#

Ckrl+Fé to exit CLI Focus Copy Paste

¥ R3-B/manga - O *

Physical Config CLI attributes

125 Command Line Inkerface

B3lconfig) fno ip domain-lockup ~
B3 lconfig) fena

RI{config) fenable se

B3 {config) fenable secret class
BIi{config)#line

B3{config)fline cosn

Riiconfig) fline conso

B3lconfig) fline console O

B3 iconfig-line) fpass

R lconfig-line) #password cisco
Ri{config-line)#laogy

P lconfig-line)#logying syn

B iconfig-line)#logyging synchronous
B3lconfig-line) fexic

Ri{config)flin

BEiconfig)fline vt

B2 lconfig)fline vey 0 15
Ri{config-line) fpass

B {config-line) #password cisco

B lconfig-line) fexit

BI{config)fin

Ri{config) finterface ==

B3 lconfig) finterface serial 07071

B3 lconfig-ifl#cla

B3 lconfig-ififfclock ra

P lconfig-if)fclock rate 128000

This command applies only to DCE interfaces
B3 {config-if) hd

Zkrl+F6 bo exit CLI Focus Copy Paste



SWITCHES

L3

L - O

Phyysical Canfig CLI Attributes Phyysical Canfig CLI Attributes

105 Command Line Interface 105 Command Line Interface
Switchffconf ~ Switchffconf
Switchffconfigure t Switchffconfigure ¢
Switchfconfigure terminal Switchfconfigure terminal
Enter configuration commands, one per line. End with CNTL/E. Enter confiquration commands, one per line. End with CNTL/Z.
Switch{config) fhos Switch{config) fhos
Switch{config) fhostname 51 Switch{config) fhostname 53
Sliconfig)#no ip domain-lookup S3(config) fno ip domain-lookup
Sliconfig) fen S2iconfig) fen
Sliconfig) fena S2iconfig) fena
Sliconfig) fenable se 83 lconfig) fenahle sec
Sliconfig) fenahle secret class 83 (config) fenahle secret class
Sliconfig)flin S2{config)#lin
Sliconfiglfline cons S2iconfig)fline cons
Sliconfig)fline console 0O 83 {config)fline console 0O
Sli{config-line) fpass 23 (config-line) fpass
3li{config-line)$password cisco 33 (config-line) §password cisco
Sliconfig-line)#logy 83 {config-line) #logog
Sliconfig-line) flogying sv S2iconfig-line) flogying sys
Sliconfig-line)#logging svn S2iconfig-line) flogging svn
Sliconfig-line)#logging synchronous S3(config-line) flogging synchronous
Sliconfig-line) fexit 2 {config-line) fexit
Zl{config) #lin 23 (config-line) fexit
Sliconfig)#line vt 23 (config) fline
Sliconfig)fline vty O 15 S2iconfig)fline vt
21i{config-line) #pass 23 {config)#line vty 0 1E
Sliconfig-line) fpassword cisco 83 {config-line) fpass
Sliconfig-line) fexit S3{config-line) fpassword cisco
21icontig) g h 23 {config-line) f]
Chrl+F6 bo exit CLI focus Copy Paste Chrl+F6 bo exit CLI focus Copy Paste

d. Configure las direcciones IP para todas las interfaces de los

ROUTERS de acuerdo con la tabla de direccionamiento.

[ =
i
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105 Command Line Interface

[Trom LR ITHE =o FOLL,

I F-v b g e

Tser Access Werification

Password:
Password:

Pl=en

Blrenable

Password:

Blfcont

Blfconfigure «©

RBlfconfigure terminal

Enter conficuration commands,
Bl iconfig)#int

Bliconfig) finterface ser
Bliconfig) finterface serial 05050
Bliconfig-if)#ip add

Bl iconfig-if)#ip
Bliconfig-if) #no
Bliconfig-if)f#no
Bliconfig-if)#

shu
shutdotm

one per line.

address 17Yz.31.21.1 Z255.255_ 255252

End with CHNTL/Z.

Chrl+F6 bo exit CLI Focus

Copy Paske




4]

QLIS L ILS ) als

= e
Pelconfigl#finter face gigabitcEthernet 050
RPEiconfig—if)Fip =add

RPEl{config-—ifl#fip address Z03_ 165 _zZz00_EZzZd4 EZLELS_EZEL_ZEE_Zas
Ead mask SzZ3 for address Z0O03_ 1e£E_zZ00_. zZzZ4
RPEl{config-—ifl#fip address Z03_ 1L _zZ00_EZzZL5 EZLELS_EZELE_zZEE_Zam
PEiconfig—if) o =ha

RE{config—1if) #frno shuatdowm

Password:

REfgcont

RPzf#configure «

RPZf#configure terminal

Enter configaration commarnds, one per line. Ennd witlh CHNTLS=.
BPEZiconfiglfintce

PEZiconfiglfFintcer face =sexr

PEZiconfiglfFincerface =erial 0,500

PEiconfig—if)Fip =dd

RPE({config-—ifl#ip address 17Z_321_EZ2_Z EZLEL_EZLEL_=ZELE_zZE=Z
PEiconfig—if) o =shua

RPE({config—1if) #fno shutdown

PElconfig—iflfinterface serial 07051
RPEl{config—1ifl#fip address 17Z_321_Z1_Z EZLL_EZLL_ZELE_zZEZ
PEiconfig—if) o =ha

RE{config—1if) #frno shuatdowm

PE{config—if) Hin

PElconfig—if)Fexit

PZiconfigl#Ffinterface loo

BZ {configl#inter face loopback 0O

RPEl{config—ifl#fip addres=s 10_.10_10_10 EELE_EZELS_E=ZEE_EZEE
RZ{config—i £

CZEkrl+F5 ko exik LI Focus Zopy Paske
B Rz-BSrmanga — =
FPhy=ical Config LI Akkribukes

105 Cormmand Line Interface

DR iconfigl Finter face serial O701

REZiconfig—iflgip add

PRicomnfig—if) H#ip aaddress 17Z.21.EZ2_.ZE5E2 EZELE_EZEE_EZEE . EZEZ
PRI iconfig—ifl #fno =hha

DR {comnfig—1if£) o shuatcdonwm

DE {config—dif£)#
% LINI—5-CHAMGED: Interface Serialld 071, changed state to uap

BES{config—di£) Fexit
REicomnficl #

#LIMEPROTO-S—TTPDOTIET - Lime protocol ol Interface Sserial0s /001
changsed =tate o 1ap

RZicomnfigl Hin
IEiconfig) finter face loo
PRI iconfiglFinter face loopback -

BEi{config—1if)H
2 LINK-—S5—CHANGED: Interface Loopbackd, changed state to up

2 LINEPROTO-S—UPDOWN: Lime protocol om Inter face Loopbackd,
changesd sStates to up

R {config—dif) fip add
REZ{config—if)#ip address 152 ._165.4.0 =ZEE_ZE5ES5_EZ55.0
Ead mask /24 for address 19=.18S.4.0
REZ(config—if)#ip address 152 _165.4.1 =ZEE_ZE5E5_Z55.0
RE {config—dif) fnos

RS {config—4if)fno sh

REl{comnfig—1if) Fno shuacdomm

RS {config-if)finter face loopback 5

BRI icomnEig—di£)#H#
2 LINMHK-—S5—CHANGED: Interface LoopbackE5, changed state to up

2 LINEPROTO-S—UPDOWN: Lime protocol om Inter face Loopbacks,
changed sState to up

PRicomnfig—if)Hip address 12Z.1s=2_.E5E_.1 EZEL_zEE_zEE_ 0O
REZiconfig—ifl #fno =h

PR {comnfig—1if) HFno shhatcdone

PRI iliconfig—iflfHexitc

IEiconfig) finter face loopkback &

DBElcomEig—1i£)
% LINI—S5—CHAMGELD: Interface LoopbacksS, changsd state to uap

Zkrl4+F& ko exit CLI Focus Coper Paste



2. Configurar el protocolo de enrutamiento OSPFv2 bajo los

siguientes criterios:
OSPFv2 area 0

Configuration Item or Task

Specificatio

Router ID R1

1.1.11

Router ID R2

2.2.2.2

Router ID R3

3.3.3.3

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces
seriales en

128 Kb/s

Ajustar el costo en la métrica de S0/0 a

7500

Phyysical Config CLI Attributes

105 Command Line Interface

Blfconfigure
Blgconfigure terminal

Bl iconfig)ffrou

Bliconfiglfrouter osp

Bliconfig)#router ospf 10

Bl iconfig-router) frou

RBliconfig-router) frouter—-id 1.1.1.1

Bl iconfig-router) fnet

Bliconfig-router) fnetwork 172.31.21.0 0.0.0.3
¥ Inconplete commatd.

Bliconfig-router) fpass
Bl iconfig-router) fpassive-inter face gi

Bl iconfig-router) fexitc
Bliconfig)finte
Bliconfig)finterface ser
Bliconfiglf#interface =serial 07050
Bliconfig-if)#ban
Bliconfig-if)fhandwidech 122
Bliconfig-if)#ip osp
Bliconfig-if)#ip ospf co
Bliconfig-if)#ip ospf cost 7500
Bl {config-if)g]

Enter configuration commands, ohe per line. End with CHTL/=Z.

Bliconfig-router) fnetwork 172 _31_21.0 0.0.0.3 area 0
Bliconfig-router) fnetwork 122_168.30.0 0.0_0_.2Z55 area 0
Bl iconfig-router) fnetwork 1232 1g2.40.0 0. 0.0_.EZE55 area 0

Bliconfig-router) fpassive-interface gigabitEthernet 07030
Bl iconfig-router) fpassive-interface gigabitEthernet

as0. 40

Ctrl+F6 to exit CLI focus

Copy

Paste




¥ Rz-Bogota — O
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PEgfconficguare terminal (o]
Enter configuration commands, one per line. End with CHTL/Z.

RZ {config) frouter ospf 10

PZlconfig-—router) froute

R (config-router ) frouter—-id Z_Z_Z_.Z

BZ jconfig-router) fnet

REZ{config-—router) fnetwork 17Z_.21.21.0 0. 0.0_32

% Incomplete commatrd.

Rz (config-router) fnetwork 172Z_31_.Z1_0
Rz iconfig-router) fnetwork 17Z.31.Z1.0
NZ:0&8:34: %08PF-E5E-ADJCHG: Process 10, Nb
from LOADTIMNG to FULL, Loading Done

Rz (config-router) #fnetwork 172Z_.31.Z3.0 0.0.0_.3 area 0O
RZconfig-—router) Ffexit

PZ {config) fint

RZ (config) finter face ser

RZ (config) #inter face serial 05000

RZ {config—if) fbhan

PE({config—1if) fhandwidth 128

REZiconfig-iflfip osp

RZiconfig—if) #ip ospf co

REZ{config-iflfip ospf co=t 7EO0

PE(config—if) fhandwidth 1Z8exit

[ N )
-0.0.3F area 0
r 1.1.1.1 on Serialds0s1

% Inwvalid input detected at '"' marker.

PEZlconfig—if)fexit

RZ (config) #inter face serial 07051

Z(config—if) fbandwidth 1EZ2

PElconfig—iflfip ospf cost 7EO00

RZtconfig—ifhﬁl (¥

CkrlH4-F6 ko exit CLI Focus Copy Paste

Phyysical onfig CLI Akkributes

125 Command Line Interface

Rafish

RIffzhow i

RIffzshow ip pro

RZffzshow ip protocols

Piffcontf

Bifconfigure t

Pifconfigure terminal

Enter configaration commands, one per line. End with CHTL/Z.
BIiconfig) frou

R iconfig)frouter ospf 10

BIlconfig-router) frout

EZi{config-roucer)frouter—-id 2.3.32.3

R jconfig-router) fnet

Ei{config-router)fnecwork 172.321.2Z2.0 0.0.0.32 area 0

PR lconfig-router ) #

0z:11:07: %08PF-L5-ADJICHG: Process 10, Mbr Z_.Z.Z.F on Berialds071
from LOADTING to FULL, Loading Done

PRlconfig-router) fexit

R iconfig) finte

R iconfig)finterface =er

R iconfig)finterface =serial 0,071
RIiconfig-if) ghan

R iconfig-if) fbandwidch 128
BRlconfig-if) #ip ospf
BRlconfig-if) #ip ospf cos

PR lconfig-if) #ip ospf cost 7500
B3 {config-if) gl

Chrl4+F6 ko exit CLI Focus Capy Paste



3. Configurar VLANs, Puertos troncales, puertos de acceso,

encapsulamiento, Inter-VLAN Routing y Seguridad

en los

Switches acorde a la topologia de red establecida

a. Configurar las VLAN

Physical  Comfig  CLI Attributes Physical ~ Config ~ CLI  Attributes
105 Command Ling Inkerface 105 Command Ling Inkerface
Slfconfigure terminal A S3fcont A
Enter configuration commands, one per line. End with CHTL/Z. S3fconfiqure ¢
Sl{config)fvlan 30 Enter configuration commands, one per line. End with CHTL/E.
Sliconfig-vlan) fnawe administracion S3lconfig) fvlan 30
Sliconfig-wlan)frlan 40 S3ilconfig-vlan) fname adwinistracion
Sliconfig-vlan)fname mercadeo S3lconfig-vlan) fvlan 40
Sliconfig-vlan)fvlan 200 S3{config-vlan) fname mercadeo
Sliconfig-vlan) fname mentenimiento S3{config-vlan) fvlan Z00
Sliconfig-vlan) 2 S3lconfig-vlan) fname mantenimiento
SL§ S {config-vlan) §*2
%5YE-5-CONFIG _I: Configured from comsole by console oaf
$5YE-5-CONFIG_I: Configured from console by console
Slgsho
Slfshow vlan 53§sh
S3fshow vlan
VLAN Nawe Status Ports
- VLAN Name Status Torts
1 default active Fal/l, Fal/Z,
Fal/3, Fal/4 1 default active Fal/l, Fal/EZ,
Fal/&, Fal/&, Fal/3, Fal/4
Fal/7, Fal/g Fal/5, Fal/g,
Fal/3, Fad/lo, Fal/7, Fal/8
Fal/1l, Fal/lZ Fal/3, Fal/lO,
Fa0/13, Fal/fl4, Fal/ll, Fal/flZ
Fal/1E, Fal/le& Fal/13, Fal/f1l4,
Fal/17, Fal/l8, Fal/15, Falsle
Fals13, Fal/z0 Fal/17, Fals1g,
Fal/fZl, FalD/fZE, FaD/15, Fal/fZ0
Fal/Z3, Fal/fZ4 Fal/Zl, FaD/fZE,
Giglsl, GigO/Z Fal/23, Falsz4
30 administracion active Gig0/1l, Gigl/Z
40  mercadeo active 30 adwinistracion active
Z00 mantenimiento active 40  mercadeo active
1002 fddi-default act funsup 200 mantenimiento active
1003 token-ring-default act funsup 1002 fddi-default act funsup
1004 fddinet-default act /funsup v 1003 teoken-ring-default act funsup v
b. Asignar las VLAN a las interfaces del switch correctas.
Physical Config CLI Attributes Physical Config CLI Attributes
105 Comnmand Line Inkerface 1035 Cormmand Line Inkerface
Sl=enable
Password: S3ren
Slfconf S3renable
Slfgconficqure t Password:
Slfconfigure terminal S3fcont
Enter configuration commands, one per line. End with CHTL/Z. S2fconfigqure t©
Sl{config) finte S2fconfigqure terminal
Sl{config) finterface fa Enter configuration commands, one per line. End with CNTL/Z.
Sliconfig)finterface fastEthernet 0/1 83 {config) fint
Sl iconfig-if)fswi S {config) finter face fa
3l {config-if)#switchport mode acc S3{config)finterface fastEchernet 0/1
Sliconfig-if)fswitchport mode access S {config-if) fswt
Sliconfig-if)fswitchport access wlan 30 S {config-if) fswi
8liconfig-if)fexit S {config-if) #switchport mode acc
Sliconfig)#int S {config-if) fswitchport mode access
Sl{config) finterface vl S3{config-if) #switchport access wlan 40
Eliconfig)#interface wvlan 1 S2{config-if) fexit
Sliconfig-if)fno ip add S {config)finter face wvlan 1
Sl{config-if)fno ip address S {config-if) #no ip add
3l iconfig-if)fint S {config-if) #no ip address
Sliconfig-if)finterface wlan 93 S {config-if) finterface wlan 39
Sli{config-if)fip add S {config-if) #ip add
Sl{config-if)fip address 1592.168.93.F ZEL. ZEL_ZEE.0 S2{config-if) #ip address 19Z.162.99.3 ZEE_ELE.EEE.D
Sl{config-if)fend S {config-if) fend
51§ =ik 3
#8YS-5-CONFIG_I: Configured from console by console %5TY3-E-CONFIG I: Configured from console by console
s1g L
Chrl4F6 o exit CLI Focus Copy Paste

Sl EE




Slfconfigure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Sl{config) fint

Sliconfig) finterface vlan 99

Sliconfig-if)fno ip add

Sliconfig-ifigno ip address

Sliconfig-if)#interface vlan 200

Sliconfig-if)#

#LINK-5-CHANGED: Interface V1an?00, changed state to up

Enter configuration commands, one per line. End with CNTL/Z.
23 {config) fint

53 {config) finterface vlan 939

22 {config-if} #ne ip add

22 {config-if}#no ip address

E2{config-if) #inter face wlan Z00

53 (config-if)§

$LINKE-E5-CHANCGED: Interface WlanfZ00, changed state to up

S (comfig-if) fip address 197 _168_99.3 EF55_ZE5_EE5.0
53 (config-1if) #no shu

33 {config-if) fno shutdown

=3 (config-if) g

Sliconfig-if)#ip address 192.168.23.2 Z55.255.E255.0
Sliconfig-if)#no shut

Sliconfig-if)#no shutdowm

Sliconfig-if)#

Chr+Fe to exit CLT Focus By 4 e to exik CLI focus Copy Paste
L I
Physical  Config  CLI  Attributes Physical  Config  CLI  Attributes
103 Cammand Line Interface 105 Command Line Interface
Falf13, Fal/fl4 " -
Fal/l5, Fad/lé,
Fal/f17, Fal/f1% 23:9113]31
Fa0/13, Fa0/20, enan e
Fal/2z, Fal/fZ3 ;:sswazd.
20 faculty actiws  Fal/ll, FaOszl Sﬁgconf'
9%  management active sgsconf:'lgure £ il
100z fddi-default active : foon 1g\fe teruing ] . v ot
1002 token-ring-default active S;lt.er n;?n 19’urat.10n connands, one per line. nd Wit fE.
1004 fddinet-default actiwve SS(COH :.LgJﬁz.mt.
100§ trnet-default active (config) finterface fas
23 (config) finterface fastEthernet 0/3
Slffcon it iy f
Slficont (oonfig-if)fswi

Sl§configure © S3(config-if) fswitchport mode trumk

Slfconfiqure terminal

Enter configuration commands, one per line. End wich CHTL/Z.
Sliconfig) fint

Zliconfig) finterface fa
Sliconfig)finterface fastBthernet 0/3
Sliconfig-if)fswi
Sliconfig-if)#switchport mode tr
Sliconiig-if)#switchport mode trunk
Sliconfig-if)fno squt
Sliconfig-if)#no shu
Sliconfig-ififno shutdowm

S3fconfig-ifl §
$LINEPROTO-E5-UPDOWN: Line protocol on Interface FastEthernetD/3,
changed state to dowm

$LINEPREOTO-5-UPDOWN: Line protocol on Interface FastEthernetD/3,
changed state to up

$LINEPROTO-E-UPDOWN: Line protocol on Interface WlanZ00, changed
state to up

23 {config-if)fno shu
S3(config-if)#no shutdowm

$LINK-5-CHANGED: Interface FastEthernet0/3, changed state to dowm T
v SS(conhg—lf)ﬁl v

Sliconfig-if)§

AL S L L T e P L.

d. Verificamos troncales y conectividad

Physical Config CLI Attributes I Physical Zonfig CLI Attributes
105 Command Line Interface b 105 Command Line Interface
| TETIrTET
43Y3-5-CONFIC_I: Configured from console by console - Fal/3 1,30,40,200
n
2l§show interfaces trunk E3fshow interfaces truml
Port Mode Encapsulation Status Natiwve wlan Porc Mode Encapsulation Status Natiwve wlan
Falsz on 80Z.1qg trunking 1 Fal/3 on 302.1g crunking 1
Tort Vlans allowed on trunk Port Vlans allowed on trunk
Fals3 1-100% Fal/3 1-100%
Fort Vlans allowed and active in management domain Tort Vlans allowed and active in management domain
Fals3 1,30,40,200 Fal/3 1,30,40,200
Port Vlans in spanning tree forwarding state and not il Port Vlans in spanning tree forwarding state and not
prunsd pruned
Fal/3 none Fal/3 1,30,40,200
Slfping 192.168.99.3 23fping 132.165.53.2
Type escape sequence to ahort. Type escape sequence to abort.
Sending 5, 100-byte ICHMP Echos to 192.168.99.3, timeout is 2 i Zending §, 100-byte ICMP Echos to 192.168.93.2, timeout is 2
seconds: seconds:
St i [NNEY
Success rate is 60 percent (3/5), round-trip ninfavgsmax = 07040 Success rate is 100 percent (5/5), round-trip minfavg/max = 0070
m= l ms
Slgping 192 168.95. 3 S3fping 192.168.99.2
Type escape sSequence to abort. | Type escape sequence to ahort.
Sending 5, 1l00-byte ICMP Echos to 192.168.39%.3, timeout is Z Sending 5, 100-byte ICHMP Echos to 192_168.99.2, timeout is 2
seconds: seconds:
it T
Success rate is 100 percent (5/8), roumd-trip min/favg/max = 07051 Success rate is 100 percent (5/5), round-trip min/avg/max = 07071
s ms
=14 ~ | S3% w

Ckrl+F6 to exit CLI Focus Copy Paste Ctr+F6 to exit CLI Focus Copy Paste



e. Encapsulacion IEEE 802.1Q en el R1

B p1-pedellin — (|

Phrysical Config LI Akkributes

IS Command Line Interface

Bliconfig—1if) fno =shu

BPliconfig—if) frno shutdown
Bliconfig—if)fexit

Bliconfig)l #inter face gigabitEthernet 070,30

% Imwvalid input detected at marker .

Bliconfig)l #inter face gigabitEthernet 07030

Pliconfig—subif)#

FLINE-ESE—-CHANGED: Interface GigabitEthernetc0,0_.320, changed state
o up

#LINMEFROTO-S5—TIPDOWHN: Limne protocol omn Interface
CigabicEchernetnys0_ 20, changed state To up

RBliconfig—subif) #fenc

Pliconfig—subif)#fencapsulation dot
BEliconfig—subif)fencapsulation dotlO 30

Bliconfig—-subif) fip add

RBliconfig-subif)f#ip address 19z.1c2.20.1 ZLEE_ ZEL_ZEE. 0
Bliconfig—subif)#inter face gigabitEthermnet 050_40
Bliconfig—=subiflf

FLINE-ESE—-CHANGED: Interface GigabitEthernetc0,0_40, changed state
o up

#LINMEFROTO-S5—TIPDOWHN: Limne protocol omn Interface
CigabitcEchernetnys0_40, changed state o up

Dliconfig-—subif) fencapsulation dotlQ 40
Pliconfig—subif)#fip address 122_188_40.1 EES5_EZEE55_EZE5E_0

PBliconfig—1ifh#noc sha e

Rl(config—subif)ﬁl et

f. Configurar un enlace troncal 802.1Q entre los switch y el router

Pheysical Config LI Aktributes

105 Command Line Interface

Password:

Slfgcont

Slffconfigure te

Slffconfigure tcerminal

Enter configuration commands, omne per line. Ennd with CHTLsZ.
Sliconfig) finc

Zliconfig)fincerface fa
Sliconfiglfinter face fastEthernet 0524
Sliconfig-—if)g=wit

Sl iconfig-—if)#=swicchport mo
Sliconfig-if)fswitcchport mode aco

Sl iconfig-if)#=switchport mode access trunk

-~

[

% Imwvalid input detected at marker _
Sliconfig-ifl#switchport mode trunk
Sliconfig-—if)#

changed =s=tate to down

changed state to up

Sliconfig—1if)#no shi
Sliconfig—1if)Hno =shu

Sl ficonfig—1if) o shutdowmn
Sl lconfig-—if)l#

(3LINEPEOTO-S5-—TUFDONWN: Linhe protocol on Inter face FastEthernetOJ 24,

($LINEPROTO-S5-TUPDOWEN: Line protocol on Inter face FastEthernetOyJSZ4,

Chrl+F6 to exit LI Focus Copy

Paste




4. Desactivar todas las interfaces que no sean utilizadas en el
esquema de red

IOS Command Line Inkerface

Password: L]
Password:

Slffcont

Slfgconfiguare t©

Slffconfiguare terminal

Enter configuration commands, one per line._ Ernnd with CMTLSZ.
Sliconfigl#in

Sliconfig)#finter face f

Sliconfigl#finter face fastEthernet 052

Sliconfig—if) #=shuac

Sliconfig-if) #fshutdonwm

% LINE-S5—-CHANGED: Interface FastEthernetl/ 2, changed =state to
administratiwvely dotm

Sliconfig—-if)Ffexitc

Sliconfig)#finter face rangese fastEthernet 074-2Z3
Sliconfig—if-range) fshucdouwn

#LINE-5-CHALNGED: Interface FastEthernetOsd, changed state to
administratively douwn

($LINK-S5-CHANGED: Interface FastEthernetOs5, changed state to
administratively douwn

LY
Crrl+Fio to exit CLI Focus Copy Paste
¥ 53 - O X
Phrysical Zonfig LI Attributes
1035 Command Line Interface
]
S3ren
B3renable
Password:
S3fcont
SZfconfigqure
Configuring from terminal, memory, or network [terminall? t
Enter configuaration commands, one per line. End with CHTL/Z.
S3{config) fint
B3 {config)finterface fas
B3 lconfig)finterface fastEthernet 072
S3{config-if) fshu
53 (config-if) fshutdown
(#LINE-S5-CHANGED: Interface FastEthernet0/Z, changed state to
adninistratively down
53 ({config-if) finterface range fastEthernet 074-F4
S lconfig-if-range) fshntdowm
#LINE-5-CHANGED: Interface FastEthernet(/4, changed state to
admninistratively dowm
L

Chrl+F6 ko exit CLI Focus Copy Paste



5. Configurar R1 como servidor DHCP para las VLANs 30 y 40 y
reservar las primeras 30 direcciones IP para configuraciones
estaticas

¥ R1-Medellin — O >
Phyysical Zonfig CLI Attributes

105 Command Line Interface

Blffconfigure terminal ~
Enter conficaration commands, one per line. End with CHTLSZ.
Bliconfig)fip dh

Bliconfig)fip dhep excl

Bliconfig) #ip dhep excluded-address 192 1683_.20.1 19z_1&52_30.30
Bliconfig) #ip dhep excluded-address 192 1683_.40.1 19z2_1&52_40.30
Bliconfig)#ip dhep pool wlani30

Dlidhecp-config) fnet

Bl idhcp-config) #fnetwork 122 1&2_20.0 EEL.EEL_ZE5E5.0
Dlidhcp-config) #defa

Bl (dhcp-config) #fdefanltc-routcer 122 162, 20.1

Bl (dhcp-config) #ip dhcep pool ADMINISTRACION

Bl (dhcp-config) #fnetwork 122 162 20.0 ZEL.EZEL_ZEE5.0

Bl (dhcp-config) #fdefanltc-routcer 122 162, 20.1

Bl (dhecp-config) #fdns

Bl {dhecp-config) #dns—-server 10.10_10_.11

Bl {dhcp-config) #ip dheop pool MERCADEO

Bl {dhcp-config) fnetwork 192_168_.40_.0 EZ55_ ZE55_ Z55.0

Bl {dhcp-config) fdefanlt-ronter 19Z_168_40_1

Bl {dhcp-config) #dns-server 10.10_10_.11

Blidhecp-contfiog) ghom

Bl idhecp-—config) fdomain

Dl {dhecp-config) fdonain-na

Bl {dhcp—config) fdomain-—namse cona-—unad. com

.

¥ Inwvalid input detected at '™' marker.
Bl {dhcp-config! hd
Crrl+F6 bo exit CLI Focus Copy FPaste
L — m| O
Physical Config Desktop Frogramming Attributes Physical Config Desktop Programming Attributes
IP Configuration IF CanFiguration
(®) DHCP () Static DHCP reguest successful, (®) DHCP () Static DHCP request successful,
1P Address 192,168,30,31 IP Address 192,168 40,31
Subnet Mask, 255.255.255.0 Subnet Mask 255,255,255.0
Defaulk Gateway 192.168.30.1 Default Gateway 192,168 40.1
DNS Server 10.10,10.11 DMS Server 10.10.10,11
IPv6 Configuration IPv6 Configuration
() DHCP () Auto Config (@) Static () DHCP () Auto Corfig (@) Static
1Pt Address | | I | | IPv6 Address ‘ | ! | |
Link Local Address [Fen0::290: 21 FF:FEDZ: 7264 | Link Local Address [FEBD::204:94FF:FEAQ:CCTE |
IPwi Gateway | | IPvh Gateway ‘ |
1PvE DNS Server | | IPv6 DNS Server ‘ |




6. Configurar NAT en R2 para permitir que los hosts puedan salir

a internet
Configuramos rutas estaticas

L4 B p1-Medellin

Phrysical Config CLI Attributes Pheysical Config

105 Command Line Interface

CLI Attributes

15 Command Ling Inkerface

seconds:

Ll
Rlcont

D3ffconfigqure terminal

Enter configuration commands, one per line. End with CNTL/Z.
L2{config)fip rout

B3iconfig) fip route 0.0.0.0 0.0.0.0 ser

BE3{config)fip route 0.0.0.0 0.0.0.0 serial 05051

(Defanlt route without gateway, if not a point-to-point
interface, may impact performance

E3iconfig) #

Lliconfig)#ip
Lliconfig)#ip

Rliconfig) §°E
Rl

38T3-5-CONFIG_I:

Rlfping Z09_ 165 200. 225

Rlfconfigure ©

Laren . .
D3renable Rlﬁconflg’uxje t,ern.unal
Enter configuration commands,
Dassword: . :
Daffcont Bliconfig)#ip rou
Dafconfigqure te Dliconfig)#ip ruc
o Dliconfig)fip route

route 0.0.0.0 0.0.0.0 ser

Type escape sequence to abort.
Sending &, 1l00-byte ICMP Echos to E0F.165_Z00.E25, timeout is Z

Success rate is 0 percent (075)

one per line.

End with CNTL/Z.

route 0.0.0.0 0.0.0.0 serial 000

(Default route without gateway,
interface, may impact performance

if not a point-to-point

Configuared from console by console

Chrl+F6 to exit CLI Focus Copy H Ctrl+F6 ko exit CLI focus

® Hi-Hogota

Pheysical Config LI Attribukes

105 Command Line Inkerface

D2 {config) #int
BEZ{config)finterface =se

BZ (config) finterface serial 05051
BZiconfig-if)#ip nat ins
BZicontfig-if) fip nat inside
BZiconfig-if) fexit
RZiconfig)finterface oi

Rz iconfigifinterface gigabitEthernet 070
BEiconfig-if)#ip nat out
RBZiconfig-if)#ip nat outside
BZiconfig-if) #~2

RZg

RZfshow ip nat statistics

Outside Interfaces: GigabitcEthernet0/0

In=ide Interfaces: Serialls 051

Hit=s: 0 Misses: 0

Expired translations: 0

Dyvnamic mappings:

-- Inside Source

access-list 1 pool public_access refCount O

pool public_access: netmask ZEE.ZEE.ZLL.Z48
start Z09_ 165 Z00_ 225 end 209_165_Z00. 230

O

type generic, total addresses & , allocated 0O

§5Y5-5-CONFIG_TI: Configured from console by console

Total translations: 0O (0 static, 0 dynawmic, 0 extended)

(0%),

Enter configuration commands, one per line. End with CNTL/sZ.

misses

CErHFS bo exit CLI focus

Copy

Paste

Copy

Paste




kZ-Hogota —

*heysical Zonfig CLI Attributes

105 Command Line Inkerface

DE=enable

Password:

Bzffcont

Bzffconfigqure te

Bzffconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Bz {config) facc

RElconfig)ffaccess-1list 1 permit 122_1&68.30.0 0.0.0.ZE5L%
B {config)faccess—-list £ permit 132Z_165_40.0 0_.0_0_ZE55
Briconfig)#ip nat

BZiconfig)fip nat pool

Bz{config)#ip nat pool publ

Lz {config) #ip nat pool public

Rz {configi#ip nat pool public_access 202165 200 225
209 165 200,230 ELRL_EEE_ZLL_Z42

~

¥ Imwvalid input detected at '*' marker.

RBZiconfig) #ip nat pool public access Z02. 1L Z00. 225
202,165 E00. 230 netmask Z55.2Z55.EL5.E248

R iconfig) #ip nat ins

BEiconfig) fip nat inside =so

BEiconfigifip nat inside source list

Briconfig)fip nat inside source list 1 pool puhbl
REfconfig) fip nat inside source list 1 pool public access
RBZiconfig) #ip nat inside source list Z pool public access
BZ (config)

Zkrl4+FE to exit CLI Focus Copy

Paste




7. Configurar al menos dos listas de acceso de tipo estandar a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia

R2.

a. Denegar servicio a internet a la red 192.168.30.0

¥ R2-Bogota

Phrysical Config LI Attributes

- O

105 Command Line Intetface

>

BZ=en

DEirenable

Password:

PZffcont

LDifconfigure ©

Lifconficare terminal

Enter configuration commands,
EZiconfig) #acc

PZiconfiyg) faccess-list 10
PZiconfiy) faccess-1list 10
BZ ({config) faccess-list 10 pe
LE{confiyg)faccess-list 10 permit an
RE{config)faccess-list 10 permit any
PZiconfig) fint

BZiconfig) #interface gi
RZ{config)finterface gigabitEthernet
(Invalid interface type and namber
PZiconfig)finterface gigabitEthernet
RE(config-if) fip ace
BE(config-if)#ip access-group 10 ou
DE(config-if)fip access—-group 10 out
PZ{config-if)f#exit

BZ (comfig) 8]

den

one per line.

End with CNTL/Z.

deny 152.168.20.0 0.0.0_2E58

ns0/0

n/s0

ChrH-FE ko exit CLI Focus

Copy Paste

b. Denegar servicio a internet a la red 192.168.40.0

¥ R2-Bogota

Physical Config LI Attributes

— O

105 Command Line Interface

x

RZ{config) fint
RZ{configlfinterface oi

$#Invalid interface type and nmunber

BZiconfig-if) #ip acc
RZiconfig-if) #ip access-group 10 ou
BEZ(config-if) fip access-group 10 out
REZ{config-if) fexitc
RZ(config) fac

RE(config) faccess-list Z0
RZ {config) faccess-list Z0
BZ (config) fac
REZ(config)faccess-list Z0 pe
RZ{config) faccess-list 20 permit an
RE{config)faccess-list 20 permit any
REZ (config) finte

RE(config) finterface gi

den

BZ config-if) #ip
RZ{config-if) #ip
BEZ(config-if) ffip
RZ{config-if) #ip
BZ (comfig-if) g

aco
access-group Z0 out
access-group Z0 out

BZ iconfig) finterface gigabitEthernet 0/0/0

RZ {config)finterface gigabitEthernet 070

deny 152.168.40.0 0.0.0.255

RZ {config)finterface gigabitEthernet 070

ChrH-FE ko exit CLI Facus

Copy Paske



8. Verificar procesos de comunicacion y redireccionamiento de

trafico en los routers mediante el uso de Ping y Traceroute
a. PRUEBAS DE DHCP

P pca - O X

Phwsical  Config  Desktop  Programming  Atbributes

d Line 1.0

e - ] X

Physical ~ Canfig Deskiop Programming  Attributes




b. PingaR1lyR2

¥ poc - O X

Physical ~ Config  Desktop  Programming  Attributes

B peC S

Physical  Config  Desktop  Programming  Attributes




c. Ping hacia INTERNET

¥ pec - m X

Physical Config Desktop Programming Attributes

v

Physical  Corfig  Desktop Programming  Attributes

M Tan



d. Ping a webserver y router 3

B pc-c — O >

~

Physical Config Deskiop Programrming Attribukes

with

b
b
b

imats kS

Minimuam =
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imng 10.10_1




CONCLUSIONES

Este trabajo se realizé con el propdsito de dar solucibn a un escenario
propuesto de una red empresarial que tenia 3 sucursales en ciudades distintas
escenario que puede llegar a ser muy similar al que nos podemos encontrar

en un ambiente real de cualquier empresa en Colombia.

Esta actividad fue muy enriguecedora debido a que pude poner en practica los
temas mas importantes que se vieron en el diplomado y que muy seguramente
me van a permitir como profesional enriqueciendo los campos en los que me
voy a poder desempefiar ahora como profesional de ingenieria de sistemas de
la UNAD.

Cisco es una de las plataformas mas usadas a nivel mundial en el &mbito de
las redes empresariales por lo cual este diplomado fue de suma importancia
para mi como persona y que muy seguramente lo pondré en practica muy

pronto.
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