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INTRODUCCION

Identificar y solucionar problemas de configuracion de los distintos equipos de redes,
mediante el uso apropiado e los comandos aprendidos durante el curso, comandos
como uso de comandos ping, traceroute, show ip route, entre otros.

El trabajo que nos sugiere la entrega final, es un tema bastante interesante ya que nos
lleva a un nivel mas avanzado y la exigencia para el mismo nos requiere mayor enfoque
y conocimientos, los cuales con la practica y la destreza adquirida con la realizacion de
los trabajos anteriores hemos podemos y estamos en la capacidad de desarrollar.

Con las practicas que no nos siguiere la guia estamos adquiriendo herramientas basicas
muy importantes, ya que en la carrera como ingenieros de sistemas se podran presentar
problemas similares y estaremos en capacidad de dar solucion, o ser de gran ayuda
cundo sea requerido.
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OBJETIVOS

Manejar el programa Packet Tracer verificando las herramientas principales en

procesos de conectividad simulados.

configurar e interconectar entre si cada uno de los dispositivos que forman parte
de los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.
Configurar el direccionamiento IP con la topologia de red para cada uno de los
dispositivos

Configurar el protocolo de enrutamiento OSPFv2, con parametros ya definidos
previamente.

Visualizar tablas de enrutamiento y routers conectados por OSPFv2.

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches.
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Descripcion del escenario propuesto para la prueba de habilidades

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.

Topologias de red

VLAN Direccionamiento Nombre
InternEt | 30 192.168.30.0/24 Administracion
| 40 192.168.40.0/24 Mercadeo
| 200 192.168.200.0/24 Mantenimiento

203.165.200.230 ol 209.165.200.224/29

BOGOTA

172.31.21.0130

Lod 192.168.4.0/24
Lo5 192.168.5.0/24

MEDELLIN
Lo6 192.168.6.0/24

F0i0 BIMANGA
Foi24 | 802-1Q

192.168.99.3

192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del scenario
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes
criterios:

OSPFv2 area 0

Configuration Item or Task Spe
Router ID R1 1.1.1.1
Router ID R2 2222
Router ID R3 3.3.3.3

Configurar todas las interfaces LAN como pasivas HECHO

Establecer el ancho de banda para enlaces seriales en | 128 Kb/s

Ajustar el costo en la métrica de S0/0 a 7500

l Physical | Config O Attrbutes
L

105 Command Line Interface

Seriald/1/0 unassigned TES unset ~
~  |a@ministratively down down
Serial0/l/1 unassigned ¥ES unset Hygcx [omig| ‘OF (At
e e 105 Command Line Interface —
Etherneto/2/0 unassigned YES unset s ]
administratively down down ~ I —
Ethernetd/3/0 unassigned YES unset |
administzratively down down -
Vianl unassigned ¥ES unset Br - [m]
administratively down down
Router (config) grouter ospf 10 FEES
Router (config-router)grouter-id 1.1.1.1 R3> Physical  Config ~ CUI  Atfributes
Router (config-router) gpassive-interface £0/0 R3vena
Router (config-router)fnetwork 13 .285 area |R3geonf © 105 Command Line Interface
Router (config-router)$network 200.1€5.200.0 0.0.0.255 are Enter configuration commands, cne per line. Z2nd with CNTL ToopbackD 10.10.10.10 ¥ES manual up
Router {config-router)#network 172.31.21.0 0.0.0.2 area 0 R3(configidshe ip int bri up
Router (config-router)gnetwork 172.31.23.0 0.0.0.3 area O - Vianl unassigned YIS unset
Router (config-router)fdo wx % Invalid input detected at "~ markez. administratively down dewn
Building configuration. .. R2 (config) fexit
oK1 R3 (config)$router ospf 10 Rot
Router (config-router) § R3 (config-router) frouter-id 3.3.3.3 4S¥S-5-CONFIG I: Configured from conscle by comsols
01:28:20: %0SPF-5-ADJCHC: Drocess 10, Wbz 2.2.2.2 on Seri |R3(config-router)spassive-imterface £0/0
from LOADING to FULL, Loading Dome B3 (config-router) $network 192_168.99.0 0.0.0.255 area 0 R2gcons ©

R3 (config-router) #network 200
Router (config-router)§ R32(config-router) #network 172.
R3{config-router) §network 172.
Cirl+F6 to exit CLI focus Copy ] R3 (config-router) #do wr

Building configuration. ..
[OK]

Enter configuration commands, cae per line. End with CNTL/Z.
R2(config) txouter ospf 10

R2{config-router) frouter—id 2.2.2.2

R2 (config-router) fpassive-interface £0/0

RZ (config-router) fnetwork 152 168.55.0 0.0.0:255 area 0

R2 (config-router) gnetwork 200 165.200.0 0.0.0.255 area 0
Rz (config-rouer) $network 172.31.21.0 0.0.0.3 area 0
O Top ‘ Cirl+F6 to exit CLL focus Copy. B2 (config-router) #network 172 31 23.0 0.0.0.3 area 0
A2 (config-router) ¢
.| 01:31:01: $OSPF-5-ADJCHG: Prosess 10, Mbr 1.1.1.1 on Sexialo/0/1
from LOADING to FULL, Loading Done
| Do

<

R {config-router) gdo wr

Time: 05:29:41 | |PqurCydeDEv\uﬁsHFastFwwErdTme‘ Building configuration. .

Sdmswe

[OK]

R2 ({config-router) §
5 5{3 5 / / Ctrl+F6 to exit CLI focus

Copy Paste.

Copper Straight-Through



Physical | Config =~ CLI | Atmibutes

10S Command Line Interface

Toucer (Sonfigi®

= Router (config)® ®
Router (config)®

Router (config) s

Roucter (configle

Router (config)®

Router (config)®

Router (config)s

Roucter(configle

Router (config)®

Router(config)®

Router (configl®

Router (configl®

Router (configl®

Router (config)®

Router (configl s

Roucter(configl®

Router (config)

Router (config) #int S0/0/0

Router (sonfig-is) $hand

Router (config-if) #handwideh 128

Router (config-if)3de wx

Building configuratiom...

[OK]

Souter(config-ifig

Ctrl-+F6 to exit CLI focus

Physical  Config O

Attributes

105 Command Line Interface

200.165.200.224/29

T (configl®

22 (config)#ine $0/0/0
22 (config-if) gban
22 (config-if) $bandwidsh 128

22 (config-if) sint s0/0/1
72 (config-if) sbandwideh 128
R2 (config-if) sdo wr

Buttasns Gontimiiatios.. .
e oy -
Bo (config-ifis
Ctrl+F6 to exit CLI focus copy. Paste |
< | i
125 | [onerCroe peveatlFortromvadtee] |
CTep

22 Poreoy

Copper Straight-Through|

Verificar informacion de OSPF

¥ Rr3 = o

Physical | Config  CLI  Attributes

105 Command Line Interface

TS (contigr®

83 (conzig-if)z

Cirl+F6 to exit CLI focus Copy. Paste

O Ter

o Visualizar tablas de enrutamiento y routers conectados por OSPFv2

T — O x
Physical  Config O Attributes
105 Command Line Interface e [ [ | 2
; e | -+ Tilect . Vienport Environment: 12:28:00
up 2 - o X =
FastEthernesd/l unassigned YES unset
administzatively down down | a
Seriald/a/0 172.31.21.1 YES manual up Physical Config  CLI  Attributes | -t - a
up
Serialo/o/1 unassigned YES unset 105 Command Line Interface
aministratively down o cu
S ey e e TastEchernet0/0 700.165.200.224 Y25 manual up Hiveic g ciig ErEs
Serislo/1/o unassigned ¥ES unset =
agministratively down down ot N » LI 105 Command Line Interface
i e T T e e sdministratively down down FastSchernzei/l Tmassigned FEE aneec
acministzatively, domdan Serialo/a/o 172.31.23.1 Y25 mamual up adninistratively dova down
Ethernet0/2/0 unassigned YES unset : ;
e i up Sezialt/0/0 unassigned ¥ES unses
R . - . Serialo/o/l 172.31.21.2  ¥ES mamual up sdministratively dewn down
et s Loy, St e B n Serialo/osl 172.31.23.2 YES mamual up
administratively down down Y
i s - " Sezrialt/1/0 unassigned YES unset up
i R . i T mase sdministratively down down Serialo/1s0 unassigned ¥ES unses
ot ol Serialo/l/l unassigned YES unset sdministratively dewn dewm
iRl O ol e administratively dewn dewn Sezialosl/l unassigned YIS unset
172.31.0.0/30 is subnected, 2 submets 2 5 o
= 2 Zthernet0/2/0 unassigned YES unses administratively dewa down
o 172.31.23.0 [110/15000] vias 172.31.21.2, ; 2
AN 0] sdminiscravively dewn down Ethernet0/2/0 unassigned ¥ES unset
Zthernet0/3/0 unassigned YES unser sdministratively dewn down
0 200.165.200.0 [110/7501 172.31.21.2
Serisiroro fran/msn via ’ administratively down down Sthernet0/3/0 unassigned ¥ES unset
Locpbackd 10.10.10.10  YES manual up sdministracively dewa down
—— up Locpbacks 192.1€8.4.1 ¥ES mamual up
Ll Vilani unassigned YES unset up
Clrl 4R to et CLT focus Copy | |pemimissravively down dam Lospbacks 152.168.5.1 ¥ES manual up
| |az#shew ip zouce osps up
©  152.16€5.55.0 [110/75011 via 172.31.21.1, 00:08:53, Locpbacké 192.1€8.6.1 ¥ES mamual up
| |seztatoson up
Vlani unassigned YES unset
L 7ep saministrasively asvn down
| Crl+Fs to exit O forws Copy e |Rszshow ip rouse ospe
1 RE#show ip route ospf
nzz|

<

Time: D5:59:41 | ‘Puwer Cyde DemcesllFast Forward Tlmal

| O 1on

Cirl+F5 to exit CLI focus | copy Past

| S El gl

[7op

O Escribe aquf para buscar

Copper Straight-Through
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o Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

I
'3
|

Physical  Config  CLI  Attibutes

b o =S R
172.31.0.0/30 is subnetted, 2 E R = D J

2 subnets
a 192.31 210 is directly connected, Serial o
o 172.31.23.0 [110/15000] via 172.31.21.2, ] [
i Physcal  Cofg O Atwbutes . S
€ 132.1€8.99.0/24 is directly comnected, Fastd g
©  200.165.200.0/24 [110/78011 wia 172.31.21.2, 105 Command Line Interface
Seriald/0/0 T75.31.0.0/30 1s submecced, 2 subnecs ]| Physcal  cofig G Attbutes

c 172.31.21.0 is directly connected, Serialo/D/l

Boutergshow ip route 172.31.23.0 c 172.31.23.0 is directly connected, Seriald/0/0 105 Command Line Interface
Routing entry for 172 31.23.0/30 0 152.168.35.0/24 [110/7501] via 172.31.21.1, 00:10:50, P e
Enown via "ospf 10", distance 110, metzic 15000, | |Serialt/o/l

Last update from 172.31.21.2 on Serial0/0/0, 00 c 200.1€5.200.0/24 is directly connected, FastEthernet(/0

172.31.0.0/24 is subnetted, 1 submets
Routing Descriptor Blocks:

g 172.31.23.0 is directly connected, Seriald//1
*172.31.21.2, from 2.2.2.2, 00:14:23 ago, via| |R2#show ip reu 172.31.21.0 C 152.18%.4.0/28 is dizectly connecved, Loopbacké
Route metric is 15000, traffic share count| |Routing entry for 172.31.21.0/30 C 152.163.5.0/2¢ is directly connecved, Locpbacks
Enown via "connected", distance 0, metric 0 (commected, via c 192.168.6.0/24 is directly connected, Loophacké
Routershow ip route 152.168.95.0 interface]
Routing entry for 152.1€8.55.0/24 Routing Descriptor Blocks: 23gshow ip rouse 172.31.0.0
Enowm; irla Neanmecced?distance: 0y metzlz 0 (eony % directly nonected, winsSerial(/0/1 Routing entry for 172.31.0.0/24, 1 known subnets
interface) Route metric is 0, traffic share count is 1 Bltahad [T SRR
Hopein-Descrogtor Aiacks: c 172.31.22.0 is directly connected, Seriali/D/l
* directly conmected, via Fastithernet/0 R2¢show ip rou 152.1€8.85.0
Route metric is 0, traffic share count is 1 |Routing entry for 152.1€8.55.0/24

R3gshow ip route 192.1€8.99.0

Known via “ospf 107, distance 110, metric 7501, type intra area S RRaih s T e

Routerd Last update from 172.31.21.1 on Seriald/0/1, 00:11:5% ago
Routing Descriptor Blocks: Rfhow i 5
p route 172.31.23.0
Cirl+76 to exit CLI fomss ] * 172.31.21.1, from l.1.1.1, 00:11:59 ago, via Serial0d/0/l

Routing entzy for 172.31.23.0/24

Hpdt.metric be Th0L hrafrzo shhce comt 3Eil Known via “connected”, distance 0, metric 0 (connected, via

| I = interface]
O R2¢ Routing Descriptor Blocks:
op * directly comnected, via Serial0/0/l
d Clri4F6 to exit CLL fous Copy. e foute metric is 0, traffic share count is 1
234
<
| [7ee Chrl+F6 to exit CLI focus | Copy Past
Time: D6:08:11 | ‘Pcwev CydeDewces”FasthmardTma‘ ‘ R
[17ep

Copper Straight-Through
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3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida

Fmes Gty ) Serctan

I Corwian Lo e (ea

Logical 5 5 L&) B
1 S o Physicl | Confg | CLL | Atibutes Physil  Confg  CUI  Attrbutes ‘
-
105 Command Line Interface o X\genb_sg"g . 105 Command Line Interface
ip address 192_1€8.595.3 255.255.255.0 ”
.

interface GigabitZthernec(/2 7
'

interface Vian200

interface Vlanl
mac-address 00d0_5864.7503 172.31.2] no ip address
ip address 192.168.200.1 255.255.255.0 shutdown
| !
VLAN  Nombre 1 !
' !
!

o X o

.
: Sel
\
0 Admin: =
s | i V.
40 Mercad  |1ine con 0 line con @
00 Manten password cisco 2 password cisco
login login LY
i \
line vty 0 4 line vty 0 4
password cisco password cisco ..
login login
line vty 5 15 Fa0/3 4 line wty § 15
login P = login ".?’ /|
L sy |t =
| = L
| |
G VLAN 40

i—=

S1 (config)3 ad S3(config) ¢ 24
PC
Ctrl+F6 to exit CLI focus Copy | Paste Cirl+76 to exit CLI focus Copy Paste
<
O1op ; [ 7op
Time: 07:33:11 | [P . )

dAmARe 4 (1175 555 7

)l

Copper Straight-Through
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¥ R

Physicl  Confg UL Attributes

105 Command Line Interface

Enter contiguration commands, one per lime. End with CNIL/Z. i
Router{config) #int £0/0.30

Router {config-subifl$

- .30, changed state to up

SLINEDROTO-5-UEDORN: Line protocol on Interface FastEshernet0/0.30, changed state 5o up

Router (config-subif) genca

Router (config-subif]fencapsulation do

Router{config-subif) fencapsulation dotlQ 30

Router(config-subif)f

Router{config-subif) §

Router{config-subif]$ip add 192.165.30.1 255.255.255.0

Router{config-subif) fint £0/0.40

Router{config-subif)$

LT z 0.40, changed state to up

ALINEPROTO-5-URDONN: Line protecsl on Interface Fastithernst0/0.40, changed state to up
Router(config-subif) gencapsulation d4stlQ 40

Router(config-subifl fip add 192.162.40.1 255.255.255.0

Router{config-subif)gint £0/0.200

Router {config-subifl$

- 0.200, changed state to up

SLINEDROTO-5-UEDORN: Line protocol on Interface FastEvhernet(/0.200, changed state to up
Router(config-subif)$ip add 192.163.200.1 255.355.255.0

% Configuring IP routing on a LAN subinterface is only allowed if that

subinterface is already configured as part of an IEEE 802.10, IEEE 802.1Q,

or ISL vLAN.

Router{config-subif) $do wr

Building configuration..

[OK]

Router (config-subif] ¢encapsulation dotl@® 200

Router(config-subif)$ip add 192.1€8.200.1 255.255.255.0

Routericonfig-cubifltdo uz s
Cirl+F6 to exit CLT focus Copy Paste

Oop

O Escribe aquf para buscar

Logical
—‘ L cu
& Physical | Config Atirbutes |- web server
Lo - 10.10.
105 Command Line Interface
SL con0 is mow available "y
172
VAN Nombre
) Al Press RETURN to ge: started.
40 Mercadet
200 Mantenin
- =
Fao/3
/ P |
s3
VLAN 40
User Access Verification
Password: \ i
Password: b
Cirl+76 to exit CLI focus Copy Paste

Physidl  Config  CLI  Attrbutes

105 Command Line Interface

Switch cond is mow available

A
Drass RETURN to get sctarted

User Access Verificasion

Password:

Password: | v
Cirl4F6 to exit CLI focus Copy Paste

O7op

> K (I

£

T EEGL

1941 | | 7901 ) | 2011 | ®1910% BuwGW | 629 | | 1240 | | 4321 ‘Generic Generic | 1641 | 262004 26204 | 2611

O Escribe aquf para buscar

2811
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Physical  Config  CUI  Attibutes

105 Command Line Interface

FESTRERE SITCR
!
'
!
'
'

spanning-tree mode pyst
spanning-tree extend system-id
f

interface FastItherneti/l
switchport access vlan 40

!

interface FastEthernet0/2

'

ce FastZtherneti/d
switchport access vlan 40
switchport mode access
interface TastEthernesd/S
switchport access vlan 40
switchport mode access

'

interface FastZIthernstl/
switchport aceess vlan 40
switchpert mode access

'

interface TastEthernesd/7
switchport access vlan 40
switchport mode access

!

interface FastEthernetl/®
switchport aceess vlan 40
switchport mode access

'

interface FastEthernesi/S

——Hoze,

Cirl+F6 to exit CLI focus

[Top

O Escribe aquf para buscar

L]
Physcdl  Confg  CLI  Attributes

105 Command Line Interface

Copy

Paste

Slgshow int £0/24 switchport
Name: Fa0/24

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Rdministrative Trunking Encapsulation: dotlg
Operaticnal Trunking Encapsulation: dotlg
Fegotiation of Trunking: On

Rccess Mode VIAN: 1 (default)

Trunking Native Mode VLAN: 1 (default)

Voice VLAN: none

Administrative private-vlan host-association: mone
Zdministrative private-vlan mapping: none
Rdministrative private-vlan trunk native VLAN: none
Administrative private-vlan trunk encapsulation: doslg
Administrative private-vlan trunk normal VLANs: none
administrative private-vlan trunk private VIANs: none
Operaticnal private-vlan: ncne

Trunking VLANs Enzbled: AlL

Pruning VLANs Enabled: 2-1001

Capture Mode Disabled

Capture VLANs Rllowed: ALL

Drovected: false

Slgshow int £0/3 switchport
Name: Fao/3

Switchport: Enabled

Administrative Mode: trunk

Operational Mode: trunk

Zdministrative Trunking Encapsulation: dotlg
Operational Trunking Encapsulation: dotlg
Fegotiation of Trunking: On

Access Mode VIAN: 1 (default)

Trunking Native Mcde VLAN: 1 (default)

Voice VIAN: none

Administrative private-vlan host-asscciation: ncns
Zdministrative private-vlan mapping: ncne
Zdministrative private-vlan trunk native VIAN: none
cimi i L 1 ooy

Ctrl+F6 to exit CLI focus

Oop

O Escribe aqurl para buscar

Copy

Paste
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4. En el Switch 3 deshabilitar DNS lookup

Viewport
J ~
—‘ S Physicdl  Config QI Attrbutes
= <3 105 C d Line Interfe =
= ommand Line Interface
PCPT 22429 =l
Intemet PC 2?: A
200.155.200.230 s3e b ¢
s3z
b Q
VLAN  Nombre Ps aar .
5 saz
30 Administracen 192.168.30.0/24
show zun | include domain-lock 0/24 -
o ek is2m0ns g e & 4
200 Mantenimients 192, 168.200.0/24 ; Fa = s -
MEDELLIN % Invalid input detected at '~' marker by
s3gcons ©
Znter configuration commands, one per line. End with CNIL/Z. B
S3{config) #no ip domain lookup
53 config) ddo wr
Euilding configurasien... 4
oK1 o
S3 (config) gext
2
$5YS-5-CONFIG_I: Configured fxem console by cemsole
show zun | include domain-lookup
mo ip domain-lookup
s3q] v
Cirl46 to exit CLI focus Copy paste
<
e

Time: 07:40:52 | [poer Cycde Devices|[Fast Formard Tine

FlElEEldl

Copper Straight-Through

Ot

H O Escribe aquf para buscar

= x | ®s - o x
Physical  Config  CUI  Attrbutes Physical  Config  CUI  Attrbutes
105 Command Line Interface 105 Command Line Interface
TETEITT RN SeTESTe ST ERTERET ,, Soiven "
Suiteh?show ip int vlan 1
Slsshow ip ins vian 1 Vianl is up, line protecol is up
Vlanl is up, line protocel is up Internet sddress is 152 1ce.98.3/24
Internet address is 152.168.55.2/24 Broadcast address is 255.255.255.258
Broadcast address is 255.255.085.25% Address tetermined by sevup command
Address determined by setup command MIU is 1500 bytes
MIV is 1500 bytes Helpez address is not
Helper address is not set Directed broadeast forwarding is disabled
Directed broadcast forwarding is disabled Gunoing acekss 1iaw e mey deb
Outgoing access list is not Inbound aecess list is mot set
Inbound access 1ist is mot sew Broxy ARP is enabled
Erowy ARD is snsblad Lesal Prowy ARP is disakled
Local Proxy ARP is disabled Security level is default
Secuzity level is default Split horizon is enabled
Splic horizon is enabled IQMP redirects are always sent
ICMP zedizects aze always sems IQMP unzeachables are always semt
ICMP unreachables are always semt ICMP mask replies are never semt
ICMP mask replies are never semt IP fast switching is disabled
IP fast swicching is disabled ID fast switching on the sams interface is disabled
IP fast switching on the same interface is disabled IP Null turbo vecsor
IP Wull tuzbo vector ID milvicase fast swicching is disabled
IP milticast fast switching is disabled IP milticasc distribuced fast switching is disabled
IP milticast distributed fast switching is disabled IP route-cache £lags are Nonme
IP route-cache flags aze lone Router Discovery is disabled
Rouser Discovery is disabled IP output packet accounting is disabled
IP output packet accounting is disabled IP access violation sccounting is disabled
IP access violation accounting is disabled TCE/IP header compressien is disabled
TCP/IP header compression is disabled RIP/IP header sompressicn is disabled
RIP/TP header compression is disabled Brobe prowy meme replies are disabled
Erobe prowy mame seplies are diszsbled Pulicy emving i dissbled
Policy routing is disabled Network address tramslation is disable
Newwork address vranslaticn is disable WCCP Redizect outbound is disabled
WCCP Redirect outbound is disabled WCCP Redirect imbound is isabled
WCCP Redirect inbound is disabled WCCP Redizect sxclude is disabled
WCCP Redirsce smeluds is aissbled BCP Policy Mapping is disabled
BGP Policy Mepping is aissbled
v Swireng| i
Cirl4F6 to exit CLI fous copy paste Cirl4F6 to exit LI fous copy paste
O Top
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S1(config)#Interface vlan 1
S1(config)#Ip address 192.168.99.2 255.255.255.0
S1(config)#no shutdown

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

® g _

Physical Config ar Attributes

105 Command Line Interface

Enter configuration commands, one per line. End with CNIL/Z. n
S1(config)8int r £0/4-23

Sliconfig-if-range) #shut

SLINE-S ST Fa: /4, changed state to administratively down
MLINK-5-CHENGED: Interface Fastithernetd/5, changed state to administratively down
*LINK-S-CHANGED: Interface Fastithernet(/€, changed state to administratively down
MLINK-5-CHENGED: Interface Fastithernstd/7, changed state to administratively down
*LINK-S-CHANGED: Interface Fastithernet(/, changed state to administratively down
SLINK-S-CHANGED: Interface FastEthernes(/3, changed state To administratively down
LLINE-S S Fa: /10, changed state to administratively down
SLINK-S-CHANGED: Interface FastEthernes0/11, changed state to administratively down
LLINE-S S Fa: /12, changed state to administratively down
SLINK-S-CHANGED: Interface FastEthernes0/13, changed state to administratively down
$LINK-5-CHANGED: Interface FastEthernet0/14, changed state to administratively down
SLINE-S : Interface FastEthernesi/1S, changed state To administratively down
$LINK-5-CHANGED: Interface FastEthernet0/1€, changed state to administratively down
SLINK-S-CHANCED: Interface FastEthernet0/17, changed state to administratively down
FLINE-S ST Fast /1%, changed state to adminiscratively down
$LINK-S-CHANGED: Interface FastEthernet0/19, changed state to administratively down
SLINE-S T Fast /20, changed state to administratively down
SLINE-S-CHRNCED: I FastEthernet0/21, changed state to ad 1y down i

Ctrl+F6 to exit CLI focus

[Z] No se pueden instalar las actualizaciones.

S1(config)#Interface range f0/4-23
S1(config)#shutdown
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7. Implement DHCP and NAT for IPv4

B Ra

~

Physical Config CLT aAttributes

interface Ethernetd 2/0

no ip address

duplex auto

speaed auto

shutdown

I

interface Ethernetd 3,0

no ip address

duplezx auto

speed auto

shutdowrn

1

interface Vianl

no ip address

shutdown

Ll

router ospf 10

router—id Z2_2_2Z2_2
log—adjacency—changes
passiwve—interface FasctEcthernecOs 0O
metwork 1S9S2Z _1€2 .53 .0 O0_0._0_255 area O
metwork 200 _1&5 _ Z00 O O_0_0_255 area 0O
network 172_21 _21 0 9_.0_0_.323 area 0O
network 172 _21_22_.0 0.0_0_.2 area 0O

ip mnat inside source static 192 _1€8.99_1 Z00_1E5S_2Z200_=Z2z=Z4
ip classless

ip flow—export wersiomn S5

access—list 10 permit any
access—list 101 deny icmp any any
access—1list 101 permit ip any any
access—list 102 permit ip any ansy
access—list 102 deny icoge any any
1

]

Ctrl+F6 to exit CLI focus

ip nat pool RANGOPUBLICO 200.165.200.224 200.165.200.230 netmask 255.255.255.248
access-list 1 permit 192.168.0.0 0.0.0.255

ip nat inside source list 1 pool RANGOPUBLICO

interface FastEthernet0/0

ip nat inside

exit

interface FastEthernet0/1

ip nat outside

service dhcp

ip dhcp excluded-address 192.168.40.1
ip dhcp excluded-address 192.168.30.1
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ip dhepexcluded-address 192.168.200.1
(config)#ip dhcp pool LAN
(DHCP-config)#network 192.168.0.0 255.255.255.0
(DHCP-config)#default-router 192.168.99.1
(DHCP-config)#dns-server 10.10.10.11

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

L0 - | X

Frigseal Canfg (=5 Aliules

165 Crenerared Lo Inter face

E. 18K, 000 JEE_EEB.IRELY
bes L0 leF 30001
10,1010, LL

SRARRing-TERs Tode Erat -

Chrl 4P i ek CLE Fozs Eagy [

I 7ea

n o Escribe aqui para buscar

R1(config)#ip dhcp pool vian30
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#defau
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#ip dhcp pool vlan40
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#dns-server 10.10.10.11
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9. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Configurar DHCP pool para VLAN 30
Name: ADMINISTRACION
DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

Establecer default gateway.Configurar DHCP pool para VLAN 40
Name: MERCADEO

DNS-Server: 10.10.10.11

Domain-Name: ccna-unad.com

Establecer default gateway.

®
Physcal | Config | QI | atmbutes

10S Command_Line Interface

3 TI5 ames pesT 7
WORD Posl nmame

Router (config) $ip dhep pool vian3o

Router (dhep-contiy) snecverk 152 1€5.30.0 255.255.255.0

Roucer (dhep-config) snetwork 152.1€5.40.0 255.255.255.0
o1

Building configuratien..

Router (dhcp-config) fexi
Router (config) #ip dhep ewcluded-address 2
Low IF adazess
Router (config) #1p dhep excluded-address 152 163 30.1 152.1€5.55.30
€8 30.1 182.1€8.95.30

3
Router (config) #ip dhep excluded-address 152_1€3.200 1 152.168.200.30

Router (config) tdo wr
Building configuracion

Router (config) #ip dhep pool viando
Router (dncp-config) fans-sezver 10.10.10.11
Router (dhep-contig) #1p dhep pool vlando
Roucer (dhcp-config) sans-server 10.10.10.11
Router (dnep-contig) #1p dhep pool vian200
Router (dncp-config) fans-sezver 10.10.10.11
Router (dhcp-contig) $do wr

Routes (dhcp-config) ¢

Cirl+F6 to ext CLI focus Copy Paste

OTep
ﬂ O Escribe aquf para buscar
¥ =) X

Physcl  Config  CUL  Athrbutes

105 Command Line Interface

Switch(config) gine T 10/4-23

~
Switch(config-i2-range) shur
S Invalid inpuc devesced az ‘o' maskes
Switch(config-if-range)$shu
SLINK-5-CHANGED: Interface Fastithernstd/d, changed state To administracively down
Interface S, changsd seate te sdminiseracively down
SLINK-S-CHANGED: Incerface Fascithernesd/¢, changed svace tc sdministracively dewn
Inerface 7, changsd stave %o sdministracively dewn
SLINK-$-CHANGED: Inverface FasvEvherneil/?, changed state To adminisvcatively down
SLINK-5-CHANGED: Interface FastZthernet0/$, changed state to administratively down
SLINK-S-CHANGED: Interface Fastithernet(/10, changed state to administratively dewn
Interface 11, changed state to sdministratively dova
SLINK-S-CHANGZD: Incerface Fascithernesd/12, changed state o adminiscrasively dova
SLINK-S-CHANGED: Interface FastEvhernet0/13, changed stave Go administratively down
SLINK-$-CHANGED: Interface FastEthernet(/l4, changed state To administratively down
Interface 15, changed state to administratively dovn
SLINK-S-CHANGED: Interface FastEthernet(/1€, changed state to administratively dewn
Interface 17, changed state o sdminiscrasively deva
SLINK-S-CHANGED: Incerface Fascithernesd/13, changed state o sdminiscrasively dova
SLINK-5-CHANGED: InGerface FastEthernesO/1S, changed state Go administratively down N

Cirl4F6 to exit CLI focus

Copy. Paste

Oror

H Q Escribe aqui para buscar




105 Cormmand Line Interface

CHr1+F6 to exit CLI focus Copy Paste

O e

ﬂ QO Escribe aquf para buscar

10. Configurar NAT en R2 para permitir que los host puedan salir a internet

‘Manaar | DrzTeck R

] ~nl B ¥ £ ] 'y .
[l e I o I ip nat
F ,g"—- inside
— red
D‘:—_I =
rimTebFD ~
oo R i ke x
A= -
a= .
i e 5
=
et xextQlkon ':m Pld‘l
« b '
ru.:m-n:l| 2opens Dyl B anems et Frv e Trew Hmall irvm
; e | - _
Fim s e = i ls L s Be bs 1s 0a s
I [Comt) Do L e e nne e | el W Gece Rl eoms sure! R ot

|
L 3

ad -

H 1O Costilos sanat it

source static 192.168.99.1 200.165.200.224
interface FastEthernet0/0

ip nat inside

exit

interface FastEthernet0/1

ip nat outside
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

= l_ ki -
4 F g"‘- P mAy G dme .
rd Rl —
— T8 Cormard] e triscars [=
eremmat P i ,"" Lk A
X0 (55,220 3% :c..u:"ﬂ 1.z .'.'. x
L 6.5, 202 1og-sdfacescy- changen
o
atwack 102 £
ek L
WA o e Gbwmck 112 S0 wova €
T e || et v L 001 sowa = . ;
A Meadey | ALIERAGQ % aide avmcow asariz 193.103.5%.0 200.161.336.224 fizs
AN Mt 855000 i ptagelac 2 I
ML !
|
:1'1'
v
EHF et €11 Fmm “Eur || wiew
Ik L | - fon
) O
Time 2508:54 | L’m\ll:":hn.lnn[.‘-lr‘a'udnnl B
7
e L el Tl e Le b o L L e b e 1
g T E | k|| Sve W w402 e s |k b (s | s

Seamie -

H O Escribg aqui pard Discar

router#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
router(config)#access-list 101 deny icmp any any
router(config)#access-list 101 permit 172.31.21.0
router(config)#"Z

router#show access-list
Extended IP access list 101
deny icmp any any
permit 172.31.21.0
router#
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12. Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

LTE || ‘Eraurmet 151550
L -
WAl Fanbew Fa Q
192 553,50.04
: ﬁ-h:y .’-_» i . -
00 Mantgeermara UT23E.00.0020
oL -
5
55 |
Bl
|2 | ¥
Tirsa: 0121725 I :_:ﬂ-mht-l’-lﬂrw—.“ﬂl Reiltiie
R .
s = 1 €5 7B O | e = P
T ) i e "
|x 1 3
Slepmg e [len

ﬂ o Ceiribie agui para buscar

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute

- & X
a b
ar
Physical | Config Attrbutes == T
PRI o o X 105 Command Line Interface: A
- 7Y
Physcl | Config | LI | Atrbutes D - EICAP, EX - SICRP sxtermal, O - OSPE, I - OSPF inter
T - E1GRP, IX - SIGRP ervermal, O - OSPF, IA - GSEF imcer A e T N X
NI - OSPF NSSA external type 1, N2 - OSPF NSSA external s e GoNese o e kT L 2

type 2

IS-IS inter area
1 - 0SDF external ctype 1, ¥2 - OSDF external type 2, ¥ -

- candidate defauls, U - per-user ssatic rouse, o - GDR
P - pericdic downloaded static route

=

e S BUSIESRL  SmR o | o1 |mmes
St e U W o Cateway of last resort is mot set

P et R R T ——_—
= perindls dowiloaded static ronte 10.0.0.0/32 is subnetted, L subnets
10.10.10.10 s directly ssnnected, Loopbackd

172.31.0.0/30 is subnetted, 2 subnets

=3
Gaveway of last resorw is mot set
R3#show ip rou

c 192081 21 0 is dizectly connected, Serialo/a/1 e in _ _ _
1383 00 L3 sntmreied, 4 sdfmeis c 172.31.23.0 is dizectly connectad, Seriald/a/0 . O il § ISR

a7aigirar ok direely oineceed ST 152.168.55.0/24 [110/7501] via 172.31.21.1, 02:17:12 T
° 172031 230 [110/15000] via 172 31.21.2, 02:17:03, b ¢ i D - SIGEE, EX - ZIGRP emvermal, O - OSEF,
Seria10/0/0 . azea

200.165.200.0/24 is dizeculy connected, FasiEthernevd/0 3
C 132.168.30.0/24 is directly connected, Tastithernet/0.30 o NL - OSEF NSSA exvernal type 1, N2 - OSEE
C 1321163 40.0/24 is directly comnected, FastEthernet0/0 40 Ret o| | fpree 2
C  152.163.55.0/24 is directly connected, Fastitherneco/O 5L - OSEF exvernal vype 1, 52 - OSEF exbe
C 1521168 200.0/24 is directly commected, Fastithernec0/0.200 B b st o | 23
© 200 165200 0/24 [110/75011 via 172 31.21.2, 02:17:03, ooy L= i - IS-TS, L1 - T5-TS level-l, Iz - IS-IS
Sexial0/0/0 TS-IS inter area
+ - candidate default, U - per-user stati
cuver v B - pericdic downloaded scavie zouce

povrer F, =
Cirl +F6 to exit CLI focus Copy Paste | | [ Gateway of last resort is mot set

172.31.0.0/24 is subnevced, 1 subnecs
172.31.23

c 0 is direccly commected, Ssris
c is directly connected, Looph
c is directly connected, Looph
T E el ea a e el e c is directly connected, Looph
Gl e e e e e e s s e s i
1941 2000 | | 2011 319106 BIHGN | 629 | 1240 | 4321 | Generi Ganen | 1641 | 262004 26m0d | 2811 -

Cirl+F6 to exit CLI focus
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Lugical e | 3 =T &l 5 Evsormont: 223800 |
[} 3

ol
? Ml Enedy  Desiton | Orogamewy | Alibutes |

T Configraion
(W otee £ Snatic ML gt el x

IF Address 2. 10830, -

AN Nombre T
. Subnet Mask
0 Admeerschn
4 Mercsden

200 Mankrmertg T

Defaut Gatsvay

DHE Server o LR

TP Cinfir

(w7 ) der Config 1@ sttc &
[Pt ik e

Ve | el Ackiran R R

[Fuf Gntmmany

Py DR Serjer

|z

T Q2:20: 20 | '\ﬂt\lﬂuDlrvi..uu _f‘-a.IFu
T
4 | - —r, - —y, - — -
n’"’g-/ WS ==& daEmmm e
it Camt Canst mm e g e .
I(

Fearmom g & .

n O Escribe aqul para buscar

P aig y
* Rl#
£ Rlg
Rlshow ip prot
Logical
| |Routing Protocol is "ospf 10"

Cutgoing update filter list for all interfaces is mot set

Incoming update filter list for all interfaces is not set

Router ID 1.1.1.1

Number of areas in this router is 1. 1 normal 0 stub 0 nssa I

Maximm path: 4

Routing for Networks: K
152.168.95.0 0.0.0.255 area 0
200.165.200.0 0.0.0.255 area 0

\ 172.31.21.0 0.0.0.3 area 0
172.31.28.0 0.0.0.3 area 0

Passive Interface(s): .
FastEthernetd/0

Routing Information Sources: <
Gateway Distance Last Update 1
1.1.1.1 110 00:01:14
2.2.2.2 110 00:01:14

Distance: (default is 110} -

21 v

Ctrl+Fé6 to exit CLI focus

Copy | Paste

[ 7ep

0 Escribe aqui para buscar 0

<

1
Time: 25:38:41 | ‘Puwer CydenewcesHFastFurwardTml ‘ [ Tep | il \
L

 AenZaiebedlx I e 1 e e e e L

1941 | | 2901 | 2011 | 81910X BIoWGW | 629 | | 1240 | 4321 | Generic ‘Generic | 1841 | 262004 26208M | 2811
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CONFIGURACIONES ROUTERS

R2#show runn
Building configuration...

Current configuration : 1615 bytes
!

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R2

!

!

!

!

no ip cef

no ipv6 cef

!

0ot~ =

;panning-tree mode pust

!

!

interface Loopbacko

ip address 10.10.10.10 255.255.255.255
/

interface FastEtherneto/o

ip address 200.165.200.224 255.255.255.0
ip nat inside

duplex auto

speed auto

!

interface FastEtherneto/1

no ip address

duplex auto

speed auto

shutdown

!

interface Serialo/o/o

bandwidth 128

ip address 172.31.23.1 255.255.255.252
ip ospf cost 7500

clock rate 2000000

!

interface Serialo/o/1

bandwidth 128

ip address 172.31.21.2 255.255.255.252
ip ospf cost 7500

/

interface Serialo/1/0
no ip address

clock rate 2000000
shutdown

!

interface Serialo/1/1
no ip address

clock rate 2000000
shutdown

!

interface Etherneto/2/0
no ip address

duplex auto

speed auto
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interface Etherneto/3/0

no-ip.address

duplex auto

speed auto

shutdown

!

interface Vlani

no ip address

shutdown

!

router ospf 10

router-id 2.2.2.2
log-adjacency-changes
passive-interface FastEtherneto/o
network 192.168.99.0 0.0.0.255 area O
network 200.165.200.0 0.0.0.255 area O
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0

!

ip nat inside source static 192.168.99.1 200.165.200.224
ip classless

/

ip flow-export version 9

/

!

access-list 10 permit any
access-list 101 deny icmp any any
access-list 101 permit ip any any

access-list 102 permit ip any any

access-list 102 deny icmp any any
!

!
!
!
!

line con o

/

line aux o

/

line vty 0 4
login

Ri#show run
Building configuration...

Current configuration : 2267 bytes
/

version 12.4

no service timestamps log datetime msec
no service timestamps debug datetime msec
no service password-encryption

!

hostname R1
!

!

!

!

ip dhcp excluded-address 192.168.40.1
ip dhcep excluded-address 192.168.30.1
ip dhcp excluded-address 192.168.200.1

ip dhcep excluded-address 192.168.30.1 192.168.30.30
ip dhcep excluded-address 192.168.40.1 192.168.40.30



cluded-address 192.168.200.1 192.168.200.30

ip dhep pool vlanzo
network192.168.30.0 255.255.255.0
default-router 192.168.30.1
dns-server 10.10.10.11

ip dhep pool vlanqgo

network 192.168.40.0 255.255.255.0
default-router 192.168.40.1
dns-server 10.10.10.11

ip dhep pool vlan200

network 192.168.200.0 255.255.255.0
default-router 192.168.200.1
dns-server 10.10.10.11

!

!

!

no ip cef

no ipv6 cef

!

I T T S,

panning-tree mode pust

interface FastEtherneto/o

ip address 192.168.99.1 255.255.255.0
ip nat outside

duplex auto

speed auto

!

interface FastEtherneto/0.30
encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.0
/

interface FastEtherneto/o.40
encapsulation dot1Q 40

ip address 192.168.40.1 255.255.255.0
/

interface FastEtherneto/0.200
encapsulation dot1Q 200

ip address 192.168.200.1 255.255.255.0
/

interface FastEtherneto/1
no ip address

duplex auto

speed auto

shutdown

!

interface Serialo/o/o
bandwidth 128

ip address 172.31.21.1 255.255.255.252
ip ospf cost 7500
clock rate 2000000

!

interface Serialo/o/1
no ip address

ip ospf cost 7500
clock rate 2000000
shutdown

!

interface Serialo/1/0
no ip address

clock rate 2000000
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interface Serialo/1/1
no-ip.address

clock rate 2000000
shutdown

!

interface Etherneto/2/0
no ip address

duplex auto

speed auto

shutdown

!

interface Etherneto/3/0
no ip address

duplex auto

speed auto

shutdown

!

interface Vlani

no ip address

shutdown

/

router ospf 10

router-id 1.1.1.1

log-adjacency-changes
passive-interface FastEtherneto/o
network 192.168.99.0 0.0.0.255 area O
network 200.165.200.0 0.0.0.255 area O
network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area O

!

ip nat inside source static 192.168.99.1 200.165.200.224
ip classless
!

ip flow-export version 9
/

line con o
/

line aux o

!

line vty 0 4
login

!

!

!

end
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CONCLUSIONES

En Packet Tracer es un programa de cisco que permite simular el funcionamiento
de la red y experimentar diferentes tipos de situaciones.

Para el montaje de una red es necesario realizar el disefio requerido para planear
los recursos y elementos que se necesitaran.

Ethernet identifica las caracteristicas de cableado y sefializacidén de nivel fisico y
los formatos de tramas de datos del modelo OSI en su capa de enlace.

Los protocolos permiten que se manejen las normas, reglas y pautas de forma
universal que permite tener una unidad tecnolégica en la conectividad de las
redes.

Para la buena conectividad de red se requiere tanto de los equipos pasivos
(conectores, medios d transmision, canalizacion, etc) y activos ( Switch, router,
firewall, servidores, etc)
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