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INTRODUCCION

El curso de Cisco es un curso cuyo objetivo es presentar los conceptos y tecnologias
bésicos de red a través de la identificacién de equipos terminales y configuracion de
los mismos. A través del conocimiento de Cisco CCNA Routing & Switching se
desarrolla el siguiente ejercicio propuesto en el escenario 1 lo cual pretende reforzar
la capacidad de implementacion NAT, servidor de DHCP, RIPV2 y el routing entre
VLAN, incluida la configuracién de direcciones IP, las VLAN, los enlaces troncales
y las subinterfaces. Como resultados se realizan pruebas de ping para poder
establecer la conexion y envié de mensajes a través de los equipos, ejercicios que
se presenta a continuacion en el presente documento.



Escenario 1

DESARROLLO DE ESCENARIO 1

1. Se instalan los equipos configurando los cables y puertos de entrada y
procedemos a configurar conforme la guia de actividades.

Imagen 1: Escenario 1

i - =
Tabla 1: Direccionamiento

adminigmdor Interfaces Direccién IP Mas-:lc:::d = pmd‘e;ta:r;e:ﬁz:ly;do

ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D

R1 Se0/1/0 10.0.0.1 255.255.255.252 N/D
Se0/1/1 10.0.0.5 255.255.255.252 N/D
Fa0/0,100 192.168.20.1 255.255.255.0 N/D

R2 Fa0/0,200 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 N/D
Se0/0/1 10.0.0.9 255.255.255.252 N/D
F20/0 192,168.30.1 255.255.255.0 N/D

R3 2001:db8:130::9C0:80F:301 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 N/D
Se0/0/1 10.0.0.10 255.255.255.252 N/D

SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D

SW3 VLAN1 N/D N/D N/D




Continuacién Tabla 1

PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla 2: Asignacion de VLAN y de puertos
Dispositivo| VLAN Nombre Interf
az
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 : Todas las interfaces
Tabla 3: Asignacion de VLAN y de puertos
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100
Situacién

En esta actividad, demostrara y reforzard su capacidad para implementar NAT,
servidor de DHCP, RIPV2 vy el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las

pruebas de alcance deben realizarse a través de ping Unicamente.

Desarrollo de las Actividades

SW1 VLAN Yy las asignaciones de puertos de VLAN deben cumplir con la tabla

1.

= Procedemos a hacer la asignacion de VLANS y de puertos

Aplicamos el siguiente procedimiento, ejecutando el siguiente script

Switch>enable

Switch#configure terminal




Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 100

Switch(config-vlan)#name LAPTOPS

Switch(config-vlan)#exit

Switch(config)#vlan 200

Switch(config-vlan)#name DETOPS

Switch(config-vlan)#exit

Switch(config)#end

Switch#

Evidencia de la configuracion de las VLANS 100 y 200, comando show vlan
Imagen 2: Configuracién de las VLANS 100y 200
B syitch2 — O 4

Physical Config CL Attributes
I

105 Command Line Interface

[CE]
Switchfshow wlan

VLEN Name Status Ports
1 default active Fal/€, Fad/7, Fald/s,
Fal/9

Fal/10, Fad/ll,
Fa0/12, Fal/13

Fal/14, Fal/l5,
Fal/l€, Fal/s1l7

Fal/18, Fal/l3,
Fal/20, Fal/21

Fal/22, Fal/23,

Fal/24

100 LAPTOPS active Fad/2, Fal/s3
200 DETOPS active Fad/4, Fal/s5
1002 fddi-default active

1003 token-ring-default active

1004 fddinet-default active

1005 trnet-default active

VLAM Type SRID MTU Parent RingNo BridgeNo Stp BrdghMode

Transl Trans2

1 enet 100001 1500 - - - - - o]
a
100 enet 100100 1500 - - - - - o]
a
200 enet 100200 1500 - - - - - o]
a
1002 £ddi 101002 1500 - - - - - o]
a
1003 tzx 101002 1500 - - - - - o]
a

--Hore-- W




Asignamos las interfaces.

Ingresamos los comandos

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int range f0/2-3
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 100
Switch(config-if-range)#int range f0/4-5
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport acces vlan 200
Switch(config-if-range)#exit

Switch(config)#end

Evidencia de la configuracion de las interfaces, comando show vlan

Imagen 3: Configuracion de las interfaces

# Spitch2 - O *
Physical «Config CLI

105 Command Line Interface

T=1 T a1 oL IgulTE LI PN SUNSUAT &) CoiFoie

Swicchivr

Building senfiguratics. .
(o8]

SwitchiE

Swicchéshow wlan

Fal/ €, Fal/T, Fadss
Fa0/10, Fadsll, Fadsfia
, FaO/15, Fad/LlE
/12, Fal/1%, Fad 20
33, Fal/23, Fads24

100 LAFICES accive FadS2, Fady3

00  DETORS ackive Fadr4, Fadsh

1002 fddi-defaule acESumsug

1003 token=ring=defsult aTtSansup

1004 fddisner-defavle asefuasiug

1008 troec-defaulc AT ansup

VILAN Type SAID MIU Farent #inglic Bridgelic Stp BrdgHode Transl Transs
1 ansts LO0O0L 1800 - - - - - a

100 enes  LOOLOO 1500 = - - - - a o
200 anss LOOZ00 1500 - = = = = ] 1
1002 £ddi  LOL1003 1500 = = = = = Q 0
1003 ee L1003 1500 = = - - - a 0

==Hore== ] bt




Configuramos el Switch 3

Ingresamos el comando

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 1

Switch(config-vlan)#exit

Switch(config)#int range f0/1-24
Switch(config-if-range)#switchport mode access
Switch(config-if-range)#switchport access vlan 1
Switch(config-if-range)#exit

Switch(config)#end

Evidencia de la configuracion de las interfaces, comando show vian

Imagen 4: Configuracion de las interfaces

e

i # suitchl - o b
Physical Config CUI

105 Command Line Interface

—rTreT oY T
Suireki -
ASY5-6-00HFIG I: Configured from console by consols
wE
Building configuraticon. .

[o¥]
Switchishow vian
Fadsl Fa
Fald/5, FadfE,
Fals/%, FaldsrLd, FaldsfLl
Falsl3, Faldfld, FadsLls, Fad/fle
::' Falds1l7, Fadrlo, Fadsls, Fadslo
Fals21l, TaQr22, Fadrl3, Faldsils
1002 f£84i-defaule AEE/UARUR
1002 coken-ring-default ACE/UAEp
1004 fddinet-defaulsc ACE/UnEp
1005 sroet-defauls ATE/ UNsup
VLAH Typs SAID MTU  Dazent DingHe BeidgeWe Sep BodgMeds Transl Teansl
1 snat 100001 1500 - - - - - Q
1003 fddi 101003 1500 = = = = = 1] 0
1093 & 101003 1500 - - - ] i
1004 fdmese 101004 1500 = - - ises — ] 0
1005 cermac 101005 15030 - = = ibs - 1]
==Hore== ol

Copy Paste



= Los puertos dered que no se utilizan se deben deshabilitar.
Ejecutamos el comando
Switch#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int range f0/6-23
Switch(config-if-range)#shutdown
Switch(config-if-range)#exit

Switch(config)#end

Imagen 5: Deshabilita los puertos

& Switch3 - O X
Physical Config  CLI
I10S Command Line Interface
SLINE-5-CHRMGED: Interface FastEthernet0/l€, changed state to administratiwvely CJ
down
SLINE-5-CHRMGED: Interface FastEthernet(/1l7, changed state to administratiwvely
down
%LINE-5-CHANGED: Interface FastEthernet(/12, changed state to administratiwvely
down
SLINE-5-CHRNGED: Interface FastEthernet0/19%, changed state to administratiwvely
down
%LINE-5-CHRNGED: Interface FastEthernet0/20, changed state to administratiwvely
down
%LINE-5-CHRNGED: Interface FastEthernet(/21, changed state to administratiwvely
down
SLINE-5-CHRMGED: Interface FastEthernet0/22, changed state to administratiwvely
down
SLINE-5-CHRMGED: Interface FastEthernet(/23, changed state to administratiwvely
down
Switch{config-if-range)#
$LINE-5-CHAMNZED: Interface FastEthernet(/€, changed state to administratiwvely down
S LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthermetO/€, changed state to
down
W
Copy Paste

Todos los puertos quedan apagados

Switch 1



Ingresamos los commandos.

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int range f0/6-24

Switch(config-if-range)#shutdown
Switch(config-if-range)#exit

Switch(config)#end

Imagen 6: Deshabilita los puertos

F Switch2 — O x

Physical Config CLI

10S Command Line Interface

A
%LINE-5-CHRNGED: Interface FastEthernet0/12, changed state to administratiwvely
down
SLINE-5-CHANGED: Interface FastEthernet0/1l5, changed state to administratively
down
SLINE-5-CHRNGED: Interface FastEthernet0/20, changed state to administratiwvely
down
SLINE-5-CHANGED: Interface FastEthernet0l/21, changed state to administratively
down
SLINE-5-CHRNGED: Interface FastEthernet0/22, changed state to administratiwvely
down
SLINE-5-CHANGED: Interface FastEthernet0/23, changed state to administratively
down
SLINE-5-CHRNGED: Interface FastEthernet0/24, changed state to administratiwvely
down
Switch(config-if-range) fexit
Switch (config) end
Switch#
%5Y5-5-CONFIG _I: Configured from conscle by console
wE
Building configuration...
[OE]
Switchs] v

Copy Paste

Configuramos el Puerto 1, en el switch2y 3

Switch#configure terminal



Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#int f0/1

Switch(config-if)#switchport mode trunk

Switch(config-if)#exit

Switch(config)#end

Configuracion de IP R1, R2 y R3 conforme la tabla 1

= Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

- Configuracion R1

Comandos

Router#enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if)#ip address 200.123.211.2 255.255.255.0
Router(config-if)#exit

Router(config)#int s0/1/0

Router(config-if)#ip address 10.0.0.1 255.255.255.252
Router(config-if)#exit

Router(config)#int s0/1/1

Router(config-if)#ip addres 10.0.0.5 255.255.255.252
Router(config-if)#end

- Configuracion R2
Router>
Router>enable

Router#configure terminal



Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#int f0/0.100

R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#exit

R2(config)#int s0/1/0

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#exit

R2(config)#end

- Configuracion R3

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#int f0O/0

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#exit

R3(config)#int s0/0/0

R3(config-if)#ip address 10.0.0.6 255.255.255.252



R3(config-if)#exit

R3(config)#int sO/1/0

R3(config-if)#ip address 10.0.0.10 255.255.255.252
R3(config-if)#exit

Configuracién DHCP obteniendo informacién IPV4

= | aptop20, Laptop21, PC20, PC21, Laptop30, Laptop3l, PC30 y PC31
deben obtener informacion 1Pv4 del servidor DHCP.

Se validan que todos los equipos se encuentren en DHCP.

Imagen 7: Equipos en DHCP
¥ pcap - O b4

Physical Config Deskiop Programming Attributes

(® DHCP ) static &
IP Address 169.254.53.122

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPvE Configuration

() DHep () Auto Config @ Static

IPvE Address | | 1]

Link Local Address |FESD::201 BTFF:FE11:35TA

|
|
IPvE Gateway | |
|

IPvE DNS Server |

802.1X

[ use 802.1X Security
Authentication MD5
Username

Password




PC21

Imagen 8: Equipos en DHCP
B pc

Physical Config Desktop Programming Attributes.

(®) DHCP O static

IP Address 169.254 .48 162
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPvE Configuration

() DHCP () Auto Config (@) Static

Pv6 Address |

Link Local Address | FEB0:ZE0:FOFF:FEAE:30A2

IPwE Gateway |

IPv6 DNS Server |

802X

[ use 802.1X Security
Authentication MD5
Username

Password

Laptop20
Imagen 9: Equipos en DHCP
E Laptop20

Physical Config Desktop Programming Attributes

(® DHCP () static

IP Address 192.168.21.2
Subnet Mask 256.255.255.0
Default Gateway 192.168.1.1
DNS Server 0.0.0.0

IPv§ Configuration

) DHCP () Auto Config (®) Static

IPvé Address |

Link Local Address | FE&0::260:5CFF.FE0S: 8087

IPvE Gateway |

IPvG DNS Server |

802.1X

[ use 802.1X Security
Authentication MD5
Username

Passwaord




Laptop21
Imagen 10: Equipos en DHCP
® Laptop21 -

Physical Config Deskiop Programming Adftributes

® DHCP O static

IP Address 192.168.21.3
Subnet Mask 255.255.255.0
Default Gateway 192.168.1.1
DNS Server 0.0.0.0

IPvE Configuration

(O DHep (O Auto Config ®) static

IPVE Address | | ]

Link Local Address | FE&0::20A:F3FF.FES9:2A84

IPvE Gateway |

IPv6 DNS Server |

B02.1X

[ use 202 1X Security
Authentication MD5
Username

Password

PC30

Imagen 11: Equipos en DHCP

¥ pca —
Physical Config Deskiop Programming Aftributes.
(® DHCP O static
IP Address 169.254.210.230
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0
IPv5 Configuration
() DHCP (@ Auto Config () Static
IPvE Address 2001:D86::20C:85FF . FEGAD2EG /|64
Link Local Address FE&0::20C:85FF:FE6A:D2ES
IPvE Gateway FE&0::201 :63FF:FEES:6601
IPvE DNS Server
802.1X
[ use 802.1X Security
Authentication MD5
Username
Password




PC31

Imagen 12: Equipos en DHCP

® Laptop3t — O >
Physical Config Desktop Programming Aftributes
(@) DHCP () static L
IP Address
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DNS Server 0.0.0.0
IPvE Configuration
() DHCP (@ Auto Config () Static
IPv6 Address 2001:DB8::260:5CFF:FEDS:2719 164
Link Local Address FEB0::260:5CFF.FEDS:2719
IPvE Gateway FEB0::201:63FF.FEEB:6601
IPvE DNS Server
B02.1X
[ use 802.1X Security
Authentication MD3 i
Username
Password
v
Laptop30
Imagen 13: Equipos en DHCP
® Laptop3D - O X
Physical Config Desktop Programming Atftributes
(@ DHCP () static 6
IP Address 4.107.221
Subnet Mask
Default Gateway 0.0.0.0
DNS Server 0.0.0.0

IPvE Configuration

() DHCP

IPvE Address

Link Local Address

IPvE Gateway

IPv6 DNS Server

802.1X

[ use 802.1X Security
Authentication MD5
Username

Password

@ Auto Config

() static

2001:DB&::201:96FF:FE41:6BDD I |64

FE&0::201:96FF :FE41:6BDD

FE80::201:63FF :FEES:6601




Laptop31

Imagen 14: Equipos en DHCP

B pca
Physical Config Desktop Programming Aftributes
(® DHCP () Static
IP Address 169.254.220.101

Subnet Mask

Default Gateway 0.0.0.0

DMS Server 0.0.0.0

IPvE Configuration

O DHep ® Auto Config O Static
IPvE Address 2001:088::202:16FF:FEAS:DCES
Link Local Address FEB0::202:16FF .FEAS:DCES

IPvE Gateway FEB0::201:63FF:F

IPvE DNS Server

802.1X

[ use 802.1X Security
Authentication MDS
Username

Password

Configuraciéon NAT

= R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4
publica. Asegurese de que todos los terminales pueden comunicarse con
Internet publica (haga ping a la direccion ISP) y la lista de acceso estandar

se llama INSIDE-DEVS.

Procedemos a crear el NAT con sobrecarga y para ello configuramos el R1

R1#enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int sO/1/1
R1(config-if)#ip nat inside
R1(config-if)#exit
R1(config)#int s0/1/0



R1(config-if)#ip nat inside
R1(config-if)#exit
R1(config)#int sO/0/0
R1(config-if)#ip nat outside
R1(config-if)#exit

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255
R1(config)#ip nat inside source list 1 interface s0/0.0 overload
%Invalid interface number (Slot is empty)

R1(config)#ip nat inside source list 1 interface s0/0/0 overload
R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#

R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.0.0.0

R1(config-router)#exit

R1(config)#end

Validamos la configuracién de translacién de configuracién, con el comando
show ip nat translation

Imagen 15: Translacién de configuracion

¥ Routerl - O >

Physical Config CL Adtributes
I

105 Command Line Interface

BEl=enable ~
Rlgshow ip nat translation

Pro Inside glokal Inside local Cutside local Cutside
glokal

tep 200.123.211.1:80 192.1€8.30.6:80 - -—=

Rl#



Validamos que haya una ruta estatica configurada mediante el comando
show ip nat statistics

Imagen 16: Ruta estéatica

¥ Routerl — O x

Physical Config CLI Attributes
|

105 Command Line Interface

Rlgshow ip nat statistiecs -~
Total translations: 1 (1 static, 0 dynamic, 1 extended)

Cutside Interfaces: Seriald/O0/0
Inside Interfaces: Serialld/1l/0
Hits: 0 Misses: 114

Expired translations: 0

Dynamic mappings:

Rl

Serialdys1l/1

"

Configuraciéon Ruta Estatica

= R1 debe tener una ruta estatica predeterminada al ISP que se configuré
y que incluye esa ruta en el dominio RIPv2.

Ya se configuro el dominio RIPv2. mediante el comando; en el R1
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#network 10.0.0.0

R1(config-router)#exit

R1(config)#end

Y la ruta estatica



Imagen 17: Ruta estéatica en el dominio RIPv2

Rl#show ip nat statistics

Total translations: 1 (1 static, 0 dynamic, 1 extended)

Cutside Interfaces: Seriald/ 0,0

Inside Interfaces: Seriald/s1/0 , Seriald/ 171

Hits: 0 Misses: 0O

Expired translations: 0

Dynamic mappings:

n1g v

Copy Paste

Configuracién del Servidor DHCP en R2

= R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

Se configura mediante el comando

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit.

Imagen 18: conectados al puerto FastEthernet0/0.



& R2 - O X
Physical Config CLI
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]
Rirenable
Rigconfigure terminal
Enter configuration commands, one per line. End with CHIL/Z.
R2 (config) #ip dhcp excluded-address 10.0.0.2 10.0.0.%
B2 ({config) g#ip dhcp pool INSIDE-DEVS
R2 (dhcp-config) fnetworks 152 .1e2.20.1 255.255.255.0
% Invalid input detected at """ marker.
R2 (dhcp—config) gnetwork 152 _1€8_20.1 255_255_255.0
B2 (dhep-config) gnetworsDHCPD-4-PING CONFLICT: DHCP address conflict: Server
pinged 1%2.1€2.20.1.
% Incomplete command.
R2 (dhcp-config) fnetwok 152.1€2.21.1 255.255.255.0
% Invalid input detected at '*~' marker.
R2 (dhcp—config) gnetwork 152 _1€8_.21.1 255_255_255.0
B2 (dhecp-config) gdefault-router 152 .1€8.1.1
B2 (dhep-config) gdns—-server 0.0.0.0
B2 (dhep-config) gexit
B2 (config) §%DHCPD-4-PING CONFLICT: DHCP address conflict: server pingeﬂ
132.1g28.21.1.
W
Copy Paste

Ruta entra las VLAN 100y 200

= R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100y 200.

Se habilita la VLAN 100 con la direccion 192.168.20.1 255.255.255.0 y la VLAN
200 192.168.21.1 255.255.255.0



Imagen 19: Ruta entre las VLAN 100 y 200.
& R2 - ] *
Physical Config CLI

105 Command Line Interface

LAgE T LS LT P A
% Incomplete command.
R2 (dhep-config) énetwok 152.1€2.21.1 255.255.3255.0
% Invalid input detected at '~'" marker.
B2 (dhcp-config) fnetwork 152.1623.21.1 255.255.255.0
dhep-config) §default-router 132 1658.1.1
dhep-config) ¢dns—-server 0.0.0.0
dhep-config) fexic
E config) §%DHCPD-4-PING CONFLICT: DHCP address conflict: server pinged
152.1€8.21.1.
config) #int vlan 100
B2 (config-if) #ip address 182 _1€8_.20_.1 255_3255_255.0
% 1%2.1€8.20.0 owverlaps with FastEthernetd/0.100
B2 (config-if) fexitc
RZ (config) #int wlan Z00
config-if)#ip address 152.1€2.21.1 255.255.255.0
% 192.1€8.21.0 owverlaps with FastEthernet0/0_.200
RZ ({config-if) #exit
config) #end
R2g
55YS-5-CONFIG_I: Configured from consocle by console
RIgwr
Building configuration. ..
[OK]
ket w

Copy Paste

= El Servidor0Q es s6lo un servidor IPv6 y solo debe ser accesibles para
los dispositivos en R3 (ping).

Se configura el servidor 0 dejandolo en DHCP, y se procede a realizar una
prueba mediante un equipo.



¥ Serverd - O

Physical Config Services Programming Attributes
(® DHCP (O Static
IP Address 169.254.71.144

Subnet Mask 255.255.0.0

Default Gateway

DNS Server

IPvE Configuration

() DHCP (® Auto Config O static

IPvE Address 2001:D

Link Local Address FES0::280:2BFF:FETT:4750

IPvE Gateway

IPvE DNS Server

802.1X

[ use 2802.1X Security

Authentication

Username

Password

Se ejecuta un ping mediante el servidor y el PC30

e

Physical Config Services Programming Attributes

VER Command Line 1.0

4.210

4 _210.: =¥ time<lms
254 _210.2: Yt } time<lms
254 _210.: yhe: time=1lms

Ping statistics £
Packets: Sent




Imagen 22.: Ping servidor y el PC30

Realtime J
Fire Last Status Source Destination Type Color  Time(sec) Periodic  MNum
e Successful PC31 Server ICMP 0.000 M 0
o Successful Laptop... Serverd ICMF . 0.000 N 1
o Sucu:.es,sful Laptop... Serverd ICMF . 0.000 N .

Configuracién (dual-stack

= La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31,
de PC30 y obligacion de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPV6.

Se colocan los equipos en DHCP para IPv4 y IPV6 identificado en las imagenes de
la7alal4

Imagen 23.: replicada de la imagen 13 Equipos en DHCP para IPv4 e IPv6

B serverd - O X
Physical Config Services Desktop Programming Attributes
(® DHCP () static ~
IP Address

Subnet Mask
Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPvE Configuration

() DHCP (® Auto Config () static

IPvS Address 2001:DB8::250:2BFF-FETT 4750 ! |64
Link Local Address FE&0::280:2BFF.FETT 4750

IPvE Gateway FEB0::201:63FF:FEEB:6601

IPvE DNS Server

BOZAX

[ use 802.1X Security
Authentication MD5
Username

Password




Configuracion R3 dual-stack a la interfaz FastEthernert 0/0

= |ainterfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4
e IPv6 configuradas (dual- stack).

Se configura la direccién ipv4 e ipv6 en FastEthernet 0/0 ingresando los
comandos.

R3>enable

R3#configure terminal

R3(config)#ipv6 unicast-routing

R3(config)#int fO/0

R3(config-if)#ipv6 enable

R3(config-if)#ip address 192.168.30.1 255.255.255.0
R3(config-if)#ipv6 address 2001:db8::9¢c0:80f:301/64
R3(config-if)#no shutdown

Configuraciéon RIP en los Routers

= R1, R2y R3intercambian informacion de routing mediante RIP version 2.
Se procede a configurar cada RIP Version 2, en cada uno de los routers.
R1

R1>enable

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/1/0

C 10.0.0.4/30 is directly connected, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0



R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#end

R2

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#route rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0

R2(config-router)#network 10.0.0.8

R2(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/1/0

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200
R2(config-router)#end

R3

R3#enable

R3#configure terminal

R3(config)#route rip

R3(config-router)#version 2

R3(config-router)#network 10.0.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#show ip route connected

C 10.0.0.4/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/1/0

C 192.168.30.0/24 is directly connected, FastEthernet0/0
R3#end



Tablas de enrutamiento en los Routers

= R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta
predeterminada desde R1.

Cada uno ya tiene el protocolo activo en cada router por medio de rip v2, y
adicionamos la direccion en la configuracion manual del RIP ( 200.123.211.0)

R1

Imagen 24.: Ruta predeterminada R1

? Routerl — O e

Physical Config CLI

GLOBAL RIP Routing (v2)
Settings
Network |

Algorithm Settings
ROUTING Add
Static Metwork Address
RIP
SWITCHING
VLAN Database
INTERFACE
FastEthernet0/0
FastEthernet0/1
Serial0/0/0
Serial0/0/1
Serial0/1/0
Serial0/1/1 Remove

10.0.0.0

Eguivalent 105 Commands

Rl=enakle

Rl#configure terminal

Enter configuration commands, one per lime. End with CHNIL/Z.

Bl (config) #router rip

Rl ({config-router)fnetwork 200.123.211.0

Bl (config-router) g hd




Imagen 25.: Ruta predeterminada R2
#® R

Physical Config CLI

SLOBAL RIP Routing (v2)
Settings

Algorithm Settings Network |

ROUTING Add

Static Network Address
RIP 3

SWITCHING
WLAN Database 200.123.211.0
INTERFACE
FastEthernet0/0
FastEthernet0/1
Serial0/0/0
Serial0/1/0

10.0.0.0

Remove

Equivalent 105 Commands

configure terminal

nter configuration commands,
config) router rip

config-router) gnetwork 2

config-router) §

one per linme. End with CNTL/Z.

123.211.0

Imagen 26.: Ruta predeterminada R3

’f Router3

Physical Config CLI

GLOBAL :
- RIP Routing (v2)
Settings Neb K |
Algorithm Settings etwor
ROUTING

Add

Static Network Address
RIP

SWITCHING
VLAN Database 192.168.30.0
INTERFACE
FastEthernet0/0
FastEthernet0/1
Serial0/0/0
Serial0/1/0

10.0.00

200.123.211.0

Remove

Equivalent [0S Commands

Building configuratiocn... BN
[OK]

R3t

R3fconfigure terminal

Enter configuration commands,
R3(config) #router rip

R3 (config-router) fnetwork 200
R3 (config-router) §network 152.
R3 (config-router)$

one per line. End with CNTL/Z.

o




Imagen 27.: Conectividad de los terminales

= Verifique la conectividad. Todos los terminales deben poder hacer ping
entre si y a la direccion IP del ISP. Los terminales bajo el R3 deberian

poder hacer IPv6-ping entre ellos y el servidor.

REALIZAMOS LAS PRUEBAS

Imagen 27.: Conectividad de los terminales

Realtime |

Fire Last Status Source Destination Type Color  Time(sec) Periodic  MNum ™
(e Successful PC31 Server( ICMP 0.000 M 0
e Successful Laptop... Serveri ICMP . 0.000 M 1
o Suu:u:-essful Laptop... Serveri ICMP . 0.000 M 2 v

£ >

Procedemos a hacer ping , desde un equipo a un route

Imagen 28.: Ping de Laptop 31 a Route
i
&

Physical Config Deszktop Programming Attributes
]

Command Prompt

from
from
from

from 2

= Fr

Ping statistics for 2001:

imate
HMinimum




ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogoté y Buenos Aires, en donde el estudiante seré el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demdas aspectos que forman
parte de la topologia de red.

g lnternet 0 192.168.30.0/24 |  Administracidn
\ ) 40 192.16340.0/24 | Mercadeo
209.165.200.230 200 | 192.168.200.0/24 | Mantenkniento |

10.10.10.10/32

172.31.23,0130

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3



Imagen 30.: Simulacién de la red

i y
PCRFT
IM ET -

- Server-PT
- Server0

1941 = 1941
BOGOTA MIaMI Router3
BUENOS AIRES

PC-A PC-C

Configuracién Topologia de la red

1. Configurar el direccionamiento IP acorde con la topologia de red para cada uno
de los dispositivos que forman parte del escenario

Se procede a configurar los dispositivos con la siguiente informacion donde debe
estar en modo estatico.

EQUIPO DE INTERNET
IP ( Publica )= 209.165.200.230



Mascara de Red: 255.255.255.0
Gateway: 209.165.200.225

Imagen 31.: Configuracion de equipos

'? INTERMET
Phys=ical Config Deskiop Programming Attributes
I
IP Configuration
Interface FastEthernetd

IP Configuration

() DHCP (@) Static

IP Address |2IJB.1&E-.2IJIJ.23EI

Subnet Mask

255.255.255.0

Default Gateway |2IIIB.1EE-.2IIIIII.225
DNS Server [0.0.0.0
SERVIDOR

IP=10.10.10.10
Mascara de Red: 255.255.255.0

Gateway: 10.10.10.1

Imagen 32.: Configuracién de equipos

@ Server(

Phyzical Config Services Desktop Programming Attributes
I

IP Configuration

IP Configuration

i) DHCP (® Static

IP Address 10.10.10.10
Subnet Mask 255.0.0.0
Default Gateway 10.10.10.1
DNS Server 0.0.0.0




Configuramos los Router y para ello nombraremos R1, R2 y R3 y aplicamos las
debidas configuraciones, colocamos la interfaz y las subinterfaces desde el
siguiente script.

Tabla 4.: Script configuracién Routers

R1 R2 R3

Router>enable Router>enable Router>enable
Router#configure Router#configure terminal | Router#configure terminal
terminal Router(config)#host Miami | Router(config)#host
Router(config)#host Miami(config)#inter 100 Buenos_Aires

Bogota Miami(config- Buenos_Aires(config)#inter
Bogota(config)#inter | if)j#description Webserver | lo4

s0/0/0 Miami(config-if)#ip addr

Bogota(config-if)#ip 209.165.200.229 Buenos_Aires(config-if)#ip
address 172.31.21.2 | 255.255.255.248 addr 192.168.4.1
255.255.255.252 Miami(config-if)#no 255.255.255.0
Bogota(config)#no shutdown Buenos_Aires(config-
shutdown Miami(config-if)#inter if)#inter lo5

Bogota(config)#end s0/0/0
Miami(config-if)#ip addr | Buenos_Aires(config-if)#ip

172.31.23.1 addr 192.168.5.1
255.255.255.252 255.255.255.0
Miami(config-if)#no Buenos_Aires(config-
shutdown if)#inter lo6
Miami(config-if)#inter

s0/0/1 Buenos_Aires(config-if)#ip
Miami(config-if)#ip addr | addr 192.168.6.1
172.31.21.1 255.255.255.0
255.255.255.252 Buenos_Aires(config-
Miami(config-if)#no if)#inter s0/0/1

shutdown Buenos_Aires(config-if)#ip
Miami(config-ify#end address 172.31.23.2

255.255.255.252
Buenos_Aires(config-if)#no
shutdown
Buenos_Aires(config-
if)y#end




Tabla 5.: Script configuracién Switches

Configuramos los Switches con las direcciones asignadas.

S1 S3

Switch>enable Switch>enable
Switch#configure terminal Switch#configure terminal
Enter configuration commands, one per | Switch(config)#host S3

line. End with CNTL/Z. S3(config)#vlan 99
Switch(config)#host S1 S3(config-vlan)#inter vian 99
S1(config)#vlan 99 S3(config-if)#ip addr 192.168.99.3
S1(config-vlan)#inter vian 99 255.255.255.0

S1(config-if)# S3(config-if)#end
Sl(config-if)#ip addr 192.168.99.2

255.255.255.0

S1(config-if)y#end

Configuracién protocolo de enrutamiento OSPFv2

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios

OSPFv2 area 0

Tabla 6.: Configuration Item or Task

Configuration | Specification
Item or Task

Router I DR1 |1.1.1.1

R1 Bogota#enable

R1_Bogota#configure terminal
R1_Bogota(config)#router ospf 1

R1 Bogota(config-router)#router-id 1.1.1.1

0
R1_Bogota(config-router)#

from area 3to area 0

R1 Bogota(config-router)#network 172.31.21.0 0.0.0.3 area

00:20:08: %OSPF-6-AREACHG: 172.31.21.0/0 changed




R1_Bogota(config-router)#network 192.168.30.0 0.0.0.3
area 0

R1_Bogota(config-router)#network 192.168.40.0 0.0.0.3
area 0

R1_Bogota(config-router)#network 192.168.30.0 0.0.0.255
area 0

R1_Bogota(config-router) #network 192.168.40.0 0.0.0.255
area 0

R1_Bogota(config-router) #network 192.168.200.0 0.0.0.255
area 0

R1_Bogota(config-router) #end

R1_Bogota#write

Router ID R2

R2_Miami>enable

R2_Miami#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

R2_Miami(config)#router ospf 1
R2_Miami(config-router)#router-id 5.5.5.5

OSPF: router-id 5.5.5.5 in use by ospf process 5
R2_Miami(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2_Miami(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2_Miami(config-router)#network 10.10.10.0 0.0.0.255 area
0

R2_Miami(config-router)#int s0/0/1
R2_Miami(config-if)#bandwidth 256
R2_Miami(config-if)#exit

R2_Miami(config)#exit

R2_Miami#

%SYS-5-CONFIG_I: Configured from console by console
R2_Miami#write

Building configuration.

Router ID R3

R3_Miami#enable

R3_Miami#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

R3_Miami(config)#host R3_Buenos_Aires
R3_Buenos_Aires(config)#router ospf 1
R3_Buenos_Aires(config-router)#router-id 8.8.8.8

R3_Buenos_Aires(config-router)#network 172.31.23.0
0.0.0.3 area 0
R3_Buenos_Aires(config-router)#network 192.168.4.0

0.0.0.255 area 0




Configurar
todas
interfaces
LAN como
pasivas

las

R3_Buenos_Aires(config-router)#passive

% Incomplete command.
R3_Buenos_Aires(config-router)#passive-interface 104
R3_Buenos_Aires(config-router)#passive-interface 105

R3_Buenos_Aires(config-router)#passive-interface 106
R3_Buenos_Aires(config-router)#auto-cost reference-
bandwidth 9500

R3_Buenos_Aires(config-router)#int s0/0/1
R3_Buenos_Aires(config-if)#bandwidth 256
R3_Buenos_Aires(config-if)#exit
R3_Buenos_Aires(config)#end

R3_Buenos_Aires#

%SYS-5-CONFIG_I: Configured from console by console
R3_Buenos_Aires#write

Building configuration...

[OK]
Establecer el
ancho de | 256 Kb/s
banda para | R1_Bogota>enable
enlaces R1_Bogota#configure terminal
seriales en Enter configuration commands, one per line. End with
CNTL/Z.
R1_Bogota(config)#int s0/0/0
R1 Bogota(config-if)y#bandwidth 256
R1_Bogota(config-if)#exit
R1_Bogota(config)#end
R1_Bogota#
%SYS-5-CONFIG_I: Configured from console by console
R1_Bogota#write
Building configuration...
Ajustar el | 9500
costo en la
métrica de | R1_Bogota>enable
S0/0 a R1_Bogota#configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

R1_Bogota(config)#router ospf 1

R1 Bogota(config-router)#auto-cost

9500

reference-bandwidth




% OSPF: Reference bandwidth is changed.
Please ensure reference bandwidth is consistent across
all routers.
R1_Bogota(config-router)#exit
R1_Bogota(config)#end
R1_Bogota#
%SYS-5-CONFIG_I: Configured from console by console
R1_Bogota#write
Building configuration...
[OK]

Verificar informacion de OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Imagen 33: Informacién de OSPF
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105 Command Line Interface

Rl Bogotarenable

Rl Bogotafconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
R1l_Bogota(config)fip route

% Incomplete command.

Rl _Bogota{config) #show ip

% Invalid input detected at "' marker.

Rl _Bogotalconfig)#

Rl_Bogota (config) gend

Rl _Bogota#

%5¥5-5-CONFIG I: Configured from console by console

Rl Bogota#show ip route
Codes: L - local, C - connected, 5 - static, B - RIP, M - mokile, B - BGEP
D - EIGRP, EX - EIGRP external, O - O5FPF, I& - OS5PF inter area
N1 - OS5PF MS5R external type 1, N2 - OS5PF MN35R external type 2
El - O5PF external type 1, EZ - 0O5PF external type 2, E - EGP
i - I5-I5, L1 - I5-I5 level-l, L2 — I5-IS lewel-2, ia - I5-I5 inter area
* - candidate default, U - per-user static route, o — QDR
P - periodic downloaded static route

Zateway of last resort is not set
172.31.0.0/1¢ is wariably subnetted, 2 subnets, 2 masks

172.231.21.0/30 is directly connected, Seriallds0/ 0
L 172.31.21.2/32 is directly connected, Seriallds0/ 0

Ly]




Imagen 34: Informacion de OSPF

LA

Phy=ical Config CL Attributes

105 Command Line Interface

Rl Bogota#
Rl Bogotag
Rl Bogotag
Rl Bogota#
Rl Bogotagshow ip protocols

REouting Protocol is "ospf 17

Bouter ID 1.1.1.1

Haximum path: 4
Bouting for Metworks:
172.31.21.0 0.0.0.3 area 0O
152 1€2.30.0 0.0.0.23 area 0
152 152 .40.0 0.0.0.3 area 0
152 .1e%.30.0 0.0.0_.255 area O
152 165 .40.0 0.0.0_.255 area 0O
192 .1e2.200.0 0.0.0.255 area 0O
Bouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:2g:-43
Distance: (default is 110)

Bl Bogotaf

Cutgoing update filter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set

Number of areas in this router is 1. 1 normal 0 stuk 0 nssa

Ctri+F& to exit CLI focus Copy

Paste




Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface

Imagen 35: Informacion costo de cada interface

S
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Physical Config CcU Aftributes

10S Command Line nterface

RZ_Miami>enable
RZ_Miamigshow ip route
Codes: L - local, C = connected, § - static, R -~ RIP, M - mobile, B =~
2GP
D - EIGRP, EX = EIGRP external, O - OSPF, IA - OSPF inter area
Nl - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
i - IS-1Is8, L1 - 1S-1IS level-l, L2 - 1S5-1S level-2, ia - I8-1§
inver area
4 - candidate default, U - per-user static route, © - CDR
P - periocdic downloaded static route

Gateway of last resort is not sev

172.31.0.0/1§ is variably subnetted, 2 subnets, 2 masks

c 172.31.23.0/30 is directly connected, Seriall/90/0

L 172.31.23.1/32 is directly connected, Seriall/0/0
205.1€5.200.0/24 is variably subnetted, 2 subnets, 2 masks

c 2095.1€5.200.224/29 is directly connected, Loopback(

L 209.1€5.200.225/32 is directly connected, Locopback?

R2 Miamigl v




Imagen 36: Informacion costo de cada interface
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10S Command Line Interface

RZ_Miamigshow ip protocols

Routing Prozocol is “ospf 5"
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Roucer ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
192.1€2.30.0 0 area 0
192.1€8.40.0 0
152.1€2.30.0 0.
182.1€8.40.0 0O
152.1€8.200.0 0.9.0.355 azea 0
Routing Information Sources:
Cazeway Diszance Last Update
5.5.5.5 110 00:2€:30
Distance: (default is 110)

Routing Protocel £s "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update filcer list for all interfaces is NOT ST
--Moze-- | v

* Visualizar el OSPF Process ID, Router ID, Address summarizations Routing
Networks, and passive interfaces configuradas en cada router.



Imagen 37: Informacion configurada en cada Route

¥ Router3

Physical Config CLI Aftributes
|

105 Command Ling Interface

E3_Buenos_Airesrenable
B2 Buenos_Riresfshow ip route

BEE

i - I5-I5, L1 - IS-I5 lewel-1l, Lz - IS5-I5 lewel-2
inter area

P

Codes: L — local, C - connected, 5 - static, R - RIP, M - mobile, B -

0 - EIZRP, EX - EIZRP extermnal, O - O5PF, IA - OS5PF inter area
N1 - OS5PF N55L external type 1, N2 - O5PF HN55R external type 2
El - O5PF extermal type 1, EZ2 - O5PF external type Z, E - EGP
ia - I5-IS

* — rcandidate default, U - per-user static route, o - QDR
P - periodic downloaded static route
Fateway of last resort is not set
152 .1€23.4_.0/24 is wvariably subnetted, 2 subnets, 2 masks
c 152 .1e23.4.0/24 is directly connected, Loopbackd
L 152 .168_4_.1/32 is directly connected, Loopbackd
152 _.1€8.5.0/24 is wariably subnetted, 2 subnets, 2 masks
c 152 .1€83.5.0/24 is directly connected, Loopbackb
L 152 . 1€8_.5.1/32 is directly connected, Loopbacks
152 .1€8.€.0/24 is wvariably subnetted, 2 subnets, 2 masks
c 152 .1€83.6.0/24 is directly connected, Loopbacke
L 152 .168_.6.1/32 is directly connected, Loopbacke
B3 Buenos AirEEﬂ
Ctri+F& to exit CLI focus Copy Paste




Imagen 38: Informacion configurada en cada Route
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152 .1e8.6.0/24 is wariably subnetted, 2 subnets, 2 masks ~
c 152 .1€2.€.0/24 is directly connected, Loopbacke
L 152 .1e8.6.1/32 is directly connected, Loopbacke

B3 _Buenos_Riresfshow ip protocols

Routing Protocol is "ospf 1"
Cutgoing update filter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Router ID 8.8.8.8
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
HMaximim path: 4
Routing for Wetworks:
172.21.23.0 0.0.0.3 area 0
152.1e8.4.0 0.0.0_.255 area 0
Passive Interface(s):
Loopkbackd
Loopkbacks
Loopbacke
Routing Information Sources:
Fateway Distance Last Update
g.8.8.8 110 a0:-08:08
Distance: (default is 110}

B3 Buencos Riresg b

Ctrl+F& to exit CLI focus Copy Paste

Configuracion VLANS en los Switches

3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

S1
S1>enable

S1#configure terminal



Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40

S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200

S1(config-vlan)#name Mantenimiento
S1(config-vlan)#int vlan 200

S1(config-if)#ip add 192.168.200.2 255.255.255.0
S1(config-if)#ip default-gateway 192.168.200.1
S1(config)#int fO/3

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int f0/24

S1(config-if)y#switchport mode trunk
S1(config-if)y#switchport trunk native vlan 1
S1(config-if)#int range f0/2,f0/4-23,90/1-2
interface range not validated - command rejected
S1(config)#int range f0/2,f0/4-23,90/1-2

interface range not validated - command rejected
S1(config)#int fO/1

S1(config-if)y#switchport access vlan 30
S1(config-if)#int range f0/2,f0/4-23,90/1-2
interface range not validated - command rejected
S1(config)#shutdown

Sl#write



S3

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name administracion
S3(config-vlan)#vlan 40

S3(config-vlan)#name mercadeo
S3(config-vlan)#vlan 200

S3(config-vlan)#name mantenimiento
S3(config-vlan)#exit

S3(config)#int vilan 200

S3(config-if)#ip add 192.168.200.3 255.255.255.0
S3(config-if)y#no shutdown

S3(config-if)#ip default-gateway 192.168.200.1
S3(config)#int f0/3

S3(config-if)y#switchport mode trunk
S3(config-if)y#switchport trunk native vlan 1
S3(config-if)#int range f0/2, f0/4-24, g0/1-2
interface range not validated - command rejected
S3(config)#int fO/1

S3(config-if)y#switchport access vian 40
S3(config-if)#int range f0/2, f0/4-24, g0/1-2
interface range not validated - command rejected

S3(config)#shutdown



4. En el Switch 3 deshabilitar DNS lookup

Imagen 38: Deshabilitado el DNS lookup
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S3genable

S3fconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
53 ({config) #no ip domain-loockup

53 (config) #exit

53¢

5. Asignar direcciones IP a los Switches acorde a los lineamientos.
6.

Tabla 7.: Script asignacion de las direcciones IP a los Swiches

Switch Script

S1
S1(config-vlan)#int vian 200

S1(config-if)#ip add 192.168.200.2
255.255.255.0

S3(config-if)#no shutdown

S3
S3(config)#int vlan 200

S3(config-if)#ip add 192.168.200.3
255.255.255.0

S3(config-if)# no shutdown




Configuracion de las direcciones IP a los Switches

7. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

8.

Tabla 8: Desactivacion de las interfaces

Script

S1
Sl1>enable

S1#configure terminal

S1(config) int range
S1(config-if)#int range f0/2,f0/4-23
S1(config)#shutdown

S3 S3>enable

S3#configure terminal

S3(config) int range
S3(config-if)#int range f0/2,f0/4-24
S3(config)#shutdown

Implement DHCP and NAT for IPv4

R1 Bogota>enable

R1 Bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1 _Bogota(config)#ip dhcp excluded-address 192.168.30.2 192.168.30.32
R1 Bogota(config)#ip dhcp excluded-address 192.168.40.2 192.168.40.32
R1 Bogota(config)#ip dhcp pool ADMINISTRACION

R1 Bogota(dhcp-config)#network 192.168.30.0 255.255.255.0

R1_Bogota(dhcp-config)#default-router 192.168.30.1

R1 Bogota(dhcp-config)#dns-server 10.10.10.11

R1 Bogota(dhcp-config)#ip dhcp pool MERCADEO

R1 Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
R1_Bogota(dhcp-config)#default-router 192.168.40.1

R1 Bogota(dhcp-config)#dns-server 10.10.10.11



R1_Bogota(dhcp-config)#ip domain-name ccna-unad.com
R1_Bogota(config)#exit
R1_Bogota#write

Configuracion servidor DHCP

9. Configurar R1 como servidor DHCP para las VLANs 30y 40.

Imagen 39: Configuracion servidor DHCP

L
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Rl Bogotarenable
Rl Bogotafconfigure terminal
Enter configuration commands,
Bl Bogotal(config)gint gl/s1.30
Rl Bogota(config-subif) fencapsulation dotlg 20
Rl Bogotal{config-subif)#gip add 152 .1€2.30.1 255.255.255.0

one per line. End with CHTIL/Z.

% Invalid input detected at marker.

Rl Bogotalconfig-subif)dip add 152 .1€2.30.1
Rl Bogota(config-subif)fint glO/1l.40

El Bogotal(config-subif)fencapsulation dotlg
Rl Bogotalconfig-subif)fip add 152.1€5.40.1
Rl Bogotal{config-subif)#int gl/1

Rl Bogotal{config-if)gno shutdown

Rl Bogotal{config-if)#

SLINE-5-CHRNZED: Interface FigabitEthernetl/l, changed state to up

5 LINE-5-CHANGEED:

% LINE-5-CHLNEED:

Interface GFigabitEthernetd/1_30,

Interface GigabitEthernet0/1.40,

changed state to up

changed state to up

v




10.Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.

Tabla 9: Script reserva para configuracion estatica

Configurar DHCP pool para | Name: ADMINISTRACION
VLAN 30 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
Configurar DHCP pool para | Name: MERCADEO

VLAN 40 DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 30

R1_Bogota>enable

R1_Bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1_Bogota(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1_Bogota(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
R1 _Bogota(config)#ip dhcp pool administracion

R1 Bogota(dhcp-config)#Network 192.168.30.0 255.255.255.0
R1_Bogota(dhcp-config)#default-router 192.168.30.1

R1 Bogota(dhcp-config)#dns-server

% Incomplete command.

R1 Bogota(dhcp-config)#dns-server 10.10.10.11

R1 Bogota(dhcp-config)#domain-name cchaunad.com

Configurar DHCP pool para VLAN 40

R1_Bogota(dhcp-config)#ip dhcp pool mercadeo



R1_Bogota(dhcp-config)#network 192.168.40.0 255.255.255.0
R1_Bogota(dhcp-config)#default-router 192.168.40.1
R1_Bogota(dhcp-config)#dns-server 10.10.10.11
R1_Bogota(dhcp-config)#domain-name ccnaunad.com
R1_Bogota(dhcp-config)#end

R1_Bogota#

%SYS-5-CONFIG_I: Configured from console by console
R1_Bogota#write

Configuracion NAT

10.Configurar NAT en R2 para permitir que los host puedan salir a internet

Imagen 40: Configuracion del NAT
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el
R2_Miamirenable
RE._Hiami#ccnfig'ure terminal
Enter configuration commands, one per line. End with CHNTL/Z.
B2 Miami (config)f#ip nat inside source static 10.10.10.10
20%.1€5.200.225
RE_Hiami ({config) #interface gl/0
B2 Miami (config-if)#ip nat outside
B2 Miami (config-if)#interface g/l
B2 _Miami (config-if)#ip nat inside
B2 Miami (config-if)$
B2 Miami (config-if)fend
B2 Miamig
S5Y5-5-CONFIG I: Configured from conscle by comsole
RZ Miamifwrite
Building configuration...
[CE]
B2 Miamig| v

Ctri+F& to exit CLI focus Copy Paste



Propuesta de listas de acceso

11.Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir tréfico desde R1 o R3 hacia R2.

R1_Bogota>enable

R1_Bogota#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1_Bogota(config)#access-list 1 permit 192.168.20.0 255.255.0.0
R1_Bogota(config)#interface serial 0/0/0
R1_Bogota(config-if)#access-list 1 permit 192.168.10.0 255.255.0.0
R1_Bogota(config)#interface serial 0/0/0
R1_Bogota(config-if)#exit

R1_Bogota(config)#end

R1_Bogota#

%SYS-5-CONFIG_I: Configured from console by console
R1_Bogota#write

12.Configurar al menos dos listas de acceso de tipo extendido o nombradas a su
criterio en para restringir o permitir trafico desde R1 o R3 hacia R2

R2_Miami>enable

R2_Miami#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2_Miami(config)#access-list 101 permit icmp any any echo-reply
R2_Miami(config)#interface g0/0

R2_Miami(config-if)#ip access-group 101 in
R2_Miami(config-if)#ip access-group 101 out
R2_Miami(config-if)#exit



R2_Miami(config)#end

R2_Miami#

%SYS-5-CONFIG_I: Configured from console by console
R2_Miami#write

Building configuration... [OK]

Verificacion de Comunicacion y redireccionamiento

13. Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute

Imagen 41: Configuracion servidor DHCP
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B2 Miami*enable

B2 _Miamigconfigure terminal

Enter configuration commands, one per line. End with CNIL/Z.
RZ_Miami (config)fexit

R2 Miamig

%5Y5-5-CONFIG_I: Configured from console by conscole

B2 Miamigshow access-list 1
B2 _Miamigfshow access-list
Standard IP access list INTERNET

20 permit 172.31.0.0 0.0.255.255%5
Extended IPF access list 101

10 permit icmp any any echo-reply

RZ Miamig] v

Ctri+F6 to exit CLI focus Copy Paste

(] Top




Ping equipo A a internet

Imagen 42: Ping entre equipos

o]
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Ping equipo C hasta el servidor

Imagen 43: Configuracion entre equipos




CONCLUSIONES

En el presente trabajo se desarrollaron las siguientes las actividades practicas del
curso de CCNA , lo cual aprendimos diferentes configuraciones en los router y
switches como por ejemplo en la red se asignaron las vlans de acuerdo a la tabla 1,
se deshabilitaron los “puertos no utilizados se configuraron los equipos para que las
Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31 obtengan
informacion IPv4 del servidor DHCP Se configura la direccion ipv4 e ipv6 en
FastEthernet 0/0 ingresando los comandos y demas funciones asignadas en la guia
de trabajo.
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