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RESUMEN.

Podemos decir que uno de los primeros protocolos utilizados formalmente es el RIP
en su version, aunque muchos de los algoritmos usados en el son productos
directos del abuelo ARPANET. Aun cuando el RIP ha evolucionado a su version 2,
este aun presenta algunos problemas de escalamiento, dejandolo atras cuando se
requiere de redes grandes, una mejor opcion es usar versiones de protocolos mas
avanzados tales como el IGRP y el EIGRP, ambos productos de CISCO.

La principal caracteristica de un protocolo de enrutamientos es que esta permite
compartir informacién entre los diversos ROUTERS de manera remota y actualizar
de manera dindmica la informacién de enrutamiento a sus propias tablas y
compartirlas entre si.

La ventaja méas significativa de los routers con protocolo dindmico es que este
permite hacer un informe en el cambio de la topologia (RUTAS) entre los distintos
routers de la red y estos a su vez aprenden automaticamente las nuevas redes, asi
como las bajas de las mismas.

ABSTRACT

We can say that one of the first protocols used formally is the RIP in its version,
although many of the algorithms used in it are direct products of the grandfather
ARPANET. Even though the RIP has evolved to version 2, it still presents some
scaling problems, leaving it behind when large networks are required, a better option
is to use more advanced protocol versions such as IGRP and EIGRP, both CISCO
products.

The main characteristic of a routing protocol is that it allows to share information
between the different ROUTERS remotely and dynamically update the routing
information to its own tables and share them with each other.

The most significant advantage of routers with dynamic protocol is that it allows
reporting in the change of the topology (ROUTES) between the different routers in
the network and these in turn automatically learn the new networks, as well as the
lows of the same.
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1. INTRODUCCION

Las redes modernas contindan evolucionando para adaptarse a la manera
cambiante en que las organizaciones realizan sus actividades diarias. Ahora los
usuarios esperan tener acceso instantaneo a los recursos de una compaifiia, en
cualguier momento y en cualquier lugar. Estos recursos incluyen no solo datos
tradicionales, sino también de video y de voz. También hay una necesidad creciente
de tecnologias de colaboracion que permitan el intercambio de recursos en tiempo
real entre varias personas en sitios remotos como si estuvieran en la misma
ubicacion fisica.

Los distintos dispositivos deben trabajar en conjunto sin inconvenientes para
proporcionar una conexion rapida, segura y confiable entre los hosts. Los switches
LAN proporcionan el punto de conexion a la red empresarial para los usuarios
finales y también son los principales responsables del control de la informacion
dentro del entorno LAN. Los routers facilitan la transmision de informacion entre
redes LAN y, en general, desconocen a los hosts individuales. Todos los servicios
avanzados dependen de la disponibilidad de una infraestructura sélida de routing y
switching sobre la que se puedan basar. Esta infraestructura se debe disefiar,
implementar y administrar cuidadosamente para proporcionar una plataforma
estable necesaria.



2. OBJETIVOS.

2.1. Objetivo General.

Implementar una solucién ante una problematica determinada en una pequefa
empresa que quiere establecer un disefio de red que beneficie la conectividad y la
eficiencia en el transporte de voz, audio y video en todas sus sucursales.

2.1.1. Objetivos Especificos

. configuracion basica del Router, switches y dispositivos host
. establecer protocolos de enrutamiento dinamico, ospf, nat y dhcp
. solucionar posibles fallas en la conectividad.
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3. DESARROLLO ESCENARIO 1

3.1 DESCRIPCION DE LAS ACTIVIDADES

SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con
la tabla 1.

Los puertos de red que no se utilizan se deben deshabilitar.

La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla
1.

Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y
PC31 deben obtener informacién IPv4 del servidor DHCP.

R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4
publica. Asegurese de que todos los terminales pueden
comunicarse con Internet publica (haga ping a la direccion ISP) y la
lista de acceso estandar se llama INSIDE-DEVS.

R1 debe tener una ruta estatica predeterminada al ISP que se
configurd yque incluye esa ruta en el dominio RIPv2.

R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

El Servidor0O es s6lo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de
Laptop3l, de PC30 y obligacion de configurados PC31
simultaneas (dual-stack). Las direcciones se deben configurar
mediante DHCP y DHCPV6.

La interfaz FastEthernet 0/0 del R3 también deben tener
direcciones IPv4 e IPv6 configuradas (dual- stack).

R1, R2 y R3 intercambian informacion de routing mediante RIP versién
2.

R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta

predeterminada desde R1.

Verifique la conectividad. Todos los terminales deben poder hacer
ping entre si y a la direccién IP del ISP. Los terminales bajo el R3

deberian poder hacer IPv6-ping entre ellos y el servidor.



3.1.1. ESCENARIOS PROPUESTOS PARA LA PRUEBA DE HABILIDADES

Vi ¥7) - .
PC-PT Laptop-PT Laptop-PT

llustracién 1 Escenario 1

PC1  Laptopo Laptop1 Laptop-pT Laptop-PT S;xg;g’l’
Laptop31 Laptop30
Tabla 1 Tabla de direccionamiento
: '-EI Interfaces Direccion IP MESEEENCIE Gateway
Administrador subred predeterminado
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
192.168.30.1 255.255.255.0 N/D
Fa0/0
2001:db8:130::9C0:8 /64 N/D
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R3 OF:301
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
Laptop31 NIC DHCP DHCP DHCP
Tabla 2 Asignacién de VLAN y de puertos
Dispositiv) VLAN Nombre Interfa
0 z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces
Tabla 3 enlaces troncales
Dispositivo Interfaz Dispositivo
local local remoto
SW2 Fa0/2-3 100




3.2. PACKET TRACER - VERSION 7.2

3.2.1. SITUACION

En esta actividad, demostrard y reforzard su capacidad para
implementar NAT, servidor de DHCP, RIPV2 y el routing entre VLAN,
incluida la configuracion de direcciones IP, las VLAN, los enlaces
troncales y las subinterfaces. Todas las pruebas de alcance deben
realizarse a través de ping Unicamente.

llustracion 2 topologia

Cisco Packet Tracer - D:\unad 2 semestre\escenario T\Evaluacion - escenario 1,pkt

File Edt Options View Tools Extensions Help
EERSO0ra@asctr aqaQaouE BFE ?
Doa€a@X /s me @ B

E’M)x 1235, y: 300

-
=

Sed/ fn.' 1

Se0/1/0 10.0.0.030 Se0i1/1 10.0.0.4/30

® Se0i0i0 © Se0/0/0
Se/0M 10.0.0.5
’ = = 2 Fall0 T p—— S
=, = Fa0 Fa0iz (N Fai Falll Se0/oi Se0/on rff.n.'s-_‘—; !,
PCFT ¥t [ 1841 Fats .
R3
PCO Fe R2 ol
Fali4
Fa0 Fa0
Fa0 Fad Fal
Fal
=, o 2 F 7
T Laptop-PT  Laptop-FT Laptop T Laptop-#T PCPT ServereT
pet Laptop0 Laptop! Laptop2 Laptop3 rC2 Servert
v
- >

Z

Time: 03:30:49

Imswe = .7 F 5SS A7
L

3.2.1.1. DISPOSITIVOS REQUERIDOS PARA SU TOPOLOGIA

3 routers cisco 1841, con puertos fasthernet y puertos seriales.
2 swichets cisco 2960

1 server genérico PT.

4 Pcs de escritorio

4 laptop-Pt

Cableado estructurado serial y fasthernet



3.2.2. DESCRIPCION DE LAS ACTIVIDADES

1. SW1 VLAN y las asignaciones de puertos de VLAN deben cumplir con la
tabla 1.

Creacioén Vlan en SW1

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#vlan 100

Switch(config-vlan)#name LAPTOPS
Switch(config-vlan)#exit

Switch(config)#VLAN 200

Switch(config-vlan)#name DESTOPS
Switch(config-vlan)#exit

Switch(config)#end

Switch#

%SYS-5-CONFIG_I: Configured from console by console

Switch#wr

Building configuration...
[OK]

Switch#

Switch#
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llustracién 3Verificacion comando show vilan en SW1

¥ Switch0 - X

Physical  Config  CLI  Atiributes
—

10S Command Line Interface

SW1g A
SW1g
SWlgshow vlan

VLAN Name Status Porss

1 default active

Fal/18, Fa0/13, Fa0/20
a0f21, Fa0/22, Fa0/23, Fa0/24
/1, Gigisz

100 LAFTOES
200 DESTOES

3
3
active
3
3

Parent Ringlo BridgeNo Stp BrdgMode Transl Trans:

et 100001 1500 - 0 o
100100 1500 - ] a
100200 1500 - o a
i 101002 1500 - - - - - 0 o
x 101003 1500 - - - - - 0 o
1004 fdnet 101004 1500 - - - ieee - o a
1005 trmet 101005 1500 - - - ibm - Q o
VLAN Type SAID MTU Parent RingNo BridgeMo Stp BrdgMode Transl Trai
Remote SPAN VLAN:
Primary Secondary Typ: B
swisg| v
Ctri+FS to extt CLI focus Copy Paste
Owp

3.2.2.1. Asignacién Vlan y puertos

SW2(config)#int range f0/2-3
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vian 100
SW2(config-if-range)#int range f0/4-5
SW2(config-if-range)#switchport mode access
SW2(config-if-range)#switchport access vlan 200
SW2(config-if-range)#exit

SW2(config)#end

SW1#

%SYS-5-CONFIG_I: Configured from console by console

SW2#wr
Building configuration...
[OK]

SW1#



llustracion 4 Verificacion comando show vlan

¥ Switchd -

Physical  Config _ CLI_ Affributes
—

10S Command Line Inferface

Building configuration..
[0R1

SW1g

SWlgshow vlan

£a
1500 - 0 o
1500 - 0 i)
1ls00 - Q 0
i 1500 - o 1]
1002 tr lo0l003 1500 - - - - - 1] 1]
1004 fdmet 101004 1ls00 - - - ieee - Q Q
1005 trmet 101005 1500 - - - ibm - o 1]
VAN Type SRID MIU  Parenc Ringns BridgeNo Stp Bragiode Tramsl Tra
Remote SEAN VLAN:
Primary Secondary Ty s
SWlg
Cri+F8 to exit CLI focus Copy Paste
O 7ep

3.2.2.2. Creaci6n vlan 1 en SW3

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname SW3

SW3(config)#vlan 1

SW3(config-vlan)#exit

SW3(config)#int range f0/1-24
SW3(config-if-range)#switchport mode access
SW3(config-if-range)#switchport access vian 1
SW3(config-if-range)#exit

SW3(config)#end

SW3#

%SYS-5-CONFIG_I: Configured from console by console

SW3#Hwr
Building configuration...
[OK]

SW3#



llustracion 5 Verificacion comando show vlan

¥ Switchl

Physical  Config  CLI Affributes
—

105 Command Line Interface.

[OK]
SWag
sW3g
sH3g
sW3g
SW3gshow vlan

VLAN Name Status  Ports

1 default Fan/1,
Fal/s
Fan/
Fa0/13, Fa0/l2, Fa0/1S, Fal/lé
Fa0/17, Fa0/18, Fa0/13, Fa0/20
FaO/21, Fa0/22, Fa0/23, Fal/24
Cighsl, Gigd/z

acti
a:
et 100001 1500 - 1] 1]
i 101002 1500 - 1] o
101003 1500 - 1] o
fanet 101004 1500 - - - ises - o o
1008 tzaet LOL0OS 1500 - - - ibm - 0 a
VLAN Type SAID MIT Parent RinglNo BridgeNo Stp Brdgilode Transl Tra
Remo SDAN VLAN:
Primary Secondary Typ: -t
SWig
swag
Cri=F8 to exit CLI focus Copy Fasts
Owoe

3.2.2.3. Tablade enlace troncal en SW2

SW2(config)#INT FO/1

SW2(config-if)#switchport mode t
SW2(config-if)#switchport mode trunk
SW2(config-if)#exit

SW2(config)#end

SW2#

%SYS-5-CONFIG_I: Configured from console by console

SW2#w
Building configuration...
[OK]

SW2#
2. Los puertos de red que no se utilizan se deben deshabilitar.

SW3y Sw1

SW3#

SW3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
SW3(config)#int range f0/6-23

SW3(config-if-range)#shutdown
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3. Lainformacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.
R1

Router>ena

Router#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int sO/0/0

R1(config-if)#ip address 200.123.211.2 255.255.255.0
R1(config-if)#exit

R1(config)#int sO/1/0

R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-if)#exit

R1(config)#int sO/1/1

R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-if)#exit

R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#wr

Building configuration...
[OK]

R1#

R2

Router>ena

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R2

R2(config)#int f0/0.100

R2(config-subif)#encapsulation dot1Q 100
R2(config-subif)#ip address 192.168.20.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int f0/0.200

R2(config-subif)#encapsulation dot1Q 200
R2(config-subif)#ip address 192.168.21.1 255.255.255.0
R2(config-subif)#exit

R2(config)#int s0/0/0

R2(config-if)#ip ad

R2(config-if)#ip address 10.0.0.2 255.255.255.252
R2(config-if)#exit



R2(config)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-if)#exit

R2(config)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#wr
Building configuration...
[OK]

R2#

R3

Router>ena

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int f0O/0

Router(config-if)#ip address 192.168.30.1 255.255.255.0
Router(config-if)#exit

Router(config)#ipv6 unicast-routing

Router(config)#int s0/0/0

Router(config-if)#ip address 10.0.0.6 255.255.255.252
Router(config-if)#exit

Router(config)#int s0/0/1

Router(config-if)#ip address 10.0.0.10 255.255.255.252
Router(config-if)#exit

Router(config)#end

Router#

%SYS-5-CONFIG_I: Configured from console by console

Router#wr

Building configuration...

[OK]

Router#

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console
wr

Building configuration...

[OK]

R3#
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4. Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30y PC31

deben obtener informacion IPv4 del servidor DHCP.

R3 Configuracion DHCP

R3#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ip DHCP excluded-address 192.168.30.1 192.168.30.10
R3(config)#ip DHCP excluded-address 192.168.20.1 192.168.20.10
R3(config)#ip DHCP excluded-address 192.168.21.1 192.168.21.10
R3(config)#ip DHCP pool vlan

R3(DHCP-config)#network 192.168.30.0 255.255.255.0
R3(DHCP-config)#default-router 192.168.30.1

R3(dhcp-config)#exit

R3(config)#do w

Building configuration...

[OK]

R3(config)#ip dhcp pool vian100

R3(dhcp-config)#network 192.168.20.0 255.255.255.0
R3(dhcp-config)#default-router 192.168.20.1

R3(dhcp-config)#exit

R3(config)#ip dhcp pool vlan200

R3(dhcp-config)#network 192.168.21.0 255.255.255.0
R3(dhcp-config)#default-router 192.168.21.1

R3(dhcp-config)#exit

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#

R3#wr

Building configuration...
[OK]

R3#

En SERVER
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5. R1 debe realizar una NAT con sobrecarga sobre una direccion IPv4
publica. Asegurese de que todos los terminales pueden comunicarse
con Internet publica (haga ping a la direccién ISP) y la lista de acceso

estandar se llama INSIDE-DEVS.

R1# configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#int sO/1/1

R1(config-if)#ip nat inside

R1(config-if)#exit
R1(config)#int sO/1/0

R1(config-if)#ip nat inside

R1(config-if)#exit
R1(config)#int sO/0/0

R1(config-if)#ip nat inside

R1(config-if)#exit
R1(config)#int s0/0/0
R1(config-if)#ip nat out

R1(config-if)#ip nat outside

R1(config-if)#exit

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask

255.255.255.0

R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.255.255.255




R1(config)#ip nat inside source list 1 interface s0/0/0 overload

R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#net

R1(config-router)#network 10.0.0.0

R1(config-router)#exit

R1(config)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#wr
Building configuration...
[OK]
R1#
R1#

6. R1 debe tener una ruta estatica predeterminada al ISP que se

configurd yque incluye esa ruta en el dominio RIPv2.

llustracion 11 Verificacion comando show nat translation y show nat statistics
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7. R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

3.2.3. R2 DHCP paravlan 100y vian 200

R2>

R2>enable

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool SERVER

R2(dhcp-config)#NEtwork 192.168.20.0 255.255.255.0
R2(dhcp-config)#DEfault-router 192.168.30.1%DHCPD-4-PING_CONFLICT:
DHCP address conflict: sDEfault-router 192.168.30.1
R2(dhcp-config)#DEfault-router 192.168.30.1
R2(dhcp-config)#EXIT

R2(config)#ip dhcp excluded-address 192.168.20.1 192.168.20.5
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp pool SERVER2

R2(dhcp-config)#NEtwork 192.168.21.0 255.255.255.0
R2(dhcp-config)#default-router 192.168.21.1
R2(dhcp-config)#exit

R2(config)#ip dhcp excluded-address 192.168.21.1 192.168.21.5
R2(config)#exit

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#wr
Building configuration...
[OK]

8. R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.



3.2.3.1. Verificacion

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip a

R2(config)#ip ad

R2(config)#ip add

R2(config)#int vlan 100

R2(config-if)#ip ad

R2(config-if)#ip address 192.168.20.1 255.255.255.0

% 192.168.20.0 overlaps with FastEthernet0/0.100
R2(config-if)#exit

R2(config)#int vlan 200

R2(config-if)#ip address 192.168.21.1 255.255.255.0

% 192.168.21.0 overlaps with FastEthernet0/0.200
R2(config-if)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#

9. El ServidorO es so6lo un servidor IPv6 y solo debe ser accesibles para los

dispositivos en R3 (ping).

llustracién 12 Verificacion R2 DHCP para vlan 100 y vlan 200
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10.La NIC instalado en direcciones IPv4 e IPv6 de Laptop30,
Laptop31, de PC30 y obligacion

(
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llustracion 14 NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
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Aun no direcciona IPV6

11.de configurados PC31 simultaneas (dual-stack). Las direcciones se
deben configurar mediante DHCP y DHCPV6.

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 un

R3(config)#ipv6 unicast-routing

R3(config)#int f0/0

R3(config-if)#ipv6 enable

R3(config-if)#ip ad

R3(config-if)#ip a

R3(config-if)#ipv6 a

R3(config-if)#ipv6 ad

R3(config-if)#ipv6 address 2001:db8::9¢c0:80f:301/64
R3(config-if)#no shut

R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#wr

Building configuration...
[OK]

Verificamos que ahora si realiza direccionamiento ipv6 auto config DHCP

LAPTOP 30 Y LAPTOP 31
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llustracion 16 PC30 Y PC31

se ha habilitado el direccionamiento ipv6 auto config correctamente

12.La interfaz FastEthernet 0/0 del R3 también deben tener direcciones

IPv4 e IPv6 configuradas (dual- stack).
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13.R1, R2 y R3 intercambian informacion de routing mediante RIP version 2.
R1

R1>ENA

R1#

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/1/0

C 10.0.0.4/30 is directly connected, Serial0/1/1

C 200.123.211.0/24 is directly connected, Serial0/0/0

R1(config-router)#net

R1(config-router)#network 10.0.0.0
R1(config-router)#network 10.0.0.4
R1(config-router)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#wr
Building configuration...
[OK]

R2

R2>ena

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router rip

R2(config-router)#version 2

R2(config-router)#network 10.0.0.0
R2(config-router)#network 10.0.0.8

R2(config-router)#do show ip route connected

C 10.0.0.0/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.20.0/24 is directly connected, FastEthernet0/0.100
C 192.168.21.0/24 is directly connected, FastEthernet0/0.200

R2(config-router)#end
R2#
%SYS-5-CONFIG_I: Configured from console by console
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R2#

14.R1, R2 y R3 deben saber sobre las rutas de cada uno y la ruta

predeterminada desde R1.

R3>enable

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#

R3(config)#router rip

R3(config-router)#version 2

R3(config-router)#network 10.0.0.0
R3(config-router)#network 10.0.0.8
R3(config-router)#end

R3#

%SYS-5-CONFIG_I: Configured from console by console

R3#show ip route connected

C 10.0.0.4/30 is directly connected, Serial0/0/0

C 10.0.0.8/30 is directly connected, Serial0/0/1

C 192.168.30.0/24 is directly connected, FastEthernet0/0

R3#wr
Building configuration...
[OK]

R3#
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15.Verifique la conectividad. Todos los terminales deben poder hacer ping
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4. ESARROLLO ESCENARIO 2

Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario

2. Configurar el protocolo de enrutamiento OSPFv2

3. Visualizar tablas de enrutamiento y routers conectados por OSPFv2

4. Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo

7.
8.
9.

de cada interface

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada Router.

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

En el Switch 3 deshabilitar DNS lookup
Asignar direcciones IP a los Switches acorde a los lineamientos.
Desactivar todas las interfaces que no sean utilizadas en el esquema de red.

10.Implement DHCP and NAT for IPv4
11.Configurar R1 como servidor DHCP para las VLANs 30 y 40.
12.Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para

configuraciones estéticas.

13.Configurar NAT en R2 para permitir que los hosts puedan salir a internet

14.Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

15.Configurar al menos dos listas de acceso de tipo extendido o nombradas a

Su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.

16. Verificar procesos de comunicacion y re direccionamiento de trafico en los

routers mediante el uso de Ping y Traceroute.



4.1. ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos que forman parte del
escenario, acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Internet

192.168.99.2

VLAN
30

Direccionamiento
192.168.30.0/24

Nombre
Administracion

192.168.40.0/24

Mercadeo

192.168.200.0/24

Mantenimiento

Buenos Aires

192.168.99.3

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario
2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 4 OSPFv2 area 0

Configuration item or Task Specification
Router ID R1 1.1.11
Router ID R2 5555
Router ID R3 8.8.8.8




Configurar todas las interfaces LAN como

pasivas

Establecer el ancho de banda para enlaces

seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

4.1.1. CONFIGURACION BASICA DEL ROUTER ENR1, R2 Y R3

ena
erase star

erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
reload

4.1.2. CONFIGURACION BASICA DEL SWITCHEN S1Y S3

>enable

#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue?
[confirm]y[OK]

#delete vlan.dat

Delete filename [vlan.dat]?y

#reload

4.1.2.1. Enrutamiento R1

enable

configure terminal
no ip domain-lookup
hostname R1

interface serial 0/0/0
ip Address 172.31.21.1 255.255.255.252
clock rate 12800



no shutdown
exit

4.1.2.2. Enrutamiento R2
enable
configure terminal
no ip domain-lookup
hostname R2
interface serial 0/0/1
R2(config-if)#ip ad
R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-if)#no shut
R2(config-if)#no shutdown

R2(config-if)#

R2(config)#interface serial 0/0/0

R2(config-if)#ip adr

R2(config-if)#ip adres

R2(config-if)#ip ad

R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clock rate 12800

Unknown clock rate

R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#

R2(config-if)#exit

R2(config)#

interface serial 0/0/1
R2(config-if)#ip ad
R2(config-if)#ip address 172.31.21.2 255.255.255.252



R2(config-if)#no shut

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

R2(config-if)#interfa
R2(config-if)#exit
R2(config)#interf
R2(config)#interface s
R2(config)#interface serial 0/0/0
R2(config-if)#ip adr
R2(config-if)#ip adres
R2(config-if)#ip ad
R2(config-if)#ip address 172.31.23.1 255.255.255.252
R2(config-if)#clo
R2(config-if)#clock r
R2(config-if)#clock rate 12800
Unknown clock rate
R2(config-if)#no shut
R2(config-if)#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R2(config-if)#

R2(config-if)#exit

R2(config)#

4.1.2.3. interface gigabitEthernet 0/0
R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shutdown
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R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

R2(config-if)#exit
R2(config)#

#interface gigabit Ethernet 0/0

R2(config-if)#ip ad

R2(config-if)#ip address 209.165.200.225 255.255.255.248
R2(config-if)#no shu

R2(config-if)#no shutdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0,
changed state to up

R2(config-if)#exit

R2(config)#int

R2(config)#interface G

R2(config)#interface GigabitEthernet 0/1
R2(config-if)#IP AD

R2(config-if)#IP ADdress 10.10.10.1 255.255.255.0
R2(config-if)#NO SHU

R2(config-if)#NO SHUtdown

R2(config-if)#
%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up



U™

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/1,
changed state to up

R2(config-if)#EXIT
R2(config)#

4.1.2.4. Enrutamiento R3
enable
configure terminal
no ip domain-lookup
hostname R3
interface serial 0/0/0
R3(config-if)#ip ad
R3(config-if)#ip address 172.31.23.2 255.255.255.252
R3(config-if)#clo
R3(config-if)#clock r
R3(config-if)#clock rate 12800
Unknown clock rate
R3(config-if)#no shut
R3(config-if)#no shutdown
interface loopback 4

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip ad

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#no shutdown

R3(config-if)#exit



R3(config)#int |
R3(config)#int loopback 5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip ad

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#int loopback 6

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#

R3(config)#interface |
R3(config)#interface loopback 4

R3(config-if)#



U™

%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state
to up

R3(config-if)#ip ad

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#int |

R3(config)#int loopback 5

R3(config-if)#
%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state
to up

R3(config-if)#ip ad

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#int loopback 6

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback6, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state
to up



R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#exit

R3(config)#

4.1.2.5. Web server
Ip estatica 10.10.10.10
Mascara 255.255.255.0
Getway 10.10.10.1

CONECTIVIDAD

R1 AR2
llustracion 22 Conectividad R1 A R2
L - [m]
Physical Config CLI  Attrbutes
105 Command Line Interface
R1#PING 172.31.21.2
Type &scapse seduence to abort.
Sending 5, 1l00-byte ICMP Echos to 172.31.21.2, timeout 1s
2 seconds:
1Ll
Success rate is 100 percent (5/5), round-trip min/favg/max
= 1/6/28 ms
Rl#
R1#
Rl#
R1%#
R1%#
R2AR3  |ri
R1l#
Rl#
Ctr4+F6 to ext CLI focus Copy Paste

O Top




Conectividad R2 A WEB SERVER

llustracién 23 Conectividad R2 A Web Server

Ll

Physical Config CLI  Attributes

105 Command Line Interface

$LINEPROTO-5-UPDOWN: Line protocol on Interface
Seriald/0/0, changed state to up

R2>»

R2>»ena

R2#pingl72.31.23.2
Translating "pingl72.31.23.2"
computer address

R2#ping 172.31.23.2

Type escape sedquence to abort.

2 seconds:

= 1/6/16 ms
R2#ping 10.10.10.1]
Type escape ssgquence to abort.

2 seconds:
1Hiel

= 1/6/18 ms

R2#

% Unknown command or computer name, or unable to find

Sending S, 100-byte ICMP Echos to 172.31.23.2, timeout is

Success rate is 100 percent (5/5), round-trip min/avg/max

Sending S, 100-byte ICMP Echos to 10.10.10.1, timecut is

Success rate is 100 percent (5/5), round-trip min/avg/max

CtrH+-F6 to exit CLI focus Copy

Paste




llustracion 24 Conectividad R3

L E] - O x

Physical Config CLI  Attrbutes

105 Command Line Interface

STUCCES TECTE IS U DPELCENC TU7 o7
= ~

R3#ping 172.31.23.1

sequence to ab

Type esc
Sending 5, 1l00-byte ICMP Echo:

2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max
= 1/4/18 ms

R3#

R3#

R3#

R3E

R3#

R3#

R3#

R3] v

Ctri+F6 to exit CLI focus Copy Paste

[ Top

llustracion 25 PC-INTERNET

¥ |nternet PC [ x

| Physical Config Desktop Programming  Attributes

I
-
-

Minimum

OTop

1. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes



criterios:
Tabla 5 OSPFv2 area 0
Configuratio Specification

n ltem or
Task

Router ID R1 1.1.1.1

Router ID R2 2.2.2.2

Router ID R3 3.3.3.3

Configurar todas las
interfaces LAN como
pasivas

Establecer el ancho de banda | 128 Kb/s
para enlaces seriales en

Ajustar el costo en la métrica | 7500
de S0/0 a

4.1.3. Verificar informacién de OSPF

e Visualizar tablas de enrutamiento y routers conectados por OSPFv2

e Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

R1

R1#confi term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#router ospf 1

R1(config-router)#router

R1(config-router)#router-id 1.1.1.1

R1(config-router)#net

R1(config-router)#network 172.31.21.0 0.0.0.3 area O
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0



R1(config-router)#pas
R1(config-router)#passive-interface g0/1.30
R1(config-router)#passive-interface g0/1.40
R1(config-router)#passive-interface g0/1.200
R1(config-router)#exit

R1(config)#int sO/0/0

R1(config-if)#band

R1(config-if)#bandwidth 128

R1(config-if)#ip ospf cost 7500
R1(config-if)#exit

R1(config)#exit

R1#

%SYS-5-CONFIG_I: Configured from console by console

R1#

R2

R2>ena

R2#confi term

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router ospf 1

R2(config-router)#router

R2(config-router)#router-id 2.2.2.2

R2(config-router)#net

R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#

07:06:58: %OSPF-5-ADJCHG: Process 1, Nbr 1.1.1.1 on Serial0/0/1 from
LOADING to FULL, Loading Done

R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#pas
R2(config-router)#passive-interface g0/1
R2(config-router)#int s0/0/0

R2(config-if)#ban

R2(config-if)#bandwidth 128

R2(config-if)#int s0/0/1

R2(config-if)#bandwidth 128



R2(config-if)#int s0/0/0

R2(config-if)#ip ospf cost 7500

R2(config-if)#exit

R2(config)#end

R2#

%SYS-5-CONFIG_I: Configured from console by console

R2#

R3

R3#confi term

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#router ospf 1

R3(config-router)#router

R3(config-router)#router-id 3.3.3.3

R3(config-router)#network 172.31.23.0 0.0.0.3 area 0

R3(config-router)#n

R3(config-router)#n

07:27:53: %OSPF-5-ADJCHG: Process 1, Nbr 2.2.2.2 on Serial0/0/1 from
LOADING to FULL, Loading Done

% Ambiguous command: "n"

R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#pas
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface lo5
R3(config-router)#passive-interface lo6
R3(config-router)#exit

R3(config)#int sO/0/1

R3(config-if)#ban

R3(config-if)#bandwidth 128

R3(config-if)#

R3(config-if)#exit

R3(config)#exit

R3#

%SYS-5-CONFIG_I: Configured from console by console
R3#



Visualizacion ospf 1 router:

llustracion 26 Visualizacion ospf 1 router R1

RZ>»ena
R2#show ip ospf n
R2#show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Interface
3.3.3.3 1] FULL/ - 00:00:38 172.31.23.2 Serial0/0/0
1.1.1.1 1] FULL/ - 00:00:32 172.31.21.1 Seriall/0/1
RZ#

Ctrl+F6 to exit CLT focus

llustracion 27 Visualizacion ospf 1 router R2

Neighbor ID Pri  State Dead Time  Address Interface
3.3.3.3 0 FULL/ - 00:00:35 172.31.23.2 Serial0/0/0
1.1.1.1 0 FULL/ - 00:00:30 172.31.21.1 Serial0/0/1
R2#

Ctrl+F6 to exit CLI focus

llustracién 28 Visualizacion ospf 1 router R3

R3>

R3>ENA

R3#SHOW IP OSPF NE
R3#SHOW IP OSPF NEighbor

Neighbor ID Pri State Dead Time Address Interface
2.2.2.2 0 FULL/ - 00:00:35 172.31.23.1 Serial0d/0/1
R3#

R3#

Ctr+F6 to exit CLI focus

4.1.4.1 Visualizar lista interface y costo de ancho de banda

llustracion 29 Visualizar lista interface y costo de ancho de banda



RiZ>ena
R2# show ip ospf int
R2# show ip ospf interface

Serial0/0/1 is up, line protocol is up

Internet address is 172.31.21.2/30, Area 0

Process ID 1, Router ID 2.2.2.2, Network Type POINT-TO-
POINT, Cost: 781

Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity
o]

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit 5

Hello due in 00:00:07

Index 1/1, flood gqueue length 0

Next 0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1

Adjacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor (s)
Seriall 0 is up, line protocol is

t address is 1 31 ‘

Process ID 1, uter ID 2.
POINT, st: 75
Transmit Delay is 1 sec, State POINT-TO-POINT, Pricrity

0
No designated router on this network
No backup designated router on this network

llustracion 30 Visualizar lista interface y costo de ancho de banda R1

HLFSHUW LP USHE LN
R1#SHOW IP OSPF INterface

Serial0/0/0 is up, line protocol is up

Internet address is 172.31.21.1/30, Area 0

Process ID 1, Router ID 1.1.1.1, Network Type POINT-TO-POINT, Cost:

Transmit Delay is 1 sec, State POINT-TO-POINT, Priocrity 0

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:08

Index 1/1, flood gueue length 0

Next 0x0(0)/0x=0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2

Suppress hello for 0 neighbor(s)

GigabitEthernet0/1.30 is up, line protoccl is up

Internet address is 19%2.16€8.30.1/24, Rrea 0

Process ID 1, Router ID 1.1.1.1, Network Type BROADCAST, Cost: 1

Transmit Delay is 1 sec, State WAITING, Priority 1

No designated router on this network

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
No Hellos (Passive interface)

Index 2/2, flood gueue length 0

Next O0x0(0)/0x0(0)

Last flood scan length is 1, maximum is 1

Last flood scan time is 0 msec, maximum is 0 msec

Neighbor Count is 0, Adjacent neighbor count is 0

Suppress hello for 0 neighbor(s)




llustracion 31 Visualizar lista interface y costo de ancho de banda R2

R3#show ip ospf int
R3#show ip ospf interface

Serialld/0/1 is up, line protecol is up
Internet address is 172.31.23.2/30, ARrea 0
Process ID 1, Router ID 3.3.3.3, Network Type POINT-TO-POINT, Cost: 781
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0
No designated router on this network
No backup designated router on this network
Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:01
Index 1/1, flood gueue length 0
Next 0x0(0)/0x=0(0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Adjacent with neighbor 2.2.2.2
Suppress hello for 0 neighbor (s)
Loopback4 is up, line protocol is up
Internet address is 192.168.4.1/24, Rrea 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
LoopbackS 1s up, line protocol is up
Internet address is 1%92.168.5.1/24, Area 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACEK, Cost: 1
Loopback interface is treated as a stub Host
Loopbacké is up, line protocol is up
Internet address is 1%2.168.6.1/24, Area 0
Process ID 1, Router ID 3.3.3.3, Network Type LOOPBACK, Cost: 1
Loopback interface is treated as a stub Host
R3#

llustracién 32 Visulaiza ospf id, router, routing network y passive interface R1

108 Command Line Ir

R1# show ip proto
R1# show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
192.168.30.0 0.0.0.255 area 0
192.168.40.0 0.0.0.255 area 0
192.168.200.0 0.0.0.255 area 0
Passive Interface(s):
GigabitEthernet0/1.30
GigabitEthernet0/1.40
GigabitEthernet0/1.200
Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:11:55
2.2.2.2 110 o] 0:51
3.3.3.3 110 00:18:38

Distance: (default is 110

Rl#show ip protoco
Rl#show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set

llustracion 33 Visulaiza ospf id, router, routing network y passive interface R2



RZ#show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 2.2.2.2
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.21.0 0.0.0.3 area 0
172.31.23.0 0.0.0.3 area 0
10.10.10.0 0.0.0.255 area 0
Passive Interface(s):

GigabitEthernet0/1

Routing Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:13:04
2.2.2.2 110 00:21:59
3.3.3.3 110 00:19:47

Distance: (default is 110)

RZ2#

llustracion 34 Visulaiza ospf id, router, routing network y passive interface R3

Physical Config CLI  Attrbutes

105 Command Line Interface

R3>ena
R3# show ip proto
R3# show ip protocols

Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 3.3.3.3
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Routing for Networks:
172.31.23.0 0.0.0.3 area 0
1%2.1658.4.0 0.0.3.255 area 0
Passive Interface(s):

Loopbackd

Loopback5

Loopbacke

Routing Information Sources:

Gateway Distance Last Update
1.1.1.1 110 00:12:29
2.z2.2.2 110 00:21:24
3.3.3.3 110 00:19:11

Distance: (default is 110

R3#

2. Configurar VLANS, Puertos troncales, puertos de acceso,
encapsulamiento, Inter-VLAN Routing y Seguridad en los Switches
acorde a la topologia de red establecida.



4.2. CREACION VLANS S1

Tabla 6 Creacion vlans S1

VLAN Direccionamiento Nombre

30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

4.2.1. ENCAPSULAMIENTO ROUTING

R1

R1>ena

R1#confi term

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#int g0/1.30

R1(config-subif)#description ACCOUN
R1(config-subif)#description Aministracion LAN
R1(config-subif)#description Administracion LAN

R1(config-subify#ENCAPSU

R1(config-subif)#ENCAPSUIation do
R1(config-subify#ENCAPSUIlation dot1Q 30
R1(config-subif)#ip ad

R1(config-subif)#ip address 192.168.30.1 255.255.255.0



R1(config-subif)#int g0/1.40

R1(config-subif)#description Mercadeo LAN
R1(config-subify#ENCAPSUIation dot1Q 40
R1(config-subif)#ip address 192.168.40.1 255.255.255.0
R1(config-subif)#int g0/1.200

R1(config-subif)#description Mantenimiento LAN
R1(config-subify#ENCAPSUIation dot1Q 200
R1(config-subif)#ip address 192.168.200.1 255.255.255.0
R1(config-subif)#int

R1(config-subif)#intg0/1

N

% Invalid input detected at "' marker.

R1(config-subif)#exit
R1(config)#in
R1(config)#interface g0/1
R1(config-if)#no shut

R1(config-if)#no shutdown

R1(config-if)#

%LINK-5-CHANGED: Interface GigabitEthernet0/1, changed state to up

%LINK-5-CHANGED: Interface GigabitEthernet0/1.30, changed state to up



U™

%LINK-5-CHANGED: Interface GigabitEthernet0/1.40, changed state to up
%LINK-5-CHANGED: Interface GigabitEthernet0/1.200, changed state to up

R1(config-if)#

4.2.2. . CONFIGURACION

Switch>

Switch>

Switch>

Switch>ENA

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip doma
Switch(config)#no ip domain
Switch(config)#no ip doma
Switch(config)#no ip domain-|
Switch(config)#no ip domain-lookup
Switch(config)#host S1

S1(config)#VLAN 20
S1(config-vlan)#NAME ADMINISTRACION
S1(config-vlan)#VLAN 40
S1(config-vlan)#¥NAME MERCADEO
S1(config-vlan)#VLAN 200
S1(config-vlan)#NAME MANTENIMIENTO
S1(config-vlian)#EXIT

S1(config)#INT

S1(config)#INTerface VLA

S1(config)#INTerface VLAN 99

S1(config-if)#ip ad

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shu

S1(config-if)#no shutdown



S1(config-if)#exit

S1(config)#ip def

S1(config)#ip default-gateway 192.168.99.1
S1(config)#

Trunk

S1(config)#interface f
S1(config)#interface fastEthernet 0/3
S1(config-if)#sw
S1(config-if)#switchport m
S1(config-if)#switchport mode t
S1(config-if)#switchport mode trunk
S1(config-if)#sw
S1(config-if)#switchport T
S1(config-if)#switchport Trunk N
S1(config-if)#switchport Trunk Native VLAN 1
S1(config-if)#INT RA
S1(config-if)#INT RAN
S1(config-if)#INT RAN ?
% Unrecognized command
S1(config-if)#INT RAN

N

% Invalid input detected at "' marker.

S1(config-if)#EXIT

S1(config)#INT

S1(config)#INTerface R

S1(config)#INTerface Range fa0/1.2, fa0/4-24, g
S1(config)#INTerface Range fa0/1.2, fa0/4-24, gigabitEthernet 0/1-2
interface range not validated - command rejected
S1(config)#INTerface Range fa0/1-2, fa0/4-24, gigabitEthernet 0/1-2

S1(config-if-range)#sw
S1(config-if-range)#switchport m
S1(config-if-range)#switchport mode a
S1(config-if-range)#switchport mode access
S1(config-if-range)#sw
S1(config-if-range)#switchport ac
S1(config-if-range)#exit

S1(config)#int

S1(config)#interface fa0/1

S1(config-if)#sw



S1(config-if)#switchport mo

S1(config-if)#switchport mode ac
S1(config-if)#switchport mode access

S1(config-if)#sw

S1(config-if)#switchport ac

S1(config-if)#switchport access vlan 30

S1(config-if)#exit

S1(config)#INTerface Range fa0/1-2, fa0/4-24, gigabitEthernet 0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#no shut

S1(config-if-range)#no shutdown

S1(config-if-range)#

S1(config-if-range)#exit

S1(config)#end

S1#

%SYS-5-CONFIG_I: Configured from console by console

[lustracion 35 S1#

L -

Physical Config CLI  Atributes

10S Command Line Interface

wfigure terminal
onfiguraticn cormands, cne per line. End with CNTIL/Z.
$no ip doma
#no ip domain
tno ip doma
$no ip domain—1
#no ip domain-lockup

{config) ghost S1

liconfig) $VLAN 20

lleconfig-vian) $HAME ADHINISTRACIOH
liconfig-vlan) #VLRAN 40

1l {config-vlan]) $HAME HERCADED
liconfig=vlian) §VLEN 200
liconfig-vlian) #HAME HANTENIMIENTO
l {config—vlan) #EXIT

configl #INT

[config)#INTerface VLA
lconfig)#INTerface VLAN 55
config-if) #ip ad

config-ifl#ip address 1952.1€8.95.2 255.255.255.0
config-if)#no shu

=

[config=if) $no shutdown

config-if) fexit

config)gip def

configl#ip default-gateway 1%2.16%.%3.1
configl#ip default-gateway 152.1€2.55.1
[confighfno ip default-gateway L52.1€5.55.1
configlfine

config)#incerface £

config)#intecrface fassIthermes 0/3

B e

=

config-if) #sw
|config-if)#switchpors =
config-if) gswitchpors mode t©
config-if) switchpors mode Trunk
config-iflésw
lconfig-if)#switchpors T
lconfig=if) #switchpors Trunk W

= b

B W Wy R BN LA LR WY BN BG DA GO WY LY DO 0O W WY OO DO DO L L) KO BG BA Wy Wy 0o

Crrl+F6 to exit CLI focus Copy F



Puerto troncal

S1(config)#interface f
S1(config)#interface fastEthernet 0/3
S1(config-if)#swi
S1(config-if)#switchport mode t
S1(config-if)y#switchport mode trunk

llustracion 36 Puerto troncal

Slgconfi term

Enter configuration commands, one per line. End with CHNTL/Z.
Sliconfig)#ip defauls

Sli{config)#ip default-gateway 192 _168.99.2 255 .255.255.0

% Invalid input detected at '~' marker.

Sliconfig)#ip defsult-gateway 152.1€8.55.1
SLiconfig)#int

Sliconfig)#interface £
Sliconfig)#interface fastEthernet 0/3
Sliconfig-if) gswi

Sliconfig-if) §switchport mode t
Sliconfig-if) #switchport mode trunk

Sliconfig-if)f
SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthermet(/2, changed state to down

3LINEPROTC-5-UPDOWN: Line protocol on Interface FastEthernet(/3, changed state to up
%LINEPROTC-5-UPDOWN: Line protocol on Interface Vlan30, changed state to up
%LINEPROTO-S5-UPDOWN: Line protocol on Interface Vlan40, changed state to up
$LINEPROTC-5-UPDOWN: Line protocol on Interface V1an200, changed state to up
Sliconfig-if)#

Sliconfig-if) #sw

Sliconfig-if) gswitchport t

Sliconfig-if) #switchport trunk o

S1{config-if) gswitchport trunk native vlan 1
Sliconfig-if)#

Ctrl+F6 to exit CLI focus

S3

Switch>

Switch>

Switch>ena

Switch#confi term

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#hostname S3

S3(config)#

S3(config)#



S3(config)#vlan 30
S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#no shut
S3(config-vlan)#no shut

N

% Invalid input detected at ' marker.
S3(config-vlan)#exit

S3(config)#in

S3(config)#interface vlan 99
S3(config-if)#ip ad

% Incomplete command.

S3(config-if)#ip ad

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shut

S3(config-if)#no shu

S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#ip def

S3(config)#ip default-gateway 192.168.99.1
S3(config)#

Troncal

S3(config)#interface fa0/3
S3(config-if)#sw

S3(config-if)#switchport m
S3(config-if)#switchport mode t
S3(config-if)y#switchport mode trunk
S3(config-if)#sw

S3(config-if)#switchport tr
S3(config-if)#switchport trunk n
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range fa0/1-2, fa0/4-24, g0/1-2
N

% Invalid input detected at "' marker.



S3(config-if)#exit
S3(config)#int ran range fa0/1-2, fa0/4-24, g0/1-2
N

% Invalid input detected at "' marker.
S3(config)#interface fa0/3

S3(config-if)#int

S3(config-if)#r

S3(config-if)#ran

S3(config-if)#?

cdp Global CDP configuration subcommands
channel-group Etherchannel/port bundling configuration
channel-protocol Select the channel protocol (LACP, PAgP)
description Interface specific description

duplex Configure duplex operation.

exit from interface configuration mode

ip Interface Internet Protocol config commands
lldp interface subcommands

mdix Set Media Dependent Interface with Crossover
mls interface commands

no Negate a command or set its defaults
shutdown the selected interface

spanning-tree Spanning Tree Subsystem

speed Configure speed operation.

storm-control storm configuration

switchport Set switching mode characteristics
tx-ring-limit Configure PA level transmit ring limit
S3(config-if)#exit

S3(config)#?

Configure commands:

access-list Add an access list entry

banner Define a login banner

boot Commands

cdp Global CDP configuration subcommands
clock Configure time-of-day clock

crypto Encryption module

do To run exec commands in config mode
enable Modify enable password parameters
end Exit from configure mode

exit from configure mode

hostname Set system's network name

interface Select an interface to configure



ip Global IP configuration subcommands

line Configure a terminal line

lIdp Global LLDP configuration subcommands
logging Modify message logging facilities

mac configuration

mac-address-table Configure the MAC address table
mis global commands

monitor SPAN information and configuration
no Negate a command or set its defaults
port-channel EtherChannel configuration
privilege Command privilege parameters

sdm Switch database management

service Modify use of network based services
snmp-server Modify SNMP engine parameters
spanning-tree Spanning Tree Subsystem
username Establish User Name Authentication
vlan commands

vtp Configure global VTP state

S3(config)#exit

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#

S3#

S3#

S3#confi term

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int

S3(config)#interface r

S3(config)#interface range fa0/1-2, fa0/4-24, g
S3(config)#interface range fa0/1-2, fa0/4-24, gigabitEthernet 0/1-2
S3(config-if-range)#switch

S3(config-if-range)#switchport mo
S3(config-if-range)#switchport mode ac
S3(config-if-range)#switchport mode access
S3(config-if-range)#exit

S3(config)#int

S3(config)#interface f

S3(config)#interface fastEthernet 0/1

S3(config-if)#sw

S3(config-if)#switchport m

S3(config-if)#switchport mode a



S3(config-if)#switchport mode access

S3(config-if)#sw

S3(config-if)#switchport ac

S3(config-if)#switchport access vlan 40

S3(config-if)#no shu

S3(config-if)#no shutdown

S3(config-if)#exit

S3(config)#end

S3#

%SYS-5-CONFIG_I: Configured from console by console

S3#

[lustracion 37 S3#

105 Command Line Interface
. - T - —r—r= =

USe S A Estaklish User Hame Ruthencication

[ wlan Vlian commands
E e =1 Configurs global VIP state
b E3 (config) f#axic
= =3¢
L RSYS-5-CONFIG_I: CTonfigured from console by console
L
S S38
5 =ag
3 s3s
9 S3gconfi Term
Enter configuration commands, one per lime. End with CHILSZ2.

E3 icomnfig) #int

23 (config) #interface =

S3 (config) finterfaca range fal/l-2, Ffad 4-248, g

S3(config) ginterface range fadsl-2, fadrsf4-242, gligabitEthermet O071-2
£3 iconfig-if-range) #switch

29 (config-if-range) #switchport mo

83 (config-if-range) #switchport mode ac

53 (config-if-range) gswitchporte mode access

E3(config—if-range) gexXit

E£3 iconfig) #int

E3 (config) §interface £
E3 (config) #interface FfastEthernst 0,1

S3 (config—if) $sw

S3lconfig—if)#switchport m

23 (config—if) fswitohport mods =
(config-if)#swicchport mode access

E3(config=if) faw

S3 (config—if)fswicchport ac

S iconfig—ifEswitchport access vilan 40

53 (config—ifi#fno shu

E3 (config=if) #no shutdown

=53 (config—if) fexic]

S3lconfig) fend

538

REYS-E—COMFIC I: Configured from comsole by console

G A AN OO0N0006606G60 6068 1)
]
w

=3

Ctri+FG to exit CLI focus Copy Pz

3. En el Switch 3 deshabilitar DNS lookup
4. Asignar direcciones IP a los Switches acorde a los lineamientos.

5. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.



S1(config-if)#int range fa0/1-2, fa0/4, fa0/7-23, g0/1-2
S1(config-if-range)#shu
S1(config-if-range)#shutdown

6. Implement DHCP and NAT for IPv4

7. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

8. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estéticas.

R1

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

R1(config)#
Tabla 7 Configurar DHCP pool para VLAN 30
Name:
Configurar DHCP pool para | ADMINISTRACI
VLAN 30 ON DNS-Server:
10.10.10.11

Domain-Name: ccna-
unad.com Establecer
default gateway.

R1(config)#ip dhcp pool ADMINISTRACION
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.30.1
R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#



Tabla 8 Configurar DHCP pool para VLAN 40

Name: MERCADEO
Configurar DHCP pool para DNS-Server: 10.10.10.11

VLAN 40 Domain-Name: ccna-
unad.com Establecer
default gateway.

R1(config)#ip dhcp pool MERCADEO
R1(dhcp-config)#dns-server 10.10.10.11
R1(dhcp-config)#default-router 192.168.40.1
R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#

9. Configurar NAT en R2 para permitir que los host puedan salir a internet

R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.168.200.229

R2(config)#

R2(config)#user webuser privilege 15 secret cisco12345
R2(config)#ip nat inside source static 10.10.10.10 209.168.200.229
R2(config)#interface gigabitEthernet 0/0

R2(config-if)#ip nat outside
R2(config-if)#int g0/1
R2(config-if)#ip nat inside
R2(config-if)#exit

R2(config)#

10. Configurar al menos dos listas de acceso de tipo estandar a su criterio en
para restringir o permitir trafico desde R1 o R3 hacia R2.

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255




R2(config)#access-list 1 permit 192.168.4.0 0.0.0.255

R2(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#

11. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

R2(config)#ip nat inside source list 1 pool INTERNET

12. Verificar procesos de comunicacion y redireccionamiento de trafico en
los routers mediante el uso de Ping y Traceroute.
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5. CONCLUSIONES

En el escenario 1 Al verificar los equipos se puede detallar un direccionamiento
entre los R1, R2 y R#, mediante la configuracidbn previa utilizando un
direccionamiento Route Rip.

en el desarrollo de los diferentes escenarios se ha aplicado el conocimiento
adquirido en el curso de profundizacion del CCNA

el protocolo Routing Information Protocol (RIP) es un protocolo muy comun en la
configuracion de redes,

en un protocolo vector distancia, que calcula cual seria la mejor ruta para el
direccionamiento de paquetes IP, utiliza como métrica el nUumero de saltos Hop
Count, hasta 15 saltos, de ahi en adelante la descarta como inalcanzable.

La version 2 del Router Rip incluye la méascara de subred en la tabla de
enrutamiento, soportando VLSM en el disefio de la topologia.
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