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ABSTRAC

During the last semester we worked with the advice of our tutor, and the reading of
the material provided by Cisco Networking Academy going into the different cases
and examples of configuration of telecommunications devices where practices were
carried out through the Cisco Packet Tracer application giving solution to different
cases and problems in a real environment this did not recognize the different devices
along with their functions such as ping, show, ip, route, tracerouter and their
management.

Through the following exercises we will test the knowledge and skills obtained
through the execution of the described problems giving the correct solution.
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INTRODUCCION

La introduccion de las tecnologias de la informatica y las comunicaciones en el
proceso de ensefianza y aprendizaje adquiere cada dia mayor importancia por el
impacto positivo que tiene. El avance en nuestra sociedad de las redes de
computadoras ha generado una verdadera evolucion en el estudio y trabajo de estas,
los sistemas de comunicacion juegan un papel importante ya que cada dia se hace
mas facil acceder a la informacion mediante sistemas de informacion que nos permite
tener acceso y comunicacion para obtener el conocimiento necesario para analizarlo
y ponerlo en practica para sobresalir y conocer la situacién y el empleo de las
mismas.

El objetivo del presente trabajo consiste en realizar practicas con el fin de tener en
cuenta aspectos basicos de networking, como también temas fundamentales de la
comunicacion y las redes de area local (LAN) y redes de area extensa (WAN) vistas
durante el proceso de formacion sobre el tema.

En las practicas se utilizaron herramientas como equipos, dispositivos routers,
switch, servidores y cables trenzado y directo, con el fin de lograr la simulacion en
Packet Tracer.

La solucion del presente trabajo mediante la estrategia de aprendizaje basado en
Tareas favorece el desarrollo de competencias y se nota una planeacion al tener un
orden légico de ejecucion claramente establecidos, facilitando el proceso de
aprendizaje a través de espacios e interaccion.
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Escenario 1

Tabla de direccionamiento

Mind Wide Open”

Descripcidon de escenarios propuestos para la prueba de habilidades

admirIIEiIstrado Interface Direccion IP Mzzcara preg‘:t?x,nair):ad
r < subred )
ISP S0/0/0 200.123.211.1 255.255.255.0 N/D
Se0/0/0 200.123.211.2 255.255.255.0 N/D
R1 Se0/1/0 10.0.0.1 255.255.255.252 | N/D
Se0/1/1 10.0.0.5 255.255.255.252 | N/D
Fa0/0,100 | 192.168.20.1 255.255.255.0 N/D
R2 Fa0/0,200 | 192.168.21.1 255.255.255.0 N/D
Se0/0/0 10.0.0.2 255.255.255.252 | N/D
Se0/0/1 10.0.0.9 255.255.255.252 | N/D
192.168.30.1 255.255.255.0 N/D
R3 Fa0/o 2001:db6:130:9C080F:3 /64 N/D
Se0/0/0 10.0.0.6 255.255.255.252 | N/D
Se0/0/1 10.0.0.10 255.255.255.252 | N/D
SW2 VLAN 100 | N/D N/D N/D
VLAN 200 | N/D N/D N/D
SW3 VLAN1 N/D N/D N/D
PC20 NIC DHCP DHCP DHCP
PC21 NIC DHCP DHCP DHCP
PC30 NIC DHCP DHCP DHCP
PC31 NIC DHCP DHCP DHCP
Laptop20 NIC DHCP DHCP DHCP
Laptop21 NIC DHCP DHCP DHCP
Laptop30 NIC DHCP DHCP DHCP
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Laptop31 NIC DHCP DHCP DHCP

Tabla de asignacion de VLAN y de puertos

Dispositiv | VLAN Nombre Interfa
o z
SW2 100 LAPTOPS Fa0/2-3
SW2 200 DESTOPS Fa0/4-5
SW3 1 - Todas las interfaces

Tabla de enlaces troncales

Dispositivo Interfaz Dispositivo

local local remoto

SW2 Fa0/2-3 100
Situacion

En esta actividad, demostrara y reforzara su capacidad para implementar NAT,
servidor de DHCP, RIPV2 y el routing entre VLAN, incluida la configuracion de
direcciones IP, las VLAN, los enlaces troncales y las subinterfaces. Todas las
pruebas de alcance deben realizarse a través de ping unicamente.

4:';

1341
ISP
1341
R1

1541

B i
PC-PT
PC3d Server-FT
Server(

PC-PT Laptop-FT Laﬁup-F"T

Laptop-FT Laptop-PT
Laptop31 Laptop30

el aa ptop0 Laptopl
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ISP>enable

ISP#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#int s0/0/0

ISP(config-if #ip address 200.123.211.1 255.255.255.0
ISP(config-if#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
ISP (config-if }#
ISP (config-if }#

ISP#
%SYS-5-

CONFIG_I: Configured from console by console

Mind Wide Open”

L — O

Physical Config CLI Attributes

105 Command Line Interface

ISP=enakle

ISPgcont

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHNTIL/Z.

ISP ({config)#int s0,0/0

ISP ({config-if) #no shut

5LINE-5-CHRNGED: Interface Serialld/0/0, changed state to down
ISP{config-if) @

ISP{config-if)$§

IS

£5Y¥Y5-5-CONFIG_I: Configured from console by console

Ctrl+F6 to exit CLI focus Copy Paste

[ Top
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R1(config-if)#int s0/1/0
R1(config-if)#ip address 10.0.0.1 255.255.255.252
R1(config-ifj#no shut

R1(config-if}#
%LINK-5-CHANGED: Interface Serial0/1/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0, changed state
toup

R1(config-if)#int s0/1/1
R1(config-if)#ip address 10.0.0.5 255.255.255.252
R1(config-ifj#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
R1(config-ify#end
R1#

%SYS-5-CONFIG_I: Configured from console by console

¥ R1 — O >

Physical Config CLI Attributes

105 Command Line Interface

Bl {config) #int s0/0/0 A
Rl{config-if)#ip address 200.123.211.2 255.255.255.0

Bl (config-if) &

Bl {config-if) #no shut

Bl {config-if) &

Bl (config-if) #int s0/

% Inmvalid input detected at '*' marker.

Bl (config-if) #int s0/1/0
Bl (config-if) #ip address 10.0.0.1 255_255.255_252
Rl i{config-if) #no shut

Bl {config-if) &
%LINE-5-CHANGED: Interface Seriald/l/0, changed state to up

$LINEFROTO-5-UFDOWN: Line protocol on Interface Seriall/1/0,
changed state to up

Bl (config-if) #int s0/1/1
Bl {config-if) #ip address 10.0.0.5 255_255.255_252
Rl i{config-if) #no shut

%LINE-5-CHRNGED: Interface Seriald/1l/1l, changed state to down
Rl {config-if) #end hd

Ctrl+F6 to exit CLI focus Copy Paste

[]Top
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R2>enable
R2#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252

% 10.0.0.0 overlaps with Serial0/1/0

R2(config-ifj#no shut

% 10.0.0.0 overlaps with Serial0/1/0

Serial0/0/0: incorrect IP address assignment
R2(config-if)#int s0/0/0

R2(config-if)#ip address 10.0.0.2 255.255.255.252

% 10.0.0.0 overlaps with Serial0/1/0

R2(config-ifj#no shut

% 10.0.0.0 overlaps with Serial0/1/0

Serial0/0/0: incorrect IP address assignment
R2(config-if)#int s0/0/1

R2(config-if)#ip address 10.0.0.9 255.255.255.252
R2(config-ifj#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

R2(config-if }#
R2#

%SYS-5-CONFIG_I: Configured from console by console

® R -

Fhysical Config CLI Attributes

105 Command Line Interface

RZ>=enable

R2gconi

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHTL/Z.
R2 {config)gint s0/0/0

RZ{config-if)#ip address 10.0.0.2 255.255.255.252

% 10.0.0.0 owverlaps with Serial0/1/0

B2 {config-if) #no shut

% 10.0.0.0 overlaps with Serial0/1l/0

Seriald/0/0: incorrect IP address assignment

R2 {config-if) #int s0/0/0

R2(config-if)§ip address 1l0.0.0.2 255.255.255.252

% 10.0.0.0 overlaps with Seriall/Ll/s0

RZ{config-if)gno shut

% 10.0.0.0 owverlaps with Seriald/170

Seriald/0/0: incorrect IP address assignment

R2 {config-if)#int s0/0/1

RZ{config-if)#ip address 10.0.0.5% 255.255.255.252

B2 {config-if) #no shut

SLINE-5-CHRNGED: Interface Serial0d/0/1, changed state to down
B2 {config-if)§

Rzg

%5YS5-5-CONFIG _I: Configured from console by console

Ctrl+F6 to exit CLI focus Copy

[Tep

Paste

Mind Wide Open”
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Router>enable

Router#confi

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#int s0/0/0

Router(config-if#ip address 10.0.0.6 255.255.255.252
Router(config- |f)#no shut

Router(config-if y#7?

Router(config-ify#int s0/0/1

Router(config-if#ip address 10.0.0.10 255.255.255.252
Router(config-if#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Router(config-if)#

Router(config-ify#end

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#

%SYS-5-CONFIG_I: Configured from console by console

¥ R3 —

|
*

Physical Config CLI Attributes

105 Command Line Interface

Routerrenable
RBouterfconfi
Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #int s0/0,/0
Router (config-if) #ip address 10.0.0.& 255.255_255.252
Router (config-if) #éno shut
Bouter (config-if) §7?

T i e L S T = S
Router (config-if) #int s0/0/1
Bouter (config-if) #ip address 10.0.0.10 255.255_.255.252
Router (config-if) #éno shut

(LINE-5-CHRNZED: Interface Seriall/0/1, changed state to down
Router (config-if) &

Router (config-if) #end

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #hostname R3

R3{config) g

%55Y5-5-CONFI& I: Configured from console by conscle

10
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Descripcion de las actividades

e SW1 VLANYy las asignaciones de puertos de VLAN deben cumplir con la tabla

1. Se habilitan las vlan 100 y 200.

L

Physical Config CLI Attributes

105 Command Line Interface

Sw2 (config-vlan) #VLAN 200
Sw2 (config-wvlan) §BC0O

Sw2 (config-vlan) g§NAME 200

Sw2 (config-vlan) §EXIT

Sw2 (config) #wvlan 100

Sw2 (config-vlan) gname wlanlOd
Sw2 (config-vlan) fexit

Sw2 (config) #name 200

~

Sw2 (config) #vlan2dd

Sw2 (config) #wvlan 200

Sw2 (config-vlan) fname v1lan2d0d
Sw2 (config-vlan) gexit

Sw2 {config)

% Invalid input detected at """ marker.

% Invalid input detected at """ marker.

% Invalid input detected at """ marker.

% Invalid input detected at '*' marker.

Cirl+F6 to exit CLI focus

[ Top

Paste

11
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Physical Config CLI Attributes

105 Command Line Interface

changed state to down A
SLINE-5—-CHRENGED: Interface FastEthernetl/1l, changed state to up

SLINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernetl/1,
changed state to up

%LINE-5-CHRNEED: Interface FastEthernet(/1, changed state to down

SLINEPRCTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1,
changed state to down

% LINE-5-CHRNGED: Interface FastEthernet0/2, changed state to up

SLINEPROTO-5-UFDOWN: Line protocol on Interface FastEthernet(/Z,
changed state to up

int range £0/2-3

Swi {config-if-range) #int range £0/2-32

Sw2 (config-if-range) §switchport mode access

Swi {config-if-range) §switchport access wvlan 100

Sw2 (config-if-range) §exit

Sw2 (config) fexit

Swig

%5Y5-5-CONFIG T: Configured from console by console

v
Cirl+F6 to exit CLI focus Copy Paste

[ 7op

L= - O *

Physical Config CLI Attributes

105 Command Line Interface

SLINE-5-CHANGED: Interface FastEthernet(/5, changed state to down #

&LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/5,
changed state to down

S5LINE-5-CHANGED: Interface FastEthernet(/5, changed state to up

&LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/5,
changed state to up

Swi{config-if-range) fexitc

Sw2 {config) gexit

Swig

%5Y5-5-CONFIE I: Configured from conscle by console

Swifconfig

Configuring from terminal, memory, or network [terminal]l?

Enter configuration commands, one per line. End with CHIL/Z.

Swi (config) #interface range £0/4-5

Sw2 (config-if-range) #switchport mode access

Swi {config-if-range) #switchport access wlam 200

Swi (config-if-range) fexit

Sw2 (config) g

&LINE-5-CHRNGED: Interface FastEthernetl/l, changed state to down

Ctrl+Fa to exit CLI focus Copy Paste

[ Top

12
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e Los puertos de red que no se utilizan se deben deshabilitar.

B 5wz -

Physical Config CLI Attributes

105 Command Line Interface

O

X

W TCUNC I~ LT T FSITUCOORIT
administratively down

Sw2 (config-if) #interface fastEthernet 0/23-24
% Invalid input detected at '~' marker.

5wl (config-if) #interface fastEthernet 0/2-24
% Invalid input detected at '~' marker.

5w2 (config-if) ginterface fastEthernet 0/8-12
% Invalid input detected at '"~' marker.

Sw2 (config-if) gint ra fa 0/9-24

Sw2 (config-if-range) #shutdown
administratively down

%LINE-5-CHRNGED: Interface FastEthernet(/10, changed state
administratively down

%LINE-5-CHRNGED: Interface FastEthernetl/8, changed state to

%LINE-5-CHRMNGED: Interface FastEthernet(/%, changed state to

to

Ctrl+F6 to exit CLI focus Copy

[ Tap

Paste

B S -

Physical Config CLI Attributes

105 Command Line Interface

&LINE-S5-CHRNGED: Interface FastEthernet(/10, changed state
administratively down

LLINKE-5-CHANGED: Interface FastEthernet(/ll, changed state
administratively down

SLINK-5-CHANGED: Interface FastEthernet(/12, changed state
administratively down

$LINK-5-CHANGED: Interface FastEthernet0/13, changed state
administratively down

$LINE-5-CHANGED: Interface FastEthernet(/14, changed state
administratively down

$LINE-5-CHANGED: Interface FastEthernet(/15, changed state
administratively down

$LINE-5-CHANGED: Interface FastEthernet0O/lg&, changed state
administratively down

$LINE-5-CHANGED: Interface FastEthernet0/17, changed state
administratively down

%LINE-5-CHANGED: Interface FastEthernetl/18, changed state
administratively down

&LINE-S5-CHRNGED: Interface FastEthernet(/l%, changed state
administratively down

&LINE-S5-CHRNCGED: Interface FastEthernet(/20, changed state
administratively down

LLINKE-5-CHANGED: Interface FastEthernet(/2l, changed state
administratively down

Ctrl+F6 to exit CLI focus Copy

[JTep

Paste

Mind Wide Open”
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Se verifica que las vlan y puertos queden asignados y activas.

Mind Wide Open”

SLINE-S5-CHANGED:

S LINE-S5-CHANCED:

3 LINE-S5-CHANCED:

& LINE-S5-CHANGCED:

%LINE-5-CHANGED:

SLINE-S5-CHANGED:

3 LINE-S5-CHANCED:

S LINE-S5-CHANCED:

& LINE-S-CHANGED:

% LINE-S5-CHANGED:

$LINE-5-CHANGED:

S LINE-S5-CHANCED:

S LINE-S-CHRNGED:

& LINE-S5-CHANGCED:

Sw3 (config-if-range) #
$LINE-5-CHRNEED:

3 LINE-S5-CHANCED:

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

Interface

FastEthernetl,/10,
FastEthernet0,/11,
FastEthernetl,/12,
FastEthernetl,13,
FastEthernet(/14,
FastEthernetl,/15,
FastEthernetl/1le,
FastEthernetl,/17,
FastEthernetl,/18,
FastEthernet0/15,
FastEthernetl,/20,
FastEthernetl,/21,
FastEthernetl,/22,
FastEthernet0/23,

FastEthernetl/c,

FastEthernetl/3,

changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed
changed

changed

state

state

state

state

state

state

state

state

state

state

state

state

state

state

to

to

to

to

to

to

to

to

to

to

to

to

to

to

administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively
administratively

administratively

P 53 — O b4
Physical Caonfig CLI Attributes
105 Command Line Interface
sLINE-5-CHANGED: Interface FastEthernetl/53, changed state to administratiwvely down A

down

down

down

down

down

down

down

down

down

down

down

down

down

down

changed state to administratiwvely down

$LINEFROTO-S-UPDOWN: Line protocol on Interface FastEthernetl/&,

changed state to up

$LINEFROTO-S5-UPDOWN: Line protocol on Interface FastEthernetd/3,

changed state to down

changed state to up

[ Top

Ctrl+F6 to exit CLI focus

Copy

Paste

14
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Se realiza configuracién de SW2 verificando las Vlan activas.

L — O x

Physical Config CLI Attributes

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/l, changed state (]
to up

(LINE-5-CHAENEED: Interface FastEthernetl/l, changed state to down

(LINEPROTO-5-UPDOWN : Line protocol on Interface FastEthernetd/l, changed state
to down

(LINE-5-CHANGEED: Interface FastEthernetl/l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/l, changed state
to up

2LINE-5-CHANGED: Interface FastEthernetl/l, changed state to down

(LINEPROTO-5-UPDOWN : Line protocol on Interface FastEthernetd/l, changed state
to down

Swi2=show vlan brief
VLAN MName Status Forts

1 default actiwve Fad/sl, Falfe, FaldS/7, Fald/sSg
Fadlys%, Fals10, Fal/f1ll, FalO/12
Fal/s13, Fal/s1l4, Fadysls5, Fal/le
Falys17, Fals1ls, Fadys1ls, Fadsz0o
Falys21l, Fal/s2Z, Faldys23, Fal/s24

100 LAPTOES active Fal/2, Fal/s3

200 DESTOES active FalO/4, Fals5

1002 fddi-default actiwve

1003 token-ring-default actiwve

1004 fddinet-default actiwve

1005 trnet—-default actiwve

Swiz= W
Ctrl+F6 to exit CLI focus Copy Paste

(] Top

15
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|
Se configura SW3 con los parametros de la tabla y se deshabilitan los puertos que

no se usaran
Sw3>enable
Swa3ttconf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

Sw3(config)#vlan 1
Sw3(config-vlan)#exit

Sw3(config)#int range fa0/1-24
Sw3(config-if-range)#swichport mode access
A

% Invalid input detected at '*' marker.

Sw3(config-if-range)#switchport mode access
Sw3(config-if-range)#switchport access vlan 1
Sw3(config-if-range )#exit
Sw3(config)#int range fa0/7.24
interface range not validated - command rejected
Sw3(config)#int range fa0/7-24
Sw3(config-if-range)#shut
Sw3(config-if-range)#shutdown

Sw3(config-if-range)#

LT

Physical

Config

CL1

Attributes

105 Command Line Interface

TITTg T FIIT

%LINK-5-CHANGED:
administratiwvely down

%LINK-5-CHANGED:
administratiwvely down

%LINKE-5-CHANGED:
administratiwvely down

%LINKE-5-CHANGED:
administratiwvely down

%LINKE-5-CHANGED:
administratiwvely down

3 LINE-5-CHANGED:
administratiwvely down

T

=

% Invalid input detected at '"' marker.

Sw3 ({config) #in ra £a 0/6-24

S5w3 (config-if-range) #shutdown

Interface FastEthernetl/g,

Interface FastEthernetl/7,

Interface FastEthernetl/s3,

Interface FastEthernetl/s3,

Interface FastEthernetl/10,

Interface FastEthernetl/11,

changed state to

changed state to

changed state to

changed state to

changed state to

changed state to

O Tep

Ctrl+F6 to exit CLI focus

Copy

Paste

Mind Wide Open”
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B w3 - ad

Physical Config CLI Attributes

105 Command Line Interface

Sw3{config-if-range)$

~
% Invalid input detected at '*~' marker.
Sw3 (config) $sw3
% Invalid input detected at "~' marker.
Sw3 (config) ¢vlan 1
Sw3 (config-vlan) fexit
Sw3 (config) $in range £0/2-24
Sw3 (config-if-range) #switchport mode access
Sw2 (config-if-range) §switchport access wlan 1
Sw3 (config-if-range) fexit
Sw3 (config) exit
Swig
%5Y¥YS-5-CONFIG I: Configured from comsole by conscle
SLINE-5-CHANGED: Interface FastEthernetls/1l, changed state to up
SLINEFPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s1,
changed state to up
SLINE-S-CHRNGED: Interface FastEthernetl/2, changed state to up
SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernet(/2, W
Cirl+F6 to exit CLI focus Copy Paste
O Tep
B su3 — m|
Physical Config CLI Attributes
105 Command Line Interface
~
Sw3renable
Swigcont
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHIL/Z.
Sw3 (config) $vlan 1
Sw3 (config-vlan) fexit
Sw3 (config) #int range £ald/1-24
Sw3 (config-if-range) #swichport mode access
% Invalid input detected at "°' marker.
Sw3 (config-if-range) #switchport mode access
Sw3 (config-if-range) #switchport access vlan 1
Sw3 (config-if-range)fexit
Sw3 (config) #int range £ald/7.24
interface range not wvalidated - command rejected
Sw3 {config) #int range £ald/7-24
Sw3 (config-if-range) #shut
Sw3 (config-if-range) #shutdown
L

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Mind Wide Open”

17



Mind Wide Open”

ol I el I e
CI1sCo. Cisco Networking Academy”
I

La informacion de direccion IP R1, R2 y R3 debe cumplir con la tabla 1.

Para poder configurar los puertos seriales se debe instalar la tarjeta

B R3

Physical Config

e
| HWIC-1GE-SFP |
| HwIC-ZT

HWIC-8A

WIC-1AM
WIC-1ENET
WIC-1T
WIC-28M
wic-zr
WICCover

| HwIC-4ESW |

S ]

GLCALH-SMD

CLI

Attributes
Physical Device View

Criginal Size

Zoom Out

-
o

E ipa=E

r
L

i:*-ﬁ

— r Customize

Customize
Iconin . e
Physical View _ _ Logical View

The HWIC-ZT is a Cisco 2-Port Serial High-5Speed WAN
Interface Card, providing 2 serial ports.

(] Top

|- |y ST
‘ S o= o

f-::_f
oy
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Se configura los puertos con las ip asignadas.

B sp — O X

Physical Config CLI Attributes

105 Command Line Interface

T T T T yoys)sZediop
Copyright (c) 152&-2007 by Cisco Systems, Inc.
Compiled Wed 15-Jul-07 04:52 by pt_team

—-—- System Configuration Dialog ---

Would you like to enter the initial configuration dialog? [yes/
nol: n

Press RETUEN to get started!

Routerrenakle

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNTIL/Z.

Router (config) $hostname ISP

ISP({config)d

ISPiconfig)#int s0/0/0

ISP{config-if)§ip add

% Incomplete command.

ISPiconfig-if)#ip address 200.123.211.1 255.255.255.0
ISP{config-if)#& L]

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

LY - O b ¢

Physical Config CLI Attributes

105 Command Line Interface

Routers

Routerrenable
Routerfconfigure terminal
Enter configuration commands, one per line. End with CHTLsZ.
Router (config) #hostname R1
Rliconfig)#int s0/0/0

Bl {config-if) #ip add

% Incomplete command.
Rli{config-if) #ip

% Incomplete command.
Rl{config-if) #ip adrr

% Inwvalid input detected at "~' marker.

Rliconfig-if)$#ip address 200.132.211.2 255.255.255.0
BEliconfig-if) #no shutdown

%LINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
Bli{config-if) #exit
Eli{config) gexit
Rlg
FSYS—E—CONFIG_I: Configured from conscle by conscle
L

Cirl+F& to exit CLI focus Copy Paste

[ Top
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105 Command Line Interface

Compiled Wed 18-Jul-07 04:52 by pt_team

——- System Configuration Dialog ———

Would you like to enter the initial configuration dialog? [ves/
nol - no

Press RETUEN to get started!

Routerrenable

Routergconfig

Configuring from terminal, memory, or network [terminal]l?
Enter configuration commands, one per line. End with CNTL/Z.
Router (config) $int s0/1/0

Bouter (config-if) #ip address 10.0.0.1 255_.255.255.252

Router (config-if) fexit

Router (config) fint s0/1/1

Router (config-if) §ip address 10.0.0.5 255.255.255.252

Router (config-if) fexit

Copyright {(c) 198€-2007 by Cisco Systems, Inc. ~

Routertconfig?ﬂ hd

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

®R2 - O

Physical Config CLI Attributes

105 Command Line Interface

HOUCer (Conr1g] pine royo-Zoo
Router (config-subif) fencapsulation dotlg 200

Bouter (config-subif) §ip address 152.1€8_.21.1 255.255.255.0
Router (config-subif) fexit

Router (config) #int £0/0

Router (config-if) #no shut

Bouter (config-if)#
$LINE-5-CHANGED: Interface FastEthernetd/0, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/0,
changed state to up

3LINE-5-CHANGCED: Interface FastEthernet0/0.100, changed state to
up

SLINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet0/0.100, changed state to up

SLINE-5-CHRNGEED: Interface FastEthernet(/0.200, changed state to
up

$LINEPROTO-5-UPDOWN: Line protocol on Interface
FastEthernet(/0.200, changed state to up

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Mind Wide Open”
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Physical Config CLI Attributes

105 Command Line Interface

Router=enable

Routergcont

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHTL/Z.
Router (config) gint £0/0.100

Router (con fencapsulation dotlg 100

£i4ip address 15Z.1€5.20.1 255.255.255.0
g-subif)dexit

Router {config) fint £0/0.200

Router (config-subif) fencapsulation dotlg 200

Bouter {config-subif)#ip address 152 _1€2.21.1 355_255_3255.0
Router (config-subif) fexit

Router (config) gint £0/0

Router {config-if) $no shut

Router {conf
Router {conf

Bouter (config-if) g
S LINE-5-CHRNGED:

up

up

Interface FastEthernetl/0, changed state to up

SLINE-5-CHRNGED: Interface FastEthernet0/0.100, changed state to

5LINE-5-CHARWNGED: Interface FastEthernet(/0.200, changed state to

Ctrl+F6 to exit CLI focus Copy

[JTep

Paste

® -

Physical Config CLI Attributes

105 Command Line Interface

Routerrenabkle
Routergcont
Configuring from terminal, memory, or network [terminal]?

Router (config) &int s0/0/0

Router (config-if) #ip address 10.0.0.2 255.255.255.252
Router({config-if) fexit

Router (co g)g#int s0/0/1

Router (config-if) #ip address 10.0.0.5% 255.255_255.252
Router (config-if) fexitc

Bouter (config) fexit

Routerg

35Y5-5-CONFIG_I: Configured from console by conscle
exit

Enter configuration commands, one per line. End with CNTL/Z.

Ctrl+F6 to exit CLI focus Copy

[ Tep

Paste
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Physical Config CLI Attributes

105 Command Line Interface

Houter-enable

Boutergcont

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.

Router (config) gint £0/0
Bouter (config-if) &int £0/0 100

% Inwvalid input detected at "~' marker.

Bouter (config-if) &int £0/0.100

Router (config-subif) #encapsulation dotlg 100

Bouter (config-subif) §ip address 152 .1€&_20.1 255.255_.255.0
Bouter (config-subif) fexit

Router (config) $int £0/0.200

Router (config-subif) #encapsulation dotlg Z00

Bouter (config-sub: #ip address 152.1€8.21.1 255_255.255.0
Bouter (config-subif) fexit

Router (config) gint £0/0

Bouter (config-if) #no shut

Router (config-if)
%LINE-5-CHRNGCED: Interface FastEthernetl/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s0,
changed state to up

Cirl+F6 to exit CLI focus Copy Paste

[ Top

LE -

Physical Config CLI Attributes

105 Command Line Interface

Router (config-if) #no shut

Router (config-if) #int s0/0/0

Router (config 1#ip address 10.0.0.€
Router (config-if) #no shut

Router (config-if) &
S%LINE-S5-CHANGED: Interface Seriald/0/0, changed state to up

SLINEFROTO-5-UPDOWN: Line protocol on Interface Serialdys0/0,
changed state to up

Router (config-if) #int s0/

% Invalid input detected at '"' marker.

Router (config-if) g

Router (config ) #int s0/0/0

Router (config-if) #ip address 10.0.0.10 255.255.255.252
Router (config-if) #no shut

Router (config-if) fexit

Router (config)#

Router (config) #int s0/0/1
Router (config-if) fexit
Router (co gl#

Bouter iconfigifexit

Ctrl+F8 to exit CLI focus Copy Paste

[ 1op

Mind Wide Open”
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Se realiza la creacién de los enlaces troncales en los SW
Sw2>enable

Sw2#confi

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Sw2(config)#int f0/1

Sw2(config-if ftswitchport mode trunk

Sw2(config-if#end

Sw2#

%SYS-5-CONFIG_I: Configured from console by console

L — O X

Physical Config CLI Attributes

105 Command Line Interface

Press RETURN to get started. .

Swi2=enable

Sw2lfconfi

Configuring from terminal, memory, or network [terminall?
Enter configuration commands, one per line. End with CHTL/Z.
Sw2 (config) #int £0/1

Sw2 (config-if) #switchport mode trunk

Sw2 (config-if) gend

Sw2i

%55¥5-5-CONFI&z I: Configured from conscle by console

Sw2§ W

Ctrl+F& to exit CLI focus Copy Paste

(] Top
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Sw3>enable

Sw3#config

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
Sw3(config)#int f0/1

Sw3(config-if #tswitchport mode trunk

Sw3(config-if y#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/1, changed
state to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetO/1, changed

state to up
L] — O b4
Physical Config CLI Attributes
105 Command Line Interface
™
Swirenable
Swifconfig
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CHNTL/Z.
Sw3 {config) #int £0/1
Sw3 (config-if) #switchport mode trunk
Sw3{config-if)#
(LINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/1,
changed state to down
SLINEFROTO-5-UPDOWN: Line protocol on Interface FastEthernetd/s1,
changed state to up
L
Ctrl+F6 to exit CLI focus Copy Paste
] Tep
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e Laptop20, Laptop21, PC20, PC21, Laptop30, Laptop31, PC30 y PC31

deben obtener informacién IPv4 del servidor DHCP.

¥ Laptop3t

Physical Config

Desktop

Programming Attributes

[IF' Configuration

IP Configuration
(® DHCP

IP Address
Subnet Mask
Default Gateway
DMNS Server

IPv6 Configuration
() DHCP

IPv6 Address

Link Local Address
IPvE Gateway

IPv6 DNS Server

) static
169,254.59.7
255.255.0.0
0.0.0.0

0.0.0.0

() Auto Config (@) Static

|FESD: :200:BCFF:FED2: 3807

[ Top

¥ pco

Physical Config

Desktop

Programming Attributes

[IF Configuration

IP Configuration
(@ DHCP

IP Address
Subnet Mask
Default Gateway
DNS Server

IPv& Configuration
(O) DHCP

IPv6 Address

Link Local Address
IPvE Gateway

IPwE DNS Server

() static
169,254.40, 189
255,255.0.0
0.0.0.0

0.0.0.0

() Auto Config (@) Static

|FE80::240:BFF:FE5C: 288D

[JTap
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Physical Config Desktop Programming Attributes
quration
IP Configuration
@®) pHeP O static
IP Address 169,254, 188. 238
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DMS Server 0.0.0.0
IPv6 Configuration
() DHCP () Auto Config (@) Static
IPv& Address | | | |
Link Local Address |FEB0::240:BFF:FE4B:BCEE |
IPvE Gateway | |
TPv6 DS Server | |
[ Top
¥ pcy — O b
Physical Config Desktop Programming Attributes
IP Configuration
@®) pHeP O static
IP Address 169.254.19.202
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0
DMS Server 0.0.0.0
IPv6 Configuration
() DHCP () Auto Config (@) Static
IPv& Address | | | |
Link Local Address |FEs0::260:FoFF iFEQB: 13CA |
IPvE Gateway | |
TPv6 DS Server | |
[ Top
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¥ Laptop30 - O s

Physical Config Desktop Programming Attributes

[IF Configuration

IP Configuration

(@ DHCP () Static

IP Address 169.25+.211.22
Subnet Mask 255.255.0.0
Default Gateway 0.0.0.0

DMNS Server 0.0.0.0

IPv6 Configuration
(O) DHCP () Auto Config (@) Static

IPw6 Address | | |

Link Local Address |FE80::204:9AFF:FEAD:D316

|
|
IPv6 Gateway | |
|

IPv6 DN Server |

[JTap

¥ pcao - O X

Physical Config Desktop Programming Attributes

P Configuration

IP Configuration

(®) DHCP () sStatic DHCP failed, APTPA is being used.
IP Address 169.254.115.44

Subnet Mask 255.255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPv6 Configuration
(0) DHCP () Auto Config ® Static

IPv6 Address | | |

IPve Gateway |

|
Link Local Address |FE80::202: 17FF :FEBR: 732C |
|
|

IPV6 DNS Server |

[ Top

¢ R1 debe realizar una NAT con sobrecarga sobre una direccién IPv4 publica.
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Asegurese de que todos los terminales pueden comunicarse con Internet
publica (haga ping a la direccién ISP) y la lista de acceso estandar se llama
INSIDE-DEVS.
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¥ R1 — O X
Physical Config CLI Attributes
105 Command Line Interface
rr=— ——TT———r——— ——r— E—— ——rrr A

state to up "™
Routerrenable

Routerfconfig

Configuring from terminal, memory, orf network [terminal]?

Enter configuration commands, one per line. End with CHTIL/Z.

Bouter (config) faccess—-1list 1 permit 1%2_1€8_.0.0 0.0_.255_255

RBouter (config) faccess-1list 1 permit 10.0.0.0 O0.0.0_.255

Bouter (config) #ip nat pool INSIDE-DEVS 200.123.211.2

% Incomplete command.

Router (config) #ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
netmask 255_255.255.0

Bouter (config) #ip nat inside source list 1 interface s0,/0/0

Bouter (config)#ip nat inside source list 1 interface s0,/0/0 owverload
Router (config) $int s0/1/71

Bouter (config-if) #ip nat inside

Bouter (config-if) #int s0,/1/0

Bouter (config-if) #ip nat inside

Router (config-if) #int s0,/0,0

Bouter (config-if) #ip nat outside

Bouter (config-if) gexit

Router (config) $router rip

Router (config-router) gversion 2

Router (config-router) fnetwork 1.00

% Inwvalid input detected at '"~' marker.

Router (config-router) gnetwork 1.0.0.0

Router (config-router) fnetwork 10.0.0.0

Router (config-router) gdefault-information originate

Router (config-router) #ip route 0.0.0.0 0.0.0.0 s0,/0,0

Router (config) fexit

Routerg

FSYS—a—CDNFIG_I: Configured from consocle by console

W
Ctrl+F5 to exit CLI focus Copy Paste
[1Top

Se procede a configura la NAT en el R1 con sobrecarga en una direccion IPV4

publica.

R1>enable
R1#config
Configuring from terminal, memory, or network [terminal]?

Enter configuration commands, one per line. End with CNTL/Z.
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R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
% Incomplete command.

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128
% Incomplete command.

R1(config)#netmask 255.255.255.0

A

% Invalid input detected at '*' marker.

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128

% Incomplete command.

R1(config)#ip nat pool INSIDE-DEVS 200.123.211.2 200.123.211.128 netmask
255.255.255.0

R1(config)#acces-list 1 permit 192

A

% Invalid input detected at '*' marker.
R1(config)#acces-list 1 permit 192.168.0.0 0.0.255.255
A

% Invalid input detected at '»' marker.
R1(config)#access-list 1 permit 192.168.0.0 0.0.255.255
R1(config)#access-list 1 permit 10.0.0.0 0.0.0.255
R1(config)#ip nat inside source list 1 int s0/0/0 overload
R1(config)#int s0/1/0

R1(config-if)#ip nat inside

R1(config-if)#int s0/1/1

R1(config-if)#ip nat inside

R1(config-if)#int s0/0/0

R1(config-if)#ip nat inside

R1(config-if)#ip nat outside

R1(config-ifj#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

N N N N N N
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Physical Config CLI Attributes

105 Command Line Interface

x

Blgconfig
Configuring from terminal, memory, of network [terminal]?
Enter configuration commands, one per line. End with CHIL/Z.

Rl {config) #ip nat pool INSIDE-DEVS 200.123.211.2 200.123.Z211.12%8
% Incomplete command.

Rl {config) #ip nat pool INSIDE-DEVS 200.123.211.2 200.123.Z211.12%8
% Incomplete command.

Bl {config) #netmask 255.255.255.0

£y

% Inwvalid input detected at """ marker.

Rl {config) #ip nat pool INSIDE-DEVS 200.123.211.2 200.123.Z211.12%8
% Incomplete command.

Rl {config) #ip nat pool INSIDE-DEVS 200.123_.211.
netmask 255_.255.255.0

Bl (config) #acces-1list 1 permit 152

200.123.211.128

[

% Inwvalid input detected at """ marker.

Bl {config) #acces-list 1 permit 15%2.1€2.0.0 0.0.255_255

% Inwvalid input detected at """ marker.

Bl {config) #access—1list 1 permit 1%2.1&€2.0.0 0.0_255_.2585
Bl {config) #access—1list 1 permit 10.0.0.0 O0.0.0.255

Bl {config)#ip nat inside source list 1 int s0/0/0 owverload
Rl {config)#int s0/1s0

Bl {config-if) #ip mnat inside

Bl {config-if)#&#int s0/1,/1

Bl {config-if) #ip nat inside

Bl {config-if)&int s0/0,/0

Bl {config-if) #ip nat inside

Bl {config-if)#ip mnat outside

Bl {config-if) #end

Rlg

55YS5-5-CONFIG I: Configured from console by console

Cirl+F6 to exit CLI focus Copy Paste

(] Top

R1 debe tener una ruta estatica predeterminada al ISP que se configuré yque

incluye esa ruta en el dominio RIPv2.

Invalid input detected at '»' marker.
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R1(config)#ip nat inside source static tcp 192.168.30.6 80
% Incomplete command.

R1(config)#200.123.211.1 80

A

% Invalid input detected at '*' marker.

R1(config)#ip nat inside source static tcp 192.168.30.6 80 200.123.211.1 80
R1(config)#router rip

R1(config-router)#version 2

R1(config-router)#ip route 0.0.0.0 0.0.0.0 s0/0/0
R1(config)#router rip

R1(config-router)#network 10.0.0.4
R1(config-router)#network 10.0.0.0
R1(config-router)#default-information originate
R1(config-router)#end

R1#

%SYS-5-CONFIG_I: Configured from console by console

LA — O *
Physical Config CLI Attributes
105 Command Line Interface
[
REl{config)$200.123_211.1 =20
% Inwvalid input detected at """ marker.
Bl {config)#ip nat inside source static tep 15%2.1e23.30.& 20
% Incomplete command.
Rl{config)$200.122_211.1 20
% Invalid input detected at """ marker.
Bl {configl#ip nat inside source static tep 15%2.1€2.30.& 20
200.123.211.1 80
Bl {config) grouter rip
Bl {config-router) §version 2
Bl {config-router) §ip route 0.0.0.0 0.0.0.0 s0/0,/0
Bl {config) grouter rip
Rl {config-router) network 10.0.0.4
Bl {config-router) gnetwork 10.0.0.0
Bl {config-router) §default-information originate
Bl {config-router) fend
Rlg
£5Y¥Y5-5-CONFIG I: Configured from console by console
Rlg hd
Ctrl+F6 to exit CLI focus Copy Paste
[]Top
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e R2 es un servidor de DHCP para los dispositivos conectados al puerto
FastEthernet0/0.

R2>enable
R2#config
Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip dhcp excluded-address 10.0.0.2 10.0.0.9
R2(config)#ip dhcp pool INSIDE-DEVS
R2(dhcp-config)#network 192.168.20.1 255.255.255.0
R2(dhcp-config)#network 192.168.21.1 255.255.255.0
R2(dhcp-config)#defaul-router 192.168.1.1

% Invalid input detected at ' marker.
R2(dhcp-config)#default-router 192.168.1.1
R2(dhcp-config)#dns-server 0.0.0.0
R2(dhcp-config)#exit

L - O *

kY

Physical Config CLI Attributes

105 Command Line Interface

Router:>

Routerrenable

Routerfconfigure terminal

Enter configuration commands, one per line. End with CHNIL/Z.
Router (config) fhostname R2

R2 (config) #ip dhep excluded-address 10.0.0.2 10.0.0.%

B2 (config) #ip dhep pool INSIDE-DEVS

R2 (dhep—config) #network 192.162.20.1 255.255.255.0

B2 (dhep-config) gnetwork 1%2.1€8.21.1 255.255.255.0

B2 (dhep-config) gnetwork 1%2.1€8.20.1 255.255.255.0

B2 (dhep-config) #¢default-router 19%2.168.1.1

R2 (dhep—config) #dns-server 0.0.0.0

B2 (dhep-config) gexitc

RZ (config) g W

Ctrl+F6 to exit CLI focus Copy Paste

L] Top
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e R2 debe, ademas de enrutamiento a otras partes de la red, ruta entre las
VLAN 100 y 200.

L — O *

Physical Config CLI Attributes

105 Command Line Interface
Routers ~
REouterrenakble
Bouterfconfigure terminal
Enter configuration commands, one per line. End with CHIL/SZ.

Bouter (config) #hostname R2

B2 (config) #ip dhcp excluded-address 10.0.0.2 10.0.0.%5
B2 (config) #ip dhcp pool INSIDE-DEVS
B2 (dhep—config) gnetwork 1592 .1&68_20.
B2 (dhep—config) gnetwork 152 . 168_.21.
B2 (dhep—config) gnetwork 152 .168_20.
B2 (dhcep—config) fdefault-router 152 .
B2 (dhep—config) #dns—-server 0.0.0.0
B2 (dhcp—config) fexit

B2 {config)#int wlan 100

B2 (config-if) #ip address 1%2_1¢€8_.20.1
B2 {config-if) #ip address 152 .1€8.20.1
B2 (config-if)#% 15%2.1€2.20.0 owverlaps with FastEthernetl/0.100

% Inwvalid input detected at '"~' marker.

B2 {config-if)#ip address 1%2_1c8_.20.1 255_255.255.0
B2 (config-if)#% 15%2.1€2.20.0 owverlaps with FastEthernetl/0.100

% Inwvalid input detected at '"~' marker.

B2 {config-if) #ip address 1%2.1€8.20.1 255.255.255.0
B2 (config-if)#% 192 _1€8_20.0 overlaps with FastEthernetd/0.100

% Inwvalid input detected at '"~' marker.

R2 {config-if)#ip address 1%2.1€8.20.1 255.255.255.0 %15%2.1€8.20.0
overlaps with FastEthernet0,/0.100

% Inwvalid input detected at '"~' marker.

B2 {config-if) #exitc
B2 (config) § W

Cirl+F6 to exit CLI focus Copy Paste

(] Top
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s

B2 (config) #int wlan 100

B2 (config-if)#ip address 1%2.1€8.20.1 2Z55_.255_255.0

B2 (config-if)#ip address 1%2.1€8.20.1 2Z55.255.255.0

B2 (config-if)#% 152 _1€8_20.0 overlaps with FastEthernetd/0.100

% Inwvalid input detected at """ marker.

B2 (config-if)#ip address 1%2.1€8.20.1 2Z55.255.255.0
B2 ({config-if)#% 192 _1€8_20.0 overlaps with FastEthernet0,/0.100

% Inwvalid input detected at """ marker.

B2 (config-if)#ip address 1%2.1€8.20.1 2Z55.255.255.0
B2 {config-if)#% 192 _1€8_20.0 overlaps with FastEthernet0/0.100

% Invalid input detected at "*' marker.

B2 (config-if)#ip address 1%2.1€8.20.1 2Z55.255.255.0 %192.1€28.20.0
overlaps with FastEthernetd,/0.100

% Invalid input detected at '*' marker.

B2 {config-if) #exit

B2 {config) #int wlan 200

B2 (config-if)#ip address 15%2_.162.21.1 255.255.255.0

B2 {config-if)#% 192 _1€8_.21.0 overlaps with FastEthernet0/0.200

% Invalid input detected at "*' marker.

B2 {config-if) #end
R2g
55Y5-5-CONFIG I: Configured from console by console

R2gwr

Building configuration...
[CE]

nzg|

Ctrl+F5 to exit CLI focus Copy Paste

(] Top
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e EIl ServidorO es solo un servidor IPv6 y solo debe ser accesibles para los
dispositivos en R3 (ping).

R3>enable
R3#conf

Configuring from terminal, memory, or network [terminal]?
Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#ipv6 unicast-routing

config)#int f0/0

config-if)#ip address 192.168.30.1 255.255.255.0

config-if)#ipv6 address 2001:db8:130::9C0:80F:301/64
config-if)y#ipv6 dhcp server vian 1

R3(
R3(
R3(config-if }#
R3(
R3(

% Invalid input detected at ' marker.
R3(config-if)#ipv6 dhcp server vian_1

R3
R3
R3(config-if}#

(config-if)#ipv6 nd other-config-flag
(config-if)#no shutdown
(

LE

B

Physical Config CLI Attributes

105 Command Line Interface

SLINE-5-CHANGED: Interface Seriald/0/1, changed state to up

(LINE-5-CHANZED: Interface Serialds0/1, changed state to down

Rirenable

E3gcont

Configuring from terminal, memory, or network [terminall?

Enter configuration commands, one per line. End with CHIL/Z.

B2 {config) #ipvE unicast-routing

R3{config) #int £0/0

B3 {config-if)#ip address 192 _1&2.30.1 255_.255.255.0

B3 (config-if)g

RI{config-if) #ipve address 2001:db&:130::3C0:80F:301/¢€4

B3 {config-if) #ipve dhep server wlan 1

% Imwvalid input detected at "' marker.

R3{config-if) #ipve dhcp server vlan 1

R3{config-if) #ipveé nd other-config-flag

B3 {config-if) &no shutdown

B3 (config-if) ¢

Ctrl4+F& to exit CLI focus Copy Paste

[ Top

36



o],
CI1sco. Cisco Networking Academy” Mind Wide Open
I e

¢ La NIC instalado en direcciones IPv4 e IPv6 de Laptop30, de Laptop31, de
PC30 y obligacién de configurados PC31 simultaneas (dual-stack). Las
direcciones se deben configurar mediante DHCP y DHCPVG6.

e La interfaz FastEthernet 0/0 del R3 también deben tener direcciones IPv4 e
IPv6 configuradas (dual- stack).

¢ R1, R2 y R3 intercambian informacion de routing mediante RIP versién 2.

¢ R1,R2yR3deben saber sobre las rutas de cada uno y la ruta predeterminada
desde R1.

o Verifique la conectividad. Todos los terminales deben poder hacer ping entre
si y a la direccion IP del ISP. Los terminales bajo el R3 deberian poder hacer
IPv6-ping entre ellos y el servidor.
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Escenario 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

VLAN Direccionamiento Nombre

Inte rnet | 30 192.168.30.0/24 Administracion
| 40 192.168.40.0/24 Mercadeo

200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lod 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2
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1. Configurar el direccionamiento IP acorde con la topologia de red para cada
uno de los dispositivos que forman parte del escenario.
Procedemos a configurar los dispositivos router, swiches, y PC iniciando con el reset

de los routers.

# Cisco Packet Tracer

File Edit Options View Tools Extensions Help

J—
internet PC

<

~ r——*i

L]

Web Server

‘,J
> | N

Time: 10:18:50 | FPower Cyde Devices||[Fast Forward Time

Realti

?';'3 mFwe PP EERERr

Bl .

Copper Cross-Over
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Router=enakble

Boutergerase startup-config

Erasing the nvram filesystem will remowe all configuratiomn f£files!
Continue? [confirml]

[CE]

Erase of nwram: complete

£5Y5-7-NV_BLOCE INIT: Initialized the geometry of nvram
RBoutergreload

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4 RELEASE SOFIWARE (£fcl)
Technical Support: http:// /www.cisco.com/techsupport

Copyright {(c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-kboard = 512 MB, DIMMO = 0 MB
CISC01541/ES platform with 524288 Fbytes of main memory

Main memory is configured to &4/-1(0n-board/DIMMO) kit mode with
ECC disabled

Beadonly BOMMON initialized

program load complete, entry point: 0x20803000, size: Oxlb340
program load complete, entry point: 0x20803000, size: Oxlb340

I05 Image Load Test

Ctrl+F6 to exit CLI focus Copy Paste

(] Top
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Bouterrenakle
Routergerase startuoc-config

3

% Invalid input detected at '*' marker.

Routergferase startup-config

Erasing the nvram filesystem will remowve all configuration files!
Continue? [confirm]

[CE]

Erase of nvram: complete

§5¥5-7-HV_BLOCE _INIT: Initialized the geometry of mvram
Boutergreload

Proceed with reload? [confirm]

System Bootstrap, Version 15.1(4)M4, BELEASE SOFTWRRE (£cl)
Technical Support: http://www.cisco.com/techsupport

Copyright (o) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - Cn-board = 512 ME, DIMMO = 0 ME
CISC01%41/ES platform with 524282 Fbhytes of main memory

Hain memory is configured to ©4/-1{Cm-board/DIMMO) kit mode with
ECC disabled

Readonly RCOMMON initialized

Ctrl4F6 to exit CLI focus Copy Paste

[] Top
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Continue? [confirml] A
[OK]

Erase of nvram: complete

55¥5-7-NV_BLOCE INIT: Initialized the geometry of nvram
Routerfreload

Proceed with reload? [confirm]

System Bootstrap, Versiom 15.1(4)M4, RELEASE SOFTWARE (£fcl)
Technical Support: http:// www.cisco.com'techsupport

Copyright (c) 2010 by cisco Systems, Inc.

Total memory size = 512 MB - On-board = 512 MB, DIMMO = 0 MB
CISCO15%41/ES platform with 524288 Ebytes of main memory

Main memory is configured to €4/-1({0n-board,/DIMM0O) kit mode with
ECC disabled

Beadonly BOMMON initialized

program load complete, entry point: 0xB802803000, si=ze: Oxlbk340
program load complete, entry point: 0x80803000, size: O0xlb340

I05 Image Load Test

Digitally Signed Belease Software

program load complete, entry point: 0x81000000, size: O0x2kbklchE
Self decompressing the image

FEEEEEEEREEREEEEERE hl

Ctrl+F5 to exit CLI focus Copy Paste

[ ]Top
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Iniciamos la configuracion R1 segun parametros indicados y sus ip’s.
Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R1

R1(config)#int s0/0/0

R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if}#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
R1(config-if)#conf t

%Invalid hex value

R1(config)#int g0/0

R1(config-if)#ip address 192.168.99.1 255.255.255.0
R1(config-if}#no shutdown

R1(config-if }#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

R1(config-if)#exit
R1(config)#
Router>enable
Router#enable
Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
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Router(configy#hosname R2

% Invalid input detected at ' marker.

Router(config)#int 0/0/1

% Invalid input detected at ' marker.

Router(config)#int s0/0/1

Router(config-if#ip address 172.31.21.2 255.255.255.252
Router(config-if)#no shutdown

Router(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to
up

Router#

Iniciamos la configuracion de parametros segun lo indicado en la guia en el R1.
%SYS-5-CONFIG_I: Configured from console by console

Router#enable

Router#conf t
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Routerrenable

Routerfconf t

Enter configuration commands, one per line. End with CHTL/Z.

RBouter (config) fhostname Rl

Bl {config)#int s0,/0/0

Rl {config-if) #ip address 172.31.21.1 2Z55.2Z55.255.252

Bl {config-if) #no shutdown

(LINE-5-CHRNGED: Interface Seriald/0,/0, changed state to down

Bl {config-if) §conf t

% Invalid hex walue

Bl {config)#int gl/0

Rl {config-if) §ip address 152.1€3.95.1 255.255.255.0

Bl {config-if) #no shutdown

Bl {config-if)#

2LINE-5-CHARNGED: Interface GigabitEthernet(/0, changed state to

up

(LINEFROTO-5-UFDOWHN : Line protocol on Interface

FigabitEthernetl,0, changed state to up

Bl {config-if) gexit

Rl (config) g w
Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Enter configuration commands, one per line. End with CNTL/Z.
Continuamos con la configuracion del Router 2
Router(config)#hostname R2

R2(config)#int s0/0/1

R2(config-if)#ip address 172.31.21.2 255.255.255.252
R2(config-ifj#no shutdown

R2(config-if)#int g0/0
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R2(config-if)#ip address 209.165.200.255 255.255.255.248

Bad mask /29 for address 209.165.200.255

R2(config-ifj#no shutdown

R2(config-if }#

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

R2#

%SYS-5-CONFIG_I: Configured from console by console
R2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#interface loopback 0

R2(config-if }#

%LINK-5-CHANGED: Interface Loopback0, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface LoopbackO, changed state to
up

R2(config-if)#ip address 10.10.10.10 255.255.255.255
R2(config-if}#
R2#

%SYS-5-CONFIG_I: Configured from console by console
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Bad mask /2% for address 205.1€5.200.255
B2 (config-if){no shutdown

B2 (config-if)f
% LINE-5-CHANGED: Interface GigabitEthernet(/0, changed state to
up

SLINEPROTCO-5-UPFDOWN: Line protocol on Interface
GigabitEthernetl/0, changed state to up

RZg
%5¥5-5-CONFIZ_I: Configured from console by console

Rlgconf t
Enter configuration commands, one per line. End with CNTL/Z.
B2 (config) f#interface loopback 0

B2 ({config-if)#
2 LINE-5-CHRNGED: Interface Loopbackd, changed state to up

2 LINEFROTO-5-UPDOWN: Line protocol on Interface LoopbackOd,
changed state to up

22 (config-if)#ip address 10.10.10.10 255.255.255.255
22 (config-if) g

Ctrl+F6 to exit CLI focus Copy Paste

O Top

\

B R3 — O

Physical Config CLI Attributes

105 Command Line Interface

SLINEPROTO-5-UPDOWN: Line protocol on Interface Loopbacké4,
changed state to up

B3 (config-if)#ip address 152 _1e2.4.1 255.255.255.0
B2 {config-if)¢interface loopback &

R3 (config-if) g
%LINE-5-CHRNGED: Interface Loopbkacks, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface Loopbacks,
changed state to up

B3 (config-if)g#ip address 152_168.5.1 255.255.255.0
B2 {config-if)ginterface loopback €

B2 {config-if)§
SLINE-5-CHRNGED: Interface Loopbkackeé, changed state to up

SLINEFROTO-5-UFDOWN: Line protocol on Interface Loopbacke,
changed state to up

R3(config-if)gip address 152 . 1e8.6.1 255.255.255.0
B2 (config-if) gexitc
B3 (config)

Ctrl+F6 to exit CLI focus Copy Paste

[ Tep

Mind Wide Open”
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Seguimos con la configuracion de ip’s del Router 3
Router>enable

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname R3

R3(config)#int s0/0/1

R3(config-if)#ip address 172.31.23.1 255.255.255.252
R3(config-ifj#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
R3(config-if)#

R3(config-if)#interface loopback 4

R3(config-if)#

%LINK-5-CHANGED: Interface Loopback4, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback4, changed state to
up

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#interface loopback 5

R3(config-if}#

%LINK-5-CHANGED: Interface Loopback5, changed state to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback5, changed state to
up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#interface loopback 6

R3(config-if}#

%LINK-5-CHANGED: Interface Loopback6, changed state to up
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%LINEPROTO-5-UPDOWN: Line protocol on Interface Loopback6, changed state to
up

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#exit
R3(config)#

¥ internet PC - O *

Physical Config Desktop Frogramming Attributes

[P Configuration

IP Configuration

) DHCP (®) Static

1P Address | 205.165.200.230 |
Subnet Mask | 255.255.255.248 |
Default Gateway | 209.169.200.225 |
DNS Server [0.0.0.0 |
IPv& Configuration

() DHCP () Auto Config (®) Static

IPvE Address | | |

Link Local Address |FEBD: 1200: 2BFF:FE2C:6372

IPvE Gateway |

IPv6 DNS Server |

O Top
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Configuramos el Pc A

Mind Wide Open”

®pca

Physical Config

Desktop

Programming Attributes

[P Configuration

IF Configuration

(®) DHCP

IP Address
Subnet Mask
Default Gateway
DMS Server

IPv6 Configuration
(O DHCP

IPvE Address

Link Local Address
IPvE Gateway

IPvE DNS Server

() static
169.254.40. 185
255.255.0.0
0.0.0.0

0.0.0.0

() Aute Config (®) static

|FE80: :200:CFF:FE35: 2869

[ Top

Continuamos con la configuracion del Pc C
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® pcc - m} b4

Physical Config Desktop Programming Attributes

IP Configuration

(®) DHCP O static DHCP failed. APIPA is being used.

IP Address 169.254.156.209

Subnet Mask 255,255.0.0

Default Gateway 0.0.0.0

DNS Server 0.0.0.0

IPv6 Configuration

() DHCP () Auto Config (®) static

IPv6 Address | ‘ | |
Link Local Address |Fes::2E0:F 7R FESR19CD1 |
IPV6 Gatenay | |
TPy DNS Server [ |

[ Top

Configuracion de web server
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Physical Config Services Desktop Programming Attributes

IF Configuration

IF Configuration

O DHcp @ static

IP Address [10.10.10.10 |
Subnet Mask [ 255.255.255.0 |
Default Gateway [10.10.10.1 |
DNS Server [0.0.0.0 |

IPvE Configuration
O DHCP (O Auto Config @) Static

IPv6 Address | | |

Link Local Address | FEB0:: 2D0:BAFF:FE2A:6487

IPvG Gateway |

IPv6 DS Server |

[ Top

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
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OSPFv2 area 0

Configuration Item or Task Specification

Router ID R1 1.1.1.1
Router ID R2

5.5.5.5
Router ID R3

8.8.8.8
Configurar todas las interfaces LAN como
pasivas
Establecer el ancho de banda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Verificar informacion de OSPF

¢ Visualizar tablas de enrutamiento y routers conectados por OSPFv2

¢ Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface

e Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.
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Rlzenable
Rlishow ip protocols
Routing Protocol is "ospf 1"
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Router ID 1.1.1.1
Humber of areas in this router is 1. 1 normal 0 stub 0 nssa
Haximum path: 4
Routing for Networks:
172.231.21.0 0.0.0.3 area 0
152 .1€2.30.0 0.0.0.2 area 0
192.1€5.40.0 0.0.0.3 area 0
152 _.1€2.30.0 0.0.0.255 area 0O
152 _.1€2.40.0 0.0.0.255 area 0
152 _.1€2.200.0 0.0.0.255 area 0
Bouting Information Sources:
Gateway Distance Last Update
1.1.1.1 110 00:-12:24
Distance: (default is 110)
14|
Ctrl+F6 to exit CLI focus Copy Paste
[ op
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» Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo
de cada interface
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V2. 21 230 0.0.0.3 area U
10.103.10.0 O0_0_.0_255 area 0O
Routing Information Sources:
Fateway Distance Last Update
5.5.5.5 110 00:20:26
Distance: (default is 110}

R2fconft t

Enter configuration commands, one per line. End with CHIL/Z.
B2 {config)#

B2 {config) #router ospf

% Incomplete command.

B2 {config) #router ospf 1

B2 {config-router) $network 172.31.21.0 0.0.0.3 area 0
B2 {config-router) §

B2 (config-router) fexit

RZ (config) fexit

R

55Y5-5-0C0NFI= I: Configured from console by console

REZ¢show ip protocols

Routing Protocol is "ospf 1™
Cutgoing update £filter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Router ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stubk 0 nssa
Maximim path: 4
Routing for Networks:
172.21.23.0 0.0.0.3 area 0O
l0.10.10.0 0.0, 0255 area 0
172.21.21.0 0.0.0.2 area 0O
Routing Information Sources:
Fateway Distance Last Update
5.5.5.5 110 00:00:51
Distance: (default is 110)

R2Zg "

Ctrl+F6 to exit CLI focus Copy Paste

(] Top
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% Inwvalid input detected at '"~' marker. "
B3 {config-router) #network 172.31.23.0 0.0.0.3 area 0
B3 (config-router) $network 1%2_1€8_.4.0 0.0.3_.255 area 0
B2 {config-router) #passive-interface lod
% Inwvalid input detected at '*' marker.
B3 ({config-router) gpassive-interface lod
B3 {config-router) #passive-interface lob
B3 (config-router) gpassive-interface lo&
B3 {config-router) gexit
B3 {config)#int s0/0,/1
B3 {config-if) §bandwidth 2Z5&
B3 {config-if) #exitc
B3 (config) fexit
R3g
55Y5-5-CONFIG I: Configured from console by console
R3igshow ip protocols
Routing Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update £filter list for all interfaces is not set
Bouter ID 2.8.8.8
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Haximim path: 4
Bouting for WNetworks:
172.31.23.0 0.0.0.3 area 0
1%2.1e2.4.0 0.0.3.255 area 0
Passiwve Interface(s):
Loopback4
Loopbackb
Loopbacke
Bouting Information Sources:
Gateway Distance Last Update
g.8.8.8 114a 00:02:37
Distance: (default is 110} ~
Ctrl+F5 to exit CLI focus Copy Paste
(] Top
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3. Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de
red establecida.
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% Invalid input detected at """ marker.

51 {config-vlan) #name mercadeo

51 {config-vlan)fvlan 200

51 {config-vlan) #name Mantenimiento
51 (config-vlan) fexit

5l {config) #int wlan 200
Sliconfig—if) g

51 (config-if) gexit

SLINE-5-CHANGED: Interface Vlan200, changed state to up

S5liconfig-if) #ip address 152 _165.5%%_2 255.255.255.0
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[FLINEPOOIO-5-UPDURN - Line protocol ON INCELTace FEASLECHEInetus 3,

changed state to down

(LINE-5-CHRNEZED: Interface FastEthernetl/3, changed state to up

(LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up

$SPANTREE-Z-RECY _DVID ERR: Receiwed 202.10 BPDU on non trunk
FastEthernet0/3 VLANI1.

$5PANTREE-2-BLOCE_PVID LOCRL: Blocking FastEthernetd/3 on
VLANOOOl. Inconsistent port type.

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernetl/3,
changed state to down

(LINEFROTO-5-UFDOWN: Line protocol on Interface FastEthernet(/3,
changed state to up

Switch>enable

Switchfconf t

Enter configuration commands, one per line. End with CHTIL/Z.
Switch (config) #hostname 52

52 (config) #service password-encryption

52 (config) #enable password class

52 {config) #line console 0O

52 (config-line) §password cisco

52 {config-line) #logging synchronous

52 (config-line)#line wty 0 15

52 (config-line) #password cisco

52 (config-line) #banner motd #Prohibido el acceso no autorizadod
52 (config) fexit

528

%55¥5-5-CONFI&z I: Configured from conscle by console

528 W

Ctrl+F& to exit CLI focus Copy Paste

(] Top
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Slxenable

Slgconf t©

Enter configuration commands, one per line. End with CHTL/Z.
51 (config) #enable password class

51 (config)#line console 0

51 {config-line) §password cisco

Sliconfig-line)f#logging synchronous

51 {config-line)$#line wty 0 15

51 {config-line) §password cisco

S5liconfig-line) $f#banner motd #Prohibido el accesof

% Invalid input detected at '~' marker.
5liconfig-line)$banner motd #Prohibido el accesof

Sliconfig)§service password-encryption
51{config) w

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

4. En el Switch 3 deshabilitar DNS lookup
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Fress RETURN to get started.
R3=enable
R3#config t©
Enter configuration commands, one per line. End with CHNTL/Z.
R3{config) #no ip domain-loockup
B3 (config) § W
Ctrl+F6 to exit CLI focus Copy Paste
[1Top
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Slrenable
Password:
Password:
Password:
% Bad secrets

Slrenable

Password:

Password:

Slgconf t

Enter configuration commands, one per line. End with CHTIL/Z.
51 {config) #vlan 30

5l {config-vlan) #name Administracion
51 (config-vlan) fexit

5l {config)#éwvlan 40

51 {config-vlan) #name Mercadeo

51 {config-vlan) fexit

51 (config)#vlan 200

5l (config-vlan) fname Mantenimiento
5]l {config-vlan) fexit

51 {config)#int 200

% Invalid input detected at """ marker.

5l {config) #int wlan 200

Sl {config-if)#

5l {config-if)#ip address 152.1c8.5%5_2 255_255_255.0
51 (config-if) gexit

5l {config) #ip default-gateway 15%2_1&8.55.1

51 (config) #int £0/3

5l (config-if) §switchport mode trunk

51 (config-if) #¢switchport trunk natiwve wlan 1

51 (config-if) #int range £fal/sl-2, £al/4-23, gi/Sl-2
5]l (config-if-range) §switchport mode access

5l {config-if-range) #§switchport access wlan 30
Slicunfig—if—rangejﬂ

Cirl+F6 to exit CLI focus Copy Paste

[ Top

63



CI1sCo. Cisco Networking Academy”

Mind Wide Open”

L —

Physical Config CLI Attributes

105 Command Line Interface

52=

S52renable
Password:
S2fconf t

52 (config) #interface fastethernetld/7

52 (config-if) fexit

52 {config)#wvlan 30

52 (config-vlan) fname Bdministracion

52 {config-vlan) gvlan 40

52 (config-vlan) #name Mercadeo

52 (config-vlan)fwvlan 200

52 (config-vlan) #name Mantenimiento

52 (config-vlan) fexit

52 (config) gint £0/3

52 (config-if) §switchport mode trunk

52 (config-if) g¢switchport trunk natiwve wlan 1
52 (config-if) #int range £al/s1-2, £al/4-3, gl/f1l-2
52 (config-if-range) #switchport mode access
52 (config-if-range) f#int £0,1

52 (config-if) #switchport mode access

52 (config-if) g¢switchport access wlan 30

52 (config-if) &

Enter configuration commands, one per line. End with CHTL/Z.

Ctrl+F& to exit CLI focus Copy

(] Top

Paste

Password:
Password:
Password:
% Bad secrets

6. Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
S1>enable
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S1>enable
Password:
Password:
S1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

S1(config)#vlan 30
S1(config-vlany#name Administracion
S1(config-vlan)#exit

S1(config)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#exit

S1(config)#vlan 200
S1(config-vlan)y#name Mantenimiento
S1(config-vlan)#exit

S1(config)#int 200

A

% Invalid input detected at ' marker.

S1(config)#int vlan 200

S1(config-if }#

S1(config-if#ip address 192.168.99.2 255.255.255.0
S1(config-if #exit

S1(config)#ip default-gateway 192.168.99.1
S1(config)#int f0/3

S1(config-ifJ#switchport mode trunk
S1(config-if J#switchport trunk native vian 1
S1(config-if)#int range fa0/1-2, fa0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#switchport access vian 30
S1(config-if-range )#exit
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S1(config)#exit
S1#

7. Implement DHCP and NAT for IPv4

8. Configurar R1 como servidor DHCP para las VLANs 30 y 40.

Mind Wide Open”

Configurar DHCP pool para
VLAN 30

Name: ADMINISTRACION
DNS-Server: 10.10.10.11
Domain-Name: ccha-unad.com
Establecer default gateway.

Configurar DHCP pool para
VLAN 40

Name: MERCADEO
DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
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Rirenable
Rifconf t
¥ R1 — O *
Physical Config CLI Attributes
105 Command Line Interface
L]
Rl=enable
Rlgconf t
Enter configuration commands, one per line. End with CHIL/SZ.
Bl {config) #ip dhcep excluded-address 172.16.30.0 172.1&.30._40
Bl (config) #ip dhcp excluded-address 172.16.30.0 172.1€.30.30
Bl {config) #ip dhep pool Administracion
Bl (dhep-config) #dns-server 10.10.10.1
Bl {dhep—config) #¢default-router 172_.1e.30.1
Bl {dhep—config) gnetwork 172.1€.30.0 255.255.255.0
Bl {dhcp—config) §ip dhep pool Mercadeo
Bl {dhep—config) #dns—-server 10.10.10.1
Bl (dhcp-configl g hd
Cirl+F6 to exit CLI focus Copy Paste
(] Top

10. Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para
configuraciones estaticas.
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Rl=enakle

Rlgcont ¢

Enter configuration commands, one per line. End with CHIL/Z.
Bl {config)#ip dhep excluded-address 172.1c.30.0 172 _.1€.30.40
Bl {config)#ip dhep excluded-address 172.1c.30.0 172 _.1€.30.30
Bl {config)#ip dhep pool Zdministracion

Bl (dhep—config) #dns-server 10.10.10.1

Bl (dhep—config) fdefault-router 172 _.16.30.1
Bl (dhep—config) fnetwork 172_1&.30.0 Z55_255.
Bl (dhep—config) #ip dhep pool Mercadeo

Bl (dhep—config) #dns-server 10.10.10.1

Rl {dhep—config) fexit

Bl {config) #ip dhcp excluded-address
Bl {config) #ip dhep excluded-address
Bl {config) §ip dhep pool Mercadeo

Rl (dhep—config) #dns—-server 10.10.10.1

Rl {dhep—config) #default-router 172 _16.30.1

Rl {dhep—config) #network 172 _1&.30.0 255 _255_255.0

Rl (dhep—config) #ip dhep pool Administracion

Bl (dhep-—config) #dns—-server 10.10.10.1

Bl (dheop-config) # bl

55.0

B

£.30.0 172.1e.30.30
£.30.0 172.1s.30.40

Ctrl+F6 to exit CLI focus Copy Paste

[]Top
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11. Configurar NAT en R2 para permitir que los host puedan salir a internet.
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2 Low-speed serial (sync/async) network interface(s) A
DRAM configuration is ©4 bits wide with parity disakled.

255E bytes of non-wolatile configuration memory.

24935¢E bytes of ATA System CompactFlash 0 (Read/Write)

Press BRETURN to get started!

SLINEPROTO-5-UPDOWNH : Line protocol on Interface
FigabitEthermetd/0, changed state to up

SLINE-5-CHANGCED: Interface Serialld/ 0 1, changed state to up

SLINEPROTO-5-UPDOWH - Line protocol on Interface Seriald/s0/71,
changed state to up

Rizenable

Rigconf €

Enter configuration commands, one per line. End with CHTIL/Z.

B2 ({config)fint glso

RZ (config-1if) #ip nat outside

B2 (config-if) #int gls1l

B2 {config-if) #ip nat inside

B2 (config-if)# v

Ctrl+F6 to exit CLI focus Copy Paste

[ ] Top
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12. Configurar al menos dos listas de acceso de tipo estandar a su criterio en

para restringir o permitir trafico desde R1 o R3 hacia R2.

(] Top

L - O
Physical Config CLI Attributes
105 Command Line Interface
MEMOEY .
Processor board ID FTH1S52400ES
2 Figakit Ethernet interfaces
2 Low-speed serial (sync/async) network interface(s)
DEAM configuration is €4 bkits wide with parity disabled.
2Z55F bytes of non-wolatile configuration memory.
245356K bytes of ATA System CompactFlash 0 (Read/Write)
Press RETURMN to get started!
5LINEFROTO-5-UFDOWN: Line protocol on Interface
FigabitEthernetl/0, changed state to up
5LINE-5-CHANGED: Interface Seriall/0/0, changed state to up
5LINEFROTCO-5-UFDOWN: Line protocol on Interface Seriald/0/0,
changed state to up
Rlrenakle
Rlgconf ¢
Enter configuration commands, one per line. End with CHIL/Z.
Bl {config)faccess-1list 10 permit 19%2.1€3.7.0 0.0.0.0
21 (config) g
Ctrl+F6 to exit CLI focus Copy Paste
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*

be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending
email to
export@cisco.com.

Cisco CISCOLlS941/ES (revisiom 1.0) with 431520KE/327€2E bytes of
MEMOIY.

Processor board ID FTX1S5Z2400ES

2 Gigabit Ethernet interfaces

2 Low-speed serial({sync/async) network interface(s)

DREM configuration is €4 bits wide with parity disabled.

255K bytes of non-volatile configuration memory.

24585€E bytes of ATA System CompactFlash 0 (Read/Write)

Press RETURN to get started!

R3renable

R3fconf t

Enter configuration commands, one per line. End with CNTL/Z.
B3 ({config) faccess-list 10 permit 152 _1¢8.7.0 0.0.0.0

B3 {config) g

Ctrl+F6 to exit CLI focus Copy Paste

[ Top

Mind Wide Open”

13. Configurar al menos dos listas de acceso de tipo extendido o nombradas a
su criterio en para restringir o permitir trafico desde R1 o R3 hacia R2.
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14. Verificar procesos de comunicacion y redireccionamiento de trafico en los
routers mediante el uso de Ping y Traceroute.
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Press BETURN to get started! A

(LINEFPRCTO-5-UFPDOWN : Line protocol on Interface
GigabitEthernetls0, changed state to up

SLINE-5-CHRNGEED: Interface Seriald/s0/1l, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/ 001,
changed state to up

Bizenakle

Bifgcont t

Enter configuration commands, one per line. End with CHIL/SZ.
B2 {config) #int gls0

B2 {config-if) #ip nat outside

B2 (config-if) gint gl/1

B2 {config-if) #ip nat inside

B2 (config-if)

B2 (config-if)#

RZ (config-if)#

B2 {config-if) gexit

B2 (config) gaccess—1ist 10 permit 1592 _1€5.7.0 0.0.0.0

B2 (config) § hd

Ii

Ctrl+F6 to exit CLI focus Copy Paste

(] Top
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Blx>enakle

Rlgconf t

Enter configuration commands, one per line. E
Bl {config) faccess-1ist 10 permit 1%2_168.7.0 0.0,

Bl {config) faccess-1list 1 permit 152 _1&€2_.30.0 0.0.0_255
Bl {config) faccess-1list 1 permit 152 _1€2_.40.0 0.0.0_255

Bl {config) faccess-1list 1 permit 152 .1€2.4.0 0_0_.0_255

Bl {config) #ip nat pool internet 20%_1€5.200_.225 205%_1&€5.200.230
netmask Z55.255.255.243

Bl {config) #ip nat inside source list 1 pool INTERNET

Bl {config) fexit

Rl

%5YS-5-CONFIG I: Configured from console by conscole

nd with CHTL/SZ.
a.a

Blgping 172.31.21.2

Type escape seguence to abort.

Sending 5, 100-byte ICHMP Echos to 172.321.21.2, timeout is 2
seconds:

Success rate is 100 percent (5/5), round-trip min/awvg/max =
1/6/20 ms

Dlg bl

Cirl+F6 to exit CLI focus Copy Paste

(] Top
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