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GLOSARIO

CISCO: es una empresa global con sede en San José,1 California, Estados Unidos,
principalmente dedicada a la fabricacion, venta, mantenimiento y consultoria de

equipos de telecomunicaciones. (1)

CCNA: (Cisco Certified Network Associate) es una certificacion entregada por la
compafia Cisco Systems a las personas que hayan rendido satisfactoriamente el

examen correspondiente sobre infraestructuras de red e Internet.(2)

Packet Tracer: de Cisco es un programa de simulacion de redes que permite los
estudiantes experimentar con el comportamiento de la red y resolver preguntas. (3)

direccionamiento IP: es un numero que identifica, de manera logica y jerarquica,
a una Interfaz en red (elemento de comunicacién/conexion) de un dispositivo

(computadora, tableta, portétil, smartphone). (4)

Protocolo de enrutamiento: El Protocolo de informacion de enrutamiento permite

que los routers determinen cual es la ruta que se debe usar para enviar los datos.

(5).

Topologia de red: se define como el mapa fisico o légico de una red para
intercambiar datos. En otras palabras, es laforma en que esta disefiada la red, sea

en el plano fisico o légico.(6)

Protocolo RIP: (Protocolo de informacion de encaminamiento) es un protocolo de
puerta de enlace interna o IGP (Internal Gateway Protocol) utilizado por los routers,
derivado del protocolo GWINFO de XEROX y que se ha convertido en el protocolo

de mayor compatibilidad para las redes Internet. (7)

Router —también conocido como enrutador o riter— Se trata de un producto de
hardware que permite interconectar computadoras que funcionan en el marco de
una red. Su funcion: se encarga de establecer qué ruta se destinard a cada paquete

de datos dentro de una red informatica. (8).


https://es.wikipedia.org/wiki/Global
https://es.wikipedia.org/wiki/San_Jos%C3%A9_(California)
https://es.wikipedia.org/wiki/Cisco_Systems#cite_note-1
https://es.wikipedia.org/wiki/California
https://es.wikipedia.org/wiki/Estados_Unidos
https://es.wikipedia.org/wiki/Cisco_Systems
https://es.wikipedia.org/wiki/Cisco_Systems
https://es.wikipedia.org/wiki/Internet
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RESUMEN

Se realiza la prueba de habilidades CNNA aplicando cada uno de sus temas a partir
de 2 momentos, demostrado el dominio de las redes de datos y cada una de las
soluciones al problema planteado. Se realiza la practica usando la aplicacion de
CISCO Packet Tracer.

Palabras claves

CISCO, RIP, protocolos, Router, Networking, Redes de datos, VLAN, DHCP, CCNA.

ABSTRACT

The CNNA skills test is carried out by applying each of its topics from 2 moments,
demonstrating the mastery of the data networks and each of the solutions to the problem

posed. The practice is done using the CISCO Packet Tracer application.

10
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INTRODUCCION

En el mundo actual, las redes conectan todo. Tienen el potencial de adaptarse, brindar
proteccion e informar permanentemente en todos los procesos empresariales y de Tl. Ha
permitido grandes avances para cualquier tipo de empresa y persona natural. Permitiendo
comunicarse desde cualquier lugar del momento en momentos instantaneos como son los
chats a través de las redes sociales. Han permitido a la organizacion de la informacion

para la toma de las decisiones de altos gerentes.

Con el desarrollo DIPLOMADO DE PROFUNDIZACION CISCO (DISENO E
IMPLEMENTACION DE SOLUCIONES INTEGRADAS LAN / WAN), me permiti6 como
estudiante poner en practica diferentes escenarios para la solucién de sus problemas a

través de conectividad de redes y configuracion.

Se da solucién a dos escenarios mediante una topologia de red propuesta, se configura e
interconectan entre si cada uno de los dispositivos, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas aspectos

gue forman parte de la topologia de red.

11
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Escenario 1

distribuidas en las ciudades de Bogotd y Medellin, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos para
el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de
la topologia de red.

Topologia de red

BOGOTA => 1222900121 (4

]

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que
se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP y
Su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN y a
los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

12
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DESARROLLO

Protocolo punto a punto (PPP) es un protocolo de nivel de enlace estandarizado en el
documento RFC 1661. Es un protocolo asociado a la pila TCP/IP de uso en Internet.

El protocolo PPP permite establecer una comunicacién a nivel de enlace. Se utiliza
normalmente para establecer la conexion a Internet de un particular con su proveedor de

acceso a través de un moédem telefénico.
CONEXION FISICA DE EQUIPOS

TOPOLOGIA DE RED

< %4 150HOST
e 2
- 1941 N
50 HOST ,a". bodpta2 ‘D
‘ ﬂ
pot—
g me: 1I|n2 PC-PT'

—~

.
pC-PT m ?-o-r'l - Feo
PCB 1941 1941 1941

medellin1 ISP bogotal

PC PT 1941
medellin3

MEDELLIN BOGOTA

200 HOST

bogota3 pPCC

ILUSTRACION 1 TOPOLOGIA DE RED

. Se realiza configuracion red donde se realiza:
Asignacion de nombre de equipos

Asignacion de claves de seguridad

. Se realiza la conexion fisica de los equipos con base en la topologia de red donde

se utilizé:

7 Router

13
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ILUSTRACION 2 ROUTER 1941

Cableado

=

ILUSTRACION 3 CABLEADO

4 pc

-

o+
PC-PT

ILUSTRACION 4 PC

Todos los router se realiza la misma configuracion, se muestra la configuracion del Routerl
y Router2

Configuracion Routerl

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellinl
Medellin1(config)#enable secret cisco
Medellin1(config)#service pass
Medellin1(config)#service password-encryption
Medellin1(config)#line console 0
Medellin1(config-line)#pass
Medellin1(config-line)#password cisco
Medellin1(config-line)#login
Medellin1(config-line)#exit
Medellin1(config)#line vty 04
Medellin1(config-line)#pass
Medellin1(config-line)#password cisco
Medellin1(config-line)#login
Medellin1(config-line)#exit

Medellin1(config)#

14
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Physical Config  CLI

105 Command Line Interface

CENCSER LDYLES UL EIR SrSCEN CUMPaSCCrIasIl O T REau NELILET

——— System Configuration Dialog ---

Continue with configuration dialog? [yes/nol: n

Fress RETURN to get started!

Routerrenable

Routergconfigure terminal

Enter configuration commands, one per line. End with CNHNTL/Z.
Router (config) ghostname Medellinl

Medellinl (config) #enable secret cisco

Medellinl (config) #service pass

Medellinl (config)#service password-encryption

Medellinl (config)#line conscle O

Medellinl (config-line) #password cisco

Medellinl (config-line)f#login

Medellinl (config-line) fexit

Medellinl (config)fline wty 04

Medellinl (config-line) #pass

% Incomplete command.

Medellinl {config-line) #password cisco

Medellinl (config-line) #login

Medellinl {(config-line) fexit

Medellinl (config) ] v

ILUSTRACION 5CONFIGURACION ROUTER1

Configuracion Router2

Router>enable

Router#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname Medellin_2
Medellin_2(config)#enable secret cisco
Medellin_2(config)#service password-encryption
Medellin_2(config)#line console 0
Medellin_2(config-line)#pass
Medellin_2(config-line)#password cisco
Medellin_2(config-line)#login

Medellin_2(config-line)#exit

Medellin_2(config)#line vty 04
Medellin_2(config-line)#password cisco
Medellin_2(config-line)#login

Medellin_2(config-line)#exit

Medellin_2(config)#

Medellin_2#

%SYS-5-CONFIG_I: Configured from console by console

15



l'Ill'I'l .. =
CIsCO. Cisco Networking Academy Mind l ]I l

Press BETURN to get started!

Houterrenable

Boutergconfigure terminal

Enter configuration commands, one per line. End with CNTIL/Z.
Router (config) $hostname Medellin 2

Medellin 2 {config)f#enable secret cisco

HMedellin 2Z{config)#service password-encryption
Medellin 2 (config)#line console 0

Hedellin_zfccnfig—lineh#pass

% Incomplete command.
Hedellin_E{ccnfig—lineh#paﬁswcrd cisco
Medellin 2 ({config-line)f#login
Hedellin_zfccnfig—lineh#ezit
Medellin 2 ({config)f#line wty 04
Hedellin_E{ccnfig—lineh#paﬁswcrd cisco
Medellin 2 ({config-line)f#login
Hedellin_zfccnfig—lineh#ezit

Medellin 2 {config)#
Hedellin_E#
%5Y5-5-CONFIG_I: Configured from console by console

ILUSTRACION 6 CONFIGURACION ROUTER2

Configuracion de enrutamientos:

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#

Medellin1(config)#int sO/0/1

Medellin1(config-if)#ip add

Medellin1(config-if)#ip address 172.29.6.2 255.255.255.252
Medellin1(config-if)#clock rate 64000

Medellin1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down
Medellin1(config-if)#int s0/1/0

Medellin1(config-if)#ip add

Medellin1(config-if)#ip address 172.29.6.14 255.255.255.252
Medellin1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/0, changed state to down
Medellin1(config-if)#int sO/1/1

Medellin1(config-if)#ip add

Medellin1(config-if)#ip address 209.17.220.2 255.255.255.252
Medellin1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/1/1, changed state to down
Medellin1(config-if)#

16
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medellinl {config) #int s0/0/1

medellinl (config-if) #ip address 172_25._
medellinl (config-if) #clock rate &4000
medellinl (config-if) #no shut

medellinl {config-if) #int s0,/1/0
medellinl {config-if) #ip address 172.2%.&6.14 255_255.255_3252
medellinl (config-if) #no shut

medellinl (config-if) #int s0,/1/1

medellinl {config-if) #ip address 2Z05_.17.220.2 255_255.3255.252
medellinl (config-if) #no shut

ILUSTRACION 7 CONFIGURACION ENRUTAMIENTO MEDELLIN1

(2}
[
[
o
T
I3
(i3]
(3]
[
o
T
I3
i
[

Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la
red principal, desactive la sumarizacion automatica.

Para configurar el RIP declaramos la red principal, se desactiva la sumarizacion
automatica y habilitamos la versién 2.

Medellin1(config)#router rip
Medellin1(config-router)#version 2
Medellin1(config-router)#networ
Medellin1(config-router)#network 172.29.0.0
Medellin1(config-router)#no auto
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#

F R - o X
Physical  Config  CLI

105 Command Line Interface

User Access Verification
Password:

Medellin l=ena

Password:

Medellin_lfconf t

Enter configuration commands, one per line. End with CHTL/Z.
Medellin liconfig)#router rip

Medellin liconfig-router)fversion 2

Medellin liconfig-router)fnetwor

Medellin liconfig-router)f#network 17Z.23.0.0
Medellin li{config-router)fno auta

Medellin_ liconfig-router)fne auto-Sumuary

Medellin li{config-router)#

Medellin 1§

$EYE-L-CONFIG_I: Configured from console by console

Medellin 1§
Medellin 1f
Medellin 1§ h

Copy Paste

ILUSTRACION 8 CONFIGURACION ENRUTAMIENTO MEDELLIN1
17
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b. Los routers Bogotal y Medellin deberan afadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP vy, a su vez, redistribuirla dentro de las publicaciones
de RIP.

bogotal>enable

Password:

bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
bogotal(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
bogotal(config)#route rip
bogotal(config-router)#version 2
bogotal(config-router)#net
bogotal(config-router)#network 172.29.0.0
bogotal(config-router)#default-information originate
bogotal(config-router)#no auto-summary
bogotal(config-router)#end

bogotal#

%SYS-5-CONFIG_I: Configured from console by console

bogotal=enakble

Password:

bogotalfconf t

Enter configuration commands, one per line. End with CHTL/Z.
bogotal (config)#ip route 0.0.0.0 0.0.0.0 20%_.17.220.2

bogotal {config) #route rip

bogotal (config-router) fversion 2

bogotal (config-router) fnet

% Incoomplete command.

bogotal {config-router) fnetwork 172.25%.0.0

bogotal (config-router) fdefault-information originate
bogotal (config-router) fno auto-—sumrmary

bogotal (config-router) fend

bogotalg

$5¥5-5-CONFIG I: Configured from console by console

ILUSTRACION 9ENRUTAMIENTO UNA RUTA POR DEFECTO HACIA EL ISP

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.2
Medellin1(config)#route rip
Medellin1(config-router)#version 2
Medellin1(config-router)#net
Medellin1(config-router)#network 172.29.0.0
Medellin1(config-router)#defa
Medellin1(config-router)#default-information ori
Medellin1(config-router)#default-information originate
Medellin1(config-router)#no auto
Medellin1(config-router)#no auto-summary
Medellin1(config-router)#

18
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c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de Bogota y
Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.1

ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.5
ISP(config)#

Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las
redes y sus rutas.

b. Verificar el balanceo de carga que presentan los Routers

C. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién, por

tener dos enlaces de conexion hacia otro router y por la ruta por defecto que manejan.

Medellinl#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set

172.29.0.0/16 is variably subnetted, 7 subnets, 3 masks

R 172.29.4.0/25 [120/2] via 172.29.6.13, 00:00:06, Serial0/1/0

R 172.29.4.128/25 [120/1] via 172.29.6.13, 00:00:06, Serial0/1/0
C 172.29.6.0/30 is directly connected, Serial0/0/1

L 172.29.6.2/32 is directly connected, Serial0/0/1

R 172.29.6.4/30 [120/1] via 172.29.6.13, 00:00:06, Serial0/1/0

C 172.29.6.12/30 is directly connected, Serial0/1/0

L 172.29.6.14/32 is directly connected, Serial0/1/0
209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks

C 209.17.220.0/30 is directly connected, Serial0/1/1
L 209.17.220.2/32 is directly connected, Serial0/1/1

Bogotal#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is not set
172.29.0.0/16 is variably subnetted, 7 subnets, 3 masks
19
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R 172.29.0.0/24 [120/1] via 172.29.3.5, 00:00:01, Serial0/0/0
R 172.29.1.0/24 [120/1] via 172.29.3.9, 00:00:00, Serial0/0/1
C 172.29.3.4/30 is directly connected, Serial0/0/0

L 172.29.3.6/32 is directly connected, Serial0/0/0

C 172.29.3.8/30 is directly connected, Serial0/0/1

L 172.29.3.10/32 is directly connected, Serial0/0/1

R 172.29.3.12/30 [120/1] via 172.29.3.5, 00:00:01, Serial0/0/0
[120/1] via 172.29.3.9, 00:00:00, Serial0/0/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks

C 209.17.220.4/30 is directly connected, Serial0/1/1
L 209.17.220.6/32 is directly connected, Serial0/1/1

# Rs - O X
Physical Config  CLI
10S Command Line Interface
;;;;;;;;;;;;;;;;;;;;;;
™
Password:
Bogota_lrenable
Password:
Bogota_l#show ip route
Codes: L - local, C - connected, 5 - static, R - RIF, H - mokile, B - EGF
D - EIGRP, EX - EIGRP extermnal, 0 — 0O5PF, IR - OSPF inter area
N1 - OSPF NS5R extermal type 1, N2 - O5PF N35Z external type 2
El - OSPF extermnal type 1, E2 - OS5PF extermnal type 2, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-1l, L2 — I5-I5 lewvel-2, ia - I5-I5 inter area
¥ - pandidate default, T - per-user static route, o - CDR
P - periodic downloaded static route
GCateway of last resort is not set
172.25%.0.0/1¢€ is wariakly subnetted, 7 subnets, 3 masks
=3 172.25.0.0/24 [120/1] wia 172.2%.3.5, 00:00:01, Serial0ys0/0
2 17 1.0/24 [120/1] wia 172.25_.2.5, 00:00:00, Seriald/ 0/l
c 1 -3.4/30 is directly comnected, Seriall/0/0
L 1 85.3.6/32 is directly connected, Seriald/0s0
c 17 5.2.8/30 is directly connected, Seriall/0/1
L 172.25.3.10/32 is directly connected, Seriald/0/1
=3 172.25.3.12/30 [120/1] wia 172.25.3.5, 00:00:01, Serialosos0
[120/1] wia 172.29.2.9%, 00:00:00, Seriald/so/s1
205.17.220.0/24 is wariably subnetted, 2 subnets, 2 masks
c 209.17.220.4/30 is directly connected, Serialdsf1/1
L 20%.17.220.6/32 is directly connected, Serialds1/1
Bogota 1# W
Copy Paste

ILUSTRACION 10 TABLA DE ENRUTAMIENTO BOGOTA1

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

Medellin2#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - I1S-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.6.5 to network 0.0.0.0
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172.20.0.0/16 is variably subnetted, 2 subnets, 2 masks

C 172.20.6.0/30 is directly connected, Serial0/0/0

L 172.20.6.1/32 is directly connected, Serial0/0/0
172.29.0.0/16 is variably subnetted, 7 subnets, 3 masks

C 172.29.4.0/25 is directly connected, GigabitEthernet0/0

L 172.29.4.2/32 is directly connected, GigabitEthernet0/0

R 172.29.4.128/25 [120/1] via 172.29.6.5, 00:00:14, Serial0/0/1
R 172.29.6.0/30 [120/2] via 172.29.6.5, 00:00:14, Serial0/0/1
C 172.29.6.4/30 is directly connected, Serial0/0/1

L 172.29.6.6/32 is directly connected, Serial0/0/1

R 172.29.6.12/30 [120/1] via 172.29.6.5, 00:00:14, Serial0/0/1

R* 0.0.0.0/0 [120/2] via 172.29.6.5, 00:00:14, Serial0/0/1

Bogota2>enable

Password:

Bogota2#show ip route

Codes: L - local, C - con

nected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
El - OSPF external type 1, E2 - OSPF external type 2, E - EGP

I - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.3.6 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 8 subnets, 3 masks

C 172.29.0.0/24 is directly connected, GigabitEthernet0/0

L 172.29.0.2/32 is directly connected, GigabitEthernet0/0

R 172.29.1.0/24 [120/1] via 172.29.3.13, 00:00:21, Serial0/0/1
C 172.29.3.4/30 is directly connected, Serial0/0/0

L 172.29.3.5/32 is directly connected, Serial0/0/0

R 172.29.3.8/30 [120/1] via 172.29.3.6, 00:00:05, Serial0/0/0
[120/1] via 172.29.3.13, 00:00:21, Serial0/0/1

C 172.29.3.12/30 is directly connected, Serial0/0/1

L 172.29.3.14/32 is directly connected, Serial0/0/1

R* 0.0.0.0/0 [120/1] via 172.29.3.6, 00:00:05, Serial0/0/0

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes parael
caso de la ruta por defecto.

Bogota3#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
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El - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 172.29.3.10 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 8 subnets, 3 masks

R 172.29.0.0/24 [120/1] via 172.29.3.14, 00:00:21, Serial0/0/1
C 172.29.1.0/24 is directly connected, GigabitEthernet0/0

L 172.29.1.2/32 is directly connected, GigabitEthernet0/0

R 172.29.3.4/30 [120/1] via 172.29.3.14, 00:00:21, Serial0/0/1
[120/1] via 172.29.3.10, 00:00:24, Serial0/0/0

C 172.29.3.8/30 is directly connected, Serial0/0/0

L 172.29.3.9/32 is directly connected, Serial0/0/0

C 172.29.3.12/30 is directly connected, Serial0/0/1

L 172.29.3.13/32 is directly connected, Serial0/0/1

R* 0.0.0.0/0 [120/1] via 172.29.3.10, 00:00:24, Serial0/0/0

# Rr7 - O
Physical Config  CLI
I0S Command Line Interface
====================
Passwor d:
Bogota_3renabl
Passwor d:
Bogota_ 3#show ip route
Codes: L - local, C - connected, 5 - static, R - RIP, M - mokile, B - BGPF
D - EIGRP, EX - EIGRP external, O - O3PF, IR - OSPF inter area
N1 - OS5PF MS55R external type 1, N2 - OS5PF NS55A external type 2
El - OSPF external type 1, EZ - OS5PF external type 2Z, E - EGP
i - I5-I5, L1 - I5-I5 lewvel-l, LZ - I5-IS5 lewel-2, ia - IS5-I5 inter area
candidate default, U - per-user static route, o — ODR
P - periodic downloaded static route
Cateway last sort is 172.2%.3.10 to network 0.0.0.0
172.25%_0.0/1€ is wariably subnetted, 8 subnets, 3 masks
=} 1 25.0.0/24 [120/1] wia 172.29.3.14, 00:00:21, Seriald/0/1
c 1 1.0/24 is directly connected, GigabitEthernet0/0
L 172.25.1.2/32 is directly connected, GigabitEthernet0(/0
=} 172.25.3.4/30 [120/1] wia 172.29.3.14, 00:00:21, Serialdys0/1
[120/1] wia 172.25.3.10, 00:00:24, Serial0/0/0
c 172.259.3.8/30 is directly connected, Seriald/0/0
L 172.259.3.5/32 is directly connected, Seriald/0/0
c 1 29.3.12/30 is directly connected, Serialls0/1
L 172.25.3.13/32 is directly connected, Seriald/0/1
R* 0.0.0.0/0 [120/1] wia 172.29.3.10, 00:00:24, Seriald/0/0
Bogota_34
Bogota 38
Copy Paste
ILUSTRACION 11RUTAS REDUNDANTES
Medellin3>enable
Password:
Medellin3#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
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i - 1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is 172.29.6.14 to network 0.0.0.0

172.29.0.0/16 is variably subnetted, 8 subnets, 3 masks

R 172.29.4.0/25 [120/1] via 172.29.6.6, 00:00:06, Serial0/0/1
C 172.29.4.128/25 is directly connected, GigabitEthernet0/0

L 172.29.4.130/32 is directly connected, GigabitEthernet0/0

R 172.29.6.0/30 [120/1] via 172.29.6.14, 00:00:08, Serial0/0/0
C 172.29.6.4/30 is directly connected, Serial0/0/1

L 172.29.6.5/32 is directly connected, Serial0/0/1

C 172.29.6.12/30 is directly connected, Serial0/0/0

L 172.29.6.13/32 is directly connected, Serial0/0/0

R* 0.0.0.0/0 [120/1] via 172.29.6.14, 00:00:08, Serial0/0/0

& R3 - O b
Physical Config  CLI

105 Command Line Interface

User Rococess Verification
Password:

Medellin 3renabkle
Password:
Medellin Z#show ip route
Codes: L - local, © - connected, 5 - static, R - RIF, M - mobile, B - BGP
0 - EIZRP, E¥X - EIGRF extermal, O - OSPF, IR - OS5PF inter area
N1l - OSPF NS55AR extermal type 1, N2 - OSPF NS5S5R external type 2
El - OSPF external type 1, EZ - 0O5PF extermnal type 2, E - EEP
i - I5-I5, L1 - I5-I5 lewel-1, LZ - I5-IS5 lewel-Z, ia - I5-I5 inter area
¥ - candidate default, U - per-user static route, o - CDR
P - periodic downloaded static route

Cateway of last resort is 172.25%.€.14 to network 0.0.0.0

172.2%.0.0/1€ is wariably subnetted, 2 subnets, 3 masks
172.29.4.0/25 [120/1]1 wia 172.29.6.6, 00:00:06, Serial0/0/1
-4.128/25 is directly connected, FigabitEthernetd/0
-4.130/32 is directly connected, GigabitEthernetl/0
S€.0/30 [120/1] wia 172.25.€.14, 00:00:08, Seriald/s0/s0
172.25%.€.4/30 is directly connected, Seriald/so0/1
€
[
€
[

.€6.5/32 is directly connected, Seriall/ 071

-6.12/30 is directly connected, Serialldyso0/0

.€.13/32 is directly connected, Seriald/0/0
120/1] wia 172.29.€.14, 00:00:08, Serial0/s0/s0

HOBE O oR
I
1
v

R* 0.0.0.0/0
Medellin 3¢
Medellin 3 e

Copy Paste

ILUSTRACION 12RUTAS REDUNDANTES

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

Password:

ISP#show ip route

Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP

D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
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N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1l - OSPF external type 1, E2 - OSPF external type 2, E - EGP
I - I1S-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

209.17.220.0/24 is variably subnetted, 4 subnets, 2 masks

C 209.17.220.0/30 is directly connected, Serial0/0/0
L 209.17.220.1/32 is directly connected, Serial0/0/0
C 209.17.220.4/30 is directly connected, Serial0/0/1

L 209.17.220.5/32 is directly connected, Serial0/0/1

# R4
Physical  Config  CLI

10S Command Line Interface

CIME o CIEEM=ED . INCELLSCE SELIaldy o7 Ly CISged SCace oo up

User Rccess Verificaticd
Password:

ISPzenable
Password:
ISPgshow ip route

* — candidate default, U - per-user static route, o — ODR
P — periodic downloaded static route

GFateway of last resort is not set

0 is directly connected, Seriald/0/0
2 is directly connected, Seriald/s0/0
0 is directly connected, Seriald/0/1
is directly connected, Seriald/0/1

$LINEPROTO-5-UPDOWN: Line protocol on Interface Seriall/0/1, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface Seriald/0/0, changed state to up

Codes: L - local, C - connected, 5 - static, R - RIP, M - mobkile, B - BGP
D — EIGRP, EX - EIGRP extermnal, © - O5PF, IR - OS5SPF inter area
N1 - OS5PF NS5R external type 1, N2 - OS5PF NSS5R external type 2
El - OSPF external type 1, EZ - OSPF extermal type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-l, L2 - I5-I5 lewvel-2, ia - I5-I5 inter area

Copy

Paste

ILUSTRACION 13 ROUTER ISP SOLO DEBE INDICAR SUS RUTAS ESTATICAS

Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe

deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ
Bogotal SERIALo/0/1; SERIALo0/1/0;
SERIALO/1/1
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Bogota2 SERIALo/0/0; SERIALO/0/1

Bogota3 SERIALo/0/0; SERIAL0/0/1;
SERIALo/1/0

Medellinl SERIALo/0/0; SERIALo/0/1;
SERIALO/1/1

Medellin2 SERIALo/0o/0; SERIALO/0/1

Medellin3 SERIALo/0/o0; SERIALo/0/1;
SERIALo/1/0

ISP No lo requiere

Medellin1(config)#route rip
Medellin1(config-router)#passive
Medellin1(config-router)#passive-interface s0/0/0
Medellin1(config-router)#

Medellin3#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Medellin3(config)#route rip
Medellin3(config-router)#pass
Medellin3(config-router)#passive-interface s0/1/0
Medellin3(config-router)#pas
Medellin3(config-router)#passive-interface s0/1/1
Medellin3(config-router)#

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogotal(config)#route rip
Bogotal(config-router)#pass
Bogotal(config-router)#passive-interface s0/1/0
Bogotal(config-router)#

Bogota2#conf t

Enter configuration commands, one per line. End with CNTL/Z.

Bogota?2(config)#route rip
Bogota2(config-router)#pass
Bogota2(config-router)#passive-interface s0/1/0
Bogota2(config-router)#pass
Bogota2(config-router)#passive-interface s0/1/1
Bogota2(config-router)#
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexién hacia el ISP, la versién de RIP vy las
interfaces que participan de la publicacién entre otros datos.

Bogotal#show ip pro

Bogotal#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 19 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/0 2 2

Serial0/0/1 2 2

Automatic network summarization is not in effect
Maximum path: 4

Routing for Networks:

172.29.0.0

Passive Interface(s):

Serial0/1/0

Routing Information Sources:

Gateway Distance Last Update

172.29.3.5 120 00:00:08

172.29.3.9 120 00:00:00

Distance: (default is 120)
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& Rs — [m]
Physical Config CLI
I0S Command Line Interface
=ogoTE—T T =
Bogota_1l|{ uter)gpassive —interface st a/1/0
Bogota_l uter) gend
Bogota_1%
%5YS-5-CONFIG_I: Configured from conscle by conso le
Bogota_lgshow ip pro
Bogota_l#show ip protocols
Routing Protocol is "rip™
Sending updates every 30 seconds, next due in 19 secon: ds
Invalid afrer 120 seconds, hold down 180, flushed after 240
on control: send version 2, receive 2
Send Recv Triggered RIP EKey-chain
network summarization is not in effect

Maximum path: 4
Routing for Ni :

1 0.0
Passive Inter

5 FLFD
Routing Infor n Scurces

G Distance Last Update

1 2.5 1zo oo:o0:o08

1 3.9 1zo Qo:o00:00
Distance: (default is 12Z0)
Bogota 1§

Copy Paste

ILUSTRACION 14 OPCIONES DE ENRUTAMIENTO CONFIGURADAS BOGOTA_1

Bogota2#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 18 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2

Serial0/0/0 2 2

GigabitEthernet0/0 2 2

Automatic network summarization is not in effect
Maximum path: 4

Routing for Networks:

172.29.0.0

Passive Interface(s):

Serial0/1/0

Serial0/1/1

Routing Information Sources:

Gateway Distance Last Update

172.29.3.6 120 00:00:12

172.29.3.13 120 00:00:03

Distance: (default is 120)
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Bogota_2¢
&5¥YS-5-CONFIG_I: Configured from console by console

Bogota_2gshow ip pro
Bogota_2#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 18 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wversion control: send wersion 2, receiwve 2
Interface Send Recwv Triggered RIF EKey-chain
Serial0d/0/1 2 2
Serial0/0/0 2 2
GigabitEthernet(/0 2 2
Rutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interfaca{sJJ
Seriald/Ll/0
Seriald/1l/1
Routing Information Sources:
Cateway Distance Last Update
172.25.3.¢ 1z0 oo:-00:12
172.25.3.13 1z0 oo:00:-03
Distance: (default is 120)
Bogota 28

Copy

Paste

Medellin1#show ip protocols
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in 22 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2

Serial0/1/0 2 2

Automatic network summarization is not in effect
Maximum path: 4

Routing for Networks:

172.29.0.0

Passive Interface(s):

Serial0/0/0

Routing Information Sources:

Gateway Distance Last Update

172.29.6.13 120 00:00:29

Distance: (default is 120)
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Medellin 1 {config-router)#
Medellin 1 {config-router)fexit
Medellin 1{config)fexit
Medellin 1%
%5¥5-5-CONFIG_I: Configured from conscle by console
Medellin l§show ip proto
Medellin lgshow ip protocols
Routing Protocol is "rip"™
Sending updates every 30 seconds, next due in 22 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Redistributing: rip
Default wersion control: send version 2, receiwve 2
Interface Send Recw l'rigJ'gered RIP Eey-chain
Seriald/o0/1 2 2
Seriald/s1/0 2 2
ARutomatic network summarization is not in effect
HMaximum path: 4
Routing for Networks:
172.25.0.0
Passiwve Interface(s):
Serial0/ 0/ 0
Routing Information Scurces:
Cateway Distance Last Update
72.25.8.132 120 00:00:2%
Distance: (default is 120)
Medellin 1
Copy Paste

ILUSTRACION 16 OPCIONES DE ENRUTAMIENTO CONFIGURADAS BOGOTA_2 MEDELLIN_1

Medellin3#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 20 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Default version control: send version 2, receive 2
Interface Send Recv Triggered RIP Key-chain
Serial0/0/1 2 2

Serial0/0/0 2 2

GigabitEthernet0/0 2 2

Automatic network summarization is not in effect
Maximum path: 4

Routing for Networks:

172.29.0.0

Passive Interface(s):

Serial0/1/0

Serial0/1/1

Routing Information Sources:

Gateway Distance Last Update

172.29.6.14 120 00:00:02
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172.29.6.6 120 00:00:263.
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Medellin 3 (config-router)fend

Medellin 34

%5Y¥YS5-5-CONFIG I: Configured from conscle by console

Medellin 3gshow ip pro

Medellin 3f#show ip protocols

Routing Protocol is "rip"

Sending updates every 30 seconds, next due in 20 seconds
Invalid after 180 seconds, hold down 120, flushed after 240
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip

Seriald/o/1 2 2
Seriald/0/0 2 2
GigabitEthernetd/0 2 2

Maximum path: 4

Routing for Metworks:
172.25.0.0

Passive Interface(s):

--More--

Default wersion control: send wersion 2, receiwve 2
Interface Send Recv Triggered RIP Eey-chain

Rutomatic network summarization is not in effect

Seriald/1/0
Seriald/1/1

Routing Information Sources:
Gateway Distance Last Update
172.29.6.14 1zo 0o:00:02
172_29.6.6 1zo 0D:00:2¢

Copy Paste

ILUSTRACION 17 OPCIONES DE ENRUTAMIENTO CONFIGURADAS MEDELLIN_3

b. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

Con el comando show ip rip database se muestra la base de dato de RIP, donde se
informa de manera detallada de todas las rutas hacia cada red

Bogotal#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[0] via 0.0.0.0, 01:18:25

172.29.0.0/24 auto-summary

172.29.0.0/24

[1] via 172.29.3.5, 00:00:17, Serial0/0/0
172.29.1.0/24 auto-summary

172.29.1.0/24

[1] via 172.29.3.9, 00:00:09, Serial0/0/1
172.29.3.4/30 auto-summary

172.29.3.4/30 directly connected, Serial0/0/0
172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected, Serial0/0/1
172.29.3.12/30 auto-summary
172.29.3.12/30
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[1] via 172.29.3.5, 00:00:17, Serial0/0/0 [1] via 172.29.3.9, 00:00:09, Serial0/0/1

#Rs - o X
Physical  Config  CLI
10S Command Line Interface
UM T I S TR SIS T TS IO IS IOt I T ITETT
Maximum path: 4 "
Routing fo 51
Passive Interfa :
FLSD
Routing Im n Sou
Distance Last Updat
120 00:00:08
2. - 120 00:00:00
Distance: (defa is 1200
Bogota_l#show ip rip database
d.0.0.0/0 auto-summary
0.0.0.0/0
[0] wia 0.0.0.0, 0l:12:25
172.25.0.0/24 auto-summary
172.23.0.0/24
[1] wia 172.25%.3.5, 00:00:17, Seriall/s0/0
172 auto-summary
172
a 172.25.3.5, 00:00:08, Seriald/0/1
17z auto-SuUmmary
172 directly connected, Seriald/0/0
aUto-SUNmAry
directly connected, Serial0/0/1
auto-summary
a 172.25.3.5, 00:00:17, Seriald/0/0 [1] wia 172.25.3.5, 00:00:0%,
W
Copy Paste

ILUSTRACION 18 BASE DE DATOS DE RIP DE CADA ROUTER BOGOTA_1

Bogota2#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.3.6, 00:00:26, Serial0/0/0
172.29.0.0/24 auto-summary

172.29.0.0/24 directly connected, GigabitEthernet0/0
172.29.1.0/24 auto-summary

172.29.1.0/24

[1] via 172.29.3.13, 00:00:21, Serial0/0/1
172.29.3.4/30 auto-summary

172.29.3.4/30 directly connected, Serial0/0/0
172.29.3.8/30 auto-summary

172.29.3.8/30

[1] via 172.29.3.6, 00:00:26, Serial0/0/0 [1] via 172.29.3.13, 00:00:21, Serial0/0/1
172.29.3.12/30 auto-summary

172.29.3.12/30 directly connected, Serial0/0/1
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s:
Scurces:
Distance Last Update
[ 120 00:00:12
120 Qo:00:-03
s 120
a
p datab.
[1] wia 172.25.2.€, 00:00:2&, Seriald/ 0,0
172.25.0.0/24 auto-summary|
172.29.0.0/24 directly connected, GigabitEthernet0/0
172 -0y auto-summary
172.25.
[1] wia 172.295.3.13, 00:00:21, Serial0/0/1
172 . auto-summary
172 - directly connected, Seriald/s0/0
172 - Auto-SUmmary
172.23.3.8,
[1] wia 172.29.3_.€, 00:00:2€, Seriall/0/0 [1] wia
Seriall/0/1
172.25.2.12/320 auto-summary
172.25.3.12/30 directly connected, Seriald/0/1
Bogota 2§

172.29.3.13, 00:00:21,

Copy

Faste

ILUSTRACION 19 BASE DE DATOS DE RIP DE CADA ROUTER BOGOTA_2

Bogota3>enable

Password:

Bogota3#show ip rip data
Bogota3#show ip rip database
0.0.0.0/0 auto-summary
0.0.0.0/0

[1] via 172.29.3.10, 00:00:15, Serial0/0/0

172.29.0.0/24 auto-summary
172.29.0.0/24

[1] via 172.29.3.14, 00:00:17, Serial0/0/1

172.29.1.0/24 auto-summary

172.29.1.0/24 directly connected,

172.29.3.4/30 auto-summary
172.29.3.4/30

GigabitEthernet0/0

[1] via 172.29.3.14, 00:00:17, Serial0/0/1 [1] via 172.29.3.10, 00:00:15, Serial0/0/0

172.29.3.8/30 auto-summary

172.29.3.8/30 directly connected,

172.29.3.12/30 auto-summary

Serial0/0/0

172.29.3.12/30 directly connected, Serial0/0/1
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User Leoecess Verification
Password:

Bogota_3renable
Password:
Bogota_3f#show ip rip data
Bogota_3f#show ip rip database
a.0.0.0/0 auto-surmary
0.0.0.0/0
[1] wia 172.25%.32.10, 00:00:15, Seriald/0/0
172.25.0.0/24 auto-surmar
172.25.0.0/24
[1] wia 172.2%.3.14, 00:00:17, Seriald/o0s1
172.25.1.0/24 AUto-SUmMmAary

172.25.3.4530 BUuto-SUmMmary
172.25.3.4/30

[1] wia 172.2%.3.14, 00:00:17, Seriald/0/1
Seriald/0/0

172.25%.3.8/30 auto-summary

172.25.3.8/30 directly connected, Seriald/0/0
172.25.3.12/20 auto-summary

172.25.3.12/20 directly connected, Seriald/0/1
Bogota_ 3f

172.25.1.0/24 directly connected, GigabitEthernetl/0

[1] wia 172.2%.3.10, Q0:00:15,

Copy

Paste

ILUSTRACION 20 BASE DE DATOS DE RIP DE CADA ROUTER BOGOTA_3

Medellin1#show ip rip da
Medellinl#show ip rip database
0.0.0.0/0 auto-summary

0.0.0.0/0

[0] via 0.0.0.0, 01:17:11

172.29.4.0/25 auto-summary
172.29.4.0/25

[2] via 172.29.6.13, 00:00:10, Serial0/1/0
172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.13, 00:00:10, Serial0/1/0
172.29.6.0/30 auto-summary
172.29.6.0/30 directly connected, Serial0/0/1
172.29.6.4/30 auto-summary
172.29.6.4/30

[1] via 172.29.6.13, 00:00:10, Serial0/1/0
172.29.6.12/30 auto-summary

172.29.6.12/30 directly connected, Serial0/1/0
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Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
Seriald/0/0
Routing Information Sources:
Fateway Distance
172.29.€6.13 1z0
Distance: (default is 120)
Medellin lg#show ip rip da
Medellin lg#show ip rip database
0.0.0.0/0
0.0.0.0/0
[0] wia 0.0.0.0, 0Ll:17:11
auto-summary

auto-sSummary

172.25.4.0/25

172.25.4.0/25

172.25.4.128/25
172.25.4.128/25

auto-summary

172.25.€.0/30
172.25.€.0/30
172.25.€.4/30
172.25.€.4/30

auto-SUmMmary

auto-SUmMmary

172.25.€.12/730

172.259_€.12/30
Medellin 1#

auto-SUrmary

Zutomatic network surmarization is not in effect

directly connected,

Last Update
0o:00:2%9

[2] wia 172.2%.€.13, 00:00:10, SerialdsLls0

[1] wia 172.2%.€.13, 00:00:10, SerialdsLls0

Seriald/o/s1

[1] wia 172.2%.€.13, 00:00:10, SerialdsLls0

directly connected, Seriald/1/s0

Copy Paste

ILUSTRACION 21 BASE DE DATOS DE RIP DE CADA ROUTER MEDELLIN1

Medellin2#show ip rip database
0.0.0.0/0 auto-summary

0.0.0.0/0

[2] via 172.29.6.5, 00:00:04, Serial0/0/1
172.29.4.0/25 auto-summary

172.29.4.0/25 directly connected, GigabitEthernet0/0

172.29.4.128/25 auto-summary
172.29.4.128/25

[1] via 172.29.6.5, 00:00:04, Serial0/0/1
172.29.6.0/30 auto-summary
172.29.6.0/30

[2] via 172.29.6.5, 00:00:04, Serial0/0/1
172.29.6.4/30 auto-summary

172.29.6.4/30 directly connected, Serial0/0/1

172.29.6.12/30 auto-summary
172.29.6.12/30
[1] via 172.29.6.5, 00:00:04, Serial0/0/1
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User Rccess Verification
Password:
Medellin 2>enakble
Password:
Medellin Zg#show ip rip data
Medellin 2#show ip rip database
0.0.0.050 Aauto-SumNmary
0.0.0.0/0

[2] wia 172.25%_€.5, 00:00:04, Seriald/s0/1
172.25.4.0/25 Auto-SuUrmary
172.25.4.0/25 directly connected, GigabitEthernet(/0
172 _25_4_125/25 auto-Summary
172.29.4.128/25

[1] wia 172.259.€.5, 00:00:04, Serial0/s0/1
172.25_€.0/30 aUtOo-SUNmAry
172.25%_€.0/30

[2] wia 172.25%_€.5, 00:00:04, Seriald/s0/1
172.25_€.4/30 aUtOo-SUNmAry
172.25.6.4/30 directly connected, Serialdy /071
172.2%_€.12/730 auto-summary
172.2%_€.12/730

[1] wia 172.259.€.5, 00:00:04, Serial0/s0/1
Medellin 24

Copy Paste

ILUSTRACION 22 BASE DE DATOS DE RIP DE CADA ROUTER MEDELLIN2

Medellin3#show ip rip data

Medellin3#show ip rip database

0.0.0.0/0 auto-summary

0.0.0.0/0

[1] via 172.29.6.14, 00:00:06, Serial0/0/0
172.29.4.0/25 auto-summary

172.29.4.0/25

[1] via 172.29.6.6, 00:00:03, Serial0/0/1
172.29.4.128/25 auto-summary
172.29.4.128/25 directly connected, GigabitEthernet0/0
172.29.6.0/30 auto-summary

172.29.6.0/30

[1] via 172.29.6.14, 00:00:06, Serial0/0/0
172.29.6.4/30 auto-summary

172.29.6.4/30 directly connected, Serial0/0/1
172.29.6.12/30 auto-summary

172.29.6.12 /30 directly connected, Serial0/0/0
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Maximum path: 4 -~
Bouting for Networks:
172.25.0.0
Passive Interface(s):
Seriald/1l/0
Serial0/1l/1
Bouting Information Sources:
Gateway Distance Last Update
17 €.14 1z0 00:00:02
izo 00:00:2¢

Distance: (default is 120)
Medellin 32#show ip rip data
Medellin 3#show ip rip database
a.0s0 auto-summary
o.0/0
[1] wia 172.25.€.14, 00:00:0&, Serialdys0/0
172.25.4.0725 auto-summary
172.25.4.0/25
[1] wia 172.25.€.€, 00:00:02, Seriald/s0/1
172.25.4.128/25 AUto—SUmNmary
directly connected, GigabitEthernetl/0
auto-summary

o -
€.0/30

172 .29,
[1] wia 172.25.€.14, 00:00:0&, Seriald/0/0
172 .259.€.4/30 auto-surmary
172.29.€.4/30 directly connected, Serialld/0/1
-€.12/320 auto-summary
172.29.6.12/30 directly connected, Serial0s0/0
Medellin 3% Y]

Copy Paste

ILUSTRACION 23 BASE DE DATOS DE RIP DE CADA ROUTER MEDELLIN3

Parte 5: Configurar encapsulamiento y autenticacion PPP

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado

con autenticacion PAT.

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#username Medellinl password cisco seguridad 123
Medellin1(config)#enca

Medellin1(config)#int sO/1/1

Medellin1(config-if)#encapsu

Medellin1(config-ify#encapsulation ppp

Medellin1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/1, changed state to

down

Medellin1(config-if)#ppp pap sent-user

Medellin1(config-if)#ppp pap sent-username ISP pass

Medellin1(config-if)#ppp pap sent-username ISP password cisco seguridad 123
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ISP(config)#use

ISP(config)#username ISP pass

ISP(config)#username ISP password cisco seguridad 123
ISP(config)#int s0/0/0

ISP(config-if)#enca

ISP(config-ify#encapsulation ppp

ISP(config-if)#ppp aute

ISP(config-ify#ppp authe

ISP(config-if)#ppp authentication pap

ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to
down

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

ISP(config-if)#ppp pap sen
ISP(config-if)#ppp pap sent-username Medellinl pas

ISP(config-if)#ppp pap sent-username Medellinl password cisco seguridad 123

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAT.
Bogotal>enable
Password:
Bogotal#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#use
Bogotal(config)#username Bogotal pass
Bogotal(config)#username Bogotal password cisco seguridad987
Bogotal(config)#int
Bogotal(config)#interface s0/1/1
Bogotal(config-if)y#enca
Bogotal(config-ify#encapsulation ppp
Bogotal(config-if)#ppp aut
Bogotal(config-if)y#ppp authentication cahp
Bogotal(config-if)#ppp authentication chap
Bogotal(config-if)#

ISP>enable

Password:

ISP#conf t

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#use

ISP(config)#username ISP pass

ISP(config)#username ISP password cisco seguridad987
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ISP(config)#int sO/0/1

ISP(config-ify#enca

ISP(config-ify#encapsulation ppp

ISP (config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state
to down

ISP(config-ify#ppp aut
ISP(config-ify#ppp authentication chap

ISP(config-if)#

Parte 6: Configuracion de PAT.
a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),

los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, soélo existira comunicacion hasta los routers Bogotal, ISP y Medellin1.

Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 172.29.3.5, timeout is 2 seconds:
u.u.U

Success rate is 0 percent (0/5)

Medellin3#ping 209.17.220.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.1, timeout is 2 seconds:

Success rate is 0 percent (0/5)
Medellin3#ping 172.29.6.14

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.6.14, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/5/14 ms

Medellin3#172.29.6.2
Trying 172.29.6.2 ...Open

[Connection to 172.29.6.2 closed by foreign host]
Medellin3#ping 172.29.6.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 172.29.6.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/7/14 ms
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b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en
el router Medellinl. Compruebe que la traduccion de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

Medellin1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat ins

Medellin1(config)#ip nat inside source

Medellin1(config)#ip nat inside source list 10 inter
Medellin1(config)#ip nat inside source list 10 interface s0/0/1
Medellin1(config)#acces

Medellin1(config)#access-list 10 per
Medellin1(config)#access-list 10 permit 172.29.4.0 0.0.3.255
Medellin1(config)#ip nat inside source list 10 interface s0/1/0
Medellin1(config)#access-list 10 permit 172.29.4.128 0.0.3.255
Medellin1(config)#

Medellin1#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Medellin1(config)#ip nat ins
Medellin1(config)#ip nat inside source
Medellin1(config)#ip nat inside source list 10 inter
Medellin1(config)#ip nat inside source list 10 interface s0/0/1
Medellin1(config)#acces
Medellin1(config)#access-list 10 per
Medellin1(config)#access-list 10 permit 172.29.4.0 0.0.3.255
Medellin1(config)#ip nat inside source list 10 interface s0/1/0
Medellin1(config)#access-list 10 permit 172.29.4.128 0.0.3.255
Medellin1(config)#
Medellin1(config)#int s0/0/1
Medellin1(config-if)#ip nat insi
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#int sO/1/0
Medellin1(config-if)#ip nat in
Medellin1(config-if)#ip nat inside
Medellin1(config-if)#int s0/1/1
Medellin1(config-if)#ip nat uo
Medellin1(config-if)#ip nat uot
Medellin1(config-if)#ip nat out
Medellin1(config-if)#ip nat outside
Medellin1(config-if)#int g0/0
Medellin1(config-if)#ip nat in
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Medellin1(config-if)#ip nat inside
Medellin1(config-if)#

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccion de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping, la
direccidon debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Bogotdl, como diferente puerto.

Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#ip nat inside source list 10 interface s0/0/1 overload
Bogotal(config)#access-list 10 permit 172.29.1.0 0.0.3.255
Bogotal(config)#end

Bogotal#show ip nat tra
Bogotal#show ip nat translations
Bogotal#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Bogotal(config)#int sO/1/1
Bogotal(config-if)#ip nat ou
Bogotal(config-if)#ip nat outside
Bogotal(config-if)#int s0/0/1
Bogotal(config-if)#ip nat ins
Bogotal(config-if)#ip nat inside
Bogotal(config-if)#int s0/0/0
Bogotal(config-if)#ip nat in
Bogotal(config-if)#ip nat inside
Bogotal(config-if)#int g0/0
Bogotal(config-if)#ip nat in
Bogotal(config-if)#ip nat inside
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llllllllll Fut detected =T TEZEeC .

Bogeota_li{config) gend
Bogota_lg
#S¥S-5-CONFIG I: Configured from conscle by conso le

lgshow ip mat tra

ions
one per line. End with CNTL/Z .
e source list 10 interface s0/0/1 overload
T 10 permit 172.25.1.0.0.3.255

* marker._

Bogo {config) #access—1list 10 permit 172.235.1.0 0.0.3.255
onfig) gend

ta
%5¥S-5—CONFIG _I: Configured from console by conso le

ta_l#show ip nat tra
1gsh ip nat trans lations

if)gint s0/0/1
if)#ip nat ins
Af)gip nat inside

Copy Paste

ILUSTRACION 24 CONFIGURAR EL NAT EN EL ROUTER BOGOTA1

Parte 7: Configuracion del servicio DHCP.
a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Medellin2(config)#ip dhcp ex

Medellin2(config)#ip dhcp excluded-address 172.29.4.19 172.29.4.133
Medellin2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
Medellin2(config)#ip dhcp pool DHCP-T3
Medellin2(dhcp-config)#net

Medellin2(dhcp-config)#network 172.29.4.128 255.255.255.128
Medellin2(dhcp-config)#de

Medellin2(dhcp-config)#default-router 172.29.4.128
Medellin2(dhcp-config)#ip dh

Medellin2(dhcp-config)#ip dhcp pool DHCP-T2
Medellin2(dhcp-config)#net

Medellin2(dhcp-config)#network 172.29.4.0 255.255.255.128
Medellin2(dhcp-config)#de

Medellin2(dhcp-config)#default-router 172.29.4.1
Medellin2(dhcp-config)#

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia la IP
del router Medellin2.

Medellin3#sh run
Building configuration...
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Current configuration : 1219 bytes

!

version 15.1

no service timestamps log datetime msec

no service timestamps debug datetime msec
service password-encryption

!

hostname Medellin3

!

!

!

enable secret 5 $1$MERr$hx5rVi7rPNoS4wgbXKX7mO0
!

!

!

!

no ip cef

no ipv6 cef

icense udi pid CISCO1941/K9 sn FTX15246N53

spanning-tree mode pvst

interface GigabitEthernet0/0

ip address 172.29.4.130 255.255.255.128
ip helper-address 172.29.6.5

duplex auto

speed auto

interface GigabitEthernet0/1
ip address 172.29.6.9 255.255.255.252
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duplex auto

speed auto

I

interface Serial0/0/0

ip address 172.29.6.13 255.255.255.252
clock rate 2000000

I

interface Serial0/0/1

ip address 172.29.6.5 255.255.255.252

clock rate 2000000
!

interface Serial0/1/0

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

Bogota?2(config)#ip shcp exc

Bogota2(config)#ip dhcp excl

Bogota2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
Bogota2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
Bogota2(config)#

Bogota2(config)#ip dhcp pool DHCP-L3
Bogota2(dhcp-config)#net

% Incomplete command.

Bogota2(dhcp-config)#net

Bogota2(dhcp-config)#network 172.29.0.0 255.255.255.0
Bogota2(dhcp-config)#de

Bogota2(dhcp-config)#default-router 172.29.0.1
Bogota2(dhcp-config)#ip dhcp pool DHCP-L2
Bogota2(dhcp-config)#net

Bogota2(dhcp-config)#network 172.29.1.0 255.255.255.0
Bogota2(dhcp-config)#def

Bogota2(dhcp-config)#default-router 172.29.1.1

Bogota2(dhcp-config)#

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia
la IP del router Bogota2.

Bogota3#show run
Building configuration...
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Current configuration : 998 bytes

!

version 15.1

no service timestamps log datetime msec
no service timestamps debug datetime msec
service password-encryption

!

hostname Bogota3

!

!

!

enable secret 5 $1$MERr$hx5rVi7rPNoS4wgbXKX7mO0
!

!

!

!

no ip cef

no ipv6 cef

!

!

!

|

iicense udi pid CISCO1941/K9 sn FTX152421H1
|

spanning-tree mode pvst

interface GigabitEthernet0/0

ip address 172.29.1.2 255.255.255.0
ip helper-address 172.29.3.14
duplex auto

speed auto
!

--More--
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ESCENARIO 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si cada uno
de los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia

VIAN Direcclonamiento Nombre
'nternet 20 192.168.30,0/24 Administracidn
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento

Lo4 192.168.4.0/24
LoS 192.168.5.0/24
Lo6 192.168.6.0/24
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Desarrollo

Se realiza el armado de la red segun el disefio de topologia propuesto el Software

Packet Tracer.

P
Interrfet-PC
-
194
Bz Server-PT
Web Server
—
\ "2 i‘?.,-’" -
151 1941
R3

ILUSTRACION 25 ARMADO DE LARED ESCENARIO 2

Se configura las direcciones IP segun topologia propuesta
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ﬂf Internet-PC

Physical Config Desktop  Custom Interface

IP Configuration

IP Configuration

() DHCP ® Static
IP Address |2[]9.1l55.200.230
Subnet Mask |255.255.255.248

Default Gateway |

DMNS Server |

ILUSTRACION 26 DIRECCIONAMIENTO IP PARA INTERNET PC

Configuracion Routerl

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#hostname R1
R1(config)#enable secret class
R1(config)#line con 0

R1(config-line)#pass cisco
R1(config-line)#login

R1(config-line)#line vty 0 4
R1(config-line)#pass cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#service password-encryption
R1(config)#banner motd $Acceso prohibido$
R1(config)#int s0/0/0
R1(config-if)y#description Connection to R2
R1(config-if)#ip add 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000
R1(config-if)#no shutdown

R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
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10S Command Line Interface

Router (config) §hostname R1

Rl (config) ¢enable secret class

Rl{config) g

Bl ({config)#line con O

Rl (config-line)g#pass cisco

Rl (config-line) #login

Rl (config-line)#line vty O 4

Rl (config-line)g#pass cisco

Bl (config-line)#login

Rl (config-line) fexit

Rl (config) #service password-encryption

Rl (config) #banner motd $hcceso prohibidos
Rl {config) #int s0/0/0

Bl ({config-if) #description Connection to R2 Rl {config-if)#ip add 172.31.21.1
255_255.255.252

Rl {config-if) #clock rate 128000

This command applies only to DCE interfaces
Rl (config-if) §no shutdown

SLINE-5-CHRNGED: Interface Seriald/0/0, changed state to down
Rl (config-if) §ip route 0.0.0.0 0.0.0.0 s0/0/

% Invalid input detected at '~' marker.
Rl (config-if) gend

=hE
%5Y¥5-5-CONFIE_I: Configured from conscle by console

Rlgconf t

ILUSTRACION 27 DIRECCIONAMIENTO IP PARA R1

Direccionamiento IP para R2

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#host R2

R2(config)#enable secret class
R2(config)#line con 0

R2(config-line)#pass cisco
R2(config-line)#login

R2(config-line)#line vty 0 4
R2(config-line)#pass cisco
R2(config-line)#login

R2(config-line)#exit

R2(config)#service password-encryption
R2(config)#banner motd $acceso prohibido$
R2(config)#int s0/0/0

R2(config-if)y#descrip Connection to R1
R2(config-if)#ip add 172.16.12.2 255.255.255.252
R2(config-if)y#no shut

R2(config-if)#int s0/0/1
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R2(config-if)#descrip Connection to R3
R2(config-if)#ip add 172.16.23.1 255.255.255.252
R2(config-if)#clock rate 128000

R2(config-if)#no shut

R2(config-if)#int g0/1

R2(config-if)#ip add 10.10.10.1 255.255.255.0
R2(config-if)#no shut

R2(config-if)y#description Connection to Web Server

|
Physical Config CLI

I0S Commar

Routerrenable

Routergconf t

Enter configuration commands, one per line. End with CHTL/Z.
Router (config) #no ip domain-lookup

Router (config) #host R2

RZ (config) #enable secret class

B2 (config)$#line con 0

B2 ({config-line)fpass cisco

B2 {config-line) $login

RZ (config-line)#line wty 0 4

B2 ({config-line)fpass cisco

B2 {config-line) $login

B2 {config-line) fexit

R2 (config) §service password-encryption

R2 (config) §banner motd jacceso prohibidos

B2 (config) #int s0/0/0

B2 (config-if) #descrip Comnection to R1

B2 (config-if)$#ip add 172.1€.12.2 255.255.255.252
B2 {config-if) #no shut

SLINE-5-CHRNGED: Interface Serial0d/0/0, changed state to down
RZ ({config-if) #int s0/0/1

B2 (config-if) #descrip Connection to R2

B2 (config-if)$#ip add 172.1€.23.1 255.255.255.252

B2 {config-if)#clock rate 122000

B2 {config-if) #no shut

RZ (config-if)$
2 LINE-5-CHANGED: Interface Serialds0/1, changed state to up

$LINEPRCTO-5-UPDCOWN: Line protocol on Interface Serialls/0/1, changed state to up
RZ{config-if)#int g0/1
B2 (config-if)$ip add 10.10.10.1 255.255.255.0

B2 {config-if) #no shut

RZ (config-if)$
$LINE-5-CHARNGED: Interface GigabitEthernetl/l, changed state to up

R2 (config-if) #description Connection to Web Server
RZ (config-if)$

ILUSTRACION 28 DIRECCIONAMIENTO IP PARA R2
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CONFIGURACION IP WEB SERVER

bf Web Server O
Physical Config Services Desktop Custom Interface
IP Configuration

Interface FastEtherneto
IP Configuration

) DHCP @ Static

€ IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1
DMNS Server

IPwvG Configuration

ILUSTRACION 29 DIRECCIONAMIENTO IP PARA WEB SERVER

Direccionamientos IP de R3

Router>enable

Router>conf t

Router(config)#no ip domain-lookup
Router(config)#host R3

R3(config)#enable secret class

R3(config)#line con 0

R3(config-line)#pass cisco
R3(config-line)#login

R3(config-line)#line vty 0 4
R3(config-line)#pass cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#service password-encryption
R3(config)#banner motd $Acceso denegado$
R3(config)#int s0/0/1

R3(config-if)#description Connection to R2
R3(config-if)#ip add 172.16.23.2 255.255.255.252
R3(config-if)#no shut

R3(config-if)#int lo4

R3(config-if)#ip add 192.168.4.1 255.255.255.0
R3(config-if)#no shut

R3(config-if)#int lo5

R3(config-if)#ip add 192.168.5.1 255.255.255.0
R3(config-if)y#no shut

R3(config-if)#int 106

R3(config-if)#ip add 192.168.6.1 255.255.255.0
R3(config-if)#exit
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R3(config)#ip route 0.0.0.0 0.0.0.0 s0/0/1

@
Physical ~ Config  CLI

10S Command Line Interface

R3(config-if)¢
SLINK-S-CHANGED: Interface Loopbackd, changed state to up

SLINZPROTO-S-UPDOWN: Line protocol on Interface Loopback4, changed state to up

R3(config-if)$ip add 192.1€8.4.1 255.255.255.0
R3(config-if)#no shut
R3(config-if)gint 1o§

R3(config-if)$
SLINK-S ZD:

Loopbacks, changed state to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface LocpbackS, changed state to up

R3(config-if)#ip add 192.168.5.1 255.255.255.0

ILUSTRACION 30 DIRECCIONAMIENTOS IP DE R3

Direccionamientos IP de S1
Switch>enable
Switch#conf t
Switch(config)#no ip domain-lookup
Switch(config)#host S1
S1(config)#enable secret class
S1(config)#line con0
S1(config-line)#pass cisco
S1(config-line)#login
S1(config-line)#line vty 0 4
S1(config-line)#pass cisco
S1(config-line)#login
S1(config-line)#service pass
S1(config)#service password-encryption
S1(config)#banner motd SAcceso Denegado$
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@3
Physical ~Config CLI

10S Command Line Interface

Version 1 : vo2
CLEI Code Number : COM3KOOBRA
Hardware Board Revision Number : 0xz0L
Switch Ports Model SW Version SW Image
1 26 WS-C29€0-24TT 12.2 C29€0-LANBASE-M

Cisco I0S Software, C2960 Software (C2960-LANBASE-M), Version 12.2(25)FX, RELEASE SOFTWARE (fcl
Copyright () 1986-200 by Cisco Systems, Inc.
Compiled Wed 12-Oct-05 22:05 by pt_team

Press RETURN to get started!

SLINK-5-CHANGED: Interface FastEthernet0/l, changed state to up
SLINEPROTO-S-UPDOWN: Line protocol on Interface FastZthernetd/l, changed state to up
SLINK-5-CHANGED: Interface FastEthernet0/3, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface FastZthernet0/3, changed state to up

ine. End with CNIL/Z.

ILUSTRACION 31 DIRECCIONAMIENTOS IP DE S1

Direccionamientos IP de S3
Switch>enable
Switch#conf t
Switch(config)#no ip domain-lookup
Switch(config)#host S3
S3(config)#enable secret class
S3(config)#line con 0
S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#line vty 0 4
S3(config-line)#pass cisco
S3(config-line)#login
S3(config-line)#service pass
S3(config)#service password-encryption
S3(config)#banner motd $Acceso Denegado$
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& 53 — m] *
Physical Config  CLI
105 Command Line Interface
WIlILLII-Elall e
Switchfconf t 2
Enter configuration commands, one per line. End with CHNTL/Z.
Switch(config) #no ip domain-lookup
Switch (config) #host 52
52 (config) gexit
524
%5Y¥Y5-5-CONFIG I: Configured from console by conscle
S24config t
Enter configuration commands, one per line. End with CHTL/Z.
52 {config) $
524
£5¥5-5-CONFIG_I: Configured from console by console
S24conf t©
Enter configuration commands, one per line. End with CNTL/Z.
52 {config) dno ip domain-loockup
52 {config) fhost 53
52 (config) #enable secret class
53 (config) $line con 0
53 (config-line) #pass cisco
53 (config-line) #login
53 {config-line)gline vty 0 4
53 {config-line) gpass cisco
S3{config-line) #login
53 {config-line)f#service pass
53 (config) §service password-encryption
53 (config) $banner motd $Rcceso Denegado$
53 (config) g hd

ILUSTRACION 32 DIRECCIONAMIENTO IP PARA S3

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:
OSPFv2 area 0

Configuration [tem or Task Specification
Router [DR1 1111
Router[DR2 5.55.5
Router[DR3 8.88.8
Configurar todas las interfaces LAN como pasivas
Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0a 9500

Configuracion del protocolo de enrutamiento OSPFv2 en R1
R1>enable
R1#conf t
R1(config)#router ospf 1
R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area O
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R1(config-router)#network 192.168.30.0 0.0.0.255 area 0
R1(config-router)#network 192.168.40.0 0.0.0.255 area0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0

& R1 —
Physical Config CLI

I0S Command Line Interface

Acoceso prohibido
User Rcocess Verification

Password:
Password:

Rlzenable

Password:

Rlgconf t

Enter configuration commands, one per line. End with CHTL/Z.
Rl (config) #router ospf 1

OSPF process 1 cannot start. There muast ke at least one "up”™ IP interface
Rliconfig-router)#router—id 1.1.1.1

Rl {config-router) §network 172.31.21.0 0.0.0_.32 area 0

Rl (config-router) §network 1592_.1€2_.30.0 0.0.0.255 area 0

Rl ({config-router) §network 152_.1€2.40.0 0.0.0.255 area 0

Rl (config-router) §network 152_.1€2.200.0 0.0_.0.255 area 0

Rl (config-router) Sl

ILUSTRACION 33 ENRUTAMIENTO OSPFV2 EN R1

Configurar todas las interfaces LAN como pasivas, se selecciona R1

R1(config-router)#passive-interface g0/1.30
R1(config-router)# passive-interface g0/1.40
R1(config-router)# passive-interface g0/1.200

Establecer el ancho de banda para enlaces seriales en 256kb/s, y ajustar el costo

en la métrica de s0/0 a 9500

R1(config)#int s0/0/0
R1(config-if)#bandwidth 256
R1(config-if)#ip ospf cost 7500
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I0S Command Line Interface

$LINK-5-CHANGED: Interface Serisld/0/0, changed state to up
RLINEPROTO-5-UPDOWN: Line protccel on Interface Seriald/0/0, changed
state to up

acceso prohibide

User Access Verification

Password:

RZ>enzble

Password:
RZ¢show ip ospf neighbor

Neighbor ID Pri State Dead Time Address Intezfac4 =
5.5.5.5 0 FULL/ 00:00:34 172.31.23.2 serialD/0/1 ‘E-
b DS 555 0 4 0 FULL/ 00:00:33 172.31.21.1 sgerial0/0/0 AJ
-

[ Copy H Paste J

ILUSTRACION 34 ROUTERS CONECTADOS POR OSPFv2

Para visualizar las tablas de enrutamiento y routers conectados por OSPFv2, se ejecuta el
comando “show ip ospf neighbor” en R2.

Configurar VLANS, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches

S1>enable
Password:
Si1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30
S1(config-vlan)#name administracion

S1(config-vlan)#banner motd $acceso restringido$
S1(config)#vlan 40

S1(config-vlan)#name mercadeo
S1(config-vlan)#vlan 200
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S1(config-vlan)#name mantenimiento
S1(config-vlan)#exit
S1(config)#

# 5

Physical Config  CLI

I10S Command Line Interface

Acceso Denegado
User Rccess Verification

Password:
Password:

Sl>zenable
Password:
Password:
Sldconf t

Sl{config)#vlan 30
51 {config-vlan) fname administracion

Sliconfig)gvlan 40
Sliconfig-vlan) #name mercadeo
Sli{config-vlan)#vlan 200
Sliconfig-vlan)#name mantenimiento
Sl {config-vlan)fexit

51{config) g

Enter configuration commands, one per line. End with CNTL/Z.

51 (config-vlan) $banner motd facceso restringidos

Copy Paste

ILUSTRACION 35 VLAN ADMINISTRACION, MERCADEO Y MANTENIMIENTO

Implement DHCP and NAT for IPv4

R1#tconf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1192.168.40.30
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105 Command Line Interface

ABcesso prohikido
User Access Verification
Password:

Rl¥enable

Password:

Rl#coni t

Enter configuration commands, one per line. End with CNTL/Z.
Bl (config) §ip dhcp excluded-address 19%2.168.30.1 192 _1&68.30.30
Bl {config)#ip dhep excluded-address 152 _168.40.1 182 _168_40_30
Bl {config) §

m

Copy || Paste

ILUSTRACION 36 IMPLEMENTACION DHCP Y NAT

Physical Config Desktop  Custom Interface
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CONCLUSIONES

Con el desarrollo del Diplomado me facilité el entendimiento en la instalacién, configuraciéon
y fusidon de redes LAN, redes WAN Yy servicios de acceso dial para redes pequefas,
incluyendo las tecnologias y protocolos como IP, EIGRP, OSPF, Frame Relay, VLAN, VTP,
STP, Ethernet y Listas de Control de Acceso.

Por medio de los dos escenarios propuestos, nos permitié la solucion desde el campo
laboral como ingenieros de sistemas configurar e interconectar entre si cada uno de los
dispositivos que forman parte del escenario, acorde con los lineamientos establecidos para
el direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman parte de

la topologia de red.

https://drive.google.com/drive/folders/1tgaH reAsdjWBIlyD4GXCOjrnLkh5agcl?usp=sharin
[¢]
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