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INTRODUCCION

Las redes son un comun denominador de la tecnologia hoy en dia. Sin
ellas la Internet no existiria y no tendriamos el avance que hoy suponemos
gue tenemos gracias al surgimiento de la red de redes (INTERNET)

Cisco Packet Tracer de Cisco es un programa de simulacion de redes que
permite a los estudiantes experimentar con el comportamiento de la red y
resolver problemas de redes mucho ante de hacer parte de la solucion.

La prueba de habilidades practicas, corresponde a una soluciéon de un
caso de networking dispuesto mediante evaluacion que pone a prueba lo
aprendido a lo largo del desarrollo del curso y se evidencia en este informe
a manera de practica.

En este Informe se registra la configuracibn de cada uno de los
dispositivos, la descripcion detallada del paso a paso de cada una de las
etapas realizadas durante su desarrollo, el registro de los procesos de
verificacion de conectividad mediante el uso de comandos ping,
traceroute, show ip route, entre otros.

Para el desarrollo de esta prueba de habilidades se escogi6 libremente la
herramienta de Simulacién Packet Tracer, con la cual se resolvera cada
contexto que exige la prueba.



OBJETIVOS

GENERAL

Dar solucion evidenciando el proceso paso a paso al Escenario
consistente en: Una empresa de Tecnhologia posee tres sucursales
distribuidas en las ciudades de Bogota, Medellin y Bucaramanga, en
donde el estudiante sera el administrador de la red, el cual debera
configurar e interconectar entre si cada uno de los dispositivos que forman
parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que
forman parte de la topologia de red.

ESPECIFICOS

Crear la topologia fisica y l6gica de la red del escenario a desarrollarse.

+ Configurar la topologia, direccionamiento ip, protocolos de
enrutamiento especificada en el escenario objeto de la
prueba.

» Simular cada uno de los pasos propuestos en la evaluacion
evidenciando el paso a paso del desarrollo de lasolucion.

* Ejecutar en los dispositivos los comandos ping, traceroute, show
ip route, y otros de acuerdo a lo que se solicite en la prueba con
el &nimo de verificar la conectividad y configuracion de los
dispositivos que hacen parte de la topologia a desarrollar.



ESCENARIO Nro. 1

Este escenario plantea el uso de RIP como protocolo de enrutamiento, considerando que
se tendran rutas por defecto redistribuidas; asimismo, habilitar el encapsulamiento PPP
y Su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LANy a
los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.

Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

03172200/
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DESARROLLO:

Como trabajo inicial se debe realizar lo siguiente.

Rutinas de diagnostico y dejar los equipos listos para su configuracion (asignar
nombres de equipos, asighar claves de seguridad, etc).

TOPOLOGIA DE RED: TOPOLOGIA Y TRABAJO REALIZADO

DI IGE P S
[root] New Cluster Move Object Set Tiled Background

172.29.0.1/24

172.29.4.0/25
—
5 ——
PCO -

72.29.3.4/30

172.29.3.8/30 =

PCi 17229412825 MEDELLIN3 172.29.1.0/24 =




CONFIGURACION DE ROUTER ISP (R-ISP)

en

conf t

conf terminal

hostname R-ISP

no ip domain-lookup

enable secret cisco

line con 0

password cisco

login

line vty 0 4

password cisco

login

exit

service password-encryption
banner motd $*****ACCESO PROHIBIDO - SOLO PERSONAL AUTORIZADQO*****g

int s0/0/0

ip add 209.17.220.1 255.255.255.252
clock rate 4000000

no shut

int s0/0/1

ip add 209.17.220.5 255.255.255.252
clock rate 4000000

no shut



CONFIGURACION DE ROUTER MEDELLIN1

Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#no ip domain-lookup
MEDELLIN1(config)#enable secret cisco
MEDELLIN1(config)#line con O
MEDELLIN1(config)#password cisco
MEDELLIN1(config)#login
MEDELLIN1(config)#line vty 0 4
MEDELLIN1(config)#password cisco
MEDELLIN1(config)#login

exit

MEDELLIN1(config)#service password-encryption
banner motd $*****ACCESO PROHIBIDO - SOLO PERSONAL AUTORIZADQ*****$

e AHORA CONFIGURAR LAS INTERFACES*****

MEDELLIN1(config)#

MEDELLIN1(config)#int s0/0/0

MEDELLIN1(config-if)#ip add 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#no shut

MEDELLIN1(config)#int sO/0/1

MEDELLIN1(config-if)#ip add 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-ify#no shut

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip add 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-if)#no shut

MEDELLIN1(config-if)#int s0/1/1

MEDELLIN1(config-if)#ip add 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#clock rate 4000000
MEDELLIN1(config-ify#no shut

MEDELLIN1(config-if)#



CONFIGURACION DE ROUTER MEDELLINZ2

hostname MEDELLIN2

no ip domain-lookup

enable secret cisco

line con 0

password cisco

login

line vty 0 4

password cisco

login

exit

service password-encryption
banner motd $*****ACCESO PROHIBIDO - SOLO PERSONAL AUTORIZADQ*****$

int s0/0/0
ip add 172.29.6.2 255.255.255.252
no shut

int s0/0/1

ip add 172.29.6.5 255.255.255.252
clock rate 4000000

no shut

int g0/0

ip add 172.29.4.1 255.255.255.128
no shut
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CONFIGURACION DE ROUTER MEDELLIN3

hostname MEDELLIN3

no ip domain-lookup

enable secret cisco

line con 0

password cisco

login

line vty 0 4

password cisco

login

exit

service password-encryption
banner motd $*****ACCESO PROHIBIDO - SOLO PERSONAL AUTORIZADQ*****$

e AHORA CONFIGURAR LAS INTERFACES*****

MEDELLINZ2(config-if)#int s0/0/0
MEDELLIN2(config-if)#ip add 172.29.6.10 255.255.255.252
MEDELLINZ2(config-ify#no shut

MEDELLINZ2(config-if)#int s0/0/1
MEDELLIN2(config-if)#ip add 172.29.6.14 255.255.255.252
MEDELLINZ2(config-if)#no shut

MEDELLINZ2(config-if)#int s0/1/0
MEDELLIN2(config-if)#ip add 172.29.6.6 255.255.255.252
MEDELLINZ2(config-if)#no shut

MEDELLINZ2(config-if)#int g0/0

MEDELLIN2(config-if)#ip add 172.29.4.129 255.255.255.128
MEDELLINZ2(config-if)#no shut
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CONFIGURACION DE ROUTER BOGOTA1

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host BOGOTA1

BOGOTAIL(config)#enable secret cisco
BOGOTA1(config)#line con 0

BOGOTAI1(config-line)#pass cisco
BOGOTA1(config-line)#login

BOGOTAI1(config-line)#line vty 0 4
BOGOTA1L(config-line)#pass cisco
BOGOTA1(config-line)#login

BOGOTA1L(config-line)#exit

BOGOTAIL(config)#service password-encryption
BOGOTAZL(config)#banner motd $****ACCESO PROHIBIDO - SOLO PERSONAL
AUTORIZADO*****$

A AHORA CONFIGURAR LAS INTERFACES*****

BOGOTA1L(config)#int s0/0/0

BOGOTA1(config-if)#ip add 209.17.220.6 255.255.255.252
BOGOTA1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTA1(config-if)#int sO/0/1

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up
BOGOTAL(config-if)#ip add 172.29.3.9 255.255.255.252

BOGOTA1(config-if)#clock rate 4000000

BOGOTA1(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

BOGOTA1(config-if)#int sO/1/0

BOGOTAL(config-if)#ip add 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#clock rate 4000000
BOGOTA1(config-if)#no shut

BOGOTAIL(config-if)#int sO/1/1

BOGOTA1L(config-if)#ip add 172.29.3.5 255.255.255.252
BOGOTAI1(config-if)#clock rate 4000000
BOGOTA1(config-if)#no shut
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CONFIGURACION DE ROUTER BOGOTAZ2

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#host

Router(config)#hostname BOGOTA2
BOGOTAZ2(config)#enable secret cisco
BOGOTA2(config)#line con 0

BOGOTAZ2(config-line)#pass cisco
BOGOTA2(config-line)#login

BOGOTA2(config-line)#line vty 0 4
BOGOTA2(config-line)#pass cisco
BOGOTA2(config-line)#login

BOGOTA2(config-line)#exit

BOGOTA2(config)#service password-encryption
BOGOTA2(config)#banner motd $****ACCESO PROHIBIDO - SOLO PERSONAL
AUTORIZADO*****g

e AHORA CONFIGURAR LAS INTERFACES*****

BOGOTA2(config)#int sO/0/0

BOGOTA2(config-if)#ip add 172.29.3.10 255.255.255.252
BOGOTA2(config-if)#no shut

BOGOTA2(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to up

BOGOTA2(config-if)#int sO/0/1

BOGOTA2(config-if)#ip add 172.29.3.13 255.255.255.252
BOGOTA2(config-if)#clock rate 4000000

BOGOTA2(config-if)#no shut

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to down

BOGOTA2(config-if)#int g0/0

BOGOTA2(config-if)#ip add 172.29.1.1 255.255.255.0

BOGOTA2(config-if)#no shut

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up
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CONFIGURACION DE ROUTER BOGOTA3

Router#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA3

BOGOTA3(config)#LINE

BOGOTA3(config)#line con O

BOGOTA3(config-line)#pass cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#line vty 0 4
BOGOTA3(config-line)#pass cisco
BOGOTA3(config-line)#login

BOGOTA3(config-line)#enable secret class
BOGOTA3(config)#enable secret class
BOGOTA3(config)#service password-encryption
BOGOTA3(config)#banner motd $****ACCESO PROHIBIDO - SOLO PERSONAL
AUTORIZADO*****$

e AHORA CONFIGURAR LAS INTERFACES*****

BOGOTA3(config)#INT S0/0/0
BOGOTA3(config-if)#ip add 172.29.3.2 255.255.255.252
BOGOTA3(config-if)#no shut

BOGOTA3(config-if)#INT S0/0/1
BOGOTA3(config-if)#ip add 172.29.3.6 255.255.255.252
BOGOTA3(config-if)#no shut

BOGOTA3(config)#int s0/1/0
BOGOTA3(config-if)#ip add 172.29.3.14 255.255.255.252
BOGOTA3(config-if)#no shut

BOGOTA3(config-if)#int g0/0

BOGOTA3(config-if)#ip add 172.29.0.1 255.255.255.128

BOGOTA3(config-if)#no shut

%LINK-5-CHANGED: Interface GigabitEthernet0/0, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0, changed
state to up

BOGOTA3(config-if)#int sO/1/0
BOGOTA3(config-if)#ip address 172.29.3.14 255.255.255.252

14



BOGOTA3(config-if)#no shut

e Realizar la conexion fisica de los equipos con base en la topologia de red

¢ Configurar la topologia de red, de acuerdo con las siguientes especificaciones.

La figura 1 permite observar la implementacion de la topologia de red propuesta con sus
interfaces activas

172.29.0.1/24]
172.29.4.0/25

209.17.220.0/30
209.17.220.4/30

172.29.3.4/30 TSI

172.29.3.8 =

172.29.4.128/25*% MEDELLIN3 172.29.1.0/24) ]
ok

2]

Fig
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Parte 1. Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la red
principal, desactive la sumarizacion automatica.

MEDELLIN1

MEDELLIN1>en

MEDELLIN1#conf t

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#no auto-summary
MEDELLIN1(config-router)#do show ip route connected

MEDELLIN1(config-router)#network 172.29.6.0
MEDELLIN1(config-router)#network 172.29.6.8
MEDELLIN1(config-router)#network 172.29.6.12
MEDELLIN1(config-router)#passive-interface s0/0/0

MEDELLIN2

MEDELLIN2>en

MEDELLIN2#conf t

MEDELLINZ2(config)#router rip
MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#no auto-summary
MEDELLINZ2(config-router)#do show ip route connected

MEDELLINZ2(config-router)#network 172.29.4.0
MEDELLINZ2(config-router)#network 172.29.6.0
MEDELLINZ2(config-router)#network 172.29.6.4
MEDELLINZ2(config-router)#passive-interface g0/0

16



MEDELLIN3

MEDELLIN3>en

MEDELLIN3#conf t

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#no auto-summary
MEDELLIN3(config-router)#do show ip route connected

MEDELLIN3(config-router)#network 172.29.4.128
MEDELLIN3(config-router)#network 172.29.6.4
MEDELLIN3(config-router)#network 172.29.6.8
MEDELLIN3(config-router)#network 172.29.6.12
MEDELLIN3(config-router)#passive-interface g0/0

BOGOTA1

Bogotal>en

Bogotal#conf t

Bogotal(config)#router rip
Bogotal(config-router)#version 2
Bogotal(config-router)#no auto-summary
Bogotal(config-router)#do show ip route connected

Bogotal(config-router)#network 172.29.3.0
Bogotal(config-router)#network 172.29.3.4
Bogotal(config-router)#network 172.29.3.8
Bogotal(config-router)#passive-interface s0/0/0

17



BOGOTA2

BOGOTA2>en

BOGOTA2#conf t

BOGOTA2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#no auto-summary
BOGOTA2(confi #do show ip route connected

BOGOTAZ2(config-router)#network 172.29.1.0
BOGOTA2(config-router)#network 172.29.3.8
BOGOTAZ2(config-router)#network 172.29.3.12
BOGOTAZ2(config-router)#passive-interface g0/0

BOGOTAS3

BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#no auto-summary
BOGOTA3(confi #do show ip route connected

BOGOTA3(config-router)#network 172.29.0.0
BOGOTA3(config-router)#network 172.29.3.0
BOGOTA3(config-router)#network 172.29.3.4
BOGOTA3(config-router)#network 172.29.3.12
BOGOTA3(config-router)#passive-interface g0/0

18



La figura 2 permite observar el protocolo RIP mostrando las redes publicadas

® Packet Trace >

N PP O e ——
L 4

2
Physical  Config Attributes

10S Command Line Interface

JEswe
LV aarr) L1oa1) L2000 201 mioioK muew | 829 1240

BOGOTAl#show ip route A
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSDF NSSA external type 2
EL - OSPF external type 1, E2 - OSPF external type 2, £ - EGP
i - IS-IS, L1 - IS-IS level-l, - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is not set
172.25.0.0/1€ is variably subnetted, 9 subnets, 4 masks
0.0/25 [120/1] via 172.29.3.€, 00:00:08, Seriald/l/1
[120/1] via 172.25.3.2, 00:00:08, Serial0/1/0
R 172.25.1.0/24 [120/1] via 172.29.3.10, 00:00:21, Serial0/0/1
c .3.0/30 is directly connected, Serial0/1/0
L .3.1/32 is directly connected, Seriald/1/0
c .3.4/30 is directly connected, Serial0/l/1
L .3.5/32 is directly connected, Serial0/1/1
c .3.8/30 is directly connected, Serial/0/1
L .3.9/32 is directly connected, Seriald/0/1
E) oEE /11 via 172.29.3.€, 00:00:08, Serial0/l/1
/11 via 172.25.3.10, 00: , Serialo/o/l
[120/1] via 172.29.3.2, 00:00:08, Serial0/1/0
BOGOTALE v
Ctri+F6 to exit CLI focus Copy Paste
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Physical  Config

Aftributes

10S Command Line Interface

HEDELLINL>show ip route
Codes: L - local, C - connected, § - static, R - RIP, M - mobile, B -
BGE
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
- OSPF external type 1, E2 - OSPF external type 2
i - Is-IS, Ll - IS-IS level-l, L2 - IS-IS level
inter area

* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route

Gateway of last resort is not set

.0.0/1€ is variably subnetted, 8 subnets, 3 masks

? 2.29.4.128/25 [120/1] via 172.29.€.10, O
Serialo/1/0
[120/1] via 1 .€.14, 00:00
Serialo/1/1
c 1 .€.0/30 is directly connected, Serial0/0/1
L .€.1/32 is directly connected, Serial/0/1
R .€.4/30 [120/1] via 172.29.€.10, 00 Serial0/1/0
172.29.€.14, 00: Serial0/1/1
c .€.8/30 is directly connected, Serial0/1/0
L 26 is directly connected, Serial0/1/0
c .€.12/30 is directly connected, Serial0/1/1
L .€.13/32 is directly connected, Seriald/1/1

ELLINL>

Ciri+F6 to ext CLI focus Copy Paste

[ wp

Figura 2

19

2911

A Q) G

23 p. m.
9/06/2019



b. Los routers Bogotal y Medellin deberan afadir a su configuracion de enrutamiento
una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de las publicaciones de
RIP.

MEDELLIN1

MEDELLIN1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.1
MEDELLIN1(config)#route rip
MEDELLIN1(config-router)#default-information originate
BOGOTA1

BOGOTA1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5

BOGOTA1L(config)#router rip
BOGOTA1L(config-router)#default-information originate

20



c. El router ISP deberéa tener una ruta estatica dirigida hacia cada red interna de Bogota
y Medellin para el caso se sumarizan las subredes de cada uno a /22.

R-ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
R-ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6

21



Parte 2: Tabla de Enrutamiento.

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar las redes
y Sus rutas.

Al ingresar el comando show run o show ip route en cada router puede obtenerse la
informacion de enrutamiento.

En este caso vamos a utilizar el siguiente comando:

show ip route

[ MEDELLINZ =NAS X

Phy=ical Config CL Attributes
I

105 Command Line Interface

Pasaword: <

MEDELLINZ >[RRgE et
Codes: L - loeal, © - connected, 5 - statie, R - RIP, M - mobkile, B -
BEE

Ir — EIZRP, EX - EIGRP externzl, O - O5PF, IR - OS5PF inter area
N1 - OS5PF M55LX external type 1, HWZ - OS5PF M55SR external type 2
E1 - O5PF external type 1, EZ - O5PF external type Z, E - EGP

i - I5-I5, L1 - I5-I5 lewvel-1l, LZ - I5-IS5 level-Z, ia — IS5-IS
inter area
* — pandidate default, U - per-user static route, o — QDR

P - periodic downloaded static route

GFateway of last resort is 17Z.Z%.&.1 to network 0.0.0.0

172.2%.0.0/1e is wariabkly subnetted, 3 subnets, 3 masks

c 172.259.4_.0/25 is directly connected, GigabitEthernet0,0

L 172.259.4.1/732 is directly connected, GigabitEthernet0,0

B 172.29.4.128/25 [120/1] wia 172_2%.6.&, 00:00:14, Seri=l0/0/1

c 172.293_.6.0/30 is directly connected, S5eriald/s0/0

L 172.29.6.2/32 is directly connected, Seriald/ 070

c 172.29_.6.4/30 is directly connected, S5erizl0/ 0,1

L 172.29.6.5/32 is directly connected, Seriald/ 071

B 172.29.&.8/30 [120/1] wia 172_25%.6.1, 00:00:11, Seri=l0ys0/0
[120/1] wia 172_.29%.6.6, 00:00:14, Seri=l0ys0/1

B 172.2%.&

&.12/30 [120/1] wia 172.25%.6.1, 00:00:11, Serialdys0/0
[120/1] wia 172.29.6.6, 00:00:14, Seri=l0/s0/1

B 0.0.0.0/0 [120/1] wvia 17Z.25%.&.1, 00:00:11, Seri=zl0/sS0/0

m

MEDELLINZ> -

Figura 3
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|

105 Command Line Interface

MEDELLIM3>show ip route
Codes: L - local, T - connected, 5 — static, B — BRIF, M - mobkile, B -
BEE
o — EIGREP, E¥ - EIGEP external, O - O5PF, I& - OS5PF inter ares
N1 - O5BF MS52 externsl type 1, MZ — O5PF MNSS5A externzal type 2
El - Q5FF externzl type 1, EZ - O5PFF external type 2, E — EGF
i - I5-I5, L1 - I5-I5 lewvel-1, LZ - IS5-IS lewel-Z2, ia - IS-IS
inter aresa
* — pandidate default, U - per-user static route, o — ODR

P - peripdic downloaded static route

Fateway of last resort is 172_2%.2.5% to network O0.0.0.0

172.25%.0.0/1% i3 wariakly subnetted, 3 subnets, 3 masks

C 172.29.4_128/25 is directly connected, GigabkitEthernetld/,0

L 172.29.4_.125%/32 is directly connected, GigaskitEthernetld/,0

B 172_2%9_.6.0/30 [120/1] wvia 172_.2%_&.13, 00:00:22, S5eri=lld/ 071

[120/1] wia 17Z2.25%_&.%, 00:00:22, Seri=las0/0

C 172.293.6.4/30 is directly connected, Serizl0s1s0

L 172.29.6.8/32 is directly connected, Serizl0s1s0

C 172.29.6.8/30 is directly connected, Seri=l0/0/0

L 172.29.6.10/32 is directly connected, Serizld/ 070

C 172.29.68.12/30 is directly connected, Serizld/0/1

L 172.29.6.14/32 is directly connected, Serisld/0/1

B* 0.0.0.0/0 [120/1] wia 172.2%.%.%, 00:00:2Z, Seriall/0/0 i
[120/1] wie 172_.2%_6.13, 00:00:22, Seri=ld 0/1 3

MEDELLIN3> -

Figura 4
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[ ¥ MEDELLINI =)

Phy=ical Config CLI Attributes
]

05 Command Line Interface

MEDELLIM1§show ip route
Codes: L - local, T - connected, 5 - static, B - BIF, M - mokile,6 B -
BEE
L - EIZEREF, EX - EIZRF externzl, & - OEPF, IR - O5PF inter areaz
N1 - OS5PF MS552 externzl type 1, M2 — O5PF M55SR external type 2
E1l - O5PF external type 1, EZ - 0O5PF external type Z, E - EGP
i - Is-I5, L1 - IS5-IS5 lewvel-1l, LZ - IS5-IS5 lewvel-2, iz - I5-IS
inter area
* — pandidate default, U - per-user static route, o — QDR
E - periocdic downloaded static route

Fateway of last resort is Z05%.17.Z220.1 to network 0.0.0.0

172_.23.0.0/1¢ is wariakly suknetted, 8 subnets, 3 masks
2] 172.29.4_ 128/25 [120/1] wia 17Z.Z25.46.14, 00:00:28,
Seri=lo/s1lrs1
[120/1] wia 172.2%.&8.10, 00:00:Z8,
Seri=l0/ 10
C 172.23.2.0/30 is directly connected, Serizld/ 0,1
L 172.25%.6.1/32 is directly connected, Seriz=ld/ 071
B 172.259_.e.4/30 [120/1] wis 172.25_6.14, 00:00:Z8, Seri=lid/ 171
[120/1] wia 172.25%_.&.10, 00:00:Z8, Seri=l0s1/0
C 172.23.e.8/30 is directly connected, Serizald/s1/0
L 172.25%.6.58/32 i3 directly connected, Serizld/1/0
C 172.2%_6.12/30 is directly connected, Seriald 1/1
L 172_.29.8.13/32 is directly connected, Serizallds 1,1
209 _17.220.0/24 is wariskly subnetted, Z subnets, Z masks

C 205.17.220.0/30 is directly connected, Seri=l0/0/0

209_.17_220_.2/32 is directly connected, Seri=l0/0/0 =
5+ 0.0.0.0/0 [1/0] wi=a Z09_.17.22Z0_.1 T
MEDELLIN1# -
Cirl=FE to exit CLI focus Copy || Paste

[C] Top

Figura 5
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BOGOTRl#show ip route T
Codes: L - loecal, C - connected, 5 - static, B — BIP, M - mokile, B -
BEE
b - EIGRE, EX - EIGRP external, O - OSPF, IR - O5PF inter area
N1l - OSPF MS55& externzal type 1, HZ2 - O5PF M55SR externzsl type 2
El1 - O5PF externzl type 1, EZ - O5PF externzl type 2, E - EGP
i - I5-I5, L1 - I5-IS5 lewel-1, LZ - IS5-IS5 lewvel-Z, ia - I5-IS
inter area
* — pandidate defsult, U - per-user static route, o — QDR
P - periodic downloaded static route
Gateway of last resort is 205_.17.220.5 to nmetwork 0.0.0.0
172.293.0.0/16 is wariakly subnetted, 2% subnets, 4 masks
=) 172.25%.0.0/25 [120/1] wia 172.2%.3.¢, 00:00:07, Seri=l0sS1/1
[120/1] wia 172.25.3_.2, 00:00:07, Serizlds1/0
=) 172.25%.1.0/24 [120/1] wia 172.25%.3.10, 00:00:Z¢, Serisl0/ 071
c 172_.29.32.0/30 is directly connected, Serial0ys 150
L 172.253.3.1/32 is directly connected, Serizl0/1/0
C 172.253.32.4/30 is directly connected, Serizl0/1/1
L 172_.29_.3.5/3Z is directly connected, Seri=l0/1/1
C 172_.29_3_.8/30 is directly connected, Seri=l0/ /071
L 172_.29.3.9/3Z2 is directly connected, Serisl0ys0/71
=) 172.25%.3.12/30 [120/1] wie 172.25.3.10, 00:z00:2¢, Seri=al0/s0/1
[120/1]1 wie 172.25%.3.&, 00:00:07, Serizld/sS1l/s1
[120/1] wia 172.25.3.2, 00:00:07, Seriald/sS1/0
205_.17.220.0/24 is wariskly subnetted, 2 subnets, Z masks
c 209_.17_.220.4/30 is directly connected, Serizl0/ 070
L 2089.17_.220.8/32 is directly connected, Serizl0/0/0 -
=l 0.0.0.0/0 [1/0] wia 205.17.220.5 1
BOGOTALE| -
Cirl+F5 to exit CLI focus copy || Paste
[ Top

L

Figura 6
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¥ BOGOTAZ

Physical Config

Attributes

105 Command Line Interface

BEE

inter area

172_2%9

L= I o

w

[ I

B 0.0.0.0/0

BOGOTAZ 3|

172.25.

17225,
17Z2.25.
17z.2%5.
17225,

L] W -

— L L G G

BOZOTAZ=>show ip route
Codes: L - local, C -

¥ — pandidate default,

172.29.0.0/1¢€ is
i
172258
172.25.
17225

L0725
0724
L1/32
L0730

.4/30

L8730

L10s322
.1z2/30
13/32
1Z0s1]

connected, 5 — static,

—

wariakly subnetted,

[120/1] wia 172.25
[1Z20/1] wia 172_Z25
[LZ0/1] wia 172.25
[120/1] wia 172.25

e
El - OS5PF external type 1, EZ - OS5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l1, LZ - I5-I5 lewel-Z, ia - IS5-IS

]
]
-3
]

R - RIP, M - mobile, B -

L - EIGEP, EX - EIGEFP external, O - O5PF, I&A - O5PF inter area
N1l - O5PF M55R external type 1,

— DS5PF H55& external type =2

U - per-user static route, o — CDR
P - periodic downloaded static route

Fateway of last resort is 172.2%.3.95% to metwork 0.0.0.0

9 suknets, 4 masks

[120/1] wia 172.25.3.14, 00:00:21, Seriald/0/1
is directly connected,
is directly connected,

.5,
.14
.9,
.14

is directly connected,
is directly connected,
is directly connected,
is directly connected,
wia 172.25%.3.%5%, 00:00:21, Serialds0/0

GFigabitEthernet0/0
FigabkitEthernet0/0
00:-00:21, Seriald/0 0
, 00:-00:21, Serialdsos1
00:00:21, Seriald/s0 0
, 00:-00:21, SerialdsoO 1
Seriald/sas0

Serialld/ 070

Seriald/ 071
Seriald/0/1

Cirl+F& to exit CLI focus

[ ] Top

Figura 7
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P BOGOTA3

D T e )

T T gy e

Physical Config CLI Aftributes
—
05 Command Line Interface
BOGOTRI> -
e EuEE oo ip route
Codes: L - local, T - connected, 5 - static, B — BIP, M — mokile, B -
BEE
IGRP external, O — O5PF, IZ&Z - O5PF inter area
ternal type 1, N2 — O5PF MN55h external type 2
1l type 1, EZ2 — O5PF external type 2, E — EGP
I eyvel-1, LZ — I5-I5 lewvel-Z,
l * — candidate default, U - per-user static route,
P - periopdic downloaded static route
|
regort iz 172.29_.3.1 to network 0O
wvariably subnetted, 10 subnets, 4 masks
= ig directly connected, GigabitEthernetl/
L ig directly connected,
B [120/1]1 wia
= iz directly
L ig directly
= ig directly connected,
L directly connected,
B wvia 172
via 17Z2.25
via 17Z2.25
is
is
_____ wvia 17. =
wia 172.25_.3
BOGCOTRS> Sl
Cirl+F& to exit CLI focus copy || Paste
[C] Top
LS o

Figura 8
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b. Verificar el balanceo de carga que presentan los routers.

Physical Config CLI Attributes
——
105 Command Line Interface
BOEOTAZ>show ip route “
Codes: L — local, © — connected, 5 - static, B - BRIP, M - mokile, B -
BEE
L — EIGEF, E¥ - EIGRF external, & - O5PF, IA - OS5PF inter area
N1 - OS5PF M55R external type 1, HZ — QO5PF HMS55R external type 2
El - OS5PF external type 1, EZ - 05PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 level-l1l, LI - I5-I5 lewel-Z, ia - I5-IS
inter area
* — pandidate default, U - per-user static route, o — QDR
P - periodic downloaded static route
GFateway of last resort is 172.25.3.5 to network 0.0.0.0
172.25.0.0/1€ is wariakly subnetted, 10 subnets, 4 masks
C 172.25%.0.0/25 is directly connected, GigakitEthermnetl/0
L 172.25_0.1/32 is directly connected, FigabitEthernetlds0
B 172.25.1.0/24 [120/1] wia 172.25.3.13, 00:00:04, Serialds1/0
[ 172.25.3.0/30 is directly connected, Seriald/ 0,0
L 172.25%.3.2/32 is directly connected, Serizald/ 0,0
c 172.25_3.4/30 is directly connected, Seriald/S0/1
L 3. is directly connected, Seriald/O0/1
B [120/
BOGOTAZ>
BOGOTAZ> e
Cirl+F8 to exit CLI focus Copy | Paste
[ Top
Figura 9
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B MEDELLINT — O

Physical Config CLI Attributes
]

105 Command Line Interface

MEDELLIM1l=>show ip route
Codes: L - local, C - connected, 5§ - static, B - RIP, M - mokile, B -
BEP
D — EIFRF, E¥ - EIZERP external, O - O5PF, IR — O5PF inter area
N1 - QSPF N55Z external type 1, HNZ - O5PF MNS552Z external type 2
El - OS5PF external type 1, EZ - OQ5PF external type Z, E - EGP
i - I5-I5, L1 - I5-I5 lewel-l, LZ - I5-I5 lewel-Z, ia — IS-IS
inter area
¥ — pandidate default, U - per-user static route, o - QDR
P - periodic downloaded static route

zateway of last resort is Z05.17.220.1 to network 0.0.0.0

172.25.0.0/1¢ is wariakly subnetted, 2 subnets, 3 masks

=] 172.25_.4_128/25 [120/1] wia 172_.2%_&€.10, 00:00:1%,
Serialds1ls0

[120/1] wia 1l7Z2.25%_.c.14, 00:00:1%8,
Serialds1/1
c 172.29_.€.0/30 is directly connected, Seriald/ 0/ 1
L 172 .259.€.1,32 connected,

172

172 .29 .6.8/30 is directly connected, Seriald/1/0
17Z.29.6.9/32 is directly connected, Seriald/S1ls 0
172.29%.6.12/30 is directly connected, Serialds1l/s1
172 .29 .6.13/32 is directly connected, Seriald/1/s1
ZO09.17.220.0/24 is wariably subnetted, I subnets, I masks
205%_17.220.0/30 is directly connected, Seriald/ 0,0
208 17.220.2/32 is directly connected, Serizald/0/0
* O.0.9.0/9 [1s0] wia Z05_.17.220.1

H O e

w0

| MEDETITINI

Ctrl+F§ to exit CLI focus Copy Paste

(] Tep

Figura 10
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c. Obseérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién, por
tener dos enlaces de conexidn hacia otro router y por la ruta por defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas directamente y
recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes para el
caso de la ruta por defecto.

I BOGOTA3 » o E e

T T g e

Phy=sical Config CLI Attributes
]

0% Command Line Interface

BOGOTAS> -
jsleesirklchow ip route
Codes: L - loecal, C — connected, § — static, B — BIP, M — mokile, B -
BIZE

O — EIGR EX - EIGEP external, O - O5PF, I& - OS5PF inter ar

N1 - O5PF MN55R external type 1, M2 — 0O5PF M55L external type 2

E1l - OS5PF external type 1, EZ - 0O5PF external type Z, E - EGP
- I5-I5, L1 - I5-I5 lewel-1, LZ - I5-I5 lewel-2, jia - I5-If

Pl
F

a
candidate default, T - per—-user static route, o — ODR
pericdic downloaded static route

last resport is 172_.28_3_.1 to network

iz wariakly subnetted, 10 subnets, 4 masks
directly conn gabitEtherne

]

directly c

S

f1]1 wia

3]

directly
directly conn
directly conn

0B

At

4 om ]

|BDGOTA3}

Figura 11
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f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente
conectadas.

B2 5p — O X

Phy=ical Config CL Aftributes
|

105 Command Line Interface

Password: .

B-I5Frshow ip route

Codes: L — local, © - connected, 5 - static, B — RIF, H - mokile, B -

BEE
L - EIZRP, E¥X - EIGEREP external, & - QO5PF, I& - OS5PF inter area
N1l - Q5PF HMS55& external type 1, NZ - Q5PF HMS5& external type 2
El - OS5PF external type 1, EZ - O5PF external type Z, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1, LZ - IS5-I5 lewel-Z, ia - I5-IS
inter area
¥ — pandidate default, U - per-user static route, o — QDR

P - periodic downloaded static route

Fateway of last resort is not set

17Z_.2%.0.0/22 is subnetted, Z subnets

5 172.25.0.0/22 [1/70] wia Z09.17_.Z2Z20.%
] 172.25.4 4722 [1/70] wia 205_.17_.2Z20.2
Z0%_.17.Z20.0/24 is wariably subnetted, 4 subnets, I masks
C 205 17.Z220.0/30 is directly connected, Seriald/s0/0
L 20%_.17.220.1/32 is directly connected, Seriald/0/0
C Z0%.17.220.4/30 is directly connected, Serialld/0/1
L 205 17.220.5/32 is directly connected, Seriald/s0/1
B-T5Ex>
Ctrl+F& to exit CLI focus Copy Paste

(] Top

Figura 12
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Parte 3: Deshabilitar la propagacion del protocolo RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las

interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogota1 SERIALO0/0/1; SERIALO/1/0; SERIALO/1/1
Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
Medellin1 SERIALO/0/0; SERIALO/0/1; SERIALO/1/1
Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3 SERIALO/0/0; SERIALO/0/1; SERIALO/1/0
ISP No lo requiere

Para este ejercicio, se debe deshabilitar el envio de informacién de enrutamiento por los
interfaces de los router Medellin 2 Medellin 3, Bogota 2 y Bogota 3, lo cuales se dirigen
hacia los hosts.

BOGOTA1

BOGOTA1#conf t
Enter configuration commands, one per line. End with CNTL/Z.

BOGOTA1L(config)#router rip
BOGOTA1(config-router)#version 2
OGOTAL(config-router)#passive-interface g0/0
BOGOTAIL(config-router)#passive-interface g0/1
BOGOTA1L(config-router)# DO WR

Building configuration...

32




BOGOTA2

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#router rip
BOGOTAZ2(config-router)#version 2
BOGOTAZ2(config-router)#passive-interface g0/0
BOGOTAZ2(config-router)#passive-interface g0/1
BOGOTA2(config-router)#DO WR

Building configuration...

[OK]

BOGOTA3

BOGOTA3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA3(config)#router rip
BOGOTA3(config-router)#version 2
BOGOTA3(config-router)#passive-interface s0/1/1
BOGOTA3(config-router)#passive-interface g0/0
BOGOTA3(config-router)#passive-interface g0/1
BOGOTA3(config-router)#do wr

Building configuration...

[OK]

MEDELLIN1

MEDELLIN1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#passive-interface s0/1/0
MEDELLIN1(config-router)#passive-interface g0/0
MEDELLIN1(config-router)#passive-interface g0/1
MEDELLIN1(config-router)#do wr

Building configuration...

[OK]

MEDELLIN2
MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#router rip
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MEDELLINZ2(config-router)#version 2
MEDELLINZ2(config-router)#passive-interface g0/0
MEDELLINZ2(config-router)#passive-interface g0/1
MEDELLINZ2(config-router)#do wr

Building configuration...

[OK]

MEDELLINS

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#passive-interface s0/1/1
MEDELLIN3(config-router)#passive-interface g0/0
MEDELLIN3(config-router)#passive-interface g0/1
MEDELLIN3(config-router)#do wr

Building configuration...

[OK]
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Parte 4: Verificacion del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los routers, como
el passive interface para la conexion hacia el ISP, la version de RIP y las interfaces que
participan de la publicacion entre otros datos.

Se realiza la verificacidon de los protocolos a través del comando: show ip route

¥ MEDELLINT — O X

Phy=ical Config CL Aftributes
]

I05 Command Line Interface

Password: -

MEDELLIN]l>*show ip route.

% Invalid input detected at "~' marker.

MEDELLIN]l>*show ip route
Codes: L - local, C - connected, 5 — static, B - RIP, M - mokile, B -
BEE
b - EIGRPF, EX - EIGRP external, & - O5PF, IA - (QS5PF inter area
N1 - OSPF N55R extermal type 1, N2 - OSPF N55R extermal type 2
El - OS5PF external type 1, EZ - O5PF external type 2, E — EGP
i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 lewel-Z, ia - IS5-IS
inter area
* - rcandidate default, U - per-user static route, o — QDR
P - pericdic downloaded static route

Gateway of last resort is Z05_17_.220.1 to network 0.0.0.0

172.29.0.0/16 is wvariabkly subnetted, & subnets, 3 masks

.29.4.128/25% [120/1] wvia 172.25_&.10, 00:00:19,

Seriald/s1 S0
[120/1] wia 17Z2.Z2%.&.14, 00:00:1%,
Serialdys1ls1
C 172.25%.6.0,/30 is directly connected, Seriald/0/1
L 172.25%.6.1/32 is directly connected, Seriald/0/1
=) 17Z2.25%.6.4/30 [120/1] wia 17Z2.Z%.€.10, 00:00:1%, Serial0/s1s0
[120/1] wia 17Z2.2%.€.14, 00:00:1%, Seriall/1/1
C 172_.25%.6.8/30 is directly connected, Seriald/1/0
L 172.25%.6.9/32 is directly connected, Seriald/s1/0
C 172.25%.6.12/30 is directly connected, Seriald/s1l/1
L 172.25%.6.13/32 is directly connected, Serialld/s1l/1
Z05.17.220.0/24 is wariably subnetted, Z subnets, I masks W
Figura 13
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b. Verificar y documentar la base de datos de RIP de cada router, donde se informa de
manera detallada de todas las rutas hacia cada red.

ROUTER

RUTAS RIP

MEDELLIN1

R 172.29.4.128/25 [120/1] via 172.29.6.10, 00:00:19,

MEDELLINZ2

R 172.29.6.12/30 [120/1] via 172.29.6.6, 00:00:18, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:01, Serialo/0/0
R* 0.0.0.0/0 [120/1] via 172.29.6.1, 00:00:01, Serial0/0/0

MEDELLIN3

R* 0.0.0.0/0 [120/1] via 172.29.6.9, 00:00:17, Serial0/0/0
[120/1] via 172.29.6.13, 00:00:17, Serial0/0/1

BOGOTA1l

R 172.29.0.0/25 [120/1] via 172.29.3.6, 00:00:08, Serial0/1/1
[120/1] via 172.29.3.2, 00:00:08, Serial0/1/0
R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:19, Serial0/0/1

BOGOTA2

R 172.29.0.0/25 [120/1] via 172.29.3.14, 00:00:12, Serial0/0/1
R 172.29.3.0/30 [120/1] via 172.29.3.9, 00:00:09, Serial0/0/0
[120/1] via 172.29.3.14, 00:00:12, Serial0/0/1

R 172.29.3.4/30 [120/1] via 172.29.3.9, 00:00:09, Serial0/0/0
[120/1] via 172.29.3.14, 00:00:12, Serial0/0/1

R* 0.0.0.0/0 [120/1] via 172.29.3.9, 00:00:09, Serial0/0/0

BOGOTA3

R 172.29.3.8/30 [120/1] via 172.29.3.5, 00:00:24, Serial0/0/1
[120/1] via 172.29.3.1, 00:00:24, Serialo/0/0

[120/1] via 172.29.3.13, 00:00:01, Serial0/1/0

R* 0.0.0.0/0 [120/1] via 172.29.3.5, 00:00:24, Serial0/0/1
[120/1] via 172.29.3.1, 00:00:24, Serial0/0/0

ISP

N/A
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Parte 5: Configurar encapsulamiento y autenticaciéon PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado con
autenticacion PAP.

En el ISP

R-ISP(config)#username MEDELLIN1 PASSWORD 1234

R-ISP(config)#INT S0/0/0

R-ISP(config-if)#encapsulation ppp

R-ISP(config-if)#ppp authentication pap

R-ISP(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

R-ISP(config-if)#ppp pap sent-username R-ISP password 1234
R-ISP(config-if)#do wr

Building configuration...

[OK]

En el router MEDELLIN1

MEDELLIN(config)#username R-ISP password 1234
MEDELLIN(config)#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/0, changed state to up

MEDELLIN(config)#int s0/0/0

MEDELLIN(config-ify#encapsulation ppp

MEDELLIN(config-if)#ppp authentication pap

MEDELLIN(config-if)y#ppp pap sent-username MEDELLIN1 password 1234
MEDELLIN(config-ifyf#DO WR

Building configuration...

[OK]
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La figura 18 muestra los resultados de hacer ping entre el ISP y MEDELLIN1

¥ sp = |8 % ® MEDELLNL =)=

Physical Config CLI Attributes Physical Config | Attributes
—
10% Command Line Interface 105 Command Line Interface
i configl & -
config) fusername MEDELLIN1 PASSWORD 1234
config) $INT 50/0/0
f)fencapsulation ppp
)#ppPp authenticaticn pap
config-if)# . .
SLINEPROTO-5-UPDOWN: Line protoccl on Interface Serial0/0/0, changed BoLam 1aae

tate ©
Swave o oup $LINZPROTO-5-UPDOWN: Line protocel on Interface Serizl0/0/0, changed

tate ©
R-TI8P (config-if) #ppp pap sent-username ISP password 1234 state te up

R-ISP(econfig- ds
ISP (config-1if) #do wr MEDELLIN {config) #int s0/0/0
Building configuratien. ..

[0K] )#encepsulatien ppp

R-ISE( )#ppp suthentication pap

R-ISP ig-if) #ppp pap sent-username MEDELLINL password 1234
R-ISP MEDELLIN (config-if) DO WR

R-ISP iguration.. .

R-ISP [OK]

R-I5B( ig) gexitc

R-ISP#

%5Y5-5-CONFIG_I: Con

igured from console by console

m

4SYS-5-CONFIG I: Configured from console by consols

2-ISE z08.17.220.2
*ping 2 <5 MEDELLIN#ping 209.17.220.1|

Type escape sequence to abort.
oo . Type escape sequence to abort.

Sending 5, 100-byte ICMP Echos to 208.17.220.2, £ is 2 ds-

e e ehes we s pimecut is £ seconds Sending 5, 100-byte ICMP Echos to 208.17.220.1, timeout is 2 seconds:

i

5 & 100 t (5/5 a-t in/avg/max = Z/2/3

uccess rate is percent (5/5), round-trip min/avg/max f2/3 ms Success rate is 100 percent (5/5), round-trip minfavg/mex = 2/Z/3 ms
R-ISP# -
i MEDELLINE

Cirl+F6 to exit CLI focus Copy Ctrl+F# to exit CLI focus

[E] o [ Top

Figura 18
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b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.
En el ISP

R-ISP(config)#username BOGOTAL password 1234
R-ISP(config)#int s0/0/1

R-ISP(config-if)#encapsulation ppp

R-ISP(config-if)#ppp authentication chap
R-ISP(config-if)#

R-ISP(config-if)#

R-ISP(config-if)#end

R-ISP#

%SYS-5-CONFIG_I: Configured from console by console

R-ISP#
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up

En el BOGOTAL

BOGOTA1(config)#username R-ISP password 1234
BOGOTA1L(config)#int sO/0/0
BOGOTAI1(config-if)#encapsulation ppp
BOGOTA1L(config-if)#ppp authentication chap
BOGOTA1L(config-if)#end

BOGOTAL#

%SYS-5-CONFIG_I: Configured from console by console

39



La figura 19 muestra los resultados de hacer ping entre el ISP y BOGOTA1

® 1sp

P

¥ BOGOTAL =8

Physical  Config Attributes

10S Command Line Interface

Physical Config CLI Attributes
mcnmn

10S Command Line Interface

R-ISP(config) $

R-ISP(config)#

R-ISP(config)$

R-ISP(config)$

R-ISP(config)$

R-ISP(config)$

R-ISP(config)#

R-ISP(config)$

R-ISP(config)#

R-ISP(config) fusername BOGOTAL password 1234
R-ISP(config) #int 50/0/1

R-ISP(config-if) encapsulation ppp
R-ISP(config-if) #ppp authentication chap
R-ISP(config-if)#

R-ISP(config-if)#

R-ISP(config-if) fend

R-ISP$

#SYS-5-CONFIG_I: Configured from conscle by console

R-IsP#
SLINEPROT(
to up

Line tocol on I

R-ISP#ping 209.17.220.6

Type escape sequence to abort.

Success rate is 100 percent (5/5), round:

R-IsP

Serial0/0/1,

changed state

Sending 5, 100-byte ICMP Echos to 209.17.220.6, timeout is 2 seconds

BOGOTAL (config) #

BOGOTAL (config) #

BOGOTAL (config) #

BOGOTAL (config) #

BOGOTA1 (config) fusername R-ISP password 1234
BOGOTAL (config) #int 50/0/0

BOGOTAL (config-if) tencapsulation ppp
BOGOTAL (config-if) #ppp authentication chap
BOGOTAL (config-if) fend

BOGOTAL#

$SYS-5-CONFIG_I: Configured from console by console

BOGOTAL$
BOGOTAl#ping 209.17.220.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.5, timeocut is 2 seconds:

Success rate is 0 percent (0/S)

BOGOTAL$
$LINEPROT

: Line protoeol on rial0/0/0, changed state to up
BOGOTAl#ping 209.17.220.5

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 209.17.220.5, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/mex = 1/1/2 ms

BOGOTAL#

Ctrl+F6 to exit CLI focus

£ p

Ctrl+Fé to exit CLI focus

o

[F] Top

Figura 19
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Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl), los
routers internos de una ciudad no podran llegar hasta los routers internos en el otro
extremo, solo existira comunicacion hasta los routers Bogotal, ISP y Medellinl.

MEDELLIN1

MEDELLIN1(config)#ip nat inside source list interface s0/0/0 overload
MEDELLIN1(config)#access-list 1 permit 172.29.4.0 0.0.3.255
MEDELLIN1(config-if)#int s0/0/0

MEDELLIN1(config-if)#ip nat outside
MEDELLIN1(config-if)#int s0/0/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/0

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#int s0/1/1

MEDELLIN1(config-if)#ip nat inside

MEDELLIN1(config-if)#

MEDELLIN1(config-if)#do wr

Building configuration...

[OK]

MEDELLIN1(config-if)#

MEDELLIN1(config-if)#

BOGOTA1l

BOGOTA1(config)#access-list 1 permit 172.29.0.0 0.0.3.255
BOGOTAL(config)#int s0/0/0
BOGOTAZL(config-if)#ip nat outside
BOGOTA1(config-if)#int s0/0/1
BOGOTA1L(config-if)#ip nat inside
BOGOTA1(config-if)#int sO/1/0
BOGOTA1L(config-if)#ip nat inside
BOGOTAIL(config-if)#int sO/1/1
BOGOTA1L(config-if)#ip nat inside
BOGOTAIL(config-if)#
BOGOTAZL(config-if)#do wr
Building configuration...

[OK]
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Figura muestra los ping desde los equipos a el ISP

Physical  Config s Programming  Attributes

[Command Prompt

Packet Tracer EC Command Line 1.0
C:\>ping 209.17.220.5

Pinging 209.17.220.5 with 32 bytes of data

from

Ping statistics :
Packets: Sent = 4, =4, Lost = 0
Approximate round trip time milli-seconds

Minimum = 2ms, Maximum = 4ms, Average = 2ms

i ®rco — ETEIE) (I

=

Physical  Config sito Programming  Aftributes

[Command Prompt

Packet Tr: BC Command Line 1.
C:\>ping 209.17.220.5

S with 32 bytes of data

round trip times in milli-seconds
2ms, Maximum = 3ms, Average = 2ms

Physical

Config

Packet Tracer BC Command Line
C:\>ping 2 22

Packet:
Approximate round trip tim

C:\>ping 209.1
Invalid Command.

2001 | 2011

B1910X BIHGN

Figura 20

Programming  Atributes

[command Prompt

in milli-seconds mate round trip times in milli-seconds:
Minimum = 2ms, Maximum = 10ms, Average

| B

1.0 Packet Tracer BC Command Line 1.0
C:\>ping 209.17.220.5

Ping statistics £
Packets: Sent

Minimm = 2ms, Maximum

4ms, Average

ytes of

| Top
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b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT en el
router Medellinl. Compruebe que la traduccion de direcciones indique las interfaces de
entrada y de salida. Al realizar una prueba de ping, la direccién debe ser traducida
automaticamente a la direccion de la interfaz serial 0/1/0 del router Medellinl, cémo
diferente puerto.

Medellin-lf§show ip nat translations

Bro Inside global Inside local Cutside local futside globa

ilemp 209.17.220.2:1 172.25%.4.8:1 209.17.220.1:1 209.17.220.1:1

icmp 209.17.220.2:2 172.25%.4.68:2 205.17.220.1:2 209.17.220.1:2

icmp 209.17.220.2:3 172.25%.4.6:3 209.17.220.1:3 209.17.220.1:3 3
icmp 209.17.220.2:4 172.29.4 . 6:4 209.17.220.1:4 2059.17.220.1:4
Medellin-1 v

Figura 21

c. Proceda a configurar el NAT en el router BOGOTAL. Compruebe que la traduccién de
direcciones indique las interfaces de entrada y de salida. Al realizar una prueba de ping,
la direccion debe ser traducida autométicamente a la direccion de la interfaz serial 0/1/0
del router Bogotal, cémo diferente puerto.

Figura 22
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En

Parte 7: Configuracion del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el servidor
DHCP para ambas redes Lan.

b. El router Medellin3 deber& habilitar el paso de los mensajes broadcast hacia la IP del
router Medellin2.

el router MEDELLIN2

MEDELLIN2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.1 172.29.4.5
MEDELLINZ2(config)#ip dhcp excluded-address 172.29.4.129 172.29.4.133
MEDELLINZ2(config)#ip dhcp pool PRIMERA
MEDELLIN2(dhcp-config)#NEtwork 172.29.4.0 255.255.255.128
MEDELLINZ2(dhcp-config)#DEfault-router 172.29.4.1
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#ip dhcp pool SEGUNDA
MEDELLIN2(dhcp-config)#NEtwork 172.29.4.128 255.255.255.128
MEDELLINZ2(dhcp-config)#DEfault-router 172.29.4.129
MEDELLINZ2(dhcp-config)#dns-server 8.8.8.8
MEDELLINZ2(dhcp-config)#exit

MEDELLINZ2(config)#do wr

Building configuration...

[OK]

En

el router MEDELLIN3

MEDELLIN3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MEDELLIN3(config)#int g0/0

MEDELLIN3(config-if)#ip helper-address 172.29.6.5
MEDELLIN3(config-if)#do wr

Building configuration...

[OK]

44



Figura muestra el direccionamiento IP mediante DHCP al router MEDELLIN2 desde su propia
red y desde la red deMEDELLIN3

[ pco =@ = ® pc1 o =) [ |

Physical  Config  Deskiop  Programming  Affributes. Physical  Config  Deskiop  Programming  Aftributes.

Interface
IP Configuration
@ DHCP
IP Address
Subnet Mask
Default Gateway
DNS Server
IPv& Configuration
) DHCP
IPvE Address.
Link Local Address.
IPv6 Gateway
IPv6 DNS Server

802.1X

Authentication

[FastEtherneto

=

©) Static

() Auto Config @ Static

FEB0:20A F3FF-FE4B:7327

[ use 802.1X Security

IP Configuration -

i

[ ®p

Figura 23
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Defautt Gateway
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c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el servidor
DHCP para ambas redes Lan.

d. Configure el router Bogotal para que habilite el paso de los mensajes Broadcast hacia
la IP del router BogotaZ2.

En el router BOGOTAZ2 se realiza la siguiente configuracion

BOGOTA2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
BOGOTA2(config)#ip dhcp excluded-address 172.29.1.1 172.29.1.5
BOGOTA2(config)#ip dhcp excluded-address 172.29.0.1 172.29.0.5
BOGOTA2(config)#ip dhcp pool TERCERA
BOGOTA2(dhcp-config)#network 172.29.1.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.1.1
BOGOTA2(dhcp-config)#dns-server 0.0.0.0
BOGOTA2(dhcp-config)#ip dhcp pool CUARTA
BOGOTA2(dhcp-config)#network 172.29.0.0 255.255.255.0
BOGOTA2(dhcp-config)#default-router 172.29.0.1
BOGOTA2(dhcp-config)#dns-server 0.0.0.0
BOGOTA2(dhcp-config)#do wr

Building configuration...

[OK]
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Figuramuestrael direccionamiento IP mediante DHCP al router BOGOTA2 desde su propia

red y desde la red de BOGOTA3

® e o8] B P pc3 ) |
Physical  Config  Deskiop  Programming  Aftributes Physical  Confiy  Deskiop  Programming  Aftributes
- -
Interface [FastEthernetd ) Interface [FastEtherneto
IP Configuration IP Configuration
@ DHCP ) static @ DHCP ) Static
IP Address IP Address
Subnet Mask Subnet Mask
Default Gateway Default Gateway
DNS Server 3 DNS Server ]
IPvE Configuration IPv6 Configuration
@ DHCP () Auto Config @) Static @) DHCP () Auto Config @ Static
IPv6 Address. i IPvE Address.
Link Local Address. FEB0::207-ECFF:FE4C:6A28 Link Local Address. FEB0::2E0:FSFF:FE3B:COAA
IPv8 Gateway IPvE Gateway
IPvG DNS Server IPvG DNS Server B
802.1X 802.1X
[[] use 802 1% Security [7] use 802.1X Security
Authentication MDS < Authentication MDS o
] op [ Top

Figura 24
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ESCENARIO Nro. 2

Escenario: Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Bogota, Medellin y Bucaramanga, en donde el estudiante sera el
administrador de la red, el cual deber& configurar e interconectar entre si cada uno de
los dispositivos que forman parte del escenario, acorde con los lineamientos
establecidos para el direccionamiento IP, protocolos de enrutamiento y demas

aspectos que forman parte de la topologia de red.

Topologia de red

l VLAN Direccionamiento Nombre
nte m et 30 192.168.30.0/24 Administracion
40 192.168.40.0/24 Mercadeo
200 192.168.200.0/24 Mantenimiento
Miami Web Server
10.10.10.10/32
172.31.21.0/30 172.31.23.0/30

$0/0

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3
192.168.99.2

Figura 25

48




Tabla de direccionamiento

Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario.

Mascara de Gateway
Dispositivo Interfaz Direccion IP subred predeterminad
(0]
R1 (BOGOTA) S0/1/0 (DCE)| 172.31.21.1 255.255.255.25 | N/A
2
G0/0 192.168.13.1 | 255.255.255.25 | N/A
2
R2 (MIAMI) G0/0 209.165.200.22 | 255.255.255.24 | N/A
5 8
GO0/1 10.10.10.1 255.255.255.0 | N/A
S0/1/0 (DCE)| 172.31.23.1 255.255.255.25 | N/A
2
S0/1/1 172.31.21.2 255.255.255.25 | N/A
2
R3 (BUENOS S0/1/1 172.31.23.2 255.255.255.25 | N/A
AIRES) 2
Lo4 192.168.4.1 255.255.255.0 | N/A
Lo5 192.168.5.1 255.255.255.0 | N/A
Lo6 192.168.6.1 255.255.255.0 | N/A
Internet PC NIC 209.165.200.23 | 255.255.255.24 | 209.165.200.22
0 8 5
Web Server Fa0 10.10.10.10 255.255.255.0 | 10.10.10.1
PC-A FO/1 DHCP DHCP DHCP
PC-C FO/1 DHCP DHCP DHCP
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TOPOLOGIA
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R2 Miami
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1. Configurar el direccionamiento IP acorde con la topologia de red
para cada uno de los dispositivos que forman parte del escenario

Direccionamiento ip (Internet PC)

Physical Config Desktop  Custom Interface

IP Configuration
IP Configuration

) DHCP ® Static

IP Address |2[]9.165.2[][].23[] |

Subnet Mask |255.255.255.248 |

Default Gateway |209.165.200.225 |

DNS Server | |

IPvE Configuration
() DHCP () Auto Config @ Static

IPv6 Address | |f|

IPve Gateway |

Link Local Address |FE8[]::25[]:FFF:FE2D:CA13 |

IPv6 DNS Server |

A

Figura 27
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R1 (BOGOTA)

Router#conf t
Enter configuration commands, one per line. End with CNTL/Z.
Router(config)#hostname BOGOTA
BOGOTA(config)#inter
BOGOTA(config)#interface s0/0/0
BOGOTA(config-if)#ip add
BOGOTA(config-if)#ip address 172.31.21.1 255.255.255.252
BOGOTA(config-if)#clock rate 64000
BOGOTA(config-if)y#no sh
BOGOTA(config-if)#no shutdown
%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
BOGOTA(config-if)#
BOGOTA#
%SYS-5-CONFIG_I: Configured from console by console

R2 (MIAMI)

MIAMI>en

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#int loop0

MIAMI(config-if)#ip address 10.10.10.10 255.255.255.255
MIAMI(config-if)y#no shutdown

MIAMI(config-if)#int s0/0/0

MIAMI(config-if)#ip address 172.31.23.1 255.255.255.252
MIAMI(config-if)#clock rate 64000

MIAMI(config-if}#no shutdown

%LINK-5-CHANGED: Interface Serial0/0/0, changed state to down
MIAMI(config-if)#exit

MIAMI(config)#int s0/0/1

MIAMI(config-if)#ip address 172.31.21.2 255.255.255.252
MIAMI(config-if)y#no shutdown

MIAMI(config-if)#

%LINK-5-CHANGED: Interface Serial0/0/1, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/0/1, changed state to up
MIAMI(config-if)#exit

MIAMI(config)#int g0/0

MIAMI(config-if)#ip address 209.165.200.225 255.255.255.248 (Servidor WEB)
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se procede a configurar las interfaces para el servidor web y el proveedor de
servicio de internet en el router 2

MIAMI(config)#int g0/1
MIAMI(config-if)#ip add 10.10.10.1 255.255.255.0
MIAMI(config-ify#no shutdown

Se prueba realizando ping entre R1y R2

& Rr1 - O
Physical Config CLI

105 Command Line Interface

(LINE-5-CHRNZED: Interface Serialld/0,/0, changed state to up
(LINEFROTO-5-UPDOWN : Line protocol on Interface Serialld,0/0, changed state to up

00:00:10: %0OS5PF-5-ADJCHE: Process 1, Mbr 5.5.5.5 on Seriald/0/0 from LOADING to
FULL, Loading Done

(LINEFROTO-5-UPDOWN : Line protocol on Interface Serialld/0/0, changed state to down

00:02:34: %05PF-5-ADJCHG: Process 1, Wbr 5.5.5.5 on Seriald/0/0 from FULL to DOWN,
Neighbor Down: Interface down or detached

(LINEFROTO-5-UPDOWN : Line protocol on Interface Serialld,0/0, changed state to up

00:02:44: %05PF-5-RDJCHE: Process 1, Mbr 5.5.5.5 on Seriald/0/0 from LOADING to
FULL, Loading Done

ICHP Echos to 172.31_.21.2, timeout is 2 seconds:

BOGOTRS hd

Copy Paste

Figura 28
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R3 (BUENOS AIRES)

enable

config t

hostname BUENOS_AIRES int loop4
ip add 192.168.4.1 255.255.255.0
no shut int loop5

ip add 192.168.5.1 255.255.255.0
no shut int loop4

ip add 192.168.6.1 255.255.255.0
no shut int s0/0/1

ip add 172.31.23.2
255.255.255.252

no shut
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2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

OSPF\}Z area0

Configuration Item or Task Specification
Router ID R1 1111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8

Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 256 Kb/s

Ajustar el costo en la métrica de S0/0 a 9500

CONFIGURACION OSPF V2
R1 (BOGOTA)

enable

config t router ospf 1

router-id 1.1.1.1

network 192.168.99.0 0.0.0.255 area 0

network 172.31.21.0 0.0.0.3 area 0

passive-interface gi0/0 int s0/1/0

bandwidth 256 ip ospf cost 9500 int s0/1/1 bandwidth 256
passive-interface f0/0

R2 (MIAMI)

enable

config t router ospf 1

router-id 5.5.5.5

network 209.165.200.224 0.0.0.7 area 0

network 172.31.21.0 0.0.0.3 area 0

network 10.10.10.10 0.0.0.3 area O passive-interface gi0/0

int sO/1/0 bandwidth 256 ip ospf cost 9500 int s0/1/1 bandwidth 256
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R3 (BUENOS AIRES)

config t router ospf 1

router-id 8.8.8.8

network 172.31.23.0 0.0.0.3 area O

network 192.168.4.0 0.0.0.255 area 0

network 192.168.5.0 0.0.0.255 area O

network 192.168.6.0 0.0.0.255 area 0 int s0/1/1
bandwidth 256 ip ospf cost 9500 int s0/1/0 bandwidth 256
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Configuracién WEB Server

Physical Config Services Desktop  Custom Interface

a1 I S gy R
IP Configuration

Interface | FastEthernetd - |

IP Configuration

(") DHCP @® Static

IP Address 10.10.10.10
Subnet Mask 255.255.255.0
Default Gateway 10.10.10.1
DMS Server

IPv6 Configuration
() DHCP () Auto Config @ Static

IPvE Address I

Link Local Address FEEO0::230:F2FF:FEBD:4E3

IPVE Gateway

IPve DNS Server

Figura 29
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Verificar informacién de OSPF

enable
show ip ospf neighbor

Physical Config  CLI

105 Command Line Interface

BOEOTAE 2
BOGOTAfshow ip ospf neighbor

Neighbor ID Pri State Dead Time Lddress Interface
5.5.5.5 a FUOLLS - 00:00:36 172.31.21.2 Seriald/s1/0
BOGOTLE
BOGOTLE

Figura 30

Physical Config  CLI

I10S Command Line Interface

MIZMI=en ~
MIAMT>enakble
MI2MTIg$show ip ospf neighbor

Neighbor ID Fri State Dead Time Address Interface
1.1.1.1 a FULLS - 00:-00:-35 172.31.21.1 Serial0/sl/s1
MIAMIE

Figura 31
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Visualizar lista resumida de interfaces por OSPF en donde se ilustre
el costo de cada interface

show ip ospf interface

7 R1Bogota — O

Physical Config  CLI

105 Command Line Interface

BOGOTA=show ip ospf interface

Seriald/1l 0 is up, line protococl is up
Internet address is 17Z2.31.Z1.1/30, Area 0
Frocess ID 1, Router ID 1.1.1.1, Metwork Type POINT-TO-POINT, Cost: 5500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
No backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Retransmit 5
Hello due in 00:00:02
Index 151, £flood gueus length 0O
Hext O0x0{0)/ 0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Neighbor Count is 1 , Adjacent neighbor count is 1
Zdjacent with neighbor 5.5.5.5
Suppress hello for 0 neighbor(s)
BOGOTR>
BOGOTR>
BOGOTR>
BOGOTR>

Copy

Figura 32
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¥ R2 Miami
Physical Config CLI

105 Command Line Interface

MIAMI=show ip ospf interface

Seriald/s1lf1 is up, line protocol is up
Internet address is 172_.31_.Z1_.2/30, Zrea 0
Process ID 1, Bouter ID 5.5.5.5, WNetwork Type POINT-TO-POINT,
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority O
No designated router on this network
No backup designated router on this network

Hello due in 00:00:085
Index 1/1, flood gqueue length 0O
Hext 0x0({0)/0x0{0)
Last flood scan length is 1, maximam is 1
Last flood scan time is 0 msec, maximm is 0 msec
WNeighkor Count is 1 , Adjacent neighbor count is 1
2djacent with neighbor 1.1.1.1
Suppress hello for 0 neighbor(s)
Loopkackd is up, line protocol is up
Internet address is 10.10_.10_10/32, Zrea 0
Frocess ID 1, Router ID 5.5.5.5, Wetwork Type LOOPBACE, Cost:
Looplkack interface is treated as a stubk Host
MIAMT=

Cost: 350

Timer intervals configured, Hello 10, Dead 40, Wait 40, Retransmit 5

1

Figura 33

60




af R3 Buenos Aires

Physical Config  CLI

105 Command Line Interface

BUENOS_AIRESgshow ip ospf neighbor
BUENCS_AIRESgshow ip ospf interface

Serialds1l/1l is up, line protocol is up
Internet address is 172.31.23.2,/30, Rrea 0
Process ID 1, Router ID 2_.8_8_.8, Network Type POINT-TO-POINT, Cost: 9500
Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0O
No designated router on this network
Ho backup designated router on this network
Timer interwvals configured, Hello 10, Dead 40, Wait 40, Betransmit 5
Hello due in 00:00:07
Index 1/1, flood gueue length O
Next 0x0(0)/0x0{0)
Last flood scan length is 1, maximum is 1
Last flood scan time is 0 msec, maximum is 0 msec
Suppress hello for 0 neighbor(s)
Loopkackd4 is up, line protocol is up
Internet address is 132.1€5.4.1/24, RArea 0
Process ID 1, Router ID 2.2.2.2, Network Type LOCPFBACE, Cost: 1
Loopkback interface is treated as a stub Host
Loopbackd is up, line protocol is up
Internet address is 152 _1€8.5.1/24, Rrea 0
Process ID 1, Bouter ID 25.2.2.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
Loopkacké is up, line protocol is up
Internet address is 132.1€5.6.1/24, RArea 0
Process ID 1, Bouter ID 5.5.3.8, Network Type LOOPBACE, Cost: 1
Loopback interface is treated as a stub Host
BUENGS ATRESE
BUEHNGS ATRESE

Figura 34
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Visualisar el OSPF Process ID, Router ID, Address summarizations,
Routing Networks, and passive interfaces configuradas en cada router.

¥ R1Bogota - O
Physical Config  CLI

105 Command Line Interface

BOGOTL-
BOGOTL-
BOGOTL >
BOEOTA>show ip protocols

Bouting Protocol is "ospf 1™
Cutgoing update filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 1.1.1.1
Numlzer of areas in this router is 1. 1 normal 0 stub 0 nssa
Maximum path: 4
Bouting for Wetworks:
1532 .1658.95.0 0.0.0.255 area 0
172.31.21.0 0.0.0.3 area 0
Dassive Interface(s):
GigakitEthernetl/s0
Routing Information Sources:

Fateway Distance Last Update
1.1.1.1 11a 00:04:51
5.5.5.5 11a 00:04:55
Distance: (default is 1140)
BOGOTL >
Copy Faste
Figura 35
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IiIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

Physical Config  CLI

105 Command Line Interface

MIBMI= ~
MIBMI=
MIAMI>=show ip protocols

Bouting Protocol is "ospf 1"
Cutgoing update £filter list for all interfaces is not set
Incoming update £ilter list for all interfaces is not set
Bouter ID 5.5.5.5
Number of areas in this router is 1. 1 normal 0 stub 0 nssa
Haximum path: 4
Routing for Wetworks:
172.231.21.0 0.0.0.3 area 0
205_165.200.0 0.0.0.7 area 0O
10.10.10.8 0.0.0.3 area 0
Passiwve Interface(s):

FigabitEthernet0/0

RBouting Information Sources:
Fateway Distance Last Update
1.1.1.1 110 00:05:53
5.5.5.5 110 00:05:5&

Distance: (default is 110)

MIAMI = W

Copy | ‘ Paste

Figura 36
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3. Configurar VLANs, Puertos troncales, puertos de acceso,
encapsulamiento, Inter- VLAN Routing y Seguridad en los Switches acorde
alatopologia de red establecida.

Configuracién del switch 1

Switch>enable

Switch#erase startup-config

Erasing the nvram filesystem will remove all configuration files! Continue? [confirm]
[OK]

Erase of nvram: complete

%SYS-7-NV_BLOCK_INIT: Initialized the geometry of nvram
Switch#

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#host S1

S1(config)#enable secret class

S1(config)#line con 0

S1(config-line)#pass cisco

S1(config-line)#login

S1(config-line)#line vty 0 4

S1(config-line)#pass cisco

S1(config-line)#exit

S1(config)#service password-encryption

S1(config)#banner motd '"ACCESO RESTRINGIDO A PERSONAL NO AUTORIZADO'
%SYS-5-CONFIG_I: Configured from console by console
S1(config)#vlan 30

S1(config-vlan)#name ADMINISTRACION
S1(config-vlan)#vlan 40

S1(config-vlan)#¥name MERCADEO

S1(config-vlan)#vlan 200

S1(config-vlan)#name MANTENIMIENTO
S1(config-vlan)#int vlan 200

S1(config-if)#

%LINK-5-CHANGED: Interface VIan200, changed state to up
S1(config-if)#ip add

S1(config-if)#ip address 192.168.200.2 255.255.255.0
S1(config-if)#ip default-gateway 192.168.200.1
S1(config)#int f0/3

S1(config-if)#switchport mode trunk
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S1(config-if)#

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state

to down

%LINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernet0/3, changed state

to up

%LINEPROTO-5-UPDOWN: Line protocol on Interface VIan200, changed state to up
S1(config-if)y#switchport trunk native vlan 1

S1(config-if)#int f0/24

S1(config-if)y#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#int range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#switchport mode access
S1(config-if-range)#int fO/1
S1(config-if)#switchport access vlan 30
S1(config-if)#int range f0/2, f0/4-23, g0/1-2
S1(config-if-range)#shut
S1(config-if-range)#shutdown

%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

Interface FastEthernet0/2, changed state to administratively down
Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/6, changed state to administratively down
Interface FastEthernet0/7, changed state to administratively down
Interface FastEthernet0/8, changed state to administratively down
Interface FastEthernet0/9, changed state to administratively down
Interface FastEthernet0/10, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively down
Interface FastEthernet0/12, changed state to administratively down
Interface FastEthernet0/13, changed state to administratively down
Interface FastEthernet0/14, changed state to administratively down
Interface FastEthernet0/15, changed state to administratively down
Interface FastEthernet0/16, changed state to administratively down
Interface FastEthernet0/17, changed state to administratively down
Interface FastEthernet0/18, changed state to administratively down
Interface FastEthernet0/19, changed state to administratively down
Interface FastEthernet0/20, changed state to administratively down
Interface FastEthernet0/21, changed state to administratively down
Interface FastEthernet0/22, changed state to administratively down
Interface FastEthernet0/23, changed state to administratively down
Interface GigabitEthernet0/1, changed state to administratively

Interface GigabitEthernet0/2, changed state to administratively

S1(config-if-range)#
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Configuracién del switch 3

Switch#conf t

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#host S3

S3(config)#enable secret class

S3(config)#line con 0

S3(config-line)#pass cisco

S3(config-line)#login

S3(config-line)#line vty 0 4

S3(config-line)#pass cisco

S3(config-line)#login

S3(config-line)#exit

S3(config)#service password-encryption

S3(config)#banner motd ‘"ACCESO RESTRINGIDO A PERSONAL NO AUTORIZADO"
%SYS-5-CONFIG_I: Configured from console by console
S3(config)#vlan 30

S3(config-vlan)#name ADMINISTRACION
S3(config-vlan)#vlan 40

S3(config-vlan)#name MERCADEO

S3(config-vlan)#vlan 200

S3(config-vlan)#name MANTENIMIENTO

S3(config-vlan)#exit

S3(config)#int vlan 200

%LINK-5-CHANGED: Interface VIan200, changed state to up
%LINEPROTO-5-UPDOWN: Line protocol on Interface Vlan200, changed state to up
S3(config-if)#ip add 192.168.200.3 255.255.255.0
S3(config-if)y#no sh

S3(config-if)#exit

S3(config)#int vlan 200

S3(config-if)#ip default-gateway 192.168.200.1

S3(config)#int f0/3

S3(config-if)#switchport mode trunk

S3(config-if)y#switchport trunk native vlan 1

S3(config-if)#int range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#switchport mode access
S3(config-if-range)#exit

S3(config)#int f0/1

S3(config-if)#switchport access vlan 40

S3(config-if)#int range f0/2, f0/4-24, g0/1-2
S3(config-if-range)#sh

%LINK-5-CHANGED: Interface FastEthernet0/2, changed state to administratively down
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%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
%LINK-5-CHANGED:
down

%LINK-5-CHANGED:
down

Interface FastEthernet0/4, changed state to administratively down
Interface FastEthernet0/5, changed state to administratively down
Interface FastEthernet0/6, changed state to administratively down
Interface FastEthernetO/7, changed state to administratively down
Interface FastEthernet0/8, changed state to administratively down
Interface FastEthernet0/9, changed state to administratively down
Interface FastEthernet0/10, changed state to administratively down
Interface FastEthernet0/11, changed state to administratively down
Interface FastEthernet0/12, changed state to administratively down
Interface FastEthernet0/13, changed state to administratively down
Interface FastEthernet0/14, changed state to administratively down
Interface FastEthernet0/15, changed state to administratively down
Interface FastEthernet0/16, changed state to administratively down
Interface FastEthernet0/17, changed state to administratively down
Interface FastEthernet0/18, changed state to administratively down
Interface FastEthernet0/19, changed state to administratively down
Interface FastEthernet0/20, changed state to administratively down
Interface FastEthernet0/21, changed state to administratively down
Interface FastEthernet0/22, changed state to administratively down
Interface FastEthernet0/23, changed state to administratively down
Interface FastEthernet0/24, changed state to administratively down
Interface GigabitEthernet0/1, changed state to administratively

Interface GigabitEthernet0/2, changed state to administratively
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4. En el Switch 3 deshabilitar DNS lookup

No ip domain-lookup
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5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Configuraciéon S1

Sl#conft

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#int vlan 99

S1(config-if)#ip add 192.168.99.2 255.255.255.0
S1(config-if)y#no sh

S1(config-if)#"Z

S1#

Configuracion s3

S3#conft

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#int vlan 99

S3(config-if)#ip add 192.168.99.3 255.255.255.0
S3(config-if)#no sh

S3(config-if)y#"Z

S3#
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema dered.

int range fa0/2, fa0/4-23
shut

51 - m| *
Physical Config  CLI

I0S Command Line Interface

Sl=en A
Slrenable

Slfconft t©

Slgconf terminal

Enter configuration commands, one per line. End with CHTIL/Z.
S1l{config)#int range £al/
Sl {config-if-range| #shu

$LINE-5-CHRNGED: Interface FastEthernetd/Z, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetd/4, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetl/5, changed state to
administratively down

%LINE-5-CHRNGED: Interface FastEthernetl/€é, changed state to
administratively down

SLINE-S5-CHRNZED: Interface FastEthernet(/7, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetd/28, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetd/%, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetl/1l0, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetd/ll, changed state to
administratively down

$LINE-5-CHRNGED: Interface FastEthernetd/1Z, changed state to
administratiwvely down

$LINE-5-CHRNGED: Interface FastEthernetd/l13, changed state to
administratively down

Copy Paste

Figura 37
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int range fa0/2, fa0/4-24
shut

&g — O *

%

Physical  Config CLI

I0S Command Line Interface

TTTTUTIT T T
53 ({config-if)f#int range fald/Z, fald/4-24 2
53 {config-if-range) #shut

SLINE-5-CHRNGED: Interface FastEthernetl/Z, changed state to
administratively down

SLINE-5-CHRNZED: Interface FastEthernet(/4, changed state to
administratively down

SLINE-5-CHANEFED: Interface FastEthernetl/5, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernetl/&, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernetl/7, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet(/8, changed state to
administratively down

SLINE-5-CHANEFED: Interface FastEthernetl/%, changed state to
administratively down

$LINE-5-CHBENGED: Interface FastEthernet(/1l0, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernetl/1ll, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernet0/1lZ, changed state to
administratively down

SLINE-5-CHANZFED: Interface FastEthernetd/l3, changed state to
administratively down

$LINE-5-CHRENGED: Interface FastEthernetl/l4, changed state to
administratively down

SLINE-5-CHRNGED: Interface FastEthernetl/15, changed state to w

Copy Paste

Figura 38
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7. Implementar DHCP y NAT para IPv4

MIAMI(config)#Interface GigabitEthernet0/0
MIAMI(config-if)#lp nat inside
MIAMI(config-if)#lp nat s0/1/0
MIAMI(config-if)#Ip nat outside
MIAMI(config-if)#lp nat s0/1/1
MIAMI(config-if)#Ip nat outside
MIAMI(config-if)#exit

72



8. Configurar R1 como servidor DHCP para las VLAN 30 y 40.

Configurar DHCP pool para VLAN 30 Name: Administracion

DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.

Configurar DHCP pool para VLAN 40 Name: Mercadeo
DNS-Server:
10.10.10.11

Domain-Name: ccha-unad.com
Establecer default gateway.

BOGOTA(config)#ip dhcp pool ADMINISTRACION
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-sba.com
N

% Invalid input detected at '~ marker.
BOGOTA(dhcp-config)#default-router 192.168.30.1
BOGOTA(dhcp-config)#network 192.168.30.0 255.255.255.0
BOGOTA(dhcp-config)#exit

BOGOTA(config)#ip dhcp pool MERCADEO
BOGOTA(dhcp-config)#dns-server 10.10.10.11
BOGOTA(dhcp-config)#domain-name ccna-sba.com

N

% Invalid input detected at '~ marker.
BOGOTA(dhcp-config)#default-router 192.168.40.1
BOGOTA(dhcp-config)#network 192.168.40.0 255.255.255.0
BOGOTA(dhcp-config)#°Z

BOGOTA#

%SYS-5-CONFIG_I: Configured from console by console
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9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

BOGOTA(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
BOGOTA(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30
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10. Configurar NAT en R2 para permitir que los host puedan salir a internet

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#ip nat inside source static 10.10.10.10 209.165.200.229
MIAMI(config)#int go/o0

MIAMI(config-if)#ip nat outside

MIAMI(config-if)#int go/1

MIAMI(config-if)#ip nat inside

MIAMI(config-if)#
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11. Configurar al menos dos listas de acceso de tipo estandar a su
criterio enpara restringir o permitir trafico desde R1 o R3 hacia R2.

7 R2 Miami —
Physical Config CLI

I0S Command Line Interface

MIRMI#

MIEMTIgena

HIEMIfenable

MIEMI§conf t©

HIZMIg#conf terminal

Enter configuration commands, one per line. End with CNTL/Z.
MIZMI (config)faccess-list 1 permit 152Z.1€8.30.0 0.0.0.Z55
HIAMI (config) faccess-list 1 permit 152.1€8.40.0 0.0.0
MIEMTI (config) #access-1ist 1 permit 192 _1€8_.4.0 0.0_0_Z255

HIZMI (config)faccess-list 1 permit 152.1€8.4.0 0.0.3.255

MIEBMT (config)$

MIERMI (config)#ip nat pool INTERMET 205.1€5.Z00.2Z5 Z00.1€5.200.228 netmask 255.255.255.24%
&Pool INTERNET mask 255.255.255.248 too small; should be at least 0.0.0.0

%5tart and end addresses on different subnets

MIZMT (config) #ip nat pool INTERMNET Z0%_1€5.200.225 Z00.165.200.228 netmask 255_255.255.248
%Pool INTERMET mask 255.255.255.248 too small; should be at least 0.0.0.0

%5tart and end addresses on different subnets

MIEMT (config) faccess—-1ist standard HDMTIN1ZZ

% Invalid input detected at '"~' marker.

MIEMT (config) #ip access-list standard ADMINI1IZZ

HMIZMI (config-std-nacl)épermit host 17Z.31.2Z1.1

MIRMTI (config-std-nacl)#

MIEMT (config-std-nacl) fexit

HIAMI (config)#ip nat pool INTERNET Z05.1€5.2Z00.225 Z00.1€5.200.228

% Incomplete command.

HMIZMI (config)#ip nat pool INTERNET Z05.1€5.2Z00.2Z25 nmetmask 255.255.255.24%8

% Invalid input detected at '~' marker.

MIEMT (config) #ip nat pool INTERNET Z0%_1€5.200_.225 255_255.255_248

% Incomplete command.

MIEMT (config) #ip nat pool INTERNET Z0%_165_200.225 Z00.1€5.200_228 netmask 255_255_255.248
%Pool INTERMET mask 255.255.255.24% too small; should be at least 0.0.0.0

%5tart and end addresses on different subnets

HMIZMI (config)#ip access-list standard ADMINLIZZ

HMIZMI (config-std-nacl)épermit host 17Z.31.2Z1.1
MIBMI (config-std-nacl)g
MIEMT (config-std-nacl) g

MIEMT (config-std-nacl) #ip nat pool INTERWET 209.1€5.200.225 Z00.1€5.200_.228 netmask MIREMT (config-

Copy

Figura 39
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12. Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde R1 o
R3 hacia R2

MIAMI#conf t

Enter configuration commands, one per line. End with CNTL/Z.
MIAMI(config)#access-list 1 permit 192.168.30.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.40.0 0.0.0.255
MIAMI(config)#access-list 1 permit 192.168.4.0 0.0.3.255

MIAMI(config)#ip nat pool INTERNET 209.165.200.225 209.165.200.228 netmask
255.255.255.248

MIAMI(config)#ip nat inside source list 1 pool INTERNET

MIAMI(config)#END
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13. Verificar procesos de comunicacion y redireccionamiento de
trafico en los routers mediante el uso de Ping y Traceroute.

(=] B e |

B pc-a

Programming Attributes

Physzical Config

Packet Tracer PC Command Line 1.0

time=1lms TTIL—=

1y £rom time=lms TTIL=1

Ping statistics fo
= ts nt = 4,
Approximate round trip

Minimum = 1ms, Maximm

\>ping 10.10.10.10

Ping statistics for

Approximate round trip time
Minimum = lms, Maximim = lms,

-40.231 with

Approximate round trip time
Minimum = Oms, Maximam

Figura 40
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CONCLUSIONES

Se configura exitosamente la topologia de red sugerida en la prueba de
habilidades, aplicando los conocimientos y habilidades adquiridas en el
Diplomado.

El desarrollo de manera organizada permite disminuir errores durante la
configuracion de la red.

Con la configuracion de DHCP facilita la administracion de las direcciones
IP y ahorro de tiempo ya que no toca asignar direccionamiento individual
pues. Si DHCP esta activo, el servidor DHCP administra y asigna las
direcciones IP sin necesidad de que intervenga el administrador. Los
clientes pueden moverse a otras subredes sin necesidad de
reconfiguracion manual, ya que obtienen del servidor DHCP la nueva
informacion de cliente necesaria para la nueva red.

Mediante la configuracion de las listas de acceso, permite o deniega el
acceso de hosts a algunos recursos ofrecidos en red.

Existe diferentes formas de configuraciones que permiten toda la
administracion remota de cada uno de los dispositivos del modo usuario,
privilegiado y global.

Se utilizé la herramienta de simulacién Cisco Packet Tracer, como medio
para desarrollar la practica con ello la seguridad y sin temor a equivocarnos
de realizar implementaciones en la vida real de este o cualquier otra red
gue surja como solucién tecnoldgica a una necesidad.
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