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INTRODUCCION

Durante de este curso se demuestra lo aprendido durante este semestre a
referente al diplomado en la cual se pone en evaluacion al enrutamiento,
configuraciones OSPF, RIP , implementacion DHCP, NAT etc.

Lo anterior conlleva a dar solucion a dos escenarios las cuales estan basados
en problemas cotidianos con relacion a las telecomunicaciones ya que nos
llega a entender el funcionamiento en que fluye la informacioén a través de las
redes.



DESARROLLO DE LA ACTIVIDAD

Escenario 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y
Medellin, en donde el estudiante sera el administrador de la red, el cual
debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos
para el direccionamiento IP, protocolos de enrutamiento y demas
aspectos que forman parte de la topologia de red.

Topologia de red
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Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar
el encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red
LAN y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo

Como trabajo inicial se debe realizar lo siguiente.

e Realizar las rutinas de diagndstico y dejar los equipos listos para su
configuracion (asignar nombres de equipos, asignar claves de seguridad, etc).
e Realizar la conexidn fisica de los equipos con base en la topologia de red

Configurar la topologia de red, de acuerdo con las siguientes especificaciones.



Parte 1: Configuracion del enrutamiento

a. Configurar el enrutamiento en la red usando el protocolo RIP version 2,
declare la red principal, desactive la sumarizacion automatica.

b. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro
de las publicaciones de RIP.
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Para Router ISP se realiza el inciso ay b:
Router>ENABLE

Router#configure terminal

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
Router(config)#hostname ISP

ISP(config)#int so/0/0

ISP(config-if)#ip add 209.17.220.1 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no shutdown

ISP(config-if)#exit

ISP(config)#int so/0/1

ISP(config-if)#ip add 209.17.220.5 255.255.255.252
ISP(config-if)#clock rate 128000

ISP(config-if)#no shutdown

ISP(config-if) #exit

ISP(config)#router rip

ISP(config-router)#version 2
ISP(config-router)#network 209.17.220.0

ISP(config-router)#no auto-summary



ISP(config-router)#

Para Router MEDELLINL1 se realiza el inciso ay b:
Router>ENABLE

Router#configure terminal

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
Router(config)#hostname MEDELLIN1
MEDELLIN1(config)#int so/1/0

MEDELLIN1(config-if) #ip address 209.17.220.2 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if) #exit

MEDELLIN1(config)#int so/1/1

MEDELLIN1(config-if)#ip address 172.29.6.13 255.255.255.252
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if) #exit

MEDELLIN1>enable

MEDELLIN1#configure terminal

Enter configurationcommands,oneperline. Endwith CNTL/Z.
MEDELLIN1(config)#

MEDELLIN1(config)#int so/o/0

MEDELLIN1(config-if) #ip address 172.29.6.9 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if) #exit

MEDELLIN1(config)#int so/0/1

MEDELLIN1(config-if)#ip address 172.29.6.1 255.255.255.252
MEDELLIN1(config-if)#clock rate 128000

Thiscommand applies onlyto DCEinterfaces
MEDELLIN1(config-if)#no shutdown
MEDELLIN1(config-if) #exit

MEDELLIN1(config)#router rip
MEDELLIN1(config-router)#version 2
MEDELLIN1(config-router)#network 172.29.0.0
MEDELLIN1(config-router)#no auto-summary



Para Router MEDELLINZ2 se realiza el inciso ay b:
Router>enable

Router#configure terminal

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
Router(config) #hostname MEDELLIN2
MEDELLIN2(config)#interface so/0/0
MEDELLIN2(config-if)#ip address 172.29.6.2 255.255.255.252
MEDELLIN2(config-if)#clock rate 128000
MEDELLIN2(config-if)#no shutdown
MEDELLIN2(config-if) #exit

MEDELLIN2(config)#interface so/0/1
MEDELLIN2(config-if)#ip address 172.29.6.5 255.255.255.252
MEDELLIN2(config-if)#clock rate 128000
MEDELLIN2(config-if)#no shutdown
MEDELLIN2(config-if) #exit

MEDELLIN2(config)#int fo/0

%Invalid interface type and number
MEDELLIN2(config)#int fao/0

%Invalid interface type and number
MEDELLIN2(config)#intgo/o

MEDELLIN2(config-if)#ip address 172.29.4.1 255.255.255.128
MEDELLIN2(config-if)#no shutdown
MEDELLIN2(config-if) #exit

MEDELLIN2(config)#router rip
MEDELLIN2(config-router)#version 2
MEDELLIN2(config-router)#network 172.29.0.0
MEDELLIN2(config-router)#no auto-summary

Para Router MEDELLINS se realiza el inciso ay b:
Router>enable

Router#configure terminal

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
Router(config)#hostname MEDELLIN3



MEDELLIN3(config)#int so/1/0

MEDELLIN3(config-if)#ip address 172.29.6.14 255.255.255.252
MEDELLIN3(config-if)#clock rate 128000
MEDELLIN3(config-if)#no shutdown

MEDELLIN3(config-if) #exit

MEDELLIN3(config)#int so/0/1

MEDELLIN3(config-if)#ip address 172.29.6.10 255.255.255.252
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if) #exit

MEDELLIN3(config)#int s0/0/0

MEDELLIN3(config-if)#ip address 172.29.6.6 255.255.255.252
MEDELLIN3(config-if)#clock rate 128000

Thiscommand applies onlyto DCEinterfaces
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if) #exit

MEDELLIN3(config)#int go/0

MEDELLIN3>enable

MEDELLIN3#configure terminal

Enter configurationcommands,oneperline. End with CNTL/Z.
MEDELLIN3(config) #int g0/0

MEDELLIN3(config-if)#ip address 172.29.4.2 255.255.255.128
MEDELLIN3(config-if)#no shutdown
MEDELLIN3(config-if) #exit

MEDELLIN3(config)#router rip
MEDELLIN3(config-router)#version 2
MEDELLIN3(config-router)#network 172.29.0.0
MEDELLIN3(config-router)#no auto-summary

Para Router BOGOTAL se realiza el incisoay b:
Router>enable

Router#configure terminal

Enter configurationcommands,oneperline. Endwith CNTL/Z.
Router(config) #hostname BOGOTA1



BOGOTA1(config)#int so/0/0

BOGOTA1(config-if)#ip address 209.17.220.6 255.255.255.252
BOGOTA1(config-if)#no shutdown
BOGOTA1(config-if) #exit

BOGOTA1(config)#int so/1/1

BOGOTA1(config-if)#ip address 172.29.3.1 255.255.255.252
BOGOTA1(config-if)#no shutdown
BOGOTA1(config-if) #exit

BOGOTA1(config)#int so/1/0

BOGOTA1(config-if)#ip address 172.29.3.5 255.255.255.252
BOGOTA1(config-if)#no shutdown
BOGOTAA1(config-if) #exit

BOGOTA1(config)#int so/0/1

BOGOTA1(config-if)#ip address 172.29.3.9 255.255.255.252
BOGOTA1(config-if)#no shutdown
BOGOTAA1(config-if) #exit

BOGOTA1(config)#router rip
BOGOTA1(config-router)#version 2
BOGOTA1(config-router)#network 172.29.0.0
BOGOTA1(config-router)#no auto-summary

Para Router BOGOTAZ se realiza el incisoay b:
BOGOTA2>ENABLE

BOGOTA2#CONFIGURE TERMINAL

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
BOGOTA2(config)#INT So/0/0

BOGOTA2(config-if)#ip address 172.29.3.10 255.255.255.252
BOGOTA2(config-if)#clock rate 128000
BOGOTA2(config-if)#no shutdown

BOGOTA2(config-if)#
%LINK-5-CHANGED: Interface Serialo/0/0, changed state to up

BOGOTA2(config-if) #exit
BOGOTA2(config)#



%LINEPROTO-5-UPDOWN: Line protocol on Interface Serialo/0/0, changed
state to up

BOGOTA2(config)#int so/0/1
BOGOTA2(config-if)#ip address 172.29.3.14 255.255.255.252
BOGOTA2(config-if)#clock rate 128000
BOGOTA2(config-if)#no shutdown
BOGOTA2(config-if) #exit

BOGOTA2(config)#int go/0

BOGOTA2(config-if)#ip address 172.29.1.1 255.255.255.0
BOGOTA2(config-if)#no shutdown
BOGOTA2(config-if)#exit

BOGOTAZ2(config)#router rip
BOGOTA2(config-router)#version 2
BOGOTA2(config-router)#network 172.29.0.0
BOGOTA2(config-router)#no auto-summary

Para Router BOGOTAB3 se realiza el inciso ay b:
Router>enable

Router#configure terminal

Enterconfiguration commands,oneperline. EndwithCNTL/Z.
Router(config)#int so/1/0

Router(config-if)#ip address 172.29.3.2 255.255.255.252
Router(config-if)#clock rate 128000

Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#int so/0/1

Router(config-if)#ip address 172.29.3.6 255.255.255.252
Router(config-if)#clock rate 128000

Router(config-if)#no shutdown

Router(config-if) #exit

Router(config)#int so/0/0

Router(config-if)#ip address 172.29.3.13 255.255.255.252
Router(config-if)#clock rate 128000



Thiscommand applies onlyto DCEinterfaces
Router(config-if)#no shutdown
Router(config-if) #exit

Router(config)#int go/o

Router(config-if)#ip address 172.29.0.1 255.255.255.0

Router(config-if)#no shutdown

Router(config-if) #exit
Router(config)#router rip
Router(config-router)#version 2
Router(config-router)#network 172.29.0.0
Router(config-router)#no auto-summary
Router(config-router)#exit
Router(config)#hostname BOGOTA3

c. El router ISP debera tener una ruta estatica dirigida hacia cada red interna de
Bogota y Medellin para el caso se sumarizan las subredes de cada uno a /22.

ISP>enable

ISP#conft

Enter configuration commands, one per line. End with CNTL/Z.
ISP(config)#ip route 172.29.4.0 255.255.252.0 209.17.220.2
ISP(config)#ip route 172.29.0.0 255.255.252.0 209.17.220.6
ISP(config)#

Red estatica predeterminada BOGOTA:

BOGOTA1>en

BOGOTA1#conf t

BOGOTA1(config)#ip route 0.0.0.0 0.0.0.0 209.17.220.5
BOGOTA1(config)#exit

Ping desde PC-C a PC-D
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Parte 2: Tabla de Enrutamiento.
a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobar
las redes y sus rutas.
Con el comando show ip route

10

P - pericdic downloaded static route

Gateway of last resort is not set

&bly subnetted, S subnets, 3 mask
0/24 [120/1] via 172.29.3.6, 00:00:03

R 172.29.1.0/24 [120/2] via 172.29.3.6, 00:00:03,
Serial0/1/0
c 172.29.3.4/30 is directly connected, Serial0/1/0
L 1 29.3.5/32 is directly connected, Serial0/1/0
R 172.29.3.12/30 [120/1] via 172.29.3.6, 00:00:03,
Serial0/1/0
copy. | (]
W
7,
PC-B MEDELLIN3

172.29.4.128/25

1 @ socoTat =@ % -
I\ Physical | Config | CLI
10S Command Line Interface | —
& BOGOTA2
IGRP external, O - OSPF, IA - OSPF
Physical ‘ Config | CLI
N1 - OSPF NSSA external type 1, N2 - OSEF NSSA exter: = 1
,_ 3 10S Command Line Interface
- OSPF external type 1, £2 - OSDF external type 2
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPH
i - Is-IS, L1 - IS-IS level-1l, L2 - IS-IS level-2, i area
IS-IS inter area N1 - OSPF NSSA external type 1, N2 - OSPF NSSA extd
* - candidate default, U - per-user static route, o type 2

- OSPF external type 1, E2 - OSPF external type

cp

i - I8-1§, L1 - IS-IS level-1, 12 - IS-IS level-2,

& BOGOTA3

Physical ‘ Config

CL

10S Command Line Interface

ares

P, IX - ZIGRP external, O - OSPF, IA - OSPF inter

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external

i - IS-1S, L1 - IS-IS level-l,

- OSPF external type 1,

- OSPF external type

L2 - IS-IS level-2, ia -

I5-1IS inter area
* - candidate defsult, U - per-user static route, o - ODR

- periodic downloaded static route

Gateway of last resort is not set

I5-I5 inter ares 172.29.0.0/16 is variably subnetted, 7 subnets, 3 masks
“ - candidate default, U - per-user static route, g| [C 29.0.0/24 is directly connected, GigabitZthernes0/0
P - periodic downloaded static route L .29.0.1/32 is directly connected, Gigabit
2 172.29.1.0/24 [120/1] via 172.29.3.14, 00:00:23
Gateway of last resort is not set Serialo/0/0
c 172.29.3.4/30 is directly connected, Seriald/0/1
subnetted, 6 subnets, 3 mad| [L 172.29.3.6/32 is directly connected, Serial0/0/1
72.29.3.13, 00:00:00, c 172.29.3.12/30 is directly connected, Serial0/0/0
L 172.29.3.13/32 is directly connected, Serial0/0/0
1y connected, GigabitZthers| |BocoTass]
; connected, GigabitEtherd
a 172.29.3.13, 00:00:00, Copy ‘ Paste
.3.12/30 is directly connected, Serial/0/1
.3.14/32 is directly connected, Serial0/0/1 —— S
Uy 172.29.10024 |
Copy ][ Paste |
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,rifsoeonu o & MEDELLIN2 o8] % =B
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& MEDELLINT 10S Command Line Interface 10S Command Line Interface

|
| SIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter

atic, R - RIP, M - mobile, I"
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| Physical | config | cL

10S Command Line Interface
MEDELLINl#show ip route
local, C

, O - OSPF, IA - OSP)

Physical [ Config | CLI

area
ected, S - stavic, R - RIP, M - N1 - OSPF NSSA external type 1, N2 - OSPF NSSA exti

type 2 ;
D - EIGRP, EX - EZIGRP external, O — OSPF, IA - OSB! E1 - OSPF external type 1, 2 - OSEF externa 1 type 10S Command Line Interface

N1 - OSPF NSSA e:
105

2 - OSPF NSSA ex

E2 - OSPF exvernal type 2, E -

- IS-IS level-1, Lz - IS-IS level-2, ia

29.6.4/30 ([120/1] via
erialo/0/0

= L 72.23.6.
=9PY 4| |w=pzrrinad

b. Verificar el balanceo de carga que presentan los routers.

c. Obsérvese en los routers Bogotal y Medellin1 cierta similitud por su
ubicacion, por tener dos enlaces de conexion hacia otro router y por la ruta por
defecto que manejan.

d. Los routers Medellin2 y Bogota2 también presentan redes conectadas
directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes
para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las
directamente conectadas.

Parte 3: Deshabilitar la propagacion del protocolo RIP.
a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacion del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

ROUTER INTERFAZ

Bogotal SERIALo/0/1; SERIALo/1/0;
SERIALoO/1/1

Bogota2 SERIALo/0/0; SERIALO/0/1

Bogota3 SERIALo/0/o0; SERIALo/0/1;
SERIALo/1/0

Medellinl SERIALo/0/0; SERIALo/0/1;
SERIALO/1/1

Medellin2 SERIALo0/0/0; SERIALO/0/1

Medellin3 SERIALo/0/0; SERIALo/0/1;
SERIALo/1/0

ISP No lo requiere
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Parte 4: Verificaciéon del protocolo RIP.

a. Verificar y documentar las opciones de enrutamiento configuradas en los
routers, como el passive interface para la conexién hacia el ISP, la version de
RIP y las interfaces que participan de la publicacion entre otros datos.

b. Verificar y documentar la base de datos de RIP de cada router, donde se
informa de manera detallada de todas las rutas hacia cada red.

Parte 5: Configurar encapsulamiento y autenticacion PPP.

a. Segun la topologia se requiere que el enlace Medellin1 con ISP sea
configurado con autenticacion PAT.

b. El enlace Bogota1 con ISP se debe configurar con autenticacién CHAT.

Parte 6: Configuracion de PAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y
Medellin1), los routers internos de una ciudad no podran llegar hasta los routers
internos en el otro extremo, solo existira comunicacion hasta los routers Bogota1,
ISP y Medellin1.

b. Después de verificar lo indicado en el paso anterior proceda a configurar el
NAT en el router Medellin1. Compruebe que la traduccion de direcciones indique
las interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién
debe ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del
router Medellin1, como diferente puerto.

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la
traduccion de direcciones indique las interfaces de entrada y de salida. Al realizar
una prueba de ping, la direccion debe ser traducida automaticamente a la
direccion de la interfaz serial 0/1/0 del router Bogota1, como diferente puerto.

Parte 7: Configuracién del servicio DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

b. El router Medellin3 debera habilitar el paso de los mensajes broadcast hacia
la IP del router Medellin2.

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

d. Configure el router Bogota1 para que habilite el paso de los mensajes
Broadcast hacia la IP del router BogotaZ2.
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las
ciudades de Miami, Bogota y Buenos Aires, en donde el estudiante sera el
administrador de la red, el cual debera configurar e interconectar entre si
cada uno de los dispositivos que forman parte del escenario, acorde con
los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

lnternet VLAN Direccionamiento Nombre

30 192.168.30.0/24 Administracion
. 40 192.168.40.0/24 Mercadeo
209.165.200.230 200 192.168.200.0/24 Mantenimiento

172.31.21.0/30

Lod 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

F0/0 Buenos Aires
Foiza | 8021Q

192.168.99.3

1. Configurar el direccionamiento IP acorde con la topologia de red para
cada uno de los dispositivos que forman parte del escenario

Direccion IP Mascara de Red | Puerta de Enlace
(Ip Address) (Subnet Mask) Predeterminado
(Default Gateway)
Internet 200.165.200.230 | 255.255.255.248 | 209.165.200.255
Server
R1 to R2|172.31.21.1 255.255.255.252
So/o/0
R2 to Ri1|172.31.21.2 255.255.255.252
So/1/0
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R2 to R3] 172.31.23.1 255.255.255.252
So/0/0
R3 to R2|172.31.23.2 255.255.255.252
So/1/0
209.165.200.225 | 255.255.255.248
R2 to
Internet
Server Go/0
10.10.10.10 255.255.255.0
R2 Loo Web 0.0.0.0.0.0.0.0
Server Go/o
R3 to R2|172.31.23.1 255.255.255.252
So/o0/1
R3 Log 192.168.4.1 255.255.255.0
0.0.0.0.0.0.0.0
So/0/1
R3 Los 192.168.5.1 255.255.255.0
0.0.0.0.0.0.0.0
So/0/1
R3 Lo6 192.168.6.1 255.255.255.0
0.0.0.0.0.0.0.0
So/0/1
192.168.99.2 255.255.255.0
S1 Vlan 30,
Vlan
40 Vlan 200
192.168.99.3 255.255.255.0
S3 Vlan 30,
Vlan
40 Vlan 200
R1G0/0.30 | 192.168.30.1 255.255.255.0
R1 G0/0.40 | 192.168.40.1 255.255.255.0
R1 192.168.200.1 255.255.255.0

(G0/0.200
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Physical | Config | CLI |

[ Physical | Config | cuI |

& R3/ Buenos Aires

(o | B 3]

10S Command Line Interface

10S Command Lin|

| Physical | config | cu

Toutersensble
Routergconfigure ©

Routergconfigure terminal

Enter configuration commands, one per line.
Router (config)#no ip domain

Router (config) #no ip domain-lookup

Router (config) #no ip domain-lookup

Router (config) $hostname R1
Rl(config)fensble secret class
R1(config)$line con

R1(config)#line console 0
R1(config-line)$pass cisco
R1(config-line)#login

R1(config-line)#line vty 0 15
R1(config-line)$pass cisco
R1(config-line)#login

R1{config-line)gexit

R1(config)$service password-encryption
R1(config) #banner motd $Acceso solo a personal autorizados
R1(config)#int

End with CNTL/Z.

Routergconfigure t©

Routergconfigure terminal

Enter configuration commands,

Router (config) thostname R2

R2 (config) #enable secret class

RZ (config) #line console 0

R2 (config-line)#pass cisco

R2 (config-line)#login

R2 (config-line)#line vty 0 15

R2 (config-line)#pass cisco

R2 (config-line)#login

R2(config-line)fexit

R2 (config) #service paswword-en
t

one per

2

% Invalid input detected at '~' marked

R2 (config) ce p
R2 (config) ¢banner motd $Acceso solo a
R2(config) ¢interface s0/0/1

10S Command Line Interface

ar

Router>enable
Routergconfigure t©
Routergconfigure terminal

ter configuration commands,
Router (config) thostname R3
R3(config)$no ip domain-lookup
R3(config) fensble secret class
R3(config)#line console 0
R3(config-line)#pass cisco
R3(config-line)#login
R3(config-line)gexit
R3(config)#line vty 0 15
R3(config-line)#pass cisco
R3(config-line)#login
R3(config-line)fexit

R3(config) ¢service password-encryption

R3(config) #banner motd $hcceso solo pesronal autorizados

one per line. End with CNIL/Z.

R1(config) #interface s0/0/0
R1(config-if)#ip address 172.31.21.1 255.255.255.252
R1(config-if)#clock rate 128000

R1(config-if)$no shutdown

ALINK-5-CHANGED: Interface Serial0/0/0,

R1(config-if) fexit
Rl(config)$

Rl con0 is now available

changed state to down

SLINK-S-CHANGED
R2 (config-if) ¢interface 50/0/1

3Invalid interface type and number
R2(config) ¢int 50/0/1
#Invalid interface type and number
R2 (config) #int s0/1
3Invalid interface type and number

% Invalid input detected at

R2 (config) #int 50/0/0
R2 (config-if) #ip address 172.31.23.1 3
= R2(config-if)#clock rate 128000
R2 (config-if)¢no shutdown

Interface Serial0/0/0,

3Invalid interface type and number 23 (config) $int 20/1/0 —
- R2(config) #ip address 172.31.21.2 25§

R3(config-if)#ip address 172.31.23.2 255.255.285.252

R3(config-if)#no shutdown
*~' marked

Copy

changed state to down

ﬁ R2(config)tinvertace s0/1/0 Realtime
B | B e | || e coor mimease penoaeum
- d
Ademas se configura para R1 se crea una ruta estatica que no esta
definido:
R1(config)#ip route 0.0.0.0 0.0.0.0 s0/0/0
Ri1(config)#exit
Configuracion de los puertos entre R2 ,pc internet y webserver.
Configuracion de R3 a los puertos loopback 4,5,6 de webserver.
Cisco Packet Tracer St 8 R2 / Miam - =8 R @ R3/BuencsAies T TR o] =
[ Physical | Config | cLI | [ Physical | Config | cLI | .
10S Command Line Interface _ Q — 10S Command Line Interface _ = -
:;:ﬁzio::;i;vzﬂ Line protocol on Interface Serial0/0/0, ::Z:::i:i R

Routers

E-E

L X

Acceso solo 2 personal sutorizade
User Access Verification
Password:

R2>ensble

R2gconfigure t
R2¢configure terminal

Enter configuration commands,
R2 (config) #interface £0/0

R2 (config-if)#ip address 203.165.200.225 255.255.255.248
R2(config-if)#no shutdown

one per line. EZnd with CNIL/Z.

R2(config-if)¢
LT =

: Inters 0, changed state to up
ALINEPROTO-5-UBDOWN: Line protocol on Interface FastEthernet0/0,
changed state to up

R2(config-if) #interface £0/1
R2(config-if)#ip address 10.10.10.1 255.285.25.0
Bad mask OxFFFF1300 for address 10.10.10.1
R2(config-if)#ip address 10.10.10.1 285.255.285.0
R2(config-if)#no shutdown

R2(config-if)
LT =

: Inters 1, changed state to up

SLINEZPROTO-S-UPDOWN: Line protocol on Interface FastEthernet0/1,
changed state to up

R2(config-if) fexit
R2(config)$

R3tconfigure te
R3tconfigure terminal

Enter configuration commands,
R3(config)#int lod

End with CNTL/Z.

one per line.

R3(config-if)¢
LT ZD: Inters changed state to up

SLINZPROTO-S-UPDOWN: Line protocol on Interface Loopbackd,
changed state to up

R3(config-if)¢ip address 192.168.4.1 255.255.285.0
R3(config-if) ¢int 1loS

R3(config-if)¢
LT =

B Loopbacks, changed state to up

SLINEPROTO-5-UBDOWN: Line protocol on Interface Locpbacks, =
changed state to up

R3(config-if)#ip address 192.168.5.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if)#int lod

R3(config-if)#ip address 192.168.4.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if) int 1loé

R3(config-if)¢
hi =)

- Loopbacké, changed state to up

SLINEPROTO-5-UBDOWN: Line protocol on Interface Loopbacké,
changed state to up E

R3(config-if)#ip address 192.168.6.1 255.255.255.0
R3(config-if)#no shutdown

R3(config-if) fexit

R3(config) 54

Realtime

Periodic  Num
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Para el caso de laWebServer con la ip estatica correcta: Ip address 10.10.10.10.,
Subnet Mask 255.255.255.0 (mascara 24 y no 32) , Default Gateway 10.10.10.1

ﬂn [ physical [ Config | Desktop | Custom Interface | Physical | Config | Services | Desktop | Custom Interface

OOOOOO = = = e — — —1 —
IP Configuration : 2
1P Configuration IP Configuration
DHCP ® Static | Interface [Fastethemeto ]

‘ 1P Configuration
i) DHCP © static

IP Address 209.165.200.230

Subnet Mask 255.255.255.248 |
€ 1P Address 10.10.10.10

| | Subnet Mask 255.255.255.0

Default Gateway 209.165.200.225 I
‘ Default Gateway 10.10.10.1

DNS Server I

IPv6 Configuration

| DNS Server
DHCP ) Auto Config @ Static I

IPv6 Configuration
1 DHCP Auto Config @ Static

1Pv6 Address /

Link Local Address ~ FE80::2E0:8FFF:FEBS:E1CB
1Pv6 Address
IPv6 Gatewa

Y Link Local Address  FE80::201:C7FF:FE08: 1EDS
IPv6 Gateway

IPv6 DNS Server
r IPv6 DNS Server

Se configura los Switch S1y S3:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S1

S1(config)#enable secret class

S1(config)#line console 0

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#line vty 0 15

S1(config-line)#password cisco

S1(config-line)#login

S1(config-line)#service password-encryption
S1(config)#banner motd $Prohibido el acceso no autorizado$
S1(config)#exit

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Switch(config)#no ip domain-lookup
Switch(config)#hostname S3
S3(config)#enable secret class
S3(config)#line console 0
S3(config-line)#password cisco
S3(config-line)#login
S3(config-line)#line vty 0 15
S3(config-line)#password cisco
S3(config-line)#login
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S3(config-line)#service password-encryption
S3(config)#banner motd $Prohibido el acceso no autorizado$
S3(config)#exit

Realizando ping entre Routers:

48 Cico acet Tocer Student= s bR Eenao LR, L A SN > |
A= ZEE o0 e m:

[Root] New Cluster Move Object Set Tiled Background Viewport
R1/Bogot =) i =B8] ® .
& R1/Bogota ) - & R2/ Miami i &
| Physical | config | cLI | Physical | Config | CLI |
10S Command Line Interface 10S Command Line Interface 4
o =
Q.
A 16 nypEEsDHal; A Zcceso solo a pe 1 autorizado !‘
User Access Verification
=
Passwore d: =
R2>ensble e
aaaaaa a: o
R2gping 172.31.23.2
pe sequence to abort.
to 172.31.21.2, timeout is 2 . 100-byte ICMP Echos to 172.31.23.2, timeout is 2
S ey e E z 100 percent (s/8) d-trip min/avg/max =
£ 8/9/11 ms ﬁ
—— L3 N =
2) = R2% = 4 @
Time: 07:26:43 Realtime
Cony = o
L d Lo Scenario [ e | Num
Routers i T
HAfjeFe l ) { Toggle PDU List Window
- f TRET 1 < v

2. Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes

criterios:
OSPFVv2 area 0
Configuration Item or Task Specification
Router ID R1 1.1.1.1
Router ID R2
5.5.5-5
Router ID R,
3 8.8.8.8
Configurartodaslasinterfaces LAN como
pasivas
Establecer el ancho debanda para enlaces
seriales en 256 Kb/s
Ajustar el costo en la métrica de So/0 a 9500
Para R1:

R1(config)#router ospf 1

R1(config-router)#router-id 1.1.1.1
R1(config-router)#network 172.31.21.0 0.0.0.3 area 0
R1(config-router)#network 192.168.30.0 0.0.0.255 area 0



R1(config-router)#network 192.168.40.0 0.0.0.255 area 0
R1(config-router)#network 192.168.200.0 0.0.0.255 area 0
R1(config-router)#network 192.168.99.0 0.0.0.255 area 0
R1(config-router)#passive-interface default
R1(config-router)#no passive-interface s0/0

%Invalid interface type and number
R1(config-router)#auto-cost reference-bandwidth 1000

% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

R1(config-router)#exit
R1(config)#int s0/0/0
R1(config-if)#bandwidth 128
R1(config-if)#ip ospf cost 7500
R1(config-if)#exit

R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#router ospf 1

R2(config-router)#router-id 5.5.5.5
R2(config-router)#network 172.31.21.0 0.0.0.3 area 0
R2(config-router)#network 172.31.23.0 0.0.0.3 area 0
R2(config-router)#network 10.10.10.0 0.0.0.255 area 0
R2(config-router)#passive-interface f0/1
R2(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

R2(config-router)#exit
R2(config)#int s0/1/0
R2(config-if)#bandwidth 128
R2(config-if)#int s0/0/0
R2(config-if)#bandwidth 128
R2(config-if)#ip ospf cost 7500
R2(config-if)#exit

R3(config)#router ospf 1

R3(config-router)#router-id 8.8.8.8
R3(config-router)#network 172.31.23.0 0.0.0.3 area 0
R3(config-router)#network 192.168.4.0 0.0.3.255 area 0
R3(config-router)#passive-interface lo4
R3(config-router)#passive-interface 105
R3(config-router)#passive-interface 106
R3(config-router)#auto-cost reference-bandwidth 1000
% OSPF: Reference bandwidth is changed.

Please ensure reference bandwidth is consistent across all routers.

R3(config-router)#exit
R3(config)#int s0/1/0
R3(config-if)#bandwidth 128

18
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R3(config-if)#exit

Verificar informacion de OSPF
Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Con el comando show ip ospf neig

@ R1/Bogota =[@] % ]} (@ r2/Miami =| B )
[ Physical | Config | CLI | [ Physical | Config | cLI |

10S Command Line Interface

10S Command Line Interface
Move Object

Copyrignt (c) 1986-2007 by Cisco Systems, Inc. AI r = = SLINEPROTO-S-UPDOWN: Line protocol on Interface Serial0/0/0, -
Compiled Wed 18-3ul-07 04:52 by pr, te. changed state to up
& R3/ Buenos Aires =8
Press RETURN to get started! SLINEPROT( : Line protocol on Interface Serial0/1/0,
[ Physical | Config | cLI | changed state to up
SLINK-5-CHANGED: Interface Serial0/0/0, changed IOS COmmand Line Interface 00:00:10: $OSPF-5-ADJCHG: Process 1, Nbr 8.8.8.8 on Serial0/0/0

from LOADING to FULL, Loading Done
SLINEDROTO-5-UPDOWN: Line protocel on Interface || [Copyright (c) 1986-2007 by Cisco Systems, Inc
chenged state to up Compiled fled 18-Jul-07 04:52 by pr.tesm 00:00:10: $0SPF-$-ADJCHG: Process 1, Nbr 1.1.1.1 on Seriald/1/0
from LOADING to FULL, Loading Dene
00:00:10: %0SPF-5-ADJCHG: Process 1, Nbr 5.5.5. Press RETURN to get started! Acceso solo a personal autorizado
from LOADING to FULL, Loading Done
Acceso solec a perscnal autorizado User Access Verification
SLINK-5-CHANGED: Interface Serial0/1/0, changed state to up
User Access Verification Password: |
SLINEPROTO-5-UPDOWN: Line protocol on Interface Serial0/1/0,
Password: Ehungad Atavelis tp R2>enable
Password:
Rl>enable 00:00:10: 30SPF-5-ADJCHG: Process 1, Nbr §.5.5.5 on Serial0/1/| R2sahowip; ospt neig
Password: from LOADING to FULL, Loading Done =
Rlgshow ip ospf neig Acceso solo pesronal autorizado
Neighbor ID Pri  State Dead Time Address
User Access Verification Interface A
Neighbor ID Pri  State Dead Time 8.8.8.8 o FuL/ - 172.31.23.2 £
Interface Dassuseds Serial0/0/0
5.5.5.5 o FuLL/ - 00:00:37 1.1.1.1 o FLL/ - 172.81.21.1
Serialo/0/0 23>enzble Seria10/1/0 3
R Password: 2t I
1 R3#show ip ospf neig
Neighbor ID Pri  State Dead Time Address
5.5.5.5 o Fui/ - 36 172.31.23.1
< Serial0/1/0 E’I
Time: 00:03:37 | Power Cycle Devices Fast Forward Time| | |23¢ i

Copy Paste s Source  Destination Type  Color Time(sec) Periodic Num

5 < | .
sl 5GBS )

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el
costo de cada interface

Con el comando show ip ospf interface

& R1/Bogota =] = L

[N v

[ Physical | config | cur | & R2/ Miami (= | gl R
" : & R3/Buenos Aires IE]
108 Command Line Interface || physical | config | CLI |

s [ Physical | config | cur |
Password: 10S Command Line Interface
Rlgshow ip ospf neig S — 10S Command Line Interface

Serialo/1/0 7

. ) R2gshow ip ospf interface Interface
Neighbor ID  Pri  State Dead Time  Ad 5.5.5.5 o F - 00:00:36  172.31.23.1
Interface FastZthernet0/1 is up, line protocol is up Serialo/1/0
5.5.5.5 0 FULL/ - 00:00537 A7) Internet address is 10.10.10.1/24, Area 0 R3#show ip ospf interface
SHerIa10/0/0 Process ID 1, Router ID §.5.5.5, Network Type BROADCAST, Costi
Rltshow ip ospf interface 1 Loopbackd is up, line protocol is up

Transmit Delay is 1 sec, State DR, Priority 1 Internet address is 192.168.4.1/24, Rrea 0

Serial0/0/0 is up, line protocel is uj Designated Router (ID) 5.5.5.5, Interface address 10.10.10.1 Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1

Internet address is 172.31.21.1/30, Area

No backup designated router on this network

Loopback interface is treated as a stub Host
5 Timer intervals configured, Hello 10, Dead 40, Wait 40, ZLoopbacks is up, line protocol is up
casceRe0n: Retransmit

3 5 s Internev address is 192.168.5.1/24, Area 0

Transmit Delay is 1 sec, State POINT-TO-POINT, Pri No Hellos (Passive interface) Process ID 1, Router ID 8.8.8.8, Network Type LOOPBACK, Cost: 1
Ho designated router on thia matyoc Eudax 173, £15ud gusue Lansdi 0 Loopback interface is treated as a stub Host

Ho.backup dasigndted ombar oo this network %t 0x0(0) /0x0(0) ZLocpbacké is up, line protocol is up

imer intervals configured, Hello 10, Dead 40, Wai: 4

Tase: flood acan length is 1, maximm is 1 Internet address is 192.168.6.1/24, Area 0
Henzanoed e Ty Flood acan, time in O'was, maxieamie 0iuaes Brocess ID 1, Roucer ID 5.3.5.8, Network Type LOOPEACK, Cost: 1
0 due in 0 2 Neighbor Count is 0, Adjacent neighbor count is 0 Loopback interface is treated as a stub Host
Index 1/1, flood queue length 0

Suppress hello for 0 neighbor(s) Serial0/1/0 is u line protecol is ug
Next 0x0(0)/0x0(0) e z 1/ D, ® 3
Last flood scan length is 1, maximim is 1

, Router ID 8.8.8.8, Network Type POINT-TO-POINT,
Last flood scan time is 0 msec, maximum is 0 msec

Process ID 1, Router ID 5.5.5.5, Network :ryp= POINT-TO-POINT,. Cost: 64

NezguborsConnt 1wl , Adjscent meighbon Countiie Cost: 7500 Transmiv Delay is 1 sec, State POINT-TO-POINT, Priority 0
Rdjecenc/d chittelighbor 6, 5158 Transmit Delay is 1 sec, State POINT-TO-POINT, Priority 0 No designated router on this network

Suppress hello for 0 neighbor(s)

5, No designated router on this network No backup designated router on this netwerk
Ritahon.ip.owpfiintactece Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmic §

Hello due in 00:00:00

Index 4/4, flood queue length 0

-
O
Routers JEC TR T T [ copy ][ Paste

=

No backup designated router on this network

Timer intervals configured, Hello 10, Dead 40, Wait 40,
Retransmit §

——More—-

con

eFe [ " Toggle POU List Window | | .
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Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

Con el comando show ip protocols

_ < . 7 . R
& R1/Bogots PR —laatfe. | TBodyTe. BulletBody TBulletHi |5| Joy oo

& R3/ Buenos Aires [E=E

Physical | Config | cLI

| Physical | config | cur |
| Physical | Config | L - || physical | config | cLt

10S Command Line Interface

10S Command Line Interface
T

is 0 msec

10S Command Line Interface

onfigured, Hello 10, Dead 40, Wait 40,

ter is 1. 1 normal 0 stub 0 nssa

Last Update
00:14:34
00:14:34
00:14:34

Distan
[ e Ratl

3. Configurar VLANs, Puertos troncales, puertos de acceso, encapsulamiento,
Inter-VLAN Routing y Seguridad en los Switches acorde a la topologia de red
establecida.

Para S1:

S1>enable

Password:

Sl#configure t

Sl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S1(config)#vlan 30

S1(config-vlan)#name Administracion
S1(config-vlan)#vlan 40
S1(config-vlan)#name Mercadeo
S1(config-vlan)#vlan 200
S1(config-vlan)#name Mantenimiento
S1(config-vlan)#vlan 99
S1(config-vlan)#name LAN_S1_S3
S1(config-vlan)#exit

S1(config)#int vlian 99

S1(config-if)#ip address 192.168.99.2 255.255.255.0
S1(config-if)#no shutdown
S1(config-if)#exit

S1(config)#ip default-gateway 192.168.30.1
S1(config)#int f0/3
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1



S1(config-if)#exit

S1(config)#int f0/24
S1(config-if)#switchport mode trunk
S1(config-if)#switchport trunk native vlan 1
S1(config-if)#exit

S1(config)#int range f0/2, f0/4-23
S1(config-if-range)#switchport mode access
S1(config-if-range)#int f0/1
S1(config-if)#switchport mode access
S1(config-if)#switchport access vlan 30
S1(config-if)#int range f0/2, f0/4-23
S1(config-if-range)#shutdown
S1(config-if-range)#exit

Para S3:

S3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
S3(config)#vlan 30

S3(config-vlan)#name Administracion
S3(config-vlan)#vlan 40
S3(config-vlan)#name Mercadeo
S3(config-vlan)#vlan 200
S3(config-vlan)#name Mantenimiento
S3(config-vlan)#vlan 99
S3(config-vlan)#name LAN_S1 S3
S3(config-vlan)#exit

S3(config)#int vlan 99

S3(config-if)#ip address 192.168.99.3 255.255.255.0
S3(config-if)#no shutdown
S3(config-if)#exit

S3(config)#ip default-gateway 192.168.40.1
S3(config)#int f0/3
S3(config-if)#switchport mode trunk
S3(config-if)#switchport trunk native vlan 1
S3(config-if)#int range f0/2,f0/4-24
S3(config-if-range)#switchport mode access
S3(config-if-range)#shutdown
S3(config-if-range)#exit

S3(config)#int f0/1

S3(config-if)#no shutdown
S3(config-if)#switchport mode access
S3(config-if)#switchport access vlan 40
S3(config-if)#exit



Se configura 802.1Q en R1:

=@ =

Cisco Packet Tracer Student - C:\Users\Cybernauta\Pictures\Escenario 2.pkt
2k

+ R -

LT —

[ Physical | config | cur |

== el
Logical [Root] New Cluster
4
j -
:
Internet PC g,
e ——
&
// Midvgi Web Server
~ r;.’

R3 / Buenos Aires

T

J

=,
PC-C VLAN 40

R1

7
»

/ Tgota
1

F___#
PC-A VLAN 30

10S Command Line Interface

ration commands,
)#int £0/0.30
£

one per line.

dministraci

-subif) tencapsulation dotlg 30
152.168.30.1 255.255.255.0

n Mercadeo_LAN
ation dotlq 40
ess 192.168.40.1 255.255.255.0

R1(config-if)#no shutdown

-subif) fencapsulation
s 192.168.200.1 255.255.255.0

dotlqg 200

End with CNTL/Z.

_1an

_LAN

Viewport

] »
% (i) li,l ~

| A;‘E Q> &Q

[+]

2l il

Time: 01:09:11 [ Power Cycle Devices Fast Forward Time

Realtime
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dfeTe

1 Scenario 0 | |Eire

[ New ][ pelete |

Last Status

Source  Destination

Type  Color Time(sec) Periodic Num

! | | Toggle PDU List Window
«

4. En el Switch 3 deshabilitar DNS lookup .En este paso ya se habia realizado

en pasos anteriores:

Switch>enable

Switch#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.

Switch(config)#no ip domain-lookup

5. Asignar direcciones IP a los Switches acorde a los lineamientos.

Para S1:
S1(config)#int vlan 99

S1(config-if)#ip address 192.168.99.2 255.255.255.0

S1(config-if)#no shutdown

Para S3:
S3(config)#int vlan 99

S3(config-if)#ip address 192.168.99.3 255.255.255.0

S3(config-if)#no shutdown
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6. Desactivar todas las interfaces que no sean utilizadas en el esquema de
red.

Para S1:

S1(config-if)#int range f0/2, f0/4-23
S1(config-if-range)#shutdown

Para S3:

S3(config-if)#int range f0/2, f0/4-23
S3(config-if-range)#shutdown

7. Implement DHCP and NAT for IPv4

R1#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ip dhcp excluded-address 192.168.30.1 192.168.30.30
R1(config)#ip dhcp excluded-address 192.168.40.1 192.168.40.30

8. Configurar R1 como servidor DHCP para las VLANs 30y 40.
R1(config)#ip dhcp pool Administracion

R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#ip dhcp pool Administracion
R1(dhcp-config)#default-router 192.168.30.1

R1(dhcp-config)#network 192.168.30.0 255.255.255.0
R1(dhcp-config)#exit

R1(config)#ip dhcp pool Mercadeo

R1(dhcp-config)#dns-server 10.10.10.11

R1(dhcp-config)#default-router 192.168.40.1

R1(dhcp-config)#network 192.168.40.0 255.255.255.0
R1(dhcp-config)#exit

9. Reservar las primeras 30 direcciones IP de las VLAN 30y 40 para
configuraciones estaticas.

Configurar DHCP pool para VLAN | DNS-Server: 10.10.10.11
30 Domain-Name: ccna-unad.com

Name: ADMINISTRACION

Establecer default gateway.

Name: MERCADEO

Configurar DHCP pool para
VLAN 40

DNS-Server: 10.10.10.11
Domain-Name: ccna-unad.com
Establecer default gateway.
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10.Configurar NAT en R2 para permitir que los host puedan salir a internet

Configuracion NAT estatica ydinamica en R2:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#user usuarioweb privilege 15 secret cisco
R2(config)#ip http server

N

% Invalid input detected at "' marker.
R2(config)#ip http secure-serve
N

% Invalid input detected at "~ marker.

R2(config)#access-list 1 permit 192.168.30.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.40.0 0.0.0.255
R2(config)#access-list 1 permit 192.168.4.0 0.0.3.255
R2(config)#ip nat pool Internet 209.165.200.225 209.165.200.228 netmask
255.255.255.248

R2(config)#ip nat inside source list 1 pool Internet

R2(config)#ip nat inside source static 10.10.10.10 209.165.200.229
R2(config)#int f0/0

R2(config-if)#ip nat outside

R2(config-if)#int f0/1

R2(config-if)#ip nat inside

R2(config-if)#exit

R2(config)#exit

Para demostrar que los hosts puede salir internet

4 Cisco Packet Tracer Student - C:A\Users\Cybernauta\Pictures\Escenario 2.pkt T R AF TWAEE R
S —
= B 00| 00 0 mk
@1
s — = 1z |
etPC N ' Web Browser ‘

" o UR s .
7 Midwgi Web Server Cisco Packet Tracer 3
Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind Wide Open.

p Quick Links:
=~z &9 A smal page
t Copyrights

R1/ Tgm R3 / Buenos Aires Inooe poce

@ O x 1)

| | &

)
+

. ‘ - Jo
Time: 04:28:50 | Power Cycle Devices Fast Forward Time | - Realtime
& 0 e(sec) Periodic  Nu

S ar m/ e e (G (G T T T 5 - —
L) 7] > |73 & l'«:;‘ .4;! S 75 7B -
1841 | | 1941 | (2s20xm (2e2ax | 2811 | | 2301 | | 2911 | IGeneric) Generie [ = }M
AJeFe [ ! oagte pou st windou ||

2620XM
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11. Configurar al menos dos listas de acceso de tipo estandar a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Se restringe desde R1

R2>enable

Password:

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ip access-list standard Admin
R2(config-std-nacl)#permit host 172.31.21.1
R2(config-std-nacl)#exit

R2(config)#line vty 0 4

R2(config-line)#acces-class Admin in

N

% Invalid input detected at "' marker.

R2(config-line)#access-class Admin in
R2(config-line)#exit

2 Cisco Packet Tracer Student - CAUSEFA\Cy bernauta\Pictures\Escenario 2.pkt = =

U HSEIEER S

& R2 / Miami - Viewport
| Physical | config | cL
X
10S Command Line Interface I — - ‘
|| =T ‘ =
\ & i *
Open.
| Q
R 8 =
b
T._ ———l
PC A VLAN 30
gl . 3 (9
Time: 06:23:01 | Power Cycle Devic ‘ = i
|
S N> G c = " fre(ee) periodic  tum
#geFe | :
T <

12.Configurar al menos dos listas de acceso de tipo extendido o
nombradas a su criterio en para restringir o permitir trafico desde
R1 o R3 hacia R2.

Se realizara acceso de tipo extendida en R2 para la red del trafico
gue genera al acceso a internet.

R2(config)#access-list 100 permit icmp any any echo-reply
R2(config)#int f0/0

R2(config-if)#ip access-group 100 in

R2(config-if)#exit
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13. Verificar procesos de comunicacion y redireccionamiento de trafico
en los routers mediante el uso de Ping y Traceroute.

Logical New Cluster & Interet PC
fa

Physic;| | Conﬁ97 Desktop | Custom Interface

T ) [ I E—— [og— 1= P

ICommand Prompt

+ 2
PC-ANVEANSO PC-C VLAN 40
7] i
Time: 07:00:47 | Power Cycle Devices Fast Forward Time e = -
s "] - | O o O O O T T B D
b d nm=> @& 8 D FP FS FS F8 Fe S
r— et e = ([new ) osete )

dAQeF

' \ Toggle PDU List Window |
| Jogale POY List Window, | ,

7/2019

Se corrige:

oo b Tilad Bacl -
P

H & pcavianso | B |

Physical I Config | Desktop ‘ Custom Interface | ‘

& PC-C VLAN 40 =8

Physical | Config ‘ Desktop | Custom Interface ‘ |

IP Configuration
IP Configuration

@ DHCP _) Static

IP Configuration
1P Configuration

@ DHCP ") Static
IP Address 192.168.40.32 IP Address 192.168.30.32
Subnet Mask 255.255.255.0 Subnet Mask 255.255.255.0
Default Gateway 192.168.40.1 Default Gateway 192.168.30.1
DNS Server 10.10.10.11 DNS Server 10.10.10.11

IPv6 Configuration
~ DHCP ) Auto Config @ Static

IPv6 Configuration

7 DHCP () Auto Config @ Static

IPv6 Address IPv6 Address

Link Local Address FEB0::202:4AFF:FE95:B5C2 Link Local Address FEB0::201:63FF:FEAZ:2C22

IPv6 Gateway IPV6E Gateway

IPv6 DNS Server IPvE DNS Server

Luego se intenta de nuevo:
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o8] % ) [ @ pc-cvianao = 8 %

& PC-AVLAN 30

Physical ’ Config | Desktop | Custom Interface Physical l Config | Desktop | Custom Interface

ey B = | =) (g——1" S — [a——18

>ping 209

Lost 0% loss),

te round trip times in milli-seconds: = ms TTL=126 E
Minimm = lms, Maximm verage = ims : 165, ns TTI-126
i ms TTL=126

200.230 with 32 bytes c : Physical | Config | LI

10S Command Line Interface

User Access Verification

Password:
Appzvums\:e roun : s adas
e Password
Rltconfigure terminal

ter configuration commands, one per line. End with CNIL/Z.

R1(config) fexit | B
« 0 Rl | i s
5YS-5-CONFIG_I: Configured from console by conscle =

P
Rl#ping 209.165.200.230
Type escape sequence to abort.
Sending §, 100-byte ICMP Echos to 209.165.200.230, tvimeout is 2
seconds:
df |
2 Success rate is 100 percent (5/5), round-trip min/avg/max = 1/1/2 | )

i 2 Realtime

Destination  Type Color Time(sec) Periodic Num |

1| i Source

Sell> 5B B 5B B &S
[ Romes ]|taes) Lot Gsaooy Gsmuon Lz

AgeTe | . S ,

| copy || Paste

& Cisco Packet Tracer Student - CAUsers\Cybernauta\Pictures\Escenario 2.pkt ™. . 2 T O T

# R1/Bogota Set Tiled Background Viewport

Physical | Config | cLI B

10S Command Line Interface

Ritping 152.168.30.32 =
& PC-AVLAN 30 = | B )

it

Type escape sequence to abort.
Sending 5, 100-byte ICMP Zchos to 192.162.30.32, timeout is 2 Physical | Config
seconds: = ™

i ——Sme | [ — ] [——— [g—=8 b 4

Success rate is 100 percent (5/5), round-trip min/avg/max = 0/0/1
2 [Command Prompt

Desktop | Custom Interface 1=

Rigping 192.168.40.32

Type escape sequence to sbort.
Sending 5, 100-byte ICMP E
seconds

hos to 192.168.40.32, timeout is 2

il

Success rate is 100 percent round-trip min/avg/max = 0/0/1
Ping statistics
Packets: Sent

Hibecaceraute 16344804052 Approximate round trip times in milli-seconds

Tracing the route to 192.168.40.32

1 192.168.40.32 1 msec 0 msec 1 msec
Rlgping 209.165.200.230

0 ms
0 ms
1ms

Type escape sequence to abort.
Sending §, 100-byte ICMP Echos to 209.1€5.200.230, timeout is 2
seconds:

round-trip min/avg/max =

Success rate is 100 percent

1/3/13 ms B

Time: 07:29:5 Le = = Realtime
— < il ' - ——
e R Copy Paste = = —_— — Time(sec) Periodic  Num
pp— (o) (Cpeme ] =] \

Route [ new ][ Delete ]
[
= I « ' | | Toggle PDU List Winds |
5' = | (ii2gsie et WD "W‘\, m vl

r Taar
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CONCLUSION

En esta prueba se logra realizar de manera gradual donde se logra
identificar, analizar y configurar dispositivos de red segun las necesidades
requeridas, en la cual logra comprender la hora de asignar las direcciones
IP, hasta implementar protocolos de seguridad en las diferentes capas de
red y que ademas cabe decir en la proteccidn delos dispositivos que
hacen parte para no estar vulnerables y continuamente hacerles una
revision periddica.
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