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GLOSARIO

DHCP: es un protocolo de red de tipo cliente/servidor mediante el cual un servidor
asigna dindmicamente una direccion IP y otros parametros de configuraciéon de red
a cada dispositivo que lo solicite en una red para que puedan comunicarse con otros

DIRECCION IP: La direccion IP es un numero que identifica, de manera ldgica y
jerarquica, a una Interfaz en red

DNS: El Sistema de Nombres de Dominio o DNS es un sistema de nomenclatura
jerarquico que se ocupa de la administracién del espacio de nhombres de dominio
(Domain Name Space). Su labor primordial consiste en resolver las peticiones de
asignacion de nombres. Esta funcién se podria explicar mediante una comparacion
con un servicio telefonico de informacién que dispone de datos de contacto actuales
y los facilita cuando alguien los solicita

ISP: es una sigla que define Internet Service Provider y se refiere a nuestro
proveedor de3 servicio de internet.

ROUTER: es un dispositivo de hardware que permite interconectar computadoras y
determina la ruta que destinard a cada paquete de datos dentro de una red
informética.

TABLA DE ENRUTAMIENTO es un documento electronico que almacena las rutas
a los diferentes nodos en una red informética.

VLAN: es un método para crear redes légicas independientes dentro de una misma
red fisica



INTRODUCCION

Durante todo el desarrollo de esta actividad final se brinda aplicar todo lo aprendido
en el semestre del Diplomado, el cual se aplicara enrutamiento, pardmetros de
seguridad y acceso en diferentes dispositivos en la red, ademas de las
configuraciones OSPF, RIP ver 2.0, implementacion DHCP, NAT, verificacion de
ACL.

Gracias a este trabajo se lograra la capacidad de realizar un informe evidenciando
los pasos a seguir necesarios para dar solucion a diferentes problematicas en dos
escenarios distintos los cuales estan basados en problemas comunes en la vida real
con relacion con las telecomunicaciones.
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OBJETIVOS

OBJETIVO GENERAL

Implementar habilidades obtenidas en las practicas, teorias para identificar y aplicar
una solucién a un caso o situacion estudio de problema de Networking basada en la
vida real.

OBJETIVOS ESPECIFICOS
¢ Identificar que dispositivos utilizar para la construccién de una topologia de red.

e Configurar dispositivos de comunicacion como Routers, Switch, Servidores.
¢ Implementar seguridad en los Router y demas politicas necesarias

e Realizar la configuracion necesaria para la implementacion de OPSFv2,
e protocolo dindmico de Routing, de DHCP, NAT, RIP Ver2 y demés permitiendo
dar solucion a ciertos problemas.
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ESCENARIO 1

Una empresa posee sucursales distribuidas en las ciudades de Bogota y Medellin,
en donde el estudiante sera el administrador de la red, el cual debera configurar e
interconectar entre si cada uno de los dispositivos que forman parte del escenario,
acorde con los lineamientos establecidos para el direccionamiento IP, protocolos de
enrutamiento y demas aspectos que forman parte de la topologia de red.

Topologia de red

Figura 1: Topologia de red escenariol
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Fuente: Unad diplomado cisco

Este escenario plantea el uso de RIP como protocolo de enrutamiento,
considerando que se tendran rutas por defecto redistribuidas; asimismo, habilitar el

encapsulamiento PPP y su autenticacion.

Los routers Bogota2 y medellin2 proporcionan el servicio DHCP a su propia red LAN

y a los routers 3 de cada ciudad.

Debe configurar PPP en los enlaces hacia el ISP, con autenticacion.
Debe habilitar NAT de sobrecarga en los routers Bogotal y medellinl.

Desarrollo
Como trabajo inicial se debe realizar lo siguiente.

Realizar las rutinas de diagnéstico y dejar los equipos listos para su configuracion
(asignar nombres de equipos, asignar claves de seguridad, etc).

12



CONFIGURACION INICIAL

En este pado se realiza la configuracion de nombre de host, se asegura el acceso
estableciendo contrasefia, se asignan parametrosde identificacion con banner motd

Configuracion Inicial en Router ISP

hostname ISP

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co
line console 0

password cisco

login

line vty 0 15

password cisco

login

Configuracion Inicial en Router MEDELLIN1

hostname MEDELLIN1

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion Inicial en Router M-R2

hostname M-R2

no ip domain-lookup

service password-encryption

enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

13



line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion Inicial en Router M-R3

hostname M-R3

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion Inicial en Router BOGOTAL

hostname BOGOTAL

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion Inicial en Router B-R2
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hostname B-R2

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion Inicial en Router B-R3

hostname BR-3

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Realizar la conexidn fisica de los equipos con base en la topologia de red
Configurar la topologia de red, de acuerdo con las siguientes especificaciones.
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Figura 2: Topologia de red
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Fuente: Propia
Tabla 1: Direccionamiento
DISOSIthO Interface| IP Address NetMask Gateway
S0/0/0 |209.165.200.1|255.255.255.252
S0/0/1 |209.165.200.5|255.255.255.252
MEDELLIN1 | SO/0/0 |209.165.200.2 | 255.255.255.252
S0/0/1 [172.29.6.1 255.255.255.252
S0/1/0 [172.29.6.9 255.255.255.252
S0/1/1 |172.29.6.13 |255.255.255.252
M-R2 S0/0/0 [172.29.6.2 255.255.255.252
S0/0/1 [172.29.6.5 255.255.255.252
GO0/0 172.29.4.1 255.255.255.128
M-R3 S0/0/0 [172.29.6.10 |255.255.255.252
S0/0/1 [172.29.6.14 |255.255.255.252
S0/1/0 [172.29.6.6 255.255.255.252
GO0/0 172.29.4.129 | 255.255.255.128
BOGOTA1 |S0/0/0 |209.165.200.6|255.255.255.252
S0/0/1 |172.29.3.9 255.255.255.252
S0/1/0 [172.29.3.1 255.255.255.252
S0/1/1 [172.29.3.5 255.255.255.252
B-R2 S0/0/0 |172.29.3.10 |255.255.255.252
S0/0/1 |172.29.3.13 |255.255.255.252
GO0/0 172.29.1.1 255.255.255.0
B-R3 S0/0/0 |172.29.3.2 255.255.255.252
S0/0/1 [172.29.3.6 255.255.255.252
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S0/1/0 |172.29.3.14 |255.255.255.252
GO0/0 172.29.0.1 255.255.255.0

PC-MO FO/0 DHCP DHCP DHCP
PC-M1 FO/1 DHCP DHCP DHCP
PC-BO FO/2 DHCP DHCP DHCP
PC-B1l FO/3 DHCP DHCP DHCP

Fuente:Propia

Se configuran los routers de acuerdo a la tabla de direccionamiento habilitando
puerto y definiendo click-rate si se requiere de la siguiente manera

Asignacién en el router ISP

int s0/0/0

ip address 209.17.220.1 255.255.255.252 18
clock rate 4000000

no shutdown

int s0/0/1

ip address 209.17.220.5 255.255.255.252
clock rate 4000000

no shutdown

Asignacion en el router MEDELLIN1

int s0/0/0

ip address 209.17.220.2 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.6.1 255.255.255.252
clock rate 4000000

no shutdown

int s0/1/0

ip address 172.29.6.9 255.255.255.252
clock rate 4000000

no shutdown

int sO/1/1

ip address 172.29.6.13 255.255.255.252
clock rate 4000000

no shutdown

Asignacion en el router M-R2

17



int g0/0

ip address 172.29.4.1 255.255.255.128
no shutdown

int sO/0/0

ip address 172.29.6.2 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.6.5 255.255.255.252
clock rate 4000000

no shutdown

Asignacién en el router M-R3

int g0/0

ip address 172.29.4.129 255.255.255.128 19
no shutdown

int s0/0/0

ip address 172.29.6.10 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.6.14 255.255.255.252
no shutdown

int s0/1/0

ip address 172.29.6.6 255.255.255.252
no shutdown

Asignacion en el router BOGOTAL

int s0/0/0

ip address 209.17.220.6 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.3.9 255.255.255.252
no shutdown

int s0/1/0

ip address 172.29.3.1 255.255.255.252
clock rate 4000000

no shutdown

int sO/1/1

ip address 172.29.3.5 255.255.255.252
no shutdown

Asignacién en el router B-R2

int g0/0

18



ip address 172.29.1.1 255.255.255.0

no shutdown

int s0/0/0

ip address 172.29.3.10 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.3.13 255.255.255.252
clock rate 4000000

no shutdown

Asignacion en el router B-R3

int g0/0

ip address 172.29.0.1 255.255.255.0
no shutdown

int sO/0/0

ip address 172.29.3.2 255.255.255.252
no shutdown

int s0/0/1

ip address 172.29.3.6 255.255.255.252
no shutdown

int s0/1/0

ip address 172.29.3.14 255.255.255.252
no shutdown

PARTE 1: CONFIGURACION DEL ENRUTAMIENTO

Configurar el enrutamiento en la red usando el protocolo RIP version 2, declare la
red principal, desactive la sumarizacion automatica.

Configuracion RIP en el router MEDELLIN1

router rip

version 2

no auto-summary

do show ip route connected
network 172.29.6.8
network 172.29.6.0
network 172.29.6.12

Configuracion RIP en el router M-R2
router rip

version 2
no auto-summary

19



do show ip route connected
network 172.29.4.0
network 172.29.6.0
network 172.29.6.4

Configuracion RIP en el router M-R3

router rip

version 2

no auto-summary

do show ip route connected
network 172.29.4.128
network 172.29.6.4
network 172.29.6.8
network 172.29.6.12

Configuracion RIP en el router BOGOTAL

router rip

version 2

no auto-summary

do show ip route connected
network 172.29.3.0
network 172.29.3.4
network 172.29.3.8

Configuracion RIP en el router B-R2

router rip

version 2

no auto-summary

do show ip route connected
network 172.29.4.0
network 172.29.6.0
network 172.29.6.4

Configuracion RIP en el router B-R3

router rip

version 2

no auto-summary

do show ip route connected
network 172.29.0.0
network 172.29.3.0
network 172.29.3.4

20



network 172.29.3.12

a. Los routers Bogotal y Medellin deberan afadir a su configuracion de
enrutamiento una ruta por defecto hacia el ISP y, a su vez, redistribuirla dentro de
las publicaciones de RIP.

Configuracion de enrutamiento y distribucion RIP en el router MEDELLIN1
ip route 0.0.0.0 0.0.0.0 209.17.220.1

router rip

default-information originate

Configuracion de enrutamiento y distribucién RIP en el router BOGOTAL
ip route 0.0.0.0 0.0.0.0 209.17.220.5

router rip

default-information originate

b. El router ISP deberé tener una ruta estatica dirigida hacia cada red interna de
Bogotéa y Medellin para el caso se sumarizan las subredes de cada uno a/22.

Definiedo ruta estatica en el router ISP
ip route 172.29.4.0 255.255.252.0 209.17.220.2
ip route 172.29.0.0 255.255.252.0 209.17.220.6

PARTE 2: TABLA DE ENRUTAMIENTO

a. Verificar la tabla de enrutamiento en cada uno de los routers para comprobarlas
redes y sus rutas.
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Figura 3:Tabla de enrutamiento del router ISP

» ISP

Physical Config CLI Aftributes
I

105 Command Ling Interface

ISP>enable A
Password:
ISPé#show ip route
Codes: L - loecal, T - connected, 5 - statie, B - RIPF, M - mobile, B - BGP

D - EIGRP, EX - EIGRP externzsl, © - Q5PF, IR - OSPF inter area

N1 - QOS5PF NSSAR external type 1, NZ - OSPF NSS5R extermzl type Z

El - OS5PF external type 1, EZ - O5PF external type 2, E - EGP

i - I5-I5, L1 - I5-I5 lewel-1l, LZ - I5-I5 level-Z, iz - IS-I5 inter area

* - candidate defsult, U - per-user static route, o — CDR

P - periodic downloaded static route
Gateway of last resort is not set

172.29.0.0/22 is subnetted, 2 subnets
s 172.25%.0.0/22 [1/0] wvi=s 209.17.220.%8
s 172.25.4.0/22 [1/0] wvis 209.17.220.2
209.17.220.0/24 is wvariably submnetted, 4 subnets, Z masks

c 209.17.220.0/30 is directly connected, Serial0/0/0
L 205.17.220.1/3Z2 is directly connected, Seriald/0/0
c 209.17.220.4/30 is directly comnmnected, Serizl0/s0/1
L 205.17.220.5/32 is directly connected, Serialld/0/1
ISPE
I5PE o
Ctrl+F& to exit CLI focus Copy Paste

[ Top
Fuente: propia packet tracer
Figura 4Tabla de enrutamiento del router MEDELLIN1

P MEDELLIN1 -

Physical Config CLI Adtributes
—

105 Command Line Interface

[MEDELLINIfshow ip route =
Codes: L - local, C - connected, § - statiec, R - RIP, M - mobile, B - BEE

D - EIGRP, EX - EIGRP externzl, O - OSPF, IA - OSPF inter areaz

N1 - OS5PF NSSR externzl type 1, WZ - OSPF NSS5R externzl type 2

El - OSPF external type 1, EZ — OSPF external type Z, - EGP

i - IS-I5, L1 - IS-IS level-l, LZ - IS-IS level-Z, ia — IS-I5 inter area

# - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is 203.17.220.1 to network 0.0.0.0

172 .23 .0.0/16 is wvariably subnetted, 3 subnets, 3 masks
R 172.29.4.0/25 [120/1] wia 172.2%.%.2, 00:00:1%, Serisl0/0/1
R 172.25.4.128/25 [120/1] via 172.25%.6.10, 00:00:16, Seriald/1/0
[120/1] wia 172.25.6.14, 00:00:16, Seriald/1/1
c 172.259.6.0/20 is directly connected, Seriall/0/1
L 172.259.6.1/32 is directly connected, Serial0s0/1
R 172.25.6.4/30 [120/1] wia 172.2%.%.2, 00:00:1%, Serisl0s/0/1
[120/1] wvia 172.29.&.10, 00:00:16, Seriald/1/0
[120/1] wia 172.29.&.14, 00:00:18, Seriald/1/1
c 172.25.6.8/30 is directly connected, Serial0s1/0
L 172.25.6.3/32 is directly connected, Seriald/s/l/0
c 172.29.6.12/30 is directly connected, Seriald/1l/1
L 172.259.6.13/32 is directly connected, Seriald/1l/1
209.17.220.0/24 is variably subnetted, Z subnets, Z masks
c 208.17.220.0/30 1is directly connected, Serialds0/0
L 208.17.220.2/32 is directly connected, Serizl0/0/0
5% 0.0.0.0/0 [1/0]1 wia 208.17.220.1
MEDELLIN1# v
Cirl+F6 to exit CLI focus Copy Paste
[ mop

Fuente: propia packet tracer
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Figura 5: Tabla de enrutamiento del router MEDELLIN1

P M-R2

Physical Config CLI Adtributes
—

105 Command Line Interface

Password: ~
Password:
M-RZg§show ip route
Codes: L - local, C - connected, § - statiec, R - RIP, M - mobile, B - BEE

D - EIGRP, EX - EIGRP externzl, O - OSPF, IA - OSPF inter areaz

N1 - OS5PF NSSR externzl type 1, WZ - OSPF NSS5R externzl type 2

El - OSPF external type 1, EZ — OSPF external type Z, E - EGP

i - IS-I5, L1 - IS-IS level-l, LZ - IS-IS level-Z, ia — IS-I5 inter area

# - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route
Gateway of last resort is 172.23%.6.1 to network 0.0.0.0

172 .23 .0.0/16 is wvariably subnetted, 3 subnets, 3 masks
Cc 172.29.4.0/25 is directly connected, GigabitEthernet0/0
L 172.25.4.1/32 is directly connected, GigabitEthernet0/0
R 172.25.4.128/25 [120/1]1 via 172.23.%6.%6, 00:00:23, Serisl0/0/1
c 172.259.6.0/20 is directly connected, Seriall/0/0
L 172.25.6.2/32 is directly connected, Serial0s0/0
c 172.25.6.4/30 is directly connected, Serialds/0/1
L 172.29.6.5/32 is directly connected, Seriall/0/1
R 172.259.6.8/30 [120/1] wia 172.29.6.1, 00:0 8, Serial0/sS0/0
[120/1] wvia 172.29.6.%€, 00:00:23, Serial0s0/1
R 172.25.6.12/30 [120/1]1 wvia 172.23.%.1, 00:00:18, Serial0/0/0
[120/1] wvia 172.23.6.8, 00:00:23, Serizld/0/1

R 0.0.0.0/0 [120/1]1 wia 17Z.29.&.1, 00:00:18, Serisl0/0/0
M-RZE v
Citrl+F6 to exit CLI focus Copy Paste

[ mop
Fuente: propia packet tracer

Figura 6: Tabla de enrutamiento del router M-R2
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M-R3fshow ip route ~
Codes: L - local, C - connected, S - static, R - RIP, M - mobile, B - BED
D - EIGRP, EX - EIGRP extermal, © - OSPF, IA - OSPF inter area
N1 - OSPF NS552 external type 1, NZ - OSPF NSSA external type 2
El - OSPF external type 1, EZ - O5PF external type 2, E - EGP
i - IS-IS, L1 - IS-IS lewvel-1, LZ - IS-IS level-Z, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 172.23.6.3 to network 0.0.0.0
172.29.0.0/16 is varizbly subnetted, 10 subnets, 3 masks
R 172.25.4.0/25 [120/1] wvia 172.2%.€.5, 00:00:08, Seriall/s1/0
c 172.25.4.128/25 is directly connected, GigabitEthernet(/0
L 172.25.4.123/32 is directly connected, GigabitEthernet(/0
R 17 -0/30 [120/1] wia 172.25.6.3, 00:00:20, Serialds0s0
[120/1] wvia 172 _.2%_ 6.5, 00:00:08, Serially 150
[120/1] wvia 172.2%.6.123, 00:00:20, Seriall/s0/1
c 1 -4/30 is directly connected, Serial0/1l/0
L 1 _6/3% is directly connected, Serial0/1/0
c 1 -8/30 is directly connected, Serialds0s0
L 17 ©.10/32 is directly connected, Serial0/0/0
c 172.25.6.12/30 is directly connected, Serizl0/ 0/ 1
L 172.29.6.14/32 is directly connected, Serial0d/0/1
R* 0.0.0.0/0 [120/1] wia 172.25.8.3, 00:00:20, Serial0/0/0
[120/11 wis 172.2%.€.13, 00:00:20, Serialdso/1
M-R3g v
Ctr+F5 to exit CLI focus Copy Paste

O mop

Fuente: propia packet tracer
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Figura 7: Tabla de enrutamiento del router BOGOTA1
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BOGOTAl#show ip route ~
Codes: L - local, C - connected, 5 - static, R — RIP, M - mobile, B - BGP
D - EIGRP, EZX - EIGRP externasl, O — OSPF, IA - OSEF inter area
N1 - OSPF NSSA external type 1, N2 — OSPF NSSA external type 2
El - OSPF externzl type 1, EZ - OSPF enternzl type 2, E - EGP
i - IS-IS, L1 - IS-IS level-1, Lz - IS-IS level-2, iz - IS-IS imter are=
* - candidate defauls, U - per-user static route, o - ODR
P - pericdic downloaded stavic rouse
Gateway of last resort is 205.17.220.5 to network 0.0.0.0
172.2%.0.0/16 is varizbly subnetted, 3 subnets, 3 masks
] 172.25.0.0/30 [120/1] vis 172.29.3.2, 00:00:28, Serisld/L1/0
[120/1] via 172.25.3.§, 00:00:28, Serisl0/1/1
] 172.25.1.0/24 [120/1] via 172.2%.3.10, 00:00:08, Serisl0/0/1
c 172.29.3.0/30 is directly connected, Serial0/1/0
L 172.29.3.1/32 is directly connected, Serial0/1/0
c 172.29.3.4/30 is directly connected, Serial0/1/1
L 172.29.3.5/32 is directly connected, Serial0/1/1
c 172.29.3.8/30 is directly connected, Serial0/0/1
L 172.259.3.9/32 is directly connected, Serizl0/0/1
] 172.29.3.12/30 [120/1] via 17 00:00:08, Serial0/0/1
[120/11 via 17 Serial0/1/0
1120/11 via 17 Serialos1/1
209.17.220.0/24 is varizbly subnetted, 2 subnets, 2 masks
c 209.17.220.4/30 is directly connected, Serial0/0/0
L 209.17.220.6/32 is directly connected, Serial0/0/0
S*  0.0.0.0/0 [1/0] wiz 205.17.220.5
BOGOTAl$ v

Ciri+F6 to exit CLI focus Copy

[ Top

Fuente: propia packet tracer

Figura 8: Tabla de enrutamiento del router B-R2
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Paste

B-RZgshow ip route Fy
Codes: L - local, C - connected, § - static, R - RIPF, M - mobile, B -
BGP
D - EIGRP, EX - EIGRP external, O - O5PF, IR - OS5PF inter area
N1 - OSPF NSSR external type 1, NZ - OSPF NSSR external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGE
i - Is-Is, L1 - I5S-IS lewvel-l, LZ - I5S-IS lewvel-Z, ia - IS-IS
inter area
* — candidate defsult, U - per-user static route, o - ODR
P - periodic downloaded static route
Gateway of last resort is 17Z.2%.3.% to network 0.0.0.0
172.25.0.0/16 is verisbly subnetted, 3 subnets, 3 masks
=3 172.23.0.0/30 [120/1] wvia 172.25.3.14, 00:00:16, Serizl0/0/1
c 172.29.1.0/24 is directly connected, GigabitEthernetd/0
L 172.25.1.1/32 is directly connected, GigabitEthernetd/0
R 172.25.3.0/30 [120/1] wia 172.25.3.93, 00:00:03, Seriald/0/0
[120/1] wia 172.29.3.14, 00:00:16, Serial0d/0/1
R 172.25.3.4/30 [120/1] wia 172.25.3.93, 00:00:03, Seriald/0/0
[120/1] wia 172.29.3.14, 00:00:16, Serial0d/0/1
c 172.29.3.8/30 is directly connected, Seriald/0/0
L 172.29.3.10/32 is directly connected, Serizl0/0/0
c 172.29.3.12/30 is directly connected, Serizl0/0/1
L 172.25.3.13/32 is directly connected, Serial0d/0/1
B+ 0.0.0.0/0 [120/1] wia 172.25.3.5, 00:00:03, Seriald/0/0
B-RZ§
Ctrl+F5 to exit CLI focus Copy Paste

[

Fuente: propia packet tracer
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Figura 9: Tabla de enrutamiento del router B-R3
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B-Ri3gshow ip route
Codes: L - leocal, € - connected, S - static, R — RIP, M - mobile, B -
BGP
D - EIGRP, EX — EIGRP external, O - OSPF, IA - OSPF inter area
W1 - OSPF NS5A external type 1, N2 - OSPF NS5A external type 2
El - OSPF external type 1, EZ — OSDF external cype 2, © - EGP
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS
inter area
* - candidate default, U - per-user static route, o — ODR
T - pericdic downloaded static route

Cateway of last resort is 172.25.3.1 to metwork 0.0.0.0

172.29.0.0/16 is wvariably subnetted, 10 subnets, 2 masks
c 172.29.0.0/30 is directly connected, GigabitEthernst0/0
L .0.1/32 is directly connected, GigabitEthernst0/0
R -1.0/24 [120/1]1 wvia 172.29.3.13, 00:00:04, Serialds1/0
c .3.0/30 is direectly connected, S5erizl0s0/0
T .3.2/32 is directly connected, Serial0/0/0
c .2.4/30 is directly c ted, Serial0/0/1
L .3.6/32 is directly c ted, Serial0/0/1
n _3.8/30 [120/1]1 wia 172.3%.3.1, 00:00:13, Serial0s0/0
[120/1] wia 172.29.3.13, 00:00:04, Seriald/1/0
[120/1] wia 17Z. -3.5, 00:00:13, Serisl0/0/1
c 172.29.3.12/30 is directly connected, Serial0l/1/0
L 172.29.3.14/32 is directly connected, Serial0/1/0
R* 0.0.0.040 [120/1] wvia 172.29.3.1, 00:00:13, Serial0/0/0
[120/1]1 wvia 172.29.3.5, 00:00:13, Seriald/0/1
B-R3§
Ctrl+F6 to exit CLI focus Copy Paste
O e

Fuente: propia packet tracer

b. Verificar el balanceo de carga que presentan los routers.
c. Obsérvese en los routers Bogotal y Medellinl cierta similitud por su ubicacién,
por tener dos enlaces de conexion hacia otro router y por la ruta por defecto que

manejan.

redes conectadas

d. Los routers Medellin2 y Bogotd2 también presentan

directamente y recibidas mediante RIP.

e. Las tablas de los routers restantes deben permitir visualizar rutas redundantes

para el caso de la ruta por defecto.

f. El router ISP solo debe indicar sus rutas estaticas adicionales a las directamente

conectadas.
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Figura 10: Rutas estéticas del router ISP
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Dassword:

ISPfshow ip route ~
Codes: L - loecal, © - connected, 5 - static, B - RIP, M - mobile, B -
BED

D - EIGRP, EX - EIGRPF enxternal, O - QOS5PF, IR - OSEF inter area

N1l - QSPF NS55R externzl type 1, HZ - OSPF M55SR external type I

El - QSPF external type 1, EZ - OSPF external type 2, E — EGP

i - I5-I5, L1 - I5-I5 level-1, LZ - I5-I5 lewvel-Z, ia - I5-I3
inter area

* — rcandidate defsult, U - per-user static route, o - CODR

P - pericdic downlocaded static route

Fateway of last resort is not set

172.25.0.0/22 is subnetted, Z submnets
=1 172.25.0.0/22 [1/0] via Z205.17.220.6
b= 172.25.4.0/22 [1/0] wvia Z209.17.220.2
Z05.17.2Z20.0/2%4 is wvariably subnetted, 4 subnets, Z masks
c 2053.17.220.0/30 is directly ceomnnected, Serizld/s/0/0
L 205.17.220.1/32 is directly connected, Seriald/ /070
c 209.17.220.4/30 is directly connected, Serial0ys0/1
L Z20%3_.17_.220.5/32 is directly connected, Serialls0/1
ISP v
Ctrl+F§& to exit CLI focus Copy Paste
L] mop

Fuente: propia packet tracer

PARTE 3: DESHABILITAR LA PROPAGACION DEL PROTOCOLO RIP.

a. Para no propagar las publicaciones por interfaces que no lo requieran se debe
deshabilitar la propagacién del protocolo RIP, en la siguiente tabla se indican las
interfaces de cada router que no necesitan desactivacion.

Tabla 2: Interfaces que no necesitan desactivar propagacion de RIP - 2.

ROUTER INTERFAZ

Bogotal

Bogota2 SERIALO/0/0; SERIALO/0/1

Bogota3

Medellinl

Medellin2 SERIALO/0/0; SERIALO/0/1

Medellin3

ISP No lo requiere.

Fuente: Propia
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SERIALO/O/1; SERIALO/1/0; SERIALO/1/1

SERIALO/O/0; SERIALO/0/1; SERIALO/1/0
SERIALO/0/0; SERIALO/0/1; SERIALO/1/1

SERIALO/O/0; SERIALO/0/1; SERIALO/1/0




PARTE 4: VERIFICACION DEL PROTOCOLO RIP.

Verificar y documentar las opciones de enrutamiento configuradas en los routers,
como el passive interface para la conexién hacia el ISP, la version de RIP y las
interfaces que participan de la publicacion entre otros datos.

Passive-interface en router MEDELLIN1

router rip
passive-interface s0/0/0

Passive-interface en router M-R2

router rip
passive-int f0/0

Passive-interface en router M-R3

router rip
passive-int f0/0

Passive-interface en router BOGOTA1

router rip
passive-interface s0/0/0

Passive-interface en router B-R2

router rip
passive-int f0/0

Passive-interface en router B-R3

router rip
passive-int f0/0

a. Verificar y documentar la base de datos de RIP de cada router, donde se informa
de manera detallada de todas las rutas hacia cada red.

Se verifican los datos RIP en cada uno de los router con el comendo:

show ip protocols
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Figura 11: Datos RIP en router

MEDELLIN1

e MEDELLIN1 - oIEM|
Physical Config CLI Attributes
—
105 Command Line Interface
MEDELLINl#show ip protocols ~
Routing Protocol is "rip"
Sending updates every 30 seconds, next due in Z3 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send version Z, receiwve Z
Interface Send Recv Triggered RIF Eey-chain
Seriald/0/1 2 z
Serial0/1/1 2 z
Seriald/1/0 2 z
Butomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.29.6.2 1z0 00:00:01
172.29.6.14 1z0 00:00:11
172.29.6€.10 1z0 00:00:11
Distance: {(default is 120)
MEDELLIN1E v
Ctri+F& to exit CLI focus Copy Paste
[l op

Fuente: propia packet tracer

Figura 12: Datos RIP en router M-R2

Je M-R2 - o IEl
Physical Config CLI Attributes
—
105 Command Line Interface
[Te=swords -
M-RZ§show ip protocols
BEouting Protocol is "rip"
Sending updates ewvery 30 seconds, next due in Z3 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Outgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wversion Z, receiwve Z
Interface Send PRecv Triggered BRIF Eey-chain
Serizl0/0/0 2 z
Seriald/0/1 Z z
Lutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
GigabitEthernet0/0
Bouting Informastion Sources:
Gateway Distance Last Update
172 .29.6.%6 izo 00:00:27
172.25.8.1 1z0 00:00:11
Distance: (default is 120)
M-RZE w

Ctrl+F8 to exit CLI focus

[ op

Copy Paste

Fuente: propia packet tracer
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Figura 13: Datos RIP en router M-R3

® M-R3
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Bouting Protocol is "rip" ~
Sending updates every 30 seconds, next due in Z1 seconds
Invalid after 180 seconds, hold down 180, flushed after 240
Cutgoing update filter list for all inte ces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send wersiom 2, receive 2
Interface Send Recv Triggered RIF EKEey-chain
Seriald/0/1 Z 3
Serizl0/0/0 z z
Serial0d/1/0 2 2
Rutomatic network summarization is not in effect
Maximim path: 4
Bouting for Networks:
17z2.25.0.0
Passive Interface(s):
GigabitEthernetd/0
Routing Information Sources:
Gateway Distance Last Update
Z3.6.5 1z0 00:00:0%9
-Z5.86.13 1z0 00:00:2¢
172.25.%8.3 1z0 00:00:2¢
Distance: (default is 120)
M-23 v
Ctri+F6 to exit CLI focus Copy Paste

[ mp
Fuente: propia packet tracer
Figura 14: Datos RIP en router BOGOTAL

L3 BOGOTA1
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Houting Protocol 185 "Zip -
Sending updates every 30 seconds, next due in 3 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update lter list for all interfaces is not set
Incoming update filter list for 211 interfaces is not set
Redistributing: rip
Default wversion control: send wersion 2, receive 2
Interface Send PRecv Triggered RIEF Eey-chain
Serizl0d/1/0 Z 2
Serizl0ds0/1 Z Z
Seriald /171 2 2
Zutomatic network summarization is not in
Maximim path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
Serial0/0/0
Routing Information Sources:
Gateway Distance Last Update
172.25.3.Z2 1z0 00:00:22
172.25.3.¢ 1z0 00:-00:22
172.25.3.10 1z0 00:-00:04
Distance: (default is 120)
BOGOTALE v
Ctrl+F§& to exit CLI focus Copy Paste

[ mop

Fuente: propia packet tracer
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Figura 15: Datos RIP en router B-R2
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Password: A
B-RZ2§show ip protocols
Routing Protocol is "rip™
Sending updates ewvery 30 seconds, next due in 11 seconds
Invalid after 180 seconds, hold down 180, £flushed after 240
Cutgoing update filter list for z2ll interfaces is not set
Incoming update f£ilter list for all interfaces is not set
Redistributing: rip
Default wversion control: send wersion 2, receive 2
Interface Send Recv Triggered RIP Eey-chain
Serialds0/1 Z 2
Serial0/s0/0 3 Z
Zutomatic metwork summarization is not in e
Maximum path: 4
Routing for Networks:
172.25.0.0
Dassive Interface(s):
GigaebitEthernetd/0
Routing Information Sources:
Gateway Distance Last Update
172.25.3.14 1z0 00:00:25
172.25.3.59 1z0 00:00:12
Distance: (default is 120)
B-R2§ v
Ctrl+F6 to exit CLI focus Copy Paste

[ Top
Fuente: propia packet tracer
Figura 16: Datos RIP en router B-R3
P B-R3 - o IEN
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Routing Protocol is "rip" ~
Sending updates every 30 seconds, next due in 23 seconds
Invalid after 180 seconds, hold down 180, flushed after Z40
Cutgoing update filter list for all interfaces is not set
Incoming update filter list for all interfaces is not set
Redistributing: rip
Default wersion control: send version Z, receiwve Z
Interface Send Recv Triggered RIF Eey-chain
Seriald/1/0
Seriald/0/0
Serial0/0/1
Zutomatic network summarization is not in effect
Maximum path: 4
Routing for Networks:
172.25.0.0
Passive Interface(s):
GigabitEthernetds0
Bouting Information Scurces:

(S8
(S8

z

%]

Cateway Distance Lzst Update
172.29.3.13 1z0 00:00:25
1z0 00:00:23
1z0 00:00:23
Distance:
B-R3$ v
Ctrl+F& to exit CLI focus Copy Paste

[ Top

Fuente: propia packet tracer
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Se realiza verificacion de rutas en los routers con el comando:
show ip route rip

MEDELLIN1#show ip route rip

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.4.0/25 [120/1] via 172.29.6.2, 00:00:11, Serial0/0/1

R 172.29.4.128/25 [120/1] via 172.29.6.14, 00:00:26, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:26, Serial0/1/0

R 172.29.6.4/30 [120/1] via 172.29.6.14, 00:00:26, Serial0/1/1
[120/1] via 172.29.6.10, 00:00:26, Serial0/1/0

[120/1] via 172.29.6.2, 00:00:11, Serial0/0/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks

M-R2#show ip route rip

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:22, Serial0/0/1
R 172.29.6.8/30 [120/1] via 172.29.6.6, 00:00:22, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:20, Serial0/0/0

R 172.29.6.12/30 [120/1] via 172.29.6.1, 00:00:20, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:22, Serial0/0/1

M-R2#show ip route rip

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.4.128/25 [120/1] via 172.29.6.6, 00:00:22, Serial0/0/1
R 172.29.6.8/30 [120/1] via 172.29.6.6, 00:00:22, Serial0/0/1
[120/1] via 172.29.6.1, 00:00:20, Serial0/0/0

R 172.29.6.12/30 [120/1] via 172.29.6.1, 00:00:20, Serial0/0/0
[120/1] via 172.29.6.6, 00:00:22, Serial0/0/1

BOGOTA1#show ip route rip

172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/30 [120/1] via 172.29.3.2, 00:00:00, Serial0/1/0
[120/1] via 172.29.3.6, 00:00:00, Serial0/1/1

R 172.29.1.0/24 [120/1] via 172.29.3.10, 00:00:04, Serial0/0/1
R 172.29.3.12/30 [120/1] via 172.29.3.2, 00:00:00, Serial0/1/0
[120/1] via 172.29.3.10, 00:00:04, Serial0/0/1

[120/1] via 172.29.3.6, 00:00:00, Serial0/1/1

209.17.220.0/24 is variably subnetted, 2 subnets, 2 masks

B-R2#show ip route rip

31



172.29.0.0/16 is variably subnetted, 9 subnets, 3 masks

R 172.29.0.0/30 [120/1] via 172.29.3.14, 00:00:22, Serial0/0/1
R 172.29.3.0/30 [120/1] via 172.29.3.14, 00:00:22, Serial0/0/1
[120/1] via 172.29.3.9, 00:00:23, Serial0/0/0

R 172.29.3.4/30 [120/1] via 172.29.3.9, 00:00:23, Serial0/0/0
[120/1] via 172.29.3.14, 00:00:22, Serial0/0/1

B-R3#show ip route rip

172.29.0.0/16 is variably subnetted, 10 subnets, 3 masks

R 172.29.1.0/24 [120/1] via 172.29.3.13, 00:00:24, Serial0/1/0
R 172.29.3.8/30 [120/1] via 172.29.3.1, 00:00:24, Serial0/0/0
[120/1] via 172.29.3.5, 00:00:24, Serial0/0/1

[120/1] via 172.29.3.13, 00:00:24, Serial0/1/0

PARTE 5: CONFIGURAR ENCAPSULAMIENTO Y AUTENTICACION PPP.

a. Segun la topologia se requiere que el enlace Medellinl con ISP sea configurado
con autenticacion PAP.

Encapsulamiento y autenticacion PAP en router ISP
username MEDELLIN1 password cisco

int sO/0/0

encapsulation ppp

ppp authentication pap

ppp pap sent-username ISP password cisco

Encapsulamiento y autenticacion PAP en router MEDELLIN1

username ISP password cisco

int sO/0/0

encapsulation ppp

ppp authentication pap

ppp pap sent-username MEDELLIN1 password cisco

b. El enlace Bogotal con ISP se debe configurar con autenticacion CHAP.
Encapsulamiento y autenticacion CHAP en router ISP

username BOGOTA password cisco

int s0/0/1

encapsulation ppp
ppp authentication chap
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Encapsulamiento y autenticacion CHAP en router BOGOTA1

username ISP password cisco
int sO/0/0

encapsulation ppp

ppp authentication chap

PARTE 6: CONFIGURACION DE NAT.

a. En la topologia, si se activa NAT en cada equipo de salida (Bogotal y Medellinl),
los routers internos de una ciudad no podran llegar hasta los routers internos en el
otro extremo, soélo existird comunicacion hasta los routers Bogotal, ISP y Medellinl.
b. Después de verificar lo indicado en el paso anterior proceda a configurar el NAT
en el router Medellinl. Compruebe que la traduccién de direcciones indique las
interfaces de entrada y de salida. Al realizar una prueba de ping, la direccién debe
ser traducida automaticamente a la direccion de la interfaz serial 0/1/0 del router
Medellinl, cémo diferente puerto.

Configurando NAT en router MEDELLIN1

Ip nat inside source list 1 interface s0/0/0 overload
access-list 1 permit 172.29.4.0 0.0.3.255

int s0/0/0

ip nat outside

int sO/0/1

ip nat inside

int s0/1/0

ip nat inside

int sO/1/1

ip nat inside

c. Proceda a configurar el NAT en el router Bogotal. Compruebe que la traduccién
de direcciones indique las interfaces de entrada y de salida. Al realizar una prueba
de ping, la direccion debe ser traducida automaticamente a la direccion de la interfaz
serial 0/1/0 del router Bogotal, como diferente puerto.

Configurando NAT en router BOGOTAL

ip nat inside source list 1 interface s0/0/0 overload
access-list 1 permit 172.29.0.0 0.0.3.255

int sO/0/0

ip nat outside

int s0/0/1

ip nat inside
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int sO/1/0
Ip nat inside
int sO/1/1
Ip nat inside

PARTE 7: CONFIGURACION DEL SERVICIO DHCP.

a. Configurar la red Medellin2 y Medellin3 donde el router Medellin 2 debe ser el
servidor DHCP para ambas redes Lan.

Configurar >DHCP en router M-R2

ip dhcp excluded-address 172.29.4.1 172.29.4.5

ip dhcp excluded-address 172.29.4.129 172.29.4.133
ip dhcp pool 1M-R2

network 172.29.4.0 255.255.255.128

default-router 172.29.4.1

dns-server 8.8.8.8

ip dhcp pool 2M-R2

network 172.29.4.128 255.255.255.128
default-router 172.29.4.129

dns-server 8.8.8.8

b. El router Medellin3 deber& habilitar el paso de los mensajes broadcast hacia la
IP del router Medellin2.

Broadcast en router M-R3

int g0/0

ip helper-address 172.29.6.5

end

copy running-config startup-config

c. Configurar la red Bogota2 y Bogota3 donde el router Medellin2 debe ser el
servidor DHCP para ambas redes Lan.

Servidor DHCP para router B-R2

ip dhcp excluded-address 172.29.1.1 172.29.1.5
ip dhcp excluded-address 172.29.0.1 172.29.0.5
ip dhcp pool 1B-R2

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

dns-server 8.8.8.8
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ip dhcp pool 2B-R2

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1
dns-server 8.8.8.8

end

copy running-config startup-config

Servidor DHCP para router B-R3

ip dhcp excluded-address 172.29.1.1 172.29.1.5
ip dhcp excluded-address 172.29.0.1 172.29.0.5
ip dhcp pool 1B-R3

network 172.29.1.0 255.255.255.0
default-router 172.29.1.1

dns-server 8.8.8.8

ip dhcp pool 2B-R3

network 172.29.0.0 255.255.255.0
default-router 172.29.0.1

dns-server 8.8.8.8

end

copy running-config startup-config

Configure el router Bogotal para que habilite el paso de los mensajes Broadcast
hacia la IP del router Bogota2.

int g0/0

ip helper-address 172.29.3.13
end

copy running-config startup-config
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ESCENARIO 2

Una empresa de Tecnologia posee tres sucursales distribuidas en las ciudades de
Miami, Bogota y Buenos Aires, en donde el estudiante sera el administrador de la
red, el cual debera configurar e interconectar entre si cada uno de los dispositivos
gue forman parte del escenario, acorde con los lineamientos establecidos para el
direccionamiento IP, protocolos de enrutamiento y demas aspectos que forman

parte de la topologia de red.

Figura 17 Escenario 2

VLAN Direccionamiento

Internet 30 192.168.30.0/24

Nombre
Administracion

40 192.168.40.0/24

Mercadeo

200 192.168.200.0/24

Mantenimiento

Lo4 192.168.4.0/24
Lo5 192.168.5.0/24
Lo6 192.168.6.0/24

Buenos Aires

192.168.99.3

Fuente: Unad diplomado cisco

PARTE 1: CONFIGURAR EL DIRECCIONAMIENTO IP

Configuracion el direccionamiento IP acorde con la topologia de red para cada uno

de los dispositivos que forman parte del escenario
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Tabla 3: Tabla de direccionamiento

Dispositivo | Interface Direcciéon IP |Macara de subred Observaciones
R1 S0/0/0 172.31.21.1 255.255.255.252 | Va a R2 con (clock)
FEO/O 192.168.99.1 255.255.255.0|Vaa S1
S0/0/0 172.31.23.1 255.255.255.252 | Va a R3 con (clock)
R? S0/0/1 172.31.21.2 255.255.255.252 |Va a R1
FEO/O 10.10.10.1 255.255.255.252 | Va a Web Server
FEO/1 209.165.200.225| 255.255.255.252 | Va a Internet PC
S0/0/0 172.31.23.2 255.255.255.252 | Va a R2
R3 Lo4 192.168.4.1 255.255.255.0
Lo5 192.168.5.1 255.255.255.0
Lo6 192.168.6.1 255.255.255.0
PC-A NIC DHCP
PC-B NIC DHCP
Gateway
PC-Internet | NIC 209.165.200.230| 255.255.255.248 | 209.168.200.225
S1 GEO/0 192.168.99.2 255.255.255.0|VaaR1
S2 GEO/0 192.168.99.3 255.255.255.0|Vaa S1
Fuente:Propia
Figura 18: Escenario2
209.165.200.230 AR,
L_g\‘ internet ;
PC-PT RNy
PC-Internet ">\\ 209.165.200.224729
e .
‘/
”'8"'" Server-PT
1841 WebServer
; f X \l‘ 172 31.23.030
N Lod 192.168.4.0/24
Bogota 1* Buenos Aires \ e Lo5 192.168.5.0/24
. \ N Lo6 192.168.6.0/24
[ R3 ’|‘
192.168.99.2 i —— e glspig:ﬁggés PROFUNDIZACION CISCO-UNAD
296(»24 Fma RODRIGO DELGADO TORRES
33 N GRUPO 203092-12
= a
PC-PT TR
PC-A pCC.

Fuente: Propia Packet Tracer
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CONFIGURACION INICIAL Y DIRECCIONAMIENTO

En este pado se realiza la configuracion de nombre de host, se asegura el acceso
estableciendo contrasefia, se asignan parametrosde identificacion con banner motd

Configuracion inicial y direccionamiento en router R1-BOGOTA

conf ter

hostname R1-BOGOTA

no ip domain-lookup

service password-encryption

enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

interface s0/0/0

ip address 172.31.21.1 255.255.255.252
no shutdown

exit

int f0/0

ip address 192.168.99.1 255.255.255.0
no shutdown

end

copy running-config startup-config

Configuracion inicial y direccionamiento en router R2-MIAMI

conf ter

hostname R2-MIAMI

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co
line console 0

password cisco

login

line vty 0 15

password cisco

login

38



int s0/0/0

ip address 172.31.23.1 255.255.255.252
no shutdown

exit

int s0/0/1

ip address 172.31.21.2 255.255.255.252
no shutdown

exit

int f0/0

ip address 209.165.200.225 255.255.255.248
no shutdown

exit

int loopback 0

ip address 10.10.10.10 255.255.255.255
exit

ip route 0.0.0.0 0.0.0.0 g0/1

end

copy running-config startup-config

Configuracion inicial y direccionamiento en router R3-BAIRES

Conf ter

hostname R3-BAIRES

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co
line console 0

password cisco

login

line vty 0 15

password cisco

login

int s0/0/1

description Connection to MIAMI

no clock rate

ip address 172.31.23.2 255.255.255.252
exit

int loopback 4

ip address 192.168.4.1 255.255.255.0
exit

int loopback 5
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Ip address 192.168.5.1 255.255.255.0
exit

int loopback 6

Ip address 192.168.6.1 255.255.255.0
exit

ip route 0.0.0.0 0.0.0.0 s0/0/0

end

copy running-config startup-config

Configuracion inicial en router S1

config ter

hostname S1

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config

Configuracion inicial en router S3

config ter

hostname S3

no ip domain-lookup

service password-encryption
enable secret class

banner motd %Acceso restringido - Rodrigo Delgado%
ip domain-name unad.edu.co

line console 0

password cisco

login

line vty 0 15

password cisco

login

end

copy running-config startup-config
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PARTE 2: CONFIGURAR EL PROTOCOLO DE ENRUTAMIENTO OSPFV2

Configurar el protocolo de enrutamiento OSPFv2 bajo los siguientes criterios:

Tabla 4: OSPFv2 en area 0

Configuration Item or Task

Specification

Router ID R1 1.111
Router ID R2 5.5.5.5
Router ID R3 8.8.8.8
Configurar todas las interfaces LAN como pasivas

Establecer el ancho de banda para enlaces seriales en 256 Kb/s
Ajustar el costo en la métrica de S0/0 a 9500

Fuente: Unad diplomado cisco
Configuracién OSPF en router R1-BOGOTA

config ter

router ospf 1

router-id 1.1.1.1

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area 0
network 10.10.10.0 0.0.0.255 area 0
do write

passive-int f0/0

exit

int sO/0/0

bandwidth 256

ip ospf cost 9500

end

copy running-config startup-config

Configuraciéon OSPF en router R2-MIAMI

config ter

router ospf 1

router-id 5.5.5.5

network 172.31.21.0 0.0.0.3 area 0
network 172.31.23.0 0.0.0.3 area O
network 10.10.10.0 0.0.0.255 area 0
passive-int fO/1

exit

int sO/0/0

bandwidth 256
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ip ospf cost 9500
end
copy running-config startup-config

Configuracion OSPF en router R3-BAIRES

config ter

router ospf 1

router-id 8.8.8.8

network 172.31.23.0 0.0.0.3 area 0
network 192.168.4.0 0.0.3.255 area 0
passive-interface lo4
passive-interface lo5
passive-interface 106

exit

int s0/0/0

bandwidth 256

ip ospf cost 9500

end

copy running-config startup-config

VERIFICAR INFORMACION DE OSPF

Visualizar tablas de enrutamiento y routers conectados por OSPFv2

Visualizar lista resumida de interfaces por OSPF en donde se ilustre el costo de
cada interface.

Visualizar el OSPF Process ID, Router ID, Address summarizations, Routing
Networks, and passive interfaces configuradas en cada router.

42



Figura 19: Verificaciéon de informacion OSPF en router R1-BOGOTA

» R1

Physical Config CLI Attributes
—

10S Command Line Interface

_— )

R1-BOGOTREshow ip ospf 2=
Routing Process "ospf 1" with ID 1.1.1.1
Supports only single TOS(TOS0) routes
Supports opague LSRR
SPF schedule delay 5 secs, Hold time between two SPFs 10 secs
Minimum LSR interval § secs. Minimum LSA arrival 1 secs
Nurber of externzl LSR 0. Checksum Sum 0x000000
Nurber of opague AS LSA 0. Checksum Sum 0x000000
Wurber of DCbitless externzl and opagque A5 LSA O
Wurber of DoNotAge externzl and opaque AS LSR 0
Nurber of sreas in this router is 1. 1 normsl 0 stub 0 nsss
External flood list length 0
Are= BACKBONE (0}
Number of interfaces in this ares is 1
Arez has no suthentication
SEF algorithm executed 12 times
Rrez ranges are
Number of LSE 3. Checksum Sum 0x00d387
Number of cpaque link LSA 0. Checksum Sum 0x000000
Number of DCbitless LSA 0
Number of indication LSA O
Number of DoNotige LSA 0
Flood list length 0
R1-BOGOTAE#show ip ospf neighbor
Neighbor ID Pri  State Dead Time  Address Interface
5.5.5.5 0 FULLS - 00:00:31 172.31.21.2 Serial0s0/0
R1-BOGOTRE v
Ctri+F6 to exit CLI focus Copy Paste

Copy to Clipboard

O mp

Fuente: Propia packet tracer

Figura 20: Verificacion de informaciéon OSPF en router R2-MIAMI

L R2 - olEN
Physical Config CLI Attributes
—
105 Command Line Interface
RZ-MIEMIfshow ip ospf A
Routing Process “"ospf 1" with ID 5.5.5.5
Supports only single TOS(TOS0) routes
Supports opaque LSA
SPF schedule delay 5 secs, Hold time between two S5PFs 10 secs
Minimum LS2 interval 5 secs. Minimum LS arrival 1 secs
Nurber of external LSA 0. Checksum Sum 0x000000
Nurber of cpaque A5 LS2 0. Checksum Sum 0x000000
Number of DCbitless external and opague S LSR 0
Nurber of DoMNotige externzl and opague 25 L32 0
Nurber of arezs in this router is 1. 1 normal 0 stub O nssa
External flood list length 0
Arez BACEBONE (D)
Number of interfaces in this area is 3
Arez has no authenticaticn
SPF algorithm executed 3 times
Areaz ranges are
Number of LSZ 3. Checksum Sum 0x00d4387
Number of cpague link LSAE 0. Checksum Sum 0x000000
Number of DChitless LSA O
Number of indication LSA 0
Number of DoNotige LSA O
Flood list length O
RZ-MIRMI$show ip ospf neighbor
Neighbor ID Pri  State Dead Time Address Interface
8.8.8.8 0 FULL/ - 00:00:37 172.81.23.2 5erial0/0/0
1.1.1.1 0  FULL/ - 00:00:37 172.31.21.1 Serial /01
BZ-MIRMIE v
Ctrl+F6 to exit CLI focus Copy Paste
O e

Fuente: Propia packet tracer
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Figura 21: Verificacion de informaciéon OSPF en router R3-BAIRES
2 R3 - o IEN

Physical Config CLI Attributes
—

I0S Command Line Interface

R3-BAIRESESHOW 1P OSDF ~

Routing Process "ospf 17 with ID 8.8.8.8

Supports only single TOS(TOS0) routes

Supports opaque L3A

SPF =chedule delay 5 secs, Hold time between two SPFs 10 secs

Minimum L3& interval 5 secs. Minimum L32 arrival 1 secs

Number of externzl LSA 0. Checksum Sum 0x000000

Number of cpague A5 L3 0. Checksum Sum 0x000000

Number of DCbitless external and opaque AS LSA 0O

Number of DoNotAge external znd opague AS L32 0

Number of areas in this rouster is 1. 1 normsl 0 stub 0 nssa

Zxternal flood list length 0

Arez BACKBONE (0)

Humber of interfaces in this area is 4
ZArea has no authenticaticn
SDF algorithm executed I times
Area ranges are
Humber of LSA 3. Checksum Sum 0x004387
Number of cpaque link LS 0. Checksum Sum 0x000000
Humber of DChitless LSA 0
Number of indication LS& 0
Humber of DoNothge LSA O
Flood list length 0

R3-BRIRESESHOW IP OS5SPF neighbor

Neighbor ID Pri State Dead Time Address Interfzce

5.5.5.5 ] FULL/ - 00:00:37 172.31.23.1 Seriall/0/1

23-BAIRESE v

Ctrl+F8 to exit CLI focus Copy Paste
[

Fuente: Propia packet tracer

PARTE 3: CONFIGURAR VLANS, PUERTOS TRONCALES

Configurar VLANSs, Puertos troncales, puertos de acceso, encapsulamiento, Inter-
VLAN Routing y Seguridad en los Switches acorde a la topologia de red establecida.

Configuracion de Vlan’s en router S1

config ter

vlan 30

name Administracion
exit

vlan 200

name Mantenimiento
exit

Configuracion de puertos troncales en router S1

Conf ter
int f0/3
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switchport mode trunk

switchport trunk native vian 1

int f0/24

switchport mode trunk

switchport trunk native vian 1

no shutdown

int range fa0/1-2, fa0/4-24
switchport mode access

int fO/1

switchport mode access
switchport access vlan 30

int range fa0/1-2, fa0/4-24

no shutdown

int vlan 200

ip address 192.168.99.2 255.255.255.0
end

copy running-config startup-config

Configuracion de Vlan's en router S3

config ter

vlan 40

name Mercadeo

exit

vlan 200

name Mantenimiento
exit

Puertos troncales en router S3

Conf ter

int fO/3

switchport mode trunk
switchport trunk native vian 1

int range fa0/1-2, fa0/4-24
switchport mode access

int fO/1

switchport mode access
switchport access vlan 40

int range fa0/1-2, fa0/4-23

no shutdown

int vlan 200

ip address 192.168.99.3 255.255.255.0
ip default-gateway 192.168.99.1
end
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copy running-config startup-config
Configuracion de encapsulacion en router R1

config ter

int f0/0

int f0/0.1

encapsulation dot1Q 40

ip address 192.168.40.0 255.255.255.128
ip address 192.168.40.0 255.255.255.0

ip address 192.168.40.1 255.255.255.128
do write

exit

int f0/0.2

encapsulation dot1Q 30

ip address 192.168.30.1 255.255.255.128
do write

PARTE 4: EN EL SWITCH 3 DESHABILITAR DNS LOOKU

config ter

no ip domain-lookup

end

copy running-config startup-config

PARTE 5: ASIGNAR DIRECCIONES IP A LOS SWITCHES ACORDE A LOS
LINEAMIENTOS.

Asignacion en router S1

config ter

interface vlan 30

ip address 192.168.99.2 255.255.255.0
no shutdown

exit

ip default-gateway 192.168.99.1

Asignacién en router S3

Config ter

int vlan 200

ip address 192.168.99.3 255.255.255.0
no shutdown

exit

ip default-gateway 192.168.99.1
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PARTE 6: DESACTIVAR LAS INTERFACES NO UTILIZADAS
Desactivar todas las interfaces que no sean utilizadas en el esquema de red.
Desactivar interfaces en router S1

config ter

int range fa0/2, fa0/4-23
shutdown

end

copy running-config startup-config

Desactivar interfaces en router S3

config ter

int range fa0/2, fa0/4-23
shutdown

end

copy running-config startup-config

PARTE 7: IMPLEMENT DHCP AND NAT FOR IPV4
DHCO en router R2-MIAMI

conf ter

user webuser privilege 15 secret cisco

ip nat inside source static 10.10.10.10 209.165.200.229
int f0/0

ip nat outside

exit

int fO/1

ip nat inside

exit

access-list 1 permit 192.168.30.0 0.0.0.255

access-list 1 permit 192.168.40.0 0.0.0.255

access-list 1 permit 192.168.4.0 0.0.3.255

ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

end

copy running-config startup-config

PARTE 8: CONFIGURAR R1-BOGOTA COMO DHCP

Configurar R1-BOGOTA como servidor DHCP para las VLANs 30 y 40.
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config ter

ip dhcp pool Administracion
dns-server 10.10.10.11
default-router 192.168.30.1

network 192.168.30.0 255.255.255.0
ip dhcp pool Mercadeo

dns-server 10.10.10.11
default-router 192.168.40.1

network 192.168.40.0 255.255.255.0
end

copy running-config startup-config

PARTE 9: RESERVAR DIRECCIONES IP

Reservar las primeras 30 direcciones IP de las VLAN 30 y 40 para configuraciones
estaticas.

Reservar direcciones en router R1-BOGOTA

config ter

ip dhcp excluded-address 192.168.30.1 192.168.30.30
ip dhcp excluded-address 192.168.30.1 192.168.40.30
end

copy running-config startup-config

Tabla 5: Configuracion DHCP en Vlan's

Name: ADMINISTRACION
Configurar DHCP | DNS-Server: 10.10.10.11

pool para VLAN 30 Domain-Name: ccna-unad.com
Establecer default gateway.
Name: MERCADEO
Configurar DHCP | DNS-Server: 10.10.10.11

pool para VLAN 40 Domain-Name: ccna-unad.com
Establecer default gateway.

Fuente: Unad Diplomado Cisco

PARTE 10: CONFIGURAR NAT
Configurar NAT en R2-MIAMI para permitir que los hosts puedan salir a internet

Configurando NAT en router R2-MIAMI

config ter
int f0/0
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ip nat outside

exit

int fO/1

Ip nat inside

end

copy running-config startup-config

PARTE 11: CONFIGURAR LISTAS DE ACCESO ESTANDAR

Configurar al menos dos listas de acceso de tipo estandar a su criterio en para
restringir o permitir trafico desde R1 o R3 hacia R2.

Listas de acceso estandar en router R2-MIAMI

config ter

ip nat pool INTERNET 209.165.200.225 209.165.200.229 netmask
255.255.255.248

ip access-list standard ADMIN

permit host 172.31.21.1

exit

line vty 0 4

access-class ADMIN in

end

copy running-config startup-config

PARTE 12: CONFIGURAR LISTAS DE ACCESO EXTENDEDO

Configurar al menos dos listas de acceso de tipo extendido o nombradas a su criterio
en para restringir o permitir trafico desde R1 o R3 hacia R2.

Listas de acceso extendido en router R2-MIAMI

config ter

access-list 100 permit tcp any host 209.165.200.229 eq www access-list 100
permit icmp any any echo-reply

end

copy running-config startup-config

PARTE 13: VERIFICACION

Verificar procesos de comunicacion y redireccionamiento de trafico en los routers
mediante el uso de Ping y Traceroute.
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Figura 22: Verificacién de ping desde PC-A a PC Internet

¥ pcA [=NEE < )

Physical Config

Programming Attributes.

Top

%

Fuente: Propia packet tracer
Figura 23: Verificacion de navegacion desde PC-A a WebServer

?PC—A ||:| @ﬁ1

Physical Config

Programming Attributes.

[ < ][> ] ur nteurtoanao.io [ e || sop |
Cisco Packet Tracer

Welcome to Cisco Packet Tracer. Opening doors to new opportunities. Mind
Wide Open.

Quick Linkes:
A small page
Copyrights
Image page
Image

Top

%

Fuente: Propia packet tracer
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CONCLUSIONES

e Los escenarios planteados para esta actividad nos acercan situaciones de la vida
real y nos permiten resolver situaciones haciendo el uso de protocolos de
enrutamiento, listas de acceso, implementacion de DHCP, PAP, CHAP nat entre
otros.

e EIl diplomado de profundizaciéon no permite acceder a una plataforma muy
completa para el aprendizaje y fortalecimiento del conocimiento sobre redes, un
tema que se aplica a nivel mundial dado que las redes casi en su totalidad
manejan este tipo de configuraciones comandos protocolos y demas conceptos
vistos en el diplomado.

e Estos programas de simulacion de redes solo nos permiten sirve como
herramienta de aprendizaje sino como utilidad para documentas y tener una
réplica de una red real, para consulta andlisis de situaciones o implementacién
de nuevos dispositivos.
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