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GLOSARIO

Protocolo OSPF: Conocido como protocolo de direccionamiento de estado-
enlace, esta basado en algoritmo de via corta como “SPF”, permite mantener
una base de datos enlace-estado similar a la topologia que estdmanejando en
el area, mediante anuncios que son recibidos y transmitidos por otros
dispositivos del area.

Protocolo OSPFv2, OSPFv3: el protocolo OSPFv3 permite que las direcciones
ipv6 sean distribuidas con el prefijo de estas, una de sus desventajas es que
Nno cuenta con un soporte para direcciones ipv4, es por ello que si se desea
incluir direcciones ipv4 se debe aplicar OSPFv2, esto no implica que sean
diferentes ya que los dos cuentan con el mismo algoritmo, presentando el
mismo ndmero de paquetes, y los mismos mecanismos para encontrar
dispositivos cercanos o vecinos para generar adyacencias entre ellos.

Protocolo BGP: considerado como un protocolo escalable de ruta dinamica,
permitiendo la comunicacién y compartir informacion de enrutamiento con el
fin de la creacién de rutas estables con la ventaja de generar mdltiples
posibilidades para la divulgacion de su red a internet aumentando de manera
significativa su tiempo de actividad

Protocolo spanning tree: es un protocolo de expansion de arbol el cual cumple
con la funcion de un controlpermanente de los bucles que son producidos en
una red de capa 2, gracias a que controla los excesos de enlaces que
usualmente afectan el rendimiento de las redes.

Arquitectura empresarial de redes: es un modelo aplicado ala solucién de la
jerarquia en una red o infraestructura, permitiendo una mejora en el
desarrollo de disefios de redes mas densas y escalables, mediante una
segmentacion de areas, los cuales se les denomina maddulos, permitiendo de
esta manera una mejor flexibilidada la hora de manejo e implementaciéon de
redes facilitando de manera considerable la solucién de problemas.
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RESUMEN

En el presente trabajo se trabajara una topologia de CISCO CCNP aplicando el
uso de software de GNS3 y las distintas tecnologias Switching para lo cual se
desarrollaran las diversas actividades planteadas, desde a configuracion inicial de
las interfaces y abordando la aplicacion el Routing o enrutamiento troncal IEEE
802.1Q, en la utilizacién de configure single-area OSPFv2, usando el OSPF para a
asignacion de las ID de losdispositivos que estaran en las “Networking” a trabajar,
también se realizardn la configuracion de una red ISP, configurando las
relaciones de vecino, configurando MP- BGP. También se relacionan las
configuraciones IP SLAs, para probar la accesibilidad con méas dispositivos, con
HSRPv2 configuramos los routers primarios y le damos la prioridad y a cada uno
de los dispositivos son anexados a grupos especificos, sin menos preciar los
diferentes mecanismos de seguridad, buscando como finalidad garantizar la
seguridad de incursiones no deseadas. En cada una de las configuraciones
realizadas se realizan pruebas de comprobacion para evidenciar la correcta
configuracion de los dispositivos segun lo planteado por la guia y la cual se
evidenciar4d el desarrollo por parte del aprendiz en el disefio de redes y
programacion las cuales seran de mucha utilidad en entornos y aplicacion ya sea
en el entorno de las redes de comunicaciones, enfoque de la electronica o en
programacion de dispositivos electronicos que tengan relacion con este tipo de
topologias.

ABSTRACT

In this work, a CISCO CCNP topology will be worked on applying the use of GNS3
software and the different Switching technologies, for which the various activities
proposed will be developed, from the initial configuration of the interfaces and
addressing the application of IEEE Routing or trunk routing. 802.1Q, in the use of
configure single-area OSPFv2, using OSPF to assign the IDs of the devices that
will be in the “Networking” to work, the configuration of an ISP network will also be
carried out, configuring the neighbor relationships, configuring MP-BGP. The IP
SLAs configurations are also related, to test accessibility with more devices, with
HSRPv2 we configure the primary routers and give priority and each of the devices
are attached to specific groups, without least appreciating the different security
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mechanisms, looking for how purpose to ensure safety from unwanted incursions.
In each of the configurations carried out, verification tests are carried out to
demonstrate the correct configuration of the devices as proposed by the guide and
which will show the development by the learner in the design of networks and
programming, which will be very useful in environments and application either in
the environment of communications networks, focus on electronics or programming
of electronic devices that are related to this type of topologies

12



INTRODUCCION

El propdsito de este diplomado esta enfocado en presentar un escenario el cual le
representara un reto al estudiante y el cual le permitira tener un acercamiento a
una problematica real, la cual presenta varios entornos de diferentes métodos de
programacion en lo que respecta a protocolos de enrutamiento, los distintos tipos

de seguridad para garantizar que no haya ingresos no deseados.

Uno de los propositos mas significativos de este diplomado es poder desarrollar
una topologia la cual realice envios de mensajes y comunicacion sin saturacion
de mensajes y de envid innecesarios que permita garantizar el correcto
funcionamiento de la red reduciendo al maximo el reenvid de mensajes
innecesarios y haciendo seguimiento de alertas en los mensajes ya sea por
perdida de comunicacién o por eventos relacionados con la configuracion, en
busca de una organizacion del sistema permitiendo tener la jerarquia necesaria
para lograr un funcionamiento sostenible gracias a la aplicacion de los diferentes

protocolos.

Cabe destacar que uno de los muchos propésitos de este diplomado es la
realizacion de la configuracién de distintas redes las cuales permitan realizar
distintas funciones y que de las mismas no representen un conflicto para
interactuar con otras esto buscando caracteristicas muy especificas almomento de
realizar tareas precisas, tales como HSRPv2 el cual nos permitira tener e cierta
manera una segmentacion entre los routers determinar cual de estos es primario y
darle estados de prioridad, a su Vez segmentarlos en grupos segun sea las

interfaces Vlans configuradas.

Para dar una introduccion mas afondo a lo ya mencionado en el abstracto donde
mencionamos la configuracion de las interfaces en cada uno de losdispositivos y
las cuales cada uno maneja ciertos atributos los cuales se descaran a medida que

se vaya desarrollando la actividad como por ejemplo, la aplicacion el enrutamiento
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troncal IEEE 802.1Q, el cual permite una segmentacion de la red para la
comunicaciéon permitiendo el trafico segun se haya configurado los enlaces para la
comunicacion entre VLAN, permitiendo un enlace entre diferentes troncales,
adicional a estos en la utilizacion de configuracion de single-area OSPFv2, usando
el OSPF, un protocolo aplicado para monitorear el estado de enlaces y de esta
forma tener un mejor conocimiento respecto a fallos de enlace como de igual
manera ver cambios en la topologia, garantizando de manera rdpida y precisa las
rutas de algoritmo Dijkstra, y verificando la informacion suministrada por el routing
OSPF. para a asignacion de las ID de los dispositivos, también se realizaran la
configuracion de una red ISP, configurando las relaciones de vecino, configurando
MP- BGP. también se relacionan las configuraciones IP SLAs, las cuales permiten
el acceso a niveles para el seguimiento de servicios IP, garantizando el analisis de
los niveles de servicios de aplicaciones, diciéndolo en otras palabras permitirel
monitoreo de la red de una manera mas confiable y rapida, también se trabajara
con varios mecanismos de seguridad esto para evitar intrusiones no deseadas y
de esta manera garantizar la proteccion de los datos que transitan en la red,
probando los distintos niveles de seguridad y de privilegio para dar mejor

seguridad a la hora de realizar envios de mensajes.
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TOPOLOGIA DE LA RED
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Tabla 1.

Direccionamiento

Dispositiv | Interfaz | Direccion IPv4 Direccion IPv6 IPv6
o] Link-
Local
R1 G0/0/0 209.165.200.225/ | 2001:db8:200::1/64 fe80::1:1
27
G0/0/1 10.0.10.1/24 2001:db8:100:1010::1 | fe80::1:2
164
S0/1/0 10.0.13.1/24 2001:db8:100:1013::1 | fe80::1:3
164
R2 GO0/0/0 209.165.200.226/ | 2001:db8:200::2/64 fe80::2:1
27
Loopback | 2.2.2.2/32 2001:db8:2222::1/128 | fe80::2:3
0
R3 GO0/0/1 10.0.11.1/24 2001:db8:100:1011::1 | fe80::3:2
164
S0/1/0 10.0.13.3/24 2001:db8:100:1013::3 | fe80::3:3
164
D1 G1/0/11 | 10.0.10.2/24 2001:db8:100:1010::2 | fe80::d1:
164 1
VLAN 10.0.100.1/24 2001:db8:100:100::1/ | fe80::d1.:
100 64 2
VLAN 10.0.101.1/24 2001:db8:100:101::1/ | fe80::d1:
101 64 3
VLAN 10.0.102.1/24 2001:db8:100:102::1/ | fe80::d1.:
102 64 4
D2 G1/0/11 | 10.0.11.2/24 2001:db8:100:1011::2 | fe80::d2:
164 1
VLAN 10.0.100.2/24 2001:db8:100:100::2/ | fe80::d2:
100 64 2
VLAN 10.0.101.2/24 2001:db8:100:101::2/ | fe80::d2:
101 64 3
VLAN 10.0.102.2/24 2001:db8:100:102::2/ | fe80::d2:
102 64 4
Al VLAN 10.0.100.3/23 2001:db8:100:100::3/ | fe80::al:
100 64 1
PC1 NIC 10.0.100.5/24 2001:db8:100:100::5/ | EUI-64
64
PC2 NIC DHCP SLAAC EUI-64
PC3 NIC DHCP SLAAC EUI-64
PC4 NIC 10.0.100.6/24 2001:db8:100:100::6/ | EUI-64

64
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Escenario

En esta prueba de habilidades, debe completar la configuracién de la red para que
haya una accesibilidad completa de un extremo a otro, para que los hosts tengan
un soporte confiable de la puerta de enlace predeterminada (default gateway) y
para que los protocolos configurados estén operativos dentro de la parte
correspondiente a la "Red de la Compafia" en la topologia. Tenga presente
verificar que las configuraciones cumplan con las especificaciones proporcionadas
y que los dispositivos funcionen como se requiere.

Nota: Los routers usados son Cisco 4221 con CISCO IOS XE version 16.9.4
(imagen universalk9). Los switches usados son Cisco Ctalyst 3650 con Cisco I0S
XE version 16.9.4 (imagen universalk9) y Cisco Catalyst 2960 con Cisco 10S
version 15.2(2) (imagen lanbasek9). Se pueden usar otras versiones de switches,
routers y Cisco |I0S. Dependiendo del modelo y la version de Cisco I10S, los
comandos disponibles y el resultado producido pueden variar de lo que se muestra
en las préacticas de laboratorio.

Nota: Si trabaja directamente con equipos remotos, asegurese que los switches
hayan sido borrados y no tengan configuraciones de inicio.

Nota: La plantilla de Switch Database Manager (SDM) instalada por defecto en un
switch Catalyst 2960 no soporta IPv6. Debe cambiar la plantilla SDM por defecto a
una plantilla predeterminada dual-ipv4-and-ipv6 utilizando el comando de
configuracion global sdm prefer dual-ipv4-and-ipv6 default. Cambiar la plantilla
requerird el reinicio del switch.

8.1. Recursos necesarios

3 Routers (Cisco 4221 con Cisco 10S XE version 16.9.4 imagen universal
o0 comparable)

2 switches (Cisco 3650 con Cisco I0S XE version 16.9.4 imagen universal
0 comparable)

1 switch (Cisco 2960 con Cisco 10S version 15.2 imagen lanbase o
comparable)

4 PCs (utilice el programa de emulacion de terminal)

Los cables de consola para configurar los dispositivos Cisco 10S van a
través de los puertos de consola

Los cables Ethernet y seriales van como se muestra en la topologia

17



8.2. Parte 1: Construir la red y configurar los parametros basicos de los
dispositivos y el direccionamiento de las interfaces
Paso 1: Cablear lared como se muestra en la topologia.
Conecte los dispositivos como se muestra en el diagrama de topologia y conecte
los cables segun sea necesario.

8.3. Paso 2: Configurar los parametros basicos para cada dispositivo.
Mediante una conexion de consola ingrese en cada dispositivo, entre al
modo de configuracion global y aplique los parametros basicos. Las
configuraciones de inicio para cada dispositivo son suministradas a
continuacion:

Router R1
hostname R1
ipv6 unicast-routing no ip domain lookup
banner motd # R1, ENCOR Skills Assessment, Scenario 1 #
line con 0
exec-timeout 0 0 logging synchronous
exit
interface g0/0/0
ip address 209.165.200.225 255.255.255.224
ipv6 address fe80::1:1 link-local
ipv6 address 2001:db8:200::1/64
no shutdown
exit
interface g0/0/1
ip address 10.0.10.1 255.255.255.0
ipv6 address fe80::1:2 link-local
ipv6 address 2001:db8:100:1010::1/64
no shutdown
exit
interface s0/1/0
ip address 10.0.13.1 255.255.255.0
ipv6 address fe80::1:3 link-local
ipv6 address 2001:db8:100:1013::1/64
no shutdown
exit
copy running-config startup-config // para guardar la configuracién hecha

Router R2
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hostname R2
ipv6 unicast-routing no ip domain lookup
banner motd # R2, ENCOR Skills Assessment, Scenario 1 # line con O
exec-timeout 0 0 logging synchronous exit
interface g0/0/0
ip address 209.165.200.226 255.255.255.224
ipv6 address fe80::2:1 link-local ipv6 address 2001:db8:200::2/64 no shutdown
exit
interface Loopback 0
ip address 2.2.2.2 255.255.255.255
ipv6 address fe80::2:3 link-local ipv6 address 2001:db8:2222::1/128 no shutdown
exit
copy running-config startup-config // para guardar la configuracion hecha

Router R3
hostname R3
ipv6 unicast-routing no ip domain lookup
banner motd # R3, ENCOR Skills Assessment, Scenario 1 # line con 0
exec-timeout 0 0 logging synchronous
exit
interface g0/0/1
ip address 10.0.11.1 255.255.255.0
ipv6 address fe80::3:2 link-local
ipv6 address 2001:db8:100:1011::1/64
no shutdown
exit
interface s0/1/0
ip address 10.0.13.3 255.255.255.0
ipv6 address fe80::3:3 link-local
ipv6 address 2001:db8:100:1010::2/64
no shutdown
exit
copy running-config startup-config // para guardar la configuracion hecha

Switch D1

hostname D1 ip routing

ipv6 unicast-routing no ip domain lookup

banner motd # D1, ENCOR Skills Assessment, Scenario 1 # line con 0
exec-timeout 0 0 logging synchronous exit

vlan 100

name Management exit

vlan 101

name UserGroupA exit

vlan 102
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name UserGroupB exit

vlan 999 name NATIVE exit

interface g1/0/11 no switchport

ip address 10.0.10.2 255.255.255.0

ipv6 address fe80::d1:1 link-local

ipv6 address 2001:db8:100:1010::2/64

no shutdown

exit

interface vlian 100

ip address 10.0.100.1 255.255.255.0

ipv6 address fe80::d1:2 link-local

ipv6 address 2001:db8:100:100::1/64

no shutdown

exit

interface vlan 101

ip address 10.0.101.1 255.255.255.0

ipv6 address fe80::d1:3 link-local

ipv6 address 2001:db8:100:101::1/64

no shutdown

exit

interface vlan 102

ip address 10.0.102.1 255.255.255.0

ipv6 address fe80::d1:4 link-local

ipv6 address 2001:db8:100:102::1/64

no shutdown

exit

ip dhcp excluded-address 10.0.101.1 10.0.101.109
ip dhcp excluded-address 10.0.101.141 10.0.101.254
ip dhcp excluded-address 10.0.102.1 10.0.102.109
ip dhcp excluded-address 10.0.102.141 10.0.102.254
ip dhcp pool VLAN-101

network 10.0.101.0 255.255.255.0
default-router 10.0.101.254

exit

ip dhcp pool VLAN-102

network 10.0.102.0 255.255.255.0
default-router 10.0.102.254

exit

interface range g1/0/1-10, g1/0/12-24, g1/1/1-4
shutdown

exit

Switch D2

hostname D2 ip routing
ipv6 unicast-routing no ip domain lookup
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banner motd # D2, ENCOR Skills Assessment, Scenario 1 # line con 0
exec-timeout 0 0 logging synchronous exit

vlan 100

name Management exit

vlan 101

name UserGroupA exit

vlan 102

name UserGroupB exit

vlan 999 name NATIVE

exit

interface g1/0/11 no switchport

ip address 10.0.11.2 255.255.255.0

ipv6 address fe80::d1:1 link-local ipv6 address 2001:db8:100:1011::2/64 no
shutdown

exit

interface vlan 100

ip address 10.0.100.2 255.255.255.0

ipv6 address fe80::d2:2 link-local ipv6 address 2001:db8:100:100::2/64 no
shutdown

exit

interface vlan 101

ip address 10.0.101.2 255.255.255.0

ipv6 address fe80::d2:3 link-local ipv6 address 2001:db8:100:101::2/64 no
shutdown

exit

interface vlan 102

ip address 10.0.102.2 255.255.255.0

ipv6 address fe80::d2:4 link-local ipv6 address 2001:db8:100:102::2/64 no
shutdown

exit

ip dhcp excluded-address 10.0.101.1 10.0.101.209

ip dhcp excluded-address 10.0.101.241 10.0.101.254

ip dhcp excluded-address 10.0.102.1 10.0.102.209

ip dhcp excluded-address 10.0.102.241 10.0.102.254 ip dhcp pool VLAN-101
network 10.0.101.0 255.255.255.0

default-router 10.0.101.254 exit

ip dhcp pool VLAN-102

network 10.0.102.0 255.255.255.0

default-router 10.0.102.254 exit

interface range g1/0/1-10, g1/0/12-24, g1/1/1-4 shutdown

exit

Switch Al

hostname Al
no ip domain lookup
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banner motd # A1, ENCOR Skills Assessment, Scenario 1 #

line con 0

exec-timeout 0 0

logging synchronous exit

vlan 100

name Management exit

vlan 101

name UserGroupA exit

vlan 102

name UserGroupB exit

vlan 999 name NATIVE exit
interface vlan 100

ip address 10.0.100.3 255.255.255.0
ipv6 address fe80::al:1 link-local
ipv6 address 2001:db8:100:100::3/64
no shutdown

exit

interface range f0/5-22

shutdown

exit

Figura 2. Topologia escenario 1 gns3
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a. Copie el archivo running-config al archivo startup-config en todos los
dispositivos.

b. Configure el direccionamiento de los host PC 1 y PC 4 como se muestra
en la tabla de direccionamiento. Asigne una direccion de puerta de enlace
predeterminada de 10.0.100.254, la cual sera la direccion IP virtual HSRP
utilizada en la Parte 4.

Figura 3. Configuracion inicial switch D1

~EEAPF=EO® 6

File Edit View Options Tansfer Script Tools Window Help

Control Node

= Of>»> WC Bmri

Annotate Tools Help

6 e

Porta |[DL(contig)#ip dhcp excluded-address 10.0.102.1 10.0.102.109 ~ =
ota | DL Ceont193#1p dhch excluded-address 10.0.102. 141 10.0.102. 254 fiopology Sumimaty,
Ol Dl(:cnf1g)#1p dhcp pool VLAN-101 Node Console

o1 {dhcp-config)#n
Crracebacke 100c4182 spc2552 90582€2 905550z 905350z P0L4ESz 021187 902042 347
3342z 3473(541 3338773z 333855Bz 3337EE7z 333982Az 333980Az 333B4E3z - Process
Spanning Tree”, CPu hog, pc 0x00870055
worl 10

o

) AT telnet 192.1¢
@ D1 telnet 192.1¢
@ D2 telnet 192.1¢
PC1 telnet localh

]

oct 4 00:42:18,511: Gsys-3cruroc: Task is running for (1997)msecs, more than
(ZOOO)msecs (0/0) process = spanning Tree.101.0 255.255.255.0 @ PC2 telnet localh
B1Cdnep-conf1g)#déFault router 10.0-101. 254 exit © PC3 telnet localh
% Invalid input detected at 'A’ marker. 9 PC4 telnet localhn
@RI telnet localh

DL dhep-configh#ip dncp pool vLan-102
p1(dhcp-config)#network 10.0.102.0 255.255.255.0
p1(dhcp-config)#default-router 10.0.102.254

o1 (chcp-config)#exit

I

telnet localh
R3 telnet localh

0

Toct 4 00:43:56.022: %SYS-5-CONFIG_I: Configured from console by console Servers Summary
£ » O GNSIVM (GNS3'

» @ NERUCPUTT.2%

Dl#conf t
nter configuration commands, one per line. End with CNTL/Z
SL(config)#ip dncp pool VLAN'10L
D1(dhcp-config)#network 10.0.101.0 255.255.255.0
oL (dhcp-conf ig)#default-roucer 10.0.101.254
D1 (dhcp-config)#exit
Translating “waw. cisco. con”

D1(cunf1g)hnterface range:g g0/0-3, g1/0-2, g2/0-2, g3/0-2
o1 {config-if-range)#shut
DL{config-if-range)#

-Traceback= 1DDC418z 8DC255z 90582Ez 905550z 90535Dz 9014E5z 90211Bz 9020AFZ 1CE
A9CB2 1CEA7207 1CEAA5CZ 1CEA2C0Z 1CEA273z - Process "TTY Background”, CPU hog, P
C Ox008FD94D

< B

Console
Running GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PyQt 5.12.3.
Copyright (¢) 2006-2021 GNS3 Technologies.

Use Help -> GNS3 Doctor to detect common issues.

Ot 4 00:50:44.580: %LINK-5-CHANGED: Interface Gigabitethernet0/0, changed sta
te to administratively down

FOCt_ 4 00:50:45.770: %LINEPROTO-5-UPDOWN: Line protocol on Interface Gigabiteth
ernet0/0, changed state to down

o
“oct 4 00:50:45.791: %LINK-5-CHANGED: Interface Gigabitethernet0/1, changed sta, =

Telnet: 192.168.202.12¢| 41, 40 |41 Rows, 80 Cols | VT100

® 13°C A Q) = e :&’v::”pm_ B

chivo Edicién  Formato
Script Tools  Window Help ipv6 address fes!

interface vlan 102

1p address 10.0.102.2 255. 255 255.0
mterface vian 102

Cont
uz(conf:g if)#i
||*oct 4 21 : %LINK-3-UPDOWN: Interface vlanl01, changed state to down
Z0C 3 01i36:33.007: %L INEPROTO-S-UPDOWN: Line protocol on Tnterface vianioz, c
hanged state to down address 10.0.102.2 255.255.255.0
ipv6 address feso Tink-Toca
D2(config-if)#ipvé address 2001:db8:100:102::2/64 ip dhcp excluded-address 10.0.101.1 10.0.101.209
DE{cont 1. L 4no shutdomn ip dhcp excluded-address 10.0.101.241 10.0.101.254
D2 (contig)#1p. dhcp._ excl ip dhcp excluded-address 10.0.162.1 10.0.102.209
*oct 4 01:26:57.674: %LINK-3-UPDOWN: Interface vlanl02, changed state to downud i pa
sdSadaress 10.0. 1011 16.0.101.209 g ip dhcp excluded-address 10.0.102.241 10.0.102.254
D2(config)#ip dhcp exclude 5 10.0.101.241 10.0.101.254 ip dhcp pool VLAN-101
anco:;1gg#wp dncp ex(;ugeg aggress 10.0.102.1 10.0.102.209 network 10.0.101.0 255.255.255.0
p2(config)#ip dhcp excluded-address 10.0.102.241 10
Transet g s prdncy default-router 10.9.101.254
.102. exit
DZ(cnnfig)*wp dhcp pool VLAN-101 ip dhcp pool VLAN-102
2 (dhcp-t conﬂg)#network 10.0.101.0 255.255.255.0 Kk 10.0.102.0 255.255.255.0
DZ(dhcp conf1g)#defau1t router 10.0.101.254 networ! -0.102. -255.
lhcp-config)#exi default-router 10.9.102.254
DZ((onfig)#wp ey ool VLAN-102
2(dhcp-c R#netork 10.0.102,0 255.255.255.0
D2(dhcp- ConE19) acF st -t ouer 1007203 35
D2(dhcp-config)#exit
Da(eonig)#interface range g0/0-3, g1/0-3, 92/0-2, §3/0-2
D2(confi = e):
D2(contig it T ansessenit
*oct 4 01:28:32.190: xunx 5-CHANGED: Interface GigabitEthernet0/0, changed sta
et Sdminasiativaly
Roct. 3 01728:33.248: %LINEPROTO-5-UPDOWN: Line protocol on Tnterface Gigabiteth
ernetO/O. changed state to down
134.064: %LINK-5-CHANGED: Interface Gigabitethernet0/1, changed sta Linea 118, columna 5 100%  Windows (CRLF)
adnintstratively down
01:28:34.630: %me- -CHANGED: Interface GigabitEthernet0/2, changed sta
te To administratively
*oct 01:28:35.012: XLINK 5-CHANGED: Interface Gigabitethernet0/3, changed sta
%0 adnimstrativaly
Roct 3701728135, 247: %LINEPROTO-5-UPDOWN: Line protocol on Interface Gigabiteth

80 Cols |VT100

& 13c A 2d
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Figura 5. Configuracion inicial switch Al
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shutdown
media-type rjas
negotiation auto

interface Gigabitethernet2/3
medi e rjas

S Lyp!
 negotiation auto
interface Sigabirecherneta/a
media-type
negut1atxun Ao

interface cigabitethernets/1
medi e rjas

=Lyp!
|negotiation auto
interface Sigabitethernet3/z
media-type
negut1atxun S0

interface cigabitethernets/3
medi e rjas

SLyp!
 negotiation auto

m(erfa(e Vian10

ress 16,0, 100 .3 255.255,255.0
ipv6 address FESO: ink-loca
,1pv6 address 2001 o68:100! 100::3/64

ip forward-protocol nd

no ip http server
no ip http secure-server

s S e el Estlos | Edicién
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BN . 1 X2 3.4t 5-i-6: 17\ 8.1 91001\ Doy Bt
¥lan 100
name Management
exit
¥ian 101
name UserGrouph
exit
ylan 102
name UserGrous
exit
¥lan 998
name NATIVE
exit
interface yian 100
ip address 10.0.100.3 255.255.255.0
1pv6 address feg0::al:l link-local
ipvé address 2001:db8:100:100::3/64
no shucdown
exit
interface range £0/5-22
shutdoun
exit
b. Copie el archivo running-gonfig al archivo startup-config en todos los dispositivos.
¢ Configure el direccionamiento de los host PC 1y PC 4 como se muestra en la tabla de
una direccién de puerta de enlace predeterminada de 10.0.100.254, la cual seré la dir
utilizada en la Parte 4.
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Executing the startup file
PCl> show ip

Pci[1]

IP/MASK 0.0.0.0/0
GATEWAY 0.0.0.0
MAC 00:50:79:66:68:00
LPORT 2;
RHOST:PORT : 127.0.0.1:10023
MU 1500

-

pc1> ip dhep

0D
Can't find dhcp server

PC1> ip 10.0.100.5/24 10.0. 100 254
checking for dupiicate addre
: 10.0.100.5 255.255. 255 O ga(eway 10.0.100.254

PC1> save
| Saving startup configuration to startup.vpe
one

PC1> show

NAME  IP/MASK GATEWAY MAC

RT

PCL  10.0.100.5/24 10.0.100. 254 00:50:79:
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£e80::250:79FF :fe66:6800/64

ATT rights reserved
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Figura 7. Comprobacion direccion PC4
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PC4> ip 10.0.100.6/24 10.0.100.254 Node Console ~
checking for duplicate address... » © Al telnet 192.168.202.128:5004 | eI
PCL : 10.0.100.6 255.255.255.0 gateway 10.0.100.254 » © D1 telnet 192.168.202.128:5000
4 ) » © D2 telnet 192.168.202.128:5002
et save il > < » @ PC1 telnet localhost:5000
#|saving startup configuration to startup.vpc » €3 PC2 telnet localhost:5002
done » @ PC3 telnet localhost:5004
PCa> show (@ PC4 telnet localhost:5006
» © Rl telnet localhost:5008
NAME IP/MASK GATEWAY MAC LPORT RHOST:PO » @ R2 telnet localhost:5010
PC4  10.0.100.6/24 10.0.100. 254 00:50:79:66:68:03 10028 127.0.0. » © R3 telnet localhost:5009
1:10029
pu fe80::250:79ff:fe66:6803/64
Servers Summary L)
v
- Lie R » © GNS3 VM (GNS3 VM) CPU 100.0%, RAM 31.5%
Ready Telnet: ::1 24, 6 |24 Rows, 80 Cols |VT100 NUM| ] » € NERU CPU 50.7%, RAM 92.2%
RO ITe -p — »
$ Descargas oo i fred]
[£] Documentos ? w0
[ Escritorio
&= Imagenes
D Masica >
‘ v
J Objetos 30 ~
: Console e
B videos Running GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PyQt 5.12.3. -
% Disco local (C) Copyright (c) 2006-2021 GNS3 Technologies.
= ag Use Help -> GNS3 Doctor to detect common issues.
= Disco (E) o % e =
6elementos 1 elemento seleccionado 964 KB
~ - - 10:10 a.m.
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Parte 2: Configurar lacapa2delaredy el
soporte de Host

En esta parte de la prueba de habilidades, debe completar la configuracién de la
capa 2 de la red y establecer el soporte basico de host. Al final de esta parte,
todos los switches deben poder comunicarse. PC2 y PC3 deben recibir
direccionamiento de DHCP y SLAAC.

Las tareas de configuracion son las siguientes:
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Tabla 2. Configuracion interfaces troncales IEEE

Tarea# | Tarea

Especificacion

En todos los switches configure

2.1 interfaces troncales IEEE 802.1Q sobre
los enlaces de interconexién entre
switches.

Habilite enlaces
trunk 802.1Q entre:
e D1 and D2
« D1 and Al
« D2 and Al

En todos los switches cambie la VLAN
2.2 nativa en los enlaces troncales.

Use VLAN 999 como
la VLAN nativa.
Switchport trunk
native vlan 999

End

En todos los switches habilite el
2.3 protocolo Rapid Spanning-Tree (RSTP)

Use Rapid Spanning
Tree (RSPT).
Revisar referencia

En todos los switches configure interfaces troncales IEEE 802.1Q sobre los

enlaces de interconexidon entre switches.

D1 (config)# Interface g0/1-6
Switchport trunk encaptulation dotlq
Switchport mode trunk

Lo anterior se repite para cada uno de los Switch dependiendo la interface

D1(config)#interface range g0/1-3, g1/0, g3/0-2
D1(config-if-range)#switchport trunk encapsulation dotlq
D1(config-if-range)#switchport mode trunk
D1(config-if-range)#no shutdown

Al(config)#interface range g0/0-3
Al(config-if-range)#switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#no shutdown
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D1 (config)# Interface range g0/1-3, g1/0, g3/0-2
D1 (config)# Switchport mode trunk

D1 (config)# Switchport trunk native vlan 999
End

D2 (config)# Interface range g0/1-3, g1/0, g3/0-2
D2 (config)# Switchport mode trunk

D2 (config)# Switchport trunk native vlian 999

D2 (config)#end

Al(config)#interface range g0/0-3
Al(config)#Switchport mode trunk
Al(config)#Switchport trunk native vlan 999
Al(config)#End

Figura 8. Comprobacién del protocolo spannig tree
y de troncales D1
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Figura 10. Comprobacion del protocolo spannig
tree y de troncales Al
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» 7 S BPS  Fie Edit View Options Trensfer Script Tools Window Hel
& OF >- - Jo K Z > 2
©l]
@ 2000)msecs ,process = 105v e1000. ~ [osso0a
14240 151 Svs -3 cauros Task is running for (1999)msecs, more than
(2000)msecs (0/0),process = 10Sv €1000. 128:5000
lo8:5002
» © 14:14:59,371: %SYS-3-CPUHOG: Task is running for (1998)msecs, more than
‘ (ZOOD)mse(s (0/0),process = TTY Background.
Al>enable R
Al#show spanning-tree A
VLANOOOL 6
spanning tree enabled protocol ieee
ROOT ID  Priority 3
ddress’ 0c1b. 3809. 0000
cost 4 )
port 1 (sigabitethernet0/0)
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
pct
Bridge ID Priority 32769 (prmrx(y 32768 sys-id-ext 1)
Y g = Address. 0cf9. aa6d. 0000
WelloTime 2 sec Max Age 20 sec Forward Delay 15 sec (=)
0o Aging Time 15 U 100.0%, RAM 35.8%
nterface Role sts Cost prio.nbr Type 2.7%
Gi0/0 RoOOT FWD 4
Gi0/1 Altn BLK 4
6i0/2 Desg FWD 4
Gi0/3 Desg FWD 4
Gi2/3 Desg FWD 4 2 P2p
Gi3/0 Desg FWD 4 3 P2p
Gi3/1 Desg FWD 4 P2p
Gi3/2 Desg FWD 4 P2p
Gi3/3 Desg FWD 4 16 P2p
s VLANO100 Pied i
spanning tree enabled protocol ieee
Conoi Root ID  Priority = 32868 e®
Use Help -> GNS3 Doctor to detect common issues. Address 0Ocib. 3809. 0000 -
Cost
=> Timeout after 30 seconds fo p:/fadmin@ compute: check th port (G1gab1(£(herne(0/0)
Error whie getting compute list: Operation tmeout Hello Time 2 sec 20 sec Forward pelay 15 sec v

Telnet:

Figura 11. Comprobacion del protocolo spannig
tree y de troncales Al

IMENTD Ein
A1 - SecureCRT

File Edit View Options Tansfer Script Tools Window Help

Archivo [UTSSM Insetar  Disefio  Disposicién  Referencias  Correspondencia

[ararmr ]
Pegar 7 3
P Copiarformato | N K & e X X T lonar -
Portapapeles & Fuente & spanning tree enabled protocol jeee A A
5 Root ID Priority
L - Address’ Oclb. 3809. 0000
cost 4
Port o L, (Sigabicecherneto/o
E Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
5 sridge 1o priority 32868 (priority 32768 sys-id-ext 100)
& Address’  0cf9.aa6
- Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
N Aging Time 300 sec
| Interface Role Sts Cost Prio.Nbr Type
-Traceback= 1DDC418z 8DC255z 90582Ez 9055501 QOSZSDI QGIAESI 902118z QGZDAFI 8DB
i SE7z 8DCO6AZ 8DDO9EZ SDCA3EZ 8DC78Dz 8DBSDAZ - Process "IOSv in console” ho
g, PC 0x008DB658
] ROOT FWD 4 1281 p2p
ATtn BLK 4 1282 P2p
B Desg FWD 4 1283 P2p
Desg FuD 4 1282 p2p
N VLANO101
Spanning tree enabled protocol ieee
g RoOt ID Priorit 328
Address’  Oclb. 3809.0000
cost
port 1, (Glgantiettiriito/o)
4 =4 Hello Time 2 sec 20 sec Forward Delay 15 sec
B Bridge ID Priority 32869 (priority 32768 sys-id-ext 101)
E < Address.  0cfo.aa6d. 0000
< . Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
] 5 Aging Time 300 sec
o = Interface Role sts cost Prio.Nbr Type
a A Gi0/0 RoOt FWD 4 128.1  P2p
© Gi0/1 Altn BLK 4 128.2  pP2p i
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Figura 12. Comprobacion del protocolo spannig
tree y de troncales Al
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- Gi0/2 Desg FwWD 4 P2p
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- = 0c1b. 3809. 0000
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o : port 1 (sigabitecherneto/o)
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Aging Time 300 sec

Interface Role sts Cost Prio.Nbr Type
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Figura 13. Comprobacion del protocolo spannig
tree y de troncales Al
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File Edit View Control Node Annotate Tools Help

& OH >-»

Options Transfer  Script Tools Window Help

@®
—F'_'_F_(_ﬁz 789: %SYS-3-CPUHOG: Task 15 running 1999)msecs, more than
(zuuu)msecs (0/0) ,process = IOSV
$ 06750 3527 S INEPROTO-5UPDOWN: Line protocol on Interface Gigabiteth [5004
ePneross: changed state to down 5000
A1(config-if-range)#exit
‘ Al(:onﬁg)#spanmng -tree mode rapid-pvst 5002
Al (config
L= ; secting bridge d (which=3) prio 32769 prio cfg 32768 sysi
aa6d
R initia izing port Gi2/3
RSTP(1): Gi2/3 is now designated
RSTP(1): initializing port Gi3/0
RSTP(1) w designated
RSTP(1) izing port Gi3/1
RSTP(1) designated
RSTP(1) izing port Gi3/2
RSTP(1) designated
RSTP(1) izing port Gi3/3
RSTP(1) 3/ designated
o STP(1): transmitting a proposal on Gi2/3 L
@ RSTP(1): transmitting a proposal on Gi3/0 o
=) RSTP(1): transmitting a proposal on Gi3/1 L
RSTP(1): Transmitring a proposal on Gi3/2 00.0%, RAM 35.4%
RSTP(1): transmitting a proposal on Gi3/3 %
RSTP(1): transmitting a proposal on Gi2/3
RSTP(1): transmitting a proposal on Gi3/0
RSTP(1): transmitting a proposal on Gi3/1
i RSTP(1): transmitting a proposal on Gi3/2
: RSTP(1): transmitting a proposal on Gi3/3
: RSTP(1): transmitting a proposal on Gi2/3
RSTP(1): transmitting a proposal on Gi3/0
RSTP(1): transmitting a proposal on Gi3/1
RSTP(1): transmitting a proposal on Gi3/2
RSTP(1): transmitting a proposal on Gi3/3
RSTP(1) /3 fdwhile Exp
RSTP(1): Gi3/0 fdwhile Expired
‘ RSTP(1): Gi3/1 fdwhile Expired —
RSTP(1): Gi3/2 fdwhile Expired B
Conso!e RSTP(1): Gi3/3 fdwhile Expired . @®
a«szvegonzzz4unw-nam(e%n>mwvm3ssqesnz 10andPyQt 5.12.3. : RSTP(I;: transmitting a proposal on Gi2/3 -
Copyrignt (9 2006-2021 GS3 Tech : RSTP(1): transmitting a proposal on Gi3/0
Use Help - >GNSSDennrmdetenmmmnmsmes RSTP(1): transmitting a proposal on Gi3/1
RSTP(1): transmitting a proposal on Gi3/2
- RSTP(1): transmitting a proposal on Gi3/3 " =
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File Edit View Control
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Tabla 3.

Figura 14. Comprobacion del protocolo spannig
tree y de troncales Al

Annotate Tools Help

2
enterprisekd-m’ passed code signing verification A
AL(config)#

~Traceback= 1DDC4182 8DC255z 90582£z 9055502 905350z SOI4EST 9070187 9020aF2 B2
4z - Process "I0sv e1000”, CPU hog, PC Ox008F6E4

*0ct 10 15:11:44.317: %SYS-3-CPUHOG: Task is running for (1998)msecs, more than
(Z%OO)msecs (0/0),process = I0Sv €1000
AL
S acebake 100c4182 80C2552 9058262 903550z 905350z 9014ESz 9021182 90204Fz 347
EE852 347EDB7z 7EALDFZ - Process 'Per-minute Jobs", CPU hog, PC OXO3EOASA7

10 15:20:21,225: %Svs-3-CPUHOG: Task is running for (2000)msecs, more than
(zooo)msecs (0/0),process = per-minute Jol
A1 (config)sexit

oer 10 15:22:39.045: Hsvs-5- CONFIG_I: Configured from console by console

A A1#show Spanning-tree

«dci

Console

n 2.2.240n Wr-de s G5 wih Pyfon 3.6.8GE 5. 12 0 andPYQES. 123

'VLANOOOL
Spanning tree enabled protocol rstp
Root 1D Priority

Address U(fg aa6d. UUUU
s bridge is the roo
Heﬂu Hne. 3 sec Max Age 20 sec Forward pelay 15 sec
Bridge 10 Priority 32769 (priority 32768 sys-id-ext 1)
Address’ 0cf9. aaéd. 0000
Hello Time 2 sec Max Age 20 sec Forward Delay 15 sec
Aging Time 300 sec

nterface Role sts Cost Prio.Nbr Type
Gi2/3 Desg FwD 4 128.12  P2p
Gi3/0 Desg FWD 4 128.13  P2p
Gi3/L Desg FwD 4 128.14 P2p

i3/2 Desg FWD 4 128.15  P2p
Gi3/3 Desg FwD 4 128.16 P2p

e®

B®
100.0%, RAM 35.7%
%

Runr
Copyrignt (9 2006-2021 G5 Tech
Use Help -> GNS3 Doctor to dete e e imes:

= . W

»\."0

puertos de acceso del host

80 Cols | VT100

o 10:34 a.
®7C A GO E P

Configuracién RSTP, EtherChannels LACP,

Tarea#t

Tarea

Especificacién

2.4

En D1y D2, configure los puentes
raiz RSTP (root bridges) segun la
informacion del diagrama de
topologia.

D1 y D2 deben proporcionar
respaldo en caso de falla del
puente raiz (root bridge).

Configure D1 y D2 como raiz (root)
para las VLAN apropiadas, con
prioridades de apoyo mutuo en
caso de falla del switch.

2.5

En todos los switches, cree
EtherChannels LACP como se
muestra en el diagrama de
topologia.

Use los siguientes nimeros de
canales:
e D1 a D2 - Port channel 12

« D1 a Al — Port channel 1
¢ D2 a Al — Port channel 2
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En todos los switches, configure Configure los puertos de acceso

los puertos de acceso del host con la configuracién de VLAN
(host access port) que se conectan | adecuada, como se muestra en el
2.6 a PC1, PC2, PC3y PCA4. diagrama de topologia.

Los puertos de host deben pasar
inmediatamente al estado de
reenvio (forwarding).

Verifique los servicios DHCP IPv4. | PC2y PC3 son clientes DHCP y
2.7 deben recibir direcciones IPv4
vélidas.

PC1 deberia hacer ping con éxito a:
« D1:10.0.100.1
o D2:10.0.100.2
o PC4:10.0.100.6
PC2 deberia hacer ping con éxito a:
« D1:10.0.102.1
o D2:10.0.102.2
2.8 Verifique la conectividad de la LAN | PC3 deberia hacer ping con éxito a:
local « D1:10.0.101.1
« D2:10.0.101.2
PC4 deberia hacer ping con éxito a:
« D1:10.0.100.1
o D2:10.0.100.2
o PC1:10.0.100.5

En D1y D2, configure los puentes raiz RSTP (root bridges) segun la informacion
del

D1y D2 deben proporcionar respaldo en caso de falla del puente raiz (root
bridge).

Habilitacion del comando spaning-tree se puede realizar siguiendo los siguientes
pasos

D1(config)#spanning-tree mode rapid-pvst
D1#show spanning-tree

D2(config)#spanning-tree mode rapid-pvst
D2#show spanning-tree

En todos los switches, cree EtherChannels LACP como se muestra en el diagrama
de topologia.
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D1(config)#in range g1/0, g0/1-3

D1(config-if-range)#Switchport trunk encapsulation dotlq
D1(config-if-range)#switchport mode trunk
D1(config-if-range)#switchport trunk native vian 999
D1(config-if-range)#channel-group 12 mode active
Creating a port-channel interface Port-channel 12
D1(config-if-range)#no shutdown

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#in range g1/0, g0/1-3
D2(config-if-range)#Switchport trunk encapsulation dotlq
D2(config-if-range)#switchport mode trunk
D2(config-if-range)#switchport trunk native vlan 999
D2(config-if-range)#channel-group 12 mode active

Creating a port-channel interface Port-channel 12

D2(config-if-range)#no shutdown
D2(config-if-range)#end

Dl#enable

D1#conft

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#in range g3/0-1

D1(config-if-range)#Switchport trunk encapsulation dotlq
D1(config-if-range)#switchport mode trunk
D1(config-if-range)#switchport trunk native vlan 999
D1(config-if-range)#channel-group 1 mode active

Creating a port-channel interface Port-channel 1

D1(config-if-range)#no shutdown
Dl1#end

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#in range g0/0-1

Al(config-if-range)#Switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 1 mode active

Creating a port-channel interface Port-channel 1

Al(config-if-range)#no shutdown
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Al(config-if-range)#end

D2#enab

D2#conft

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#int range g3/0-1
D2(config-if-range)#Switchport trunk encapsulation dotlq
D1(config-if-range)#switchport mode trunk
D1(config-if-range)#switchport trunk native vlan 999
D2(config-if-range)#channel-group 2 mode active
Creating a port-channel interface Port-channel 2
D2(config-if-range)#no shutdown

D2#end

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#int range g0/2-3

Al(config-if-range)#Switchport trunk encapsulation dotlq
Al(config-if-range)#switchport mode trunk
Al(config-if-range)#switchport trunk native vlan 999
Al(config-if-range)#channel-group 2 mode active

Creating a port-channel interface Port-channel 2
Al(config-if-range)#no shutdown

Al#end

En todos los switches, configure los puertos de acceso del host (host access port)
gue se conectan a PC1, PC2, PC3y PC4.

D1(config)#int g2/0
D1(config-if)#switchport mode access
D1(config-if)#switchport access vian 100
D1(config-if)#no shutdown

D2(config)#int g2/0
D2(config-if)#switchport mode access
D2(config-if)#switchport access vlan 102
D2(config-if)#no shutdown

Al(config)#int g2/0
Al(config-ify#switchport mode access
Al(config-if)#switchport access vlan 100
Al(config-ify#no shutdown
Al(config-if)#exit

Al(config)#end
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Al(config)#int g2/1
Al(config-if)y#switchport mode access
Al(config-if)#switchport access vlan 101
Al(config-if)#no shutdown
Al(config-if)#exit

Al(config)#end

Verifique los servicios DHCP IPv4.

Figura 15. Comprobacion del DHCP en las
interfaces de D2.

t{ [ D2 - SecureCRT
File Edit View Options Transfer Script

ABEBR oAt [BRABISE IS e

S S
R4V E @ D1 v PCl ¥ PC4

Tools Window Help

£ ~
end

3/|p2#show ip dhcp_binding
Bindings from all pools not associated with VRF:

IP address client-ID/ Lease expiration Type state
Interface
Hardware address/
user name

D2#show ip dhcp pool

J|Pool_VLAN-101 :

utilization mark (high/low) : 100 / O
subnet size (first/next) : 0 0
U] Total addresses 1 254
Leased addresses : 0
excluded addresses : 223
pending event none
1 subnet is current]y in the poo1 3
current index P address range Leased/Excluded/Total
10.0.101.1 10 0.101.1 - 10.0.101.254 0 / 223 / 254
Pool VLAN-102 :
utilization mark (high/low) : 100 / O
subnet size (first/next) :0/0
Total addresses 1 254
Leased addresses : 0
excluded addresses : 223
pending event none
3|| 1 subnet is currently in the poo1
S| current index IP address range Leased/Excluded/Total
10.0.102.1 10.0.102.1 - 10.0.102.254 0 / 223 / 254
p2#f] v

Telnet: 192.168.202.12¢

33, 4 |33 Rows, 97 Cols |VT100

9:35 a.m.
® 17°c A TIO) @ EsP 11/10/2021 L]

Parte 3: Configurar los protocolos de

enrutamiento

En esta parte, debe configurar los protocolos de enrutamiento IPv4 e IPv6. Al final
de esta parte, la red deberia estar completamente convergente. Los pings de IPv4
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e IPv6 a la interfaz Loopback 0 desde D1 y D2 deberian ser exitosos.

Nota: Los pings desde los hosts no tendran éxito porque sus puertas de enlace
predeterminadas apuntan a la direccion HSRP que se habilitara en la Parte 4.
Las tareas de configuracion son las siguientes:

Tabla 4.

Configuracion de protocolos de enrutamiento

Tarea#

Tarea

Especificacion

3.1

En la “Red de la Compainiia” (es
decir, R1, R3, D1, y D2),
configure single- area OSPFv2 en
area 0.

Use OSPF Process ID 4 y asigne los
siguientes router- IDs:

« R1:0.04.1

« R3:0.04.3

« D1:0.0.4.131

o D2:0.0.4.132

En R1, R3, D1, y D2, anuncie todas
las redes directamente conectadas /
VLANSs en Area 0.

« En R1, no publique la red R1 —
R2.

« En R1, propague una ruta por
defecto. Note que la ruta por
defecto deberé ser provista por
BGP.

Deshabilite las publicaciones
OSPFv2 en:

o D1:todas las interfaces excepto
G1/0/11

« D2:todas las interfaces excepto
G1/0/11
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En la “Red de la Compainiia” (es Use OSPF Process ID 6 y asigne los

decir, R1, R3, D1,y D2), siguientes router- IDs:
configure classic single-area « R1:0.0.6.1
OSPFv3 en area 0. « R3:0.0.6.3
« D1:0.0.6.131
« D2:0.0.6.132
3.2 En R1, R3, D1, y D2, anuncie todas

las redes directamente conectadas /
VLANSs en Area 0.

« En R1, no publique la red R1 —
R2.

« On R1, propague una ruta por
defecto. Note que la ruta por
defecto debera ser provista por
BGP.

Deshabilite las publicaciones
OSPFv3 en:

« D1:todas las interfaces excepto
G1/0/11

« D2:todas las interfaces excepto
G1/0/11

En la “Red de la Compania” (es decir, R1, R3, D1, y D2), configure single- area
OSPFv2 en area 0.

R1(config)#router ospf 4

R1(config-router)#router-id 0.0.4.1
R1(config-router)#network 10.0.10.0 0.0.0.255 area O
R1(config-router)#end

Se crea la ruta por defecto
R1(config)#interface s5/0
R1(config-if)#ip route 0.0.0.0 0.0.0.0 s5/0

D1(config)#router ospf 4

D1(config-router)#router-id 0.0.4.131
D1(config-router)#network 10.0.10.0 0.0.0.255 area 0
D1(config-router)#exit

D1(config)#end

D1(config)#router ospf 4

D1(config-router)#network 10.0.100.0 0.0.0.255 area 0
D1(config-router)#network 10.0.101.0 0.0.0.255 area O
D1(config-router)#network 10.0.102.0 0.0.0.255 area 0
D1(config-router)#passive-interface e1/0
D1(config-router)#passive-interface e0/2
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D1(config-router)#passive-interface e0/1
D1(config-router)#passive-interface e0/3
D1(config-router)#passive-interface e2/0
D1(config-router)#passive-interface e3/1
D1(config-router)#passive-interface e3/0

D1(config)#router ospf 4

D1(config-router)#network 10.0.100.0 0.0.0.255 area 0
D1(config-router)#network 10.0.101.0 0.0.0.255 area 0
D1(config-router)#network 10.0.102.0 0.0.0.255 area 0
D1(config-router)#passive-interface e1/0
D1(config-router)#passive-interface el/1
D1(config-router)#passive-interface el/2
D1(config-router)#passive-interface el/

*Oct 27 01:49:16.018: %CDP-4-DUPLEX_MISMATCH: duplex mismatch
discovered on Ethernet0/0 (not full duplex), with R1 GigabitEthernet0/0 (full
duplex).

D1(config-router)#passive-interface el1/3
D1(config-router)#passive-interface e2/1
D1(config-router)#passive-interface e3/0
D1(config-router)#passive-interface e3/1

D1(config-router)#

D2(config)#router ospf 4

D2(config-router)#router-id 0.0.4.132
D2(config-router)#network 10.0.11.0 0.0.0.255 area 0
D2(config)#end

D2(config)#router ospf 4

D2(config-router)#network 10.0.100.0 0.0.0.255 area 0
D2(config-router)#network 10.0.101.0 0.0.0.255 area O
D2(config-router)#network 10.0.102.0 0.0.0.255 area 0
D2(config-router)#passive-interface e1/0
D2(config-router)#passive-interface e0/2
D2(config-router)#passive-interface e0/1
D2(config-router)#passive-interface e0/3
D2(config-router)#passive-interface e2/0
D2(config-router)#passive-interface e3/1
D2(config-router)#passive-interface e3/0

D2(config-router)#passive-interface e1/0
D2(config-router)#passive-interface el/1
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D2(config-router)#passive-interface el/2
D2(config-router)#passive-interface el/

D2(config-router)#passive-interface el/3
D2(config-router)#passive-interface e2/1
D2(config-router)#passive-interface e3/0
D2(config-router)#passive-interface e3/1

R3(config)#router ospf 4
R3(config-router)#router-id 0.0.4.3
R3(config-router)#network 10.0.11.0 0.0.0.255 area 0

Figura 16. Comprobacion de la configuracion
de ospf D1
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+ - replicated route, % - next hop override

AetOn @

Gateway of last resort is not set

oL#
! ~Traceback= 1DDC418z 8DC255z 90582Ez 9055502 90535Dz 9014E5z 902118z 902
Console. 0AFz 8F2304z - Process "IOSv €1000", CPU hog, PC 0x008F6DB7

g B veron 2:2:24 o Widowe (45 Eyshon 5.0 05512710 20d PYQL 51223
Copyioht ©) 20062021 GNS3 Technaog
Use il > GS3 Doctr o detect common ssues

*oct 12 16:06:46.000: %SYS-3-CPUHOG: Task is running for (1998)msecs, mo
re#ﬁhan (2000)msecs (0/0),process = IOSv €1000.
DL

L=
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Figura 17. Comprobacion de la configuracion
de ospf R1 comprobacién protocolo ospf

e compatibilida

File Edit View

Options Transfer  Script Tools  Window,

Help ompartir

o File Edit View Control Node Annotate Tools Help ok :
Pegar a ¢ b il - =
2 cpiarformat] [ [ @ >_ B= [-] exec-tineowe 00 =
privilege level 15
Portapapeles = Topology surf| 109ging synchronous ~
stopbits
- Node 13n
W y @ a1 i
i '
E » 901 dleng
- » @02
2 » @ pc1 ¢|R1# conf t
— Enter configuration commands, one per line. End with cNTL/z.
R ¥ PC2 §1r1 (config)#route ospf 4
» @ pC3 f|% Ambiguous command: “route ospf 4"
3 » @ pca d|Ri(config)#router ospf 4
Rl(conf'\g router)#rou(er id 0.0.4.1
3 » @ R §|R1(config-router)#en
» @R IR
ke » @R *Oct 12 09:46:03.159: %SYS-5-CONFIG_I: configured from console by consol
B Rl#show ip protocols | include router id
4 Servers Sumn]| R1#show ip pro(o:(ﬂ
Routing Protocol is
- » @ GNs3|| T outgoing upcme Fircer hst for all interfaces is not set
) © neruf| Incoming update filter 1ist for all interfaces is not set
7] Router ID 0.0.4.1
2 Number of areas’in this router is 0. 0 normal 0 stub 0 nssa
Maximum path: 4
3 Routing For Networks
: Reference bandwidth unit is 100 mbps
2 Roumng Informamon sources:
Distance Last Update
Distancel (default 1 1169
= il -
: v
o Console Telnet: :1 , 72 Cols_|VTI00 NUM
4 2.2.24 on Windows ! 3.6.8Qt5.12.10 and PyQt 5.12.3. T
: Copyright (1) 2006-2021 GNS3 Technologies.
o Use Help -> GNS3 Doctor to detect common issues.
- - c
- 1 1
Pagina 24 de 28 3854 palabras Espafiol (Espafia) & NS = L + 120%

Figura 18. Comprobacion de la configuracion
de ospf R3 comprobacion protocolo ospf

€

File Edit View Control Node Annotate Tools Help

- mE File Edit View Options Tensfer Script Tools Window Help
B O > p g T

Tﬂpﬁ% L
Tine vey 0 B:5004

,Jogin :5000
énd 3002
R3#conf t

Enter configuration commands, one per line. End with CNTL/z.
R3(config)#router ospf

R3(config-t rou(er)krou(er -id 0.0.4.3

R3(config-router)#en

focii 09:56:45.359: %SYS-5-CONFIG_I: Configured from console by consol

R]#Show ip protocols
Routing Protocol is_"ospi
utgoing update £ilter Vsrfor-an dneerfaces 1s notiset
Incoming update filter Tist for all interfaces is not set
Router 1D 0.0.4.3
unber of areas in this router is 0. 0 normal 0 stub 0 nssa o®
Maximum path: 4
Routing for Networks:
Reference bandwidth unit is 100 mbps 0%
Routing Irrformanon Sources:
atew tance Last update
Distance) (defaulc is 1109

Nt @K @

‘ B

(onm!: &
g GRS verdon 22:24 o Widows (6444) W Byfhion 3,68 Q1 5:12:10and PYQE 123 B

cwvngm (c) 2006-2021 GNS3 Technolog

Usk Hilp > GNSS3 Doctr o detect common ssues
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File Edit

View Control Node Annotate Tools

e OF > D>

VAt OInh @

<

Console

Gat bistance Last Update
g QIS version 2.2 on Windows (645 with Pyon 3.6 QF 5. 120 and PYGQE5.12.3. P

Runr
Copyont € 20062021 GNE3 Technek
0% il - GNS3 Doctor o detect comon sues.
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Figura 19. Comprobacion de la configuracion

de ospf D1 comprobacién protocolo ospf 4

D1 - SecureCRT
File

Edit  View

Options  Transfer

Script  Tools

Window Help

D1 x [fai]

VRl VR

DL>

-Traceback= 1DDC4182 8DC2552 90582Ez 905550z 90535Dz 9014E52z 9021182 0z
0AFz 7ABGB1z 34908002 7EALEDZ - Process "Per-minute Jobs", CPU hog
X0348!

*Oct 12 15:36:09.097: %SYS-3-CPUHOG k is running for (1999)msecs, mo
re than (2000)msecs (0/0),process = Per-minute Jobs.

pl#conf t

Enter configuration commands, one per line. End with CNTL/Z
pl(config)#router ospf 4

ol (config-router)#router-id 0.0.4.131

o1 (config-router)#end

[
20CT 12 15:37:58.793; %SYS-5-CONFIG_T: Configured from console by consol

BL#show ip protocols
**% Ip Routing is NSF aware ***

Routing Protocol is “application”
sending updates every 0 seconds
Invalid after 0 seconds, hold down 0, flushed after 0
outgoing update filter list for all interfaces is not set
Incoming update filter 1ist for all interfaces is not set
maximum path:
Routing for Networks
Routing Informatwon Sources:
Distance Last update
vistance’ (default is 4)
Routing Protocol is "os
outgoing update filter Tee for an interfaces is not set
Incoming update filter 1ist for all interfaces is not set
Router ID 0.0.4.131
Mumber of areas’in this rouer is 0. 0 normal 0 stub 0 nssa
maximum pat
Routing For e —
Routing Informx(\an Sources:

pistance! (default is 1105

, 72 Cols_| VT

Iy &

et 192.168.202.128:5004
et 192.168.202.128:5000
et 192.168.202.128:5002
et localhost:5000
et localhost:5002
et localhost:5004
et localhost:5006
et localhost:5008
et localhost:5010
et localhost:5009

®
(GNS3 VM) CPU 100.
U 100.0%, RAM 93.2%

Figura 20. Comprobacion de la configuracion
de ospf D2 comprobacion protocolo ospf 4

g
D2 - SecureCRT - o X -
File Edit View Options Transfer Script Tools Window Help

v RS “ | Topology Summary ax
[Fe than (2000)msecs (070) process = Tosv e1000. & Node Console
O aceback= 100c4182 80c2552 9058262 905550z 905350z 9014E5z 902118z 902 O AT telnet 192.168.202.128:5004
0AFZ 34AD763z 34AD617z - Process "Check heaps”, CPU hog, PC 0x034ADAD7 » @ D1 telnet 192.162.202.128:5000

' @ X
“0ct 12 15:38:55.058; %SYS-3-CPUHOG: Task s running for (1999)msecs, mo - D2 et 1000201283002
re than (2000)msecs (0/0),process = check heaps. v PC1 telnet localhost:5000
g%;ena? b » @ PC2 telnet localhost:5002
cont

Enter configuration commands, one per line. End with CNTL/Z. > © PC3 telnet localhost:5004
p2(config)#router ospf 4 » @ PC4 telnet localhost:5006
DR oI e e 14 0:0:4:122 L@ L1 (b locations 26
D - » © R2 telnetlocalhost:5010
oct 12 15:40:34.542: %SYS-5-CONFIG_I: Configured from console by consol a » @ R3 telnet localhost:5009

eshor
DZ#show ip_protocols
** IP ROUTiNg is NSF aware *#%

routing protoco] 1 "application”
sending updates every 0 second:
Invalid after 0 seconds, hold down 0, flushed after 0
outgoing update filter 1ist for all interfaces is not set
Incoming update filter Tist for all interfaces is not set
maximum : 3
Routing for Networks:
Routing : xnforma:won Sources:
Dpistance Last update
ms(an:e (default is 4)
Routing Protocol is “osp
outgoing update S e e AT e e e
Incoming update Filter Tist for all interfaces is not set
Router ID 0.0.4
Number of areas wn (hws router is 0. 0 normal 0 stub 0 nssa
maximum path: 4
Routing for Networks:
Routing Informatfon Sources:
Gateway tance Last update
pistanc (dehuk 15 110)

18

Servers Summary es

» @
» @

GNS3 VM (GNS3 VM) CPU 100....
NERU CPU 100.0%, RAM 93.2%
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Figura 21. Comprobacion de la configuracion de
ospf R3

€

File Edit View Control Node Annotate Tools Help

F OF>> HC FmIco - §RQE

File Edit View Options Tansfer Script Tools Window Help

Checksum Sum 0x002CE2
Tink LsA 0. checksum sum 0x000000

VetOnh @

RIP, M - mobile, B - BGP o8
xtérnal, O - OSPF, IA - OSPF inter area PU100...
ternal type 1, N2 - OSPF NSSA external type 2 Me73%
E2 . OSPF external type 2 L
i - 1s-Is, su - Is-15 ary, L1 - Is-Is level-1, L2 - Is-Is level-2
ia - Is-I5 inter area, * - candidate default, U - per-user static route
0 - ODR, P - periodic downloaded static route
Gateway of last resort is not set
. 10.0.0.0/24 is subnetted, 2 subnets
c 10.0.11.0 is directly connected, Gigabitetherneto/o
10.0.13.0 is directly connected, serials/
27 Rows, 80 Cols_|VT100

Console e
ing GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PyQE 5.12.3, 7

Copyright (<) 2006-2021 GNS3 Technologies.

Use Help -> GNS3 Doctor to detect common issues.

= B B LA D @ ™ & e " . B e ~ Do m e I o

13/10/2021

En la “Red de la Compafiia” (es decir, R1, R3, D1, y D2), configure classic single-
area OSPFv3 en éarea 0.

R3#conf t
R3(config)#ipv6 router ospf 6
R3(config-rtr)#router-id 0.0.6.3

R1#conf t

R1(config)#ipv6 router ospf 6
R1(config-rtr)#router-id 0.0.6.1
R1(config)# ipv6 router ospf 6
R1(config-rtr)# passive-interface default

D2#conf t

D2(config)#ipv6 unicast-routing

D2(config)# ipv6 cef

D2(config)#ipv6 router ospf 6

D2 (config-rtr)#router-id 0.0.6.132

D2 (config)#int e0/0

D2(config-if)# ipv6 ospf 1 area 0

D2(config-if)# interface e0/0
D2 (config-if)#ipv6 add 2001:db8:100:100::1/64 area 0
D2 (config-if)#ipv6 add 2001:db8:100:101::1/64 area 0
D2 (config-if)#ipv6 add 2001:db8:100:102::1/64 area 0
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D2(config)#ipv6 router ospf 6

D2(config-router)#passive-interface e1/0
D2(config-router)#passive-interface el/1

D2(config-router)#passive-interface el/2
D2(config-router)#passive-interface el1/3
D2(config-router)#passive-interface e3/0
D2(config-router)#passive-interface e3/1

Figura 22. Configuracion de ospf 6 R3

€

File Edit View Control Node Annotate Tools Help

== OF>)> HC Zm

&

e
d S

Switches

ATM switch
CiscoI0UL2 151

Cisco 10U L2 1519

Cisco 10U 12-2021

@@ Ethemet hub

P Ethemet switch

“ Frame Relay switch

&@P swhithel

UAetOLHh @

[

fenew template ]

Console

unring GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PYQE 5,123,
Copyright () 2006-2021 GNS3 Technologies.
Use Help -> GNS3 Doctor to detect common issues.

Transfer

File Edit View Options

Sciipt Tools Window Help

n
2.051: %LINEPROTO-5-UPDOWN:

iown
8:02:42.055: %LINEPROTO-5-UPDOWN:
changed s(a(e To_down
*oct 16 O ;259: %LINEPROTO-5-UPDOWN:
changed sta(e T0_dow
5100142, 275 %5YS-5-CONFIG_I: Configured from menory by console
*OCt 16 08:02:46.250: %SYS-5-RESTART: System restarted -
Cisco 105 Software, 7200 Software (C7200-ADVENTERPRISEKO-M), Version 12.4(24)T5
SELEASE SGRTMIRE (Fc )
Technical Support: http://ww. cisco. com/techsupport
? 1985 2011 by (15:0 systens, Inc.
11 0 by prod_rel ’team
e e R b2 vde, 347 stmwn s Lol oAk e agent on host R3 is undergoing a ¢
old start

Line protocol on Interface serials/2,

Line protocol on Interface serials/s,

6.503: %CRYPTO-6-ISAKMP_ON_OFF: ISAKMP is
6.507: %CRYPTO-6-GDOI_ON_OFF: GDOI is OFF Rs, ENCOR skills Assess
T

r configuration commands, one per line.

R3(config)#1pv6 router ospf

R;(:onﬁg rr)#router-id 0. o 6.3
R3(config-rtri#exit

B3 (config)end

end with cNTL/Z.

“Oc! 16 09:23:53.063: %SYS-5-CONFIG_I: Configured from console by console
R intating "end"

Translating "

{|Trans1ating "end

% Bad IP address or host name
% unknown command or computer name, or unable to find computer address
R3# show ipv6 ospf neighbor
R3#show ipv6 protocols
IPV6 Routing Protocol is "connected”
IPv6 Routing Protocol is "ospf 6"
Redwscrwbucwon

R3#0 Shew 1pvE ospf interface
s
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3.3

En R2 en la “Red ISP,
configure MP- BGP.

Configure dos rutas estaticas predeterminadas a
través de la interfaz Loopback O:

« Una ruta estatica predeterminada IPv4.

« Una ruta estética predeterminada IPv6.

Configure R2 en BGP ASN 500 y use el router-id
2.2.2.2.

Configure y habilite una relacion de vecino IPv4 e
IPv6 con R1 en ASN 300.

En IPv4 address family, anuncie:
e Lared Loopback 0 IPv4 (/32).
 La ruta por defecto (0.0.0.0/0).

En IPv6 address family, anuncie:
o Lared Loopback 0 IPv4 (/128).
« La ruta por defecto (::/0).

3.4

En R1 en la “Red ISP,
configure MP- BGP.

Configure dos rutas resumen estaticas a la interfaz
Null O:

» Una ruta resumen IPv4 para 10.0.0.0/8.

« Una ruta resumen IPv6 para 2001:db8:100::/48.
Configure R1 en BGP ASN 300 y use el router-id
1.1.1.1.

Configure una relacién de vecino IPv4 e IPv6 con

R2 en ASN 500.

En IPv4 address family:

Deshabilite la relacion de vecino IPv6.
Habilite la relacién de vecino IPv4.
Anuncie la red 10.0.0.0/8.

En IPv6 address family:

Deshabilite la relacion de vecino IPv4.
Habilite la relaciéon de vecino IPV6.
Anuncie la red 2001:db8:100::/48.

Tabla 5. Configuracion de MP-BGP
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En R2 en la “Red ISP”, configure MP- BGP.

R2(config)#ipv6 unicast-routing

R2(config)#Router bgp 500

R2(config-router)#neighbor 209.165.200.225 remote-as 300
R2(config-router)#

*Oct 28 20:14:44.635: %BGP-5-ADJCHANGE: neighbor 209.165.200.225 Up
R2(config-router)# neighbor 2001:db8:200::1 remote-as 300
R2(config-router)#neighbor 209.165.200.225 update-source loopbackO
R2(config-router)#neighbor 2001:db8:200::1 remote-as 300
R2(config-router)#neighbor 2001:db8:200::1 update-source loopbackO
R2(config-router)#exit

R1(config)#router bgp 300

R1(config-router)#neighbor 209.165.200.226 remote-as 500
R1(config-router)#

*Oct 28 20:48:57.315: %BGP-5-ADJCHANGE: neighbor 209.165.200.226 Up
R1(config-router)#neighbor 2001:db8:200::2 remote-as 500
R1(config-router)#exit

R1(config)#end

R1(config)#router bgp 300
R1(config-router)#address-family IPV4 unicast
R1(config-router-af)#neighbor 209.165.200.226 active ?
% Unrecognized command
R1(config-router-af)#neighbor 209.165.200.226 activate
R1(config-router-af)##network 209.165.200.226 mask 255.255.255.224
R1(config-router-af)#exit-address-family
R1(config-router)#address-family IPV6 unicast
R1(config-router-af)#neighbor 2001:db8:200::2 activate
R1(config-router-af)#network 2001:db8:200::/0
R1(config-router-af)#exit
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Figura 23. Configuracion de ISP R1

File Edit View Options Transfer Sciipt Tools Window Help

qr1v11ege Vever s
ogging synchronous
stopbit
11ne v(y o 4

ogin

end

R1# conf t

Enter contiguration comands, one per ine. End with cTL/z
R1(config)#router bgp 300

RLCCont o Fouters#ndhghbor 209.165.200.225 255.255.255.224 remote-as 500
% Invalid input detected at ‘A" marker.

R1 (config-rourer)dnelghbor 203.165.200.223 remote-as 500

% Cannot _configure the local system as neighbor
R1(config-i router)#ne1ghbor 209 165.200. 226 remote-as 500
R1(config-router)#

“oCt 28 20:48:57.315: %BGP-5-ADICHANGE: neighbor 209.165.200.226 Up
Ri{config-router)# neighbor 2001:dbs:200::1 remore-as 500
% Cannot configure the local system eighbor
R1(Config-router)#neighbor 2001 :b8: 200+ :2 remote-as 500
R1(config-router)#exit
R1(config)#end

#

*OCt 28 20:54:16.971: %SYS-5-CONFIG_I: Configured from console by console
Hanetating "end
Translating "end"
Translating “end"

% Bad IP address or host name

unknown command or computer name, or unable to find computer address
nushuw run J o5 bgp
router bgp
no syncl runwzatiun
0g- ne1ghhur :hanges

2 remote-as 500

65. 200 6 remote-as 500

Telnet: :1 46, 4 |46Rows, 167 Cols |VTI00

@ 13°C Muynublado A~ 7z 9 m ESP

28/10/2021

Figura 24. Configuracion de ISP R2

[@r

File Edit View Transfer  Script  Tool indow  Help

Enter ¢ nF1gura mmand € per Tine. End with CNTL/Z

R2(config)#ipv6 um(ast ruunng

R2conf19)#Router bop

R2(config- rnuter)#ne1ghhnr 209.165.200.225 remote-as 300
R2(config-route

*oct 24544635 xocp-5- ADICHANGE: neighbor 209.165. 200.225 Up
RZ((unﬁg ruuter;# neighbor 20 mote-as 300
R2({config-router)#neighbor 209.165.200.225 upda(e source loopback0
Ra(conf ig-router#neighbor 2001:dbé: 20 remote-as 300

R (cont ig-roirter)nelghbor: 2001:db8 update-source Toopbacko
R2(conf ig-router)sexit
R2(config)#en

R2#end

*oct 53 20:18:35.763: %SYS-5-CONFIG_I: Configured from console by console
R2#en

Translating "end"

Translating "end

Translating "end"

% Bad Ip address or host name

% unknown command or computer name, or unable to find computer address
R2#R2# show run | sec bgp

% Invalid input detected at 'A" marker.

R2#s|

router bgp 500
no synchronization

op_log-netghbor changes

neighbo 1 remote-as 300

nelanbor 200 1 update-source Loopbacko
neighbor 5 remote-as 300

neighbor 209. To3:300.225 Update-source Loopbacko
no auto-summary

R2#show run \ se( bgp
router bgp

po SvneEontzation
bop log-netghbor-changes
néi ghbor :0B8: remote-as 300

neighbor 30 : update-source Loopback0
neighbor 209.165.200.225 remote-as 300

neighbor 209.165.200.225 update-source Loopback0
no_auto-summary

r24

Telnet: :1 46, 4 |46Rows, 167 Cols |VTI00

@ 13°C Muynublado ~ Z ) %@ ESP
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Figura 25. Comprobacion configuracion ISP R1

File Edit View Options Tansfer Script Tools Window Help

amily ipvé
2001:DB8:200::2 activate

rk 2001:D88:200::/0
ess-family

Telnet: ::1 46, 4 |46 Rows ols NUM|
% TIA - o ~ o 920 pm.
« m @B m 7 o @ O axr . d 12°C Parc nublado Az D) W BRSPS (]

En R1 en la “Red ISP”, configure MP- BGP.

R1#conf t

R1(config)#lpv6 unicast-routing

R1(config)# Router bgp 300

R1(config-router)# bgp router-id 1.1.1.1
R1(config-router)# network 10.0.0.0 mask 255.255.0.0
R1(config-router)# ip route 10.0.0.0 255.255.0.0 null0
R1(config-router)# network 2001:db8:200::/64
R1(config-router)# ip route 2001:db8:200::0 null 0

R1# show run | sec bgp

R2#conf t

R2(config)#Ipv6 unicast-routing

R2(config)# Router bgp 500

R2(config-router)# neighbor 209.165.200.225 remote-as 300
R2(config-router)# neighbor 2001:db8:200::1 remote-as 300
R2# show run | sec bgp

R2(config)# Router bgp 500

R2(config-router)# address-family IPV4 unicast
R2(config-router-af)#neighbor 10.0.0.0 remote-as 300
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R2(config-router-af)# neighbor 10.0.0.0 activate
R2(config-router-af)# network 10.0.0.0 mask 255.255.0.0
R2(config-router-af)# no neighbor 2001:db8:200::1

R2(config-router-af)#exit-address-family

R2(config-router)# address-family IPV6 unicast
R2(config-router-af)#neighbor 2001:db8:100::0 remote-as 300
R2(config-router-af)# neighbor 2001:db8:100::0 activate
R2(config-router-af)# network 2001:db8:100::/48

R2(config-router-af)# no neighbor 10.0.0.0

Figura 26. Comprobacion configuracion ISP R2

Disps | Refer| Corr | Revis | Nuen | Vista | Ayuc| Disefio de | Disposicic| Q ;Quédes £, Compartir

GYFIpV6 umcas( rou('mg
Rz(:onfxg)4aoucer bgp
R2 {conf ig- router)#newghbor 209.165.200.225 255.255.255.224 remote-as

% Invalid input detected at 'A" marker

R2(config-router)#neighbor 209.165.200.225 remote-as 300
R2(config-router)#neighbor 2001:db8:200::1 remote-as 300
R2(config-router )#en:

R2#en
20T 1281221491551 830/ ASYS5-CONETAUT: configured from console by co
sole

Translating "end”

Translating "end"

% Bad IP address or host name
% Unknown’ command or conputer nane, or unable to find conputer addre

Ra#show run_| sec bap
router b 500
no_synchronization
bgp router—id 2.2.2.

remote-as 300
001 :088 update-source Loopback0

neighbor 209.165.200.225 remote-as 30!

no auto-summary

20 elementos 1 elemento seleccionado

Estilos | Edicién

Pérrafo 5| Estilos

R RNRT SRS FURE PURE RTINS O * FORT - AR TN AR A

Habilite la relacién de vecino IPV6.
Anuncie la red 2001:458;100;:/48.

[Risconf t

[R1(config)#1pv6 unicast-routing

IR1(config)# Router bgp 300

IR1(config-router)# bgp router-id 1.1.1.1
[R1(config-rauter)# network 10.0.0.0 mask 255.255.0.0
[R1(config-router)# ip route 10.0.0.0 255.255.0.0 null 0
IR1(config-router)# network 2001:db8:200:/64
IR1(config-router)# ip route 2001:db8:200:0 null 0
IR1# show run | sec bgp

lR2#tconf t

[R2(config)#1pv6 unicast-routing

IR2(config)# Router bgp 500

[R2(config-router)# neighbor 209.165.200.225 remote-as 300
IR2(config-router)# neighbor 2001:db8:200::1 remote-as 300
IR2# show run | sec bgp

[R2(config)# Router bgp 500

IR2(config-router)# address-family 1PV4 unicast
[R2(config-router-2f)# neighbor 10.0.0.0 active
IR2(config-router-af)# network 10.0.0.0 mask 255.255.0.0

3 no neighbor

5 de 3099 palabras  [[%  Inglés (Estados Unidos) ]

= B m R o9 e

48

& 11°C Luvialigera A~ (7 ) %@ ESP

1124 p.m.
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Figura 27. Comprobacion configuracion ISP R2
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File Edit View Options Transfer Script Tools Window Help As
. s

Estlos | Edicien
Pérrafo Estilos =
R2# 5 1 2:1:3:1:4.1:5:):6:1:7-1:8:1:9:1:10.) 11112 131 :14.1 15 1
70Ct 28 23:04:51.246: ¥SYS-5-CONFIG_I: Configured from console by co i
oSt [ (config-router}# network 10.0.0.0 mask 255.255.0.0
Translating “end" R(config-router}# p route 10.0.0.0 255.255.0.0 null 0

o S IR1(config-router)# network 2001:4b8:200::/64
5 g i

Transiating: end IR1(config-router)#t ip route 2001:db8:200:0 null 0
IR1# show run | sec bgp

RCAnE

Translating "end

% Bad IP address or host na
% Unknown conmand or Conputer name, or unable to find computer addre hoseontt
IR2(config)#1pv6 unicast-routing

[R2(config)# Router bgp 500

IR2(config-router)# neighbor 209.165.200.225 remote-as 300
[R2(config-router)# neighbor 2001:db8:200::1 remote-as 300

[R2# show run | sec bgp.

| am—
o nejghbor 3001: \968:100: : activate IR2(config)# Router bgp 500
neighbor 209.165.200.225 3““’3“ [R2(config-router)# address-family IPV4 unicast

0 auto-summary 3

no synchronizati IR2(config-router-gf)#neighbor 10.0.0.0 remote-as 300
netwrk 10.0.0.0_mask 255.255.0.0 [R2(config-router-gf)# neighbor 10.0.0.0 activate
exit-address-family IR2(config-router-2f)# network 10.0.0.0 mask 255.255.0.0

no neighbor

addrEsas “Fanily ipyo
neighbor 200: 8:100:: activate IR2(config-router-af)sexit-address-family
100:1:748, IR2(config-router)# address-family IPV6 unicast

ne(wozlé 2001fna i
exit-address-fam
R2# b RZ((cnﬂg router-; gﬂgnengnhm 2001:db8:100::0 remote-as 300

(cunﬁg router-g LLnacwork 2001:db8:100::/48

Ready Telnet:

20 elementos 1 elemento seleccionado 12,0 MB
Pigina39 de41  5de3108palabras [I¥  Inglés (Estados Unidos)

& 11 .m.
@ 11°C Lwvialigera A 7 Q) @ ESP m/wpon o

Parte 4: Configurar la Redundancia del

Primer Salto (First Hop Redundancy)

En esta parte, debe configurar HSRP versidn 2 para proveer redundancia de
primer salto para los hosts en la “Red de la Compafiia”
Las tareas de configuracion son las siguientes:
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Tabla 6. Configuracion de IP SLAS

Tarea | Tarea

Especificaciéon

En D1, cree IP SLAS
que prueben la
accesibilidad de la
interfaz R1 GO/0/1.

4.1

Cree dos IP SLAs.
e Use la SLA numero 4 para IPv4.
« Use la SLA nimero 6 para IPv6.
Las IP SLAs probaran la disponibilidad de la
interfaz R1 GO0/0/1 cada 5 segundos.
Programe la SLA para una implementacion
inmediata sin tiempo de finalizacion.
Cree una IP SLA objeto parala IP SLA 4y una
parala IP SLA 6.
o Use el numero de rastreo 4 para la IP SLA
4,
e Use el numero de rastreo 6 para la IP SLA
6.
Los objetos rastreados deben notificar a D1 si el
estado de IP SLA cambia de Down a Up
después de 10 segundos, o de Up a Down
después de 15 segundos.

En D2, cree IP SLAS
que prueben la
accesibilidad de la
interfaz R3 GO0/0/1.

4.2

Cree IP SLAs.

o Use la SLA numero 4 para IPv4.

o Use la SLA numero 6 para IPv6.
Las IP SLAs probaran la disponibilidad de la
interfaz R3 G0/0/1 cada 5 segundos.
Programe la SLA para una implementacion
inmediata sin tiempo de finalizacion.
Cree una IP SLA objeto parala IP SLA 4 and
one for IP SLA 6.

« Use el niUmero de rastreo 4 para la IP SLA

4.

o Use el niumero de rastreo 6 para la SLA 6.
Los objetos rastreados deben notificar a D1 si el
estado de IP SLA cambia de Down a Up
después de 10 segundos, o de Up a Down
después de 15 segundos.

En D1, cree IP SLAs que prueben la accesibilidad de la interfaz R1 GO/0/1.

R1(config)#ip sla 4

R1(config-ip-sla)# lcmp-echo 10.0.10.2
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R1(config-ip-sla-echo)#Frequency 5

R1(config-ip-sla-echo)#lp sla schedule 4 start-time now life forever
R1(config)#end

EnR1

Configure terminal

R1(config)#ip sla 6

R1(config-ip-sla)# Icmp-echo 2001:db8:100:1010::2
R1(config-ip-sla-echo)#Frequency 5

R1(config-ip-sla-echo)#lp sla schedule 6 start-time now life forever
R1(config)#end

Comprobacion

Show ip sla configuration

D1(config)#ip sla 4

D1(config-ip-sla)# lcmp-echo 10.0.10.1
D1(config-ip-sla-echo)#Frequency 5

D1(config-ip-sla-echo)#lp sla schedule 4 start-time now life forever
D1(config)#end

D1(config)#ip sla 6

D1(config-ip-sla)# lcmp-echo 2001:db8:100:1010::1
D1(config-ip-sla-echo)#Frequency 5

D1(config-ip-sla-echo)#lp sla schedule 6 start-time now life forever
D1(config)#end

D1(config)#track 4 ip sla 4 state
D1(config-track)#delay up 10 down 15
D1(config-track)#end
D1(config)#track 6 ip sla 6 state
D1(config-track)#delay up 10 down 15
D1(config-track)#end
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Figura 28. Comprobacion configuracion 1P

SLAS R1

e FIN

File Edit View i

File Edit View Options Tansfer Script Tools Window

& =
| Topology Su.. BE
[Teansiating Node Consol¢
% Bad IP address or host P O A teinett
% unknown command or computer name, or unable to find computer address » @D telnet1
Rl#show ip sla configuration b
’ IP SLAs Infrastructure Engine-II 4 D2 telnet 1
. Entry number: » @ PC1 telnetlc
o ok » @ PC2 telnet
Typ f operation to perform: icmp-es » ) PC3 telnet e
Targe(faddress/saurce Shbrens: ' 10765562/0.0.0.0 » @ PC4 telnet I
Type Of service parameter‘ oxn
Request size (ARR data portion » ORI telnetl
operétign nmeaut (mﬂhsecor\ds) sooo » @R telnetlc
verify : o
verify.da » @R telnetl
schedule:
operation frequency (seconds): 5 _(not considered if randomly scheduled) =
Next Scheduled start Time: start Time already passed —_ffa
> Group scheduled : FALSE ‘ v
e Randomly Scheduled : FALSE e
(=] Life (seconds: e
Entry Agemét (seconds): neve; » @ GNS3WM...
Recurring (starting Everyday.
Tus of entry (S Rowst: Sus): - Ac > @ Neruce..
Threshold (milliseco 5 (hor. considered if react RTT is configured)
pistribution statisti

Number of statistic hours kept:
Namber oF STatiStic. aierrdbacion buckets kept:
STatistic aistribution Jnterval (wi11isecons): 20
History statistics:
Number of history Lives kept: 0
Number of history suckets kept: 1
History Filter Type: N
Enhanced History:

Entry nunber: 6
‘ Owmer :

D
Tage N
Console || Type of operation to perform: icmp-echo e®
fuming G| Target. address/Source address: 2001:088:100:1010: :2/ =
Copmh | Traffic-Class parameter: Ox
Use Help -»|| F1ow-Labe] paramete

Request size (ARR Iy parnun)
o operation timeout (milliseconds): sooo o =

Telnet:

B |y e D ® @ || W °

® 20°C Uwia ~

235p.m
) 4@ ESP
DB B

Figura 29. Comprobacion configuracion 1P
SLAsSR1

File Edit View Gy

—

File Edit View Options Tansfer Script Window Help

%
Topology Su... B&
B2

Node Consold
© Al teinet1
@ D1 telnet 1
@ D2 teinet1
@ PC1 telnetlc
© PC2 telnet ¢
@ PC3 telnet i¢
@ PC4 telnet I
@ Rl telnetl¢
@ R2 telnet i
Tag: ()

Type of operation to perform: icmp-ech . 5 RS Hteineti
TAPGet address/Source address: 2001:D881100:1010: 12/

Traffic-Class parameter: 0x0 » 0 o
Flow-Labe] parameter: 0X0 + ® N
Request size (ARR data portion)

operation tincout G hESeconds) : “S000
verify data: No Servers Sum... @&
vrf Name: » @ GNSIVM...
schedule:

operation Freguency (seconds): 5 (not considered if randomly scheduled) » @ Neruce..
Next Scheduled Start Time: start Time already passed
Group scheduled : FALSE

2Qué

[ _Status of entry (SWp Rowstatus): Active Al

Threshold, (mi]liseconds): 5000 (not considered 1f react RTT is configured) K S - axx, X

pistribution statisti = S

Number of stansn( hours kept: - A Mo | AN

Nimber of STaiStic MieTedbucion buckets kept: il -

statistic d]str'\but'mn interval (milliseconds): 20 Fuente £ Estilos A
7

Pémafo | Estilos | Edicién

History stati
Nunber of history Lives kept: 0 i
Number of history Buckets kept: 15 3 tenet

istory Filter Type: None

Enhanced History:

00
Rz
EEEE
35

% tanet

entry number: 6
owner :

o0
H

SenversSom.. B8]

< v

VAelOMHh S

Entry Ageout (seconds): never e

stati T v
Threshold (milliseconds): 5000 (not T configured)

ics:
Number of statistic hours kept: 2
Number of statistic distribution buckets kept: 1 P
. statistic distribution interval (milliseconds): 20 b
< History statistics:

Number of history Lives kept: 0
Console Ngmber of history suckets Repe: 15
Running G| History Fil :
Copyright (4| Enhanced History:

b

903 palabras (2 ®BE B ——a—

Telnet: v VT100 NUM|

pm.

" L 2%
® 0cuwia A 0 @R o0 B
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Figura 30. Comprobacion configuracion 1P
SLAs D1

File Edit View Options

Transfer Script Tools Window Help

“ | Topology Su.. @&
Di#en:
Translating "end Node s Gonsalt
» O A1 telnet!
Translating "end” » @ D1 tenet1
Translating "end” » © D2 telnett
% Unknown command or computer name, or unable to find computer address » @ PCl tenetlc
4|p1#show track 4 b @ PC2 tenet
Track
IP SLA 4 s(ate » O PC3 telnetlc
State is » ) PC4 telnet I
1 Change, Tast change 00:01:22 b @ ki
pelay up 10 secs, down 15 secs telnet
Latest operation return code oK » @ R2 telnetlc
Latest RTT (nillisecs) 10 + @RS tekice
Dl conf T
Enter configuration commands, one per line. End with cNTL/z
o1 (configyscrack ¢
2035103, 363: 3CoP-4-DUPLEX MISWATCH: duplex mismatch discovered on Ethe ‘ ’
4 rnetoss Goor tani dupTex), with KL Gigabitethernero/o (Full duplex
f|otCconfigd#track 6 ip s1a'6 state Servers Sum... @
DI(Config track)#delay up 10 down 15 » © GNSIVM.
o1 {conf ig-track) end b @ NERIER
‘NO\/ 4 20:35:50.577: %SYS-5-CONFIG_I: Configured from console by console
1#en
Translating "end”
Translating "end”
Translating "end”
. rinom Zomsand or computer name, or unable to find computer address
D1# e0
*Nov_ 4 20:36:03.360: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe |\
rneto/0 (nnt ﬂm duplex), with R1 Gigabitethernet0/0 (full duplex). [Bea)
Dl#show tracl %
Tra v
IP SLA 6 state =
state is Uy @x
1 change, last change 00:01;05 =
Delay up 10 secs, down 15 secs
Doteke" Bperatton]vevutn, foder ok
Latest RTT (millisecs) 12
o14l = <

Telnet: 192.1

202.12¢] 45,

= E .

4|45 Rou VTI00

O @ ® ©® © | v

0 Cols

1] ® 12°C Chubascos ~

) 4@ EsP

SLAs D1

D1 - SecureCRT
File

Edit View Options Transfer Tools  Window

Script Help

»  AVANCE FINAL CCNP2

Fs Aral MT -] Asl[» L]

‘mnsmmg a D [nK s mmx & ar ol

X Sncnown Command or computer name, or unable to find computer address P o | Be o m o < Pémafo | Estilos | Edicién 1

£ A~ ¥ - A~ R~ % - &

v a 6:03, 360 %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe A gl Al ]

rneto/0 (nct full duplex), with RL GigabitEthernet0/0 (full duplex). Padapaneles 112 Fuente £l Estioz ot

‘gl#snmg track 6 Lot o1 X2 030405 1 6.1 -7 18191101 111 Bk
rac %

» P E————— I¢

S o Wngenieria . h

1 change, Tast change 00:01:05 i | I«

pelay up 10 secs, down 1 =

DStake Duerarion. resucn cods;
Latest RTT (millisecs) 12
D1#

*Nov :37:03.362: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe
rnet0/0 (not full duplex), iTh RL GigabitEthernet0/0 (Full duplex).
Dl#show ip sla statistics

Thethe Labest operation Statistics

§|1psia operation id:
itest RTT: 18 milliseconds

Latest uperanun start time: U 37:36 UTC Thu Nov 4 2021

Latest operation return code: ]

: 0
operation time to live: Forever

b1#

*NOV 4 20:38:03.367: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe g
rnet0/0 (not full duplex), with Rl Gigabitethernet0/0 (full duplex). -
Dl#show ip sla statistics 6

IPSLAS Latest Operation statistics

/2

IPSLA operation id: 6

Lat : 8 milliseconds
Latest operation start time: 20:38:07 UTC Thu Nov 4 2021 B
Latest operation return code: OK

Number of successes: 223 i ©
Number of failures: 0 i =
oOperation time to live: Forever o

Pagina 43 de 46

3959 palabras (¥ -]

Telnet: 192.1 VTI00

= B8

S @ || W

En D2, cree IP SLAs que prueben la accesibilidad de la interfaz R3 GO/0/1.

D2(config)#ip sla 4

D2(config-ip-sla)#lcmp-echo 10.0.11.1
D2(config-ip-sla-echo)#frequency 5
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D2(config-ip-sla-echo)#lp sla schedule 4 start-time now life forever
D2(config)#end

D2(config)#ip sla 6

D2(config-ip-sla)#lcmp-echo 2001:db8:100:1011::1
D2(config-ip-sla-echo)#frequency 5
D2(config-ip-sla-echo)#lp sla schedule 6 start-time now life forever
D2(config)#end

Show ip sla configuration

D1(config)#track 4 ip sla 4 state
D1(config-track)#delay up 10 down 15
D1(config-track)#end

D1(config)#track 6 ip sla 6 state
D1(config-track)#delay up 10 down 15
D1(config-track)#end

D2Show track 6

Figura 32. Comprobacion configuracion 1P
SLAs D2

@ D2 - SecurecRT

rerencias

qupTex), with R3 Gigabitethernet0/0
p sla configuration
As Infrastructure Engine-IIT

D2(config)#ip sla 6 Typ
D2(config-ip-sla}icmp-g}| T 42
D2(config-ip-sla-echo)#i xeq
D2(config-ip-sla-echo)l 2

D2(configi#end o= G

Show ip sla configuratior] e frequency (seconds): 5 _(not considered if randomly scheduled)
ime: Start Time already passed

kept: 2
bution buckets kept: 1
1 (milliseconds): 20

Tag:
operation timeout (milliseconds): 5000
em:

Type o cmp-echo
Target a ess: 2001:088:100:1011::1/::
Traffic-c X0

Flow-Label

p
Request size P
Data pattern: OXABCDABCD
verify data: No

Pagina 45 de 47 3997 palab

= &

ingilés (Estados Unidos)

m B

;\Q
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Figura 33. Comprobacion configuracion IP
SLAsS D2

HS OR-©- s NCE FINAL CCNP 2 [@ D2- SecureCRT
File Edit View Options Transfer Script Tools Window Help

Archivo  [OTSEMN insertar  Disefio

Disposicion  Referencias  Correspondencia  Revisar

o
(Arial MT
Pegar N K S~ AW v Number of statistic distribution bucl
~ ¥ Copiarformato i statistic dwstmbunun interval (mﬂhseconds)
; Enhanced Histo
Portapapeles 5] Fuente ] Pimafol| o ceoe h Ay oy es: A
L TN E . 1 BX2 4 3405 Number of history Lives kept

o
8 Number of q1stury Buckets Eep(: 15
History Filter Type: None
D2(config)#ip sla 6 % i
2(config-ip: -gl[Entry number: 6

config-ip-sla-echo)fi(Tag:
config-ip-sla-echo)#!x cpera(}on timeout (mﬂh?ecandsl soog
Y e of operation to perform: icm
D2(config)#end gfge( adireas,/Sour ce’ address:  20015088:100:
ficClass parancter: 0x0
Show ip sla configuratior] Flow-Label paraneter: 0x0
Request size (aRR data portion):
n: OXABCDABC
No

2.
Q

Q
]

B
Q
X

1

5.

operation frequency (seconds): 5 (not considered if randomly scheduled)
Next Schedu]eg Start Time: start Time already passe
Group Scheduled : FALSE
Randonly Scheduled : FALSE
N Life (seconds): Forever

Entry Ageout (seconds): never
- Recurring (starting Everyday): FALSE

entry (swp Rowstatus) “Rrive
C rhreshold (nilliseconds
Distribution statisti
Number of Statistic hours kept

a Namber oF STatistic. a7eredbucion buckets kept:
STACIStic G1Stribution IRterval (ni11iseconds): 20
e Enhanced History:
SN ICENENCNE (History statistics:
| Number of history Lives kept:

Number of history Buckets el 15
History Filter Type: None

1.

- o2t =
= 4 22:51:59.851: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/
N 0 ﬁiu( full duplex), with R3 GigabitEthernet0/0 (full duplex).

Pagina 45 de47 3997 palabras L% Inglés (Estados Unidos) VTI00 NUM| ]
5:52 p.m.

41172

@ 14°C Chubascos ~ 7 ) = ESP

Figura 34. Comprobacion configuracion 1P
SLAs D2

& AUANCE FINAL | [ D2 - SecurecRT - o x =
File Edit View

& =

File Edit View Options Tansfer Script Tools Window Help

v

Topology Su... @&

not full duplex), with R3 GigabitEthernet0/0 (full duplex). ~
D2#show ip sla configuration jlade Gonsoly
IP SLAs Infrastructure Engine-III » @ A1 telnet1
Entry number : > O 01 tenet]
Tag: » @ D2 telnet1
a opermon timeout (mﬂhie(onds) 5000 » @ PCT telnet ¢
Type of operation to perform: icmp-echo o
4P ger o iress/source address: 10.0.11.1/0.0.0.0 P QPCZ telnet
pe ervice parameter: O0x0 » ) PC3 telnet ¢
Request size (ARR data portion): 28 » @ PC4 telnet I
e s VORI tene
b DR teinetl
» @
operation frequency (seconds): 5 _(not considered if randonly scheduled) R3 ‘Jalath
Next Schedul Time: Start Time already passed
Group Scheduled :
Randomly scheduled : FALSE . - 5}
= Life (seconds): Forever <0 ‘ 0
@ Entry. AGeout (seconds): SR
=1 Recurring (starcing Eleryasy): FALSE e
- g(?; (Z _‘e? ry (sgm; Rows(a(us) Active » @ GNS3VM..
Threshold (milliseconds): 5000
Distribution Statistics: » @ NeERUCP..
Number of statistic hours k
Number of statistic dwstrwbutwun buckets kept: 1
statistic distribution interval (milliseconds):
Enhanced Histor:
History statistics:
er of history Lives kept: 0
Ngmber of history suckets kept: 13
History Filter Type:
Entry number: 6
< Speration timeut (miTlisecands): 5000 v
Type of operation to perfor m
Console || Target address/sSource address 2001 naa 100:1011::1/:: e®
Ruming| Traffic-Class parameter: 0x0 =
Copyrignt|| Flow-Label parameter: 0x0 |
Use Help 4| Request size (ARR data pornun 28
Data_patter
verify data: No
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Figura 35. Comprobacion de direccion destino |P
SLAs D1

[

File Edit View Control Node Annotste Tools Help

&= OF>>» HC Hm

D1 - SecureCRT
Edit

File View Options

Transfer  Script  Tools Window  Help

ology Su.. B8
3 fe  Consok
*Nov 4 23:13:04.340: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/ [ Al telnetl
o Crot full i with R1 GlgabITEthernerd/o Chan dupieny. ® D1 teinet1
=» 3:14:04.053: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/ [ D2 tenet1
P a (nut full duplex), with RL GigabitEthernet0/0 (full duplex). © PC1 telnet i
15:01.781: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/ g Be2ifelnet
a ot Ful1 dupTexs, with kI GlgabiTEthernet/o Crall dupieny. R caisenatt
PC4 telnet
4.058: %CDP-4-DUPLEX MISMATCH: duplex mismatch discovered on Etherneto/ |o o ]
o (not fun dup1ex) mth RL GigabitEthernet0/0 (full duplex). 1 telnet lc
@ R2 telnet I
17:03.771: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernetd/  |@ ps teinetic
Q o (not o duplex), with RL GigabitEthernet0/0 (Full duplex).
- 3:18:05.314: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/
m‘ o, b o (rmt fun duplex), with RL Gigabitethernet0/0 (full duplex). 5
& 0 of]|“Nov 4 23:19:04.048: %COP-4-DUPLEX MISWATCH: duplex mismatch discovered on Etherneto/ | oo
=1 0 (not full duplex), with R1 Gigabitethernet0/0 (full duplex). fers Sum... B
D1#show Xpi1a summary D GNS3 VM.
% Invalid input detected at ‘A’ marker. @ Neru cp..
IPSLAS Latest Operation Summary
Codes: * active, A inactive, ~ pending
10 Type pestination stats Return Last
(ms) Code Run
4 icmp-echo  10.0.10.1 RTT=11 ok 4 seconds ago
‘
6 fcmp-echo  2001:DB8:100:1010 RTT=900  OK 3 seconds ago
(nnsola tir | @®
inning GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PyQt 5.12.3, =
Cap‘mgm (9 2006-2021 GNSS3 Techmologies.
> GNS3 Doctor to detect common issues.
= Dt | v -

Telnet: 192.168.202.12€| 45, 4 |45 Rows, 86 Cols | VT100

NUM| S

619 p.m.

@ 14°C Chubascos A w e PN B

Figura 36. Comprobacion de direccion destino |P
SLAs D2

D2 - SecureCRT

File Edit View Options Transfer Script

4 23 DUPLEX_MISMATCH up lex
0 (not full duplex), with R3 Gigabitethernet0/0 (fuT\ duplex).
D2#
#*Nov 4 23:13:01.535: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/ -
U (nut full duplex), with R3 GigabitEthernet0/0 (full duplex).
3 * ov 23:14:01.539: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/
g U (mut fu'l'l duplex), with rR3 Gigabitethernet0/0 (full duplex).
3 *Nov 4 23:14:59.618: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/
0 (not full duplex), with R3 GigabitEthernet0/0 (full duplex).
D2#
*Nov 4 23:16:01.540: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/
4 D (r'mt full duplex), with rR3 Gigabitetherneto/0 (full duplex).
23:17:01.502: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/
D (r'mt fuﬂ duplex), with R3 Gigabitethernet0/0 (full duplex).
i “Nov 4 23:18:01.511: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernetd/
0 (not full duplex), with R3 Gigabitethernet0/0 (full duplex).
«f|D2#
#*Nov 4 23:19:01.545: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethernet0/
0 (not full duplex), with R3 GigabitEthernet0/0 (full duplex).
D2#show ip sla su
#Nov 4 23:19:59.712: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Etherneto/
0 (not full duplex), with R3 GigabitEthernet0/0 (full duplex).
D2#show ip sla summary
IPSLAS Larest Operation summary
Codes: * active, A inactive, ~ pendmg
I Type pestination Stars RetTurn Last
(ms) code Run
4 icmp-eche  10.0.11.1 RTT=16 oK 0 seconds ago
#6 icmp-echo 2001:DB8:100:1011 RTT=82 oK 3 seconds ago
s HEn

Telnet: 192,168 = s
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4.3 En D2, configure
HSRPv2.

D2 es el router primario para la VLAN 101; por lo
tanto, su prioridad también se cambiara a 150.
Configure HSRP version 2.

Configure IPv4 HSRP grupo 104 para la VLAN
100:

« Asigne la direccion IP virtual 10.0.100.254.

« Habilite la preferencia (preemption).

» Rastree el objeto 4 y decremente en 60.
Configure IPv4 HSRP grupo 114 para la VLAN
101:

» Asigne la direccién IP virtual 10.0.101.254.

« Establezca la prioridad del grupo en 150.

« Habilite la preferencia (preemption).

» Rastree el objeto 4 para disminuir en 60.
Configure IPv4 HSRP grupo 124 para la VLAN
102:

 Asigne la direccién IP virtual 10.0.102.254.

« Habilite la preferencia (preemption).

« Rastree el objeto 4 para disminuir en 60.
Configure IPv6 HSRP grupo 106 para la VLAN
100:

« Asigne la direccion IP virtual usando ipv6

autoconfig.

« Habilite la preferencia (preemption).

» Rastree el objeto 6 para disminuir en 60.
Configure IPv6 HSRP grupo 116 para la VLAN
101:

« Asigne la direccion IP virtual usando ipv6

autoconfig.

» Establezca la prioridad del grupo en 150.

« Habilite la preferencia (preemption).

» Rastree el objeto 6 para disminuir en 60.
Configure IPv6 HSRP grupo 126 para la VLAN
102:

« Asigne la direccion IP virtual usando ipv6

autoconfig.

« Habilite la preferencia (preemption).

« Rastree el objeto 6 para disminuir en 60.

En D2, configure HSRPv2.
D2(config-if)#ip routing
D2(config)#int vlan 100

57




D2(config-if)#ip add 10.0.100.2 255.255.255.0
D2(config-if)#standby version 2

D2(config-if)#standby 104 ip 10.0.100.254
D2(config-if)#standby 104 preempt delay minimum 60
D2(config-if)#standby 104 track 4

D2(config-if)#exit

D2(config)#int vlan 101

D2(config-if)#ip add 10.0.101.2 255.255.255.0
D2(config-if)#standby version 2

D2(config-if)#standby 114 ip 10.0.101.254
D2(config-if)#standby 114 preempt delay minimum 60
D2(config-if)#stanbdy 114 track 4

D2(config-if)#exit

D2(config)#int vlan 102

D2(config-if)#ip add 10.0.102.2 255.255.255.0
D2(config-if)#standby version 2

D2(config-if)#standby 124 ip 10.0.102.254
D2(config-if)#standby 124 priority 150
D2(config-if)#standby 124 preempt delay minimum 60
D2(config-if)#standby 124 track 4

D2(config-if)#exit

D2(config)#int vlan 100

D2(config-if)#ip add 10.0.100.2 255.255.255.0

*Nov 9 16:33:16.633: %CDP-4-DUPLEX_MISMATCH: duplex mismatch
discovered on Ethernet0/0 (not full duplex), with R3 GigabitEthernet0/0 (full
duplex).

D2(config-if)#ip add 10.0.100.2 255.255.255.0

D2(config-if)#standby version 2

D2(config-if)#standby 106 ipv6 autoconfig

D2(config-if)#

*Nov 9 16:34:16.594: %CDP-4-DUPLEX_MISMATCH: duplex mismatch
discovered on Ethernet0/0 (not full duplex), with R3 GigabitEthernet0/0 (full
duplex).

D2(config-if)#

D2(config-if)#standby 106 priority 150

D2(config-if)#standby 106 preempt delay minimum 60
D2(config-if)#standby 106 track 6

D2(config-if)#exit

D2(config)#int vlan 101
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D2(config-if)#ip add 10.0.101.2 255.255.255.0

D2(config-if)#standby version 2

D2(config-if)#

*Nov 9 16:36:16.565: %CDP-4-DUPLEX_MISMATCH: duplex mismatch
discovered on Ethernet0/0 (not full duplex), with R3 GigabitEthernet0/0 (full
duplex).

D2(config-if)#standby 116 ipv6 autoconfig

D2(config-if)#standby 116 preempt delay minimum 60
D2(config-if)#standby 116 track 6

D2(config-if)#exit

D2(config-if)#exit

D2(config)#int vlan 102

D2(config-if)#ip add 10.0.102.2 255.255.255.0

D2(config-if)#

*Nov 9 16:38:16.568: %CDP-4-DUPLEX_MISMATCH: duplex mismatch
discovered on Ethernet0/0 (not full duplex), with R3 GigabitEthernet0/0 (full
duplex).

D2(config-if)#standby version 2

D2(config-if)#standby 126 ipv6 autoconfig

D2(config-if)#standby 126 priority 150

D2(config-if)#standby 126 preempt delay minimum 60
D2(config-if)#standby 126 track 6

D2(config-if)#exit

Figura 37. Comprobacion de standby D2

o ®

NetOLIfh @ v,

D2 - SecureCRT - o 5

=
2

Control Node Annotste Tools Help

.......

v
of
F
\I
/

|
o
=
a

Topology Su... @K

D2# ~

D2#show standby jlode Gopsclt

v1anl00 - Group 104 (version 2) » @ Al telnet1
state is_Init (interface down) » @01 tenet]

virtual 1p address is 10.0.100.254

Active virtual MAC address is unknown (MAC Not In Us > @ D2 telnet!
Local virtual MAC address 15 0000.0cof . 068 (v2 uefau1t> » @ PCT telnet |
Hello time 3 sec, hold time 10 s @ PC2 telnet
preenption enabled, delay min 60 secs
Actwe router is unkno » ) PC3 telnetIc
standby router is unk » @ PCA telnet
Priority 100 (default 100) b @i i
Track object 4 (unknown) — teinet
Group name is "hsrp-v1100-: 104 (default) » DR telnetl
V1an100 - Group 106 (version » @RI telnetl
et L AN
Link-Local virtual IpPv6 address is FE80::5:73FF:FEA0:6A (conf auto E
U164
Active virtual wac address is unknown (WAC Not In Use)
Local virtual MAC address is 0005.73a0.006a (v2 Ipvé default)
HelTo time 3 sec, hold Time 10 sec -
Preemption enabled, delay min 60 secs Servers Sum... @
Active router is unknown » © GNSIVM..

standby router is unknown o
Priority 150 (configured 150) KSR RERICE
Track” object 6 (unknown)

ore-
“Nov_§ 16:43:16. 620 %CDP-4-DUPLEX WISWATCH: duplex mismatch discover
ed on Ethernsto/0; (not full duplex), with k3 Glgabitetherneto/o, (Ful
uplex
Group name is "hsrp-v1100-106" (default)
2)

Active virtual MAC address is unknown (MAC NOT In uUse)
Local virtual MAC address 1s 0000.0cOf £072 (v2 default)

Hello time 3 sec, hold time 10 sec

Preemption enabled, delay min 60 secs

Active router s urknow ==

Console standby router is unk o8

it) with Python 3.6.8 Qt 5. 12,10 and PyQt 5.12.3. Priority 100 (default 100) -

Track object 4 (unknown:

)
Group name is "hsrp-v1101- 114 (default)
Vianiol - Group 116 (ersion 2)
state is Init (interface down)

70 Cols | VTI00

2.12¢| 45, 4 |45 Rows, NUM|

11:44 2.m.

@ 19°C Luvialigera A~ 7 Q) %@ ESP o 15

TIA
| i

;\."‘

59




Figura 38. Comprobacion de standby D2
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Parte 5: Seguridad

En esta parte debe configurar varios mecanismos de seguridad en los dispositivos
de la topologia. Las tareas de configuracion son las siguientes:

Tabla 7. Configuracion de mecanismos de seguridad
Tarea | Tarea Especificacion
#
En todos los dispositivos, proteja
5.1 el EXEC privilegiado usando el Contrasefa: cisco12345cisco
algoritmo de encripcion SCRYPT.
Detalles de la cuenta encriptada
SCRYPT:
5.2 En todos los dispositivos, cree un o Nombre de usuario Local: sadmin
usuario local y protéjalo usando el  Nivel de privilegio 15
algoritmo de encripcion SCRYPT. » Contrasefia: cisco12345cisco
En todos los dispositivos (excepto
5.3 R2), habilite AAA. Habilite AAA.
Especificaciones del servidor
RADIUS.:
En todos los dispositivos (excepto « Direccion IP del servidor RADIUS
5.4 R2), configure las es 10.0.100.6.
especificaciones del servidor o Puertos UDP del servidor RADIUS
RADIUS. son 1812y 1813.
« Contrasefia o llave : $trongPass
Especificaciones de autenticacion
AAA:
« Use la lista de métodos por
5.5 En todos los dispositivos (excepto defecto
R2), configure la lista de métodos « Valide contra el grupo de
de autenticacion AAA servidores RADIUS
« De lo contrario, utilice la base de
datos local.
Verifique el servicio AAA en todos | Cierre e inicie sesion en todos los
5.6 los dispositivos (except R2). dispositivos

(except R2) con el usuario: raduser y
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la contrasefa: upass123.

D1(config)#enable algorithm-type scrypt secret ciscol2345cisco

D1#show run | include enable

D2(config)#enable algorithm-type scrypt secret cisco12345cisco

D2#show run | include enable

Al(config)#enable algorithm-type scrypt secret cisco12345cisco

Al#show run | include enable

R1(config)#line console O
R1(config-line)#password cisco12345cisco
R1(config-line)#login

R1(config-line)#exit

R1(config)#enable secret cisco12345cisco
R1(config)#service password-encryption
R1(config)#exit

show run | include enable

R2(config)#line console O
R2(config-line)#password cisco12345cisco
R2(config-line)#login

R2(config-line)#exit

R2(config)#enable secret cisco12345cisco
R2(config)#service password-encryption
R2(config)#exit

show run | include enable

R3(config)#line console O
R3(config-line)#password ciscol12345cisco
R3(config-line)#login

R3(config-line)#exit

R3(config)#enable secret cisco12345cisco
R3(config)#service password-encryption
R3(config)#exit

R3#show run | include enable
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Figura 39. Encriptacion de contrasefia
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Al(config)#username sadmin privilege 15 algorithm-type scrypt secret
cisco12345cisco
Al#show run | include username

D1(config)#username sadmin privilege 15 algorithm-type scrypt secret
cisco12345cisco
D1#show run | include username

D2(config)#username sadmin privilege 15 algorithm-type scrypt secret
cisco12345cisco
D2#show run | include username

R1(config)#line console 0

R1(config-line)#login local

R1(config-line)#username sadmin privilege 15 password cisco12345cisco
R1(config)#enable secret password ciscol12345cisco

R1(config)#enable secret username sadmin

R1(config)#service password-encryption

R2(config)#line console 0

R2(config-line)#login local

R2(config-line)#username sadmin privilege 15 password cisco12345cisco
R2(config)#enable secret password ciscol12345cisco

R2(config)#enable secret username sadmin

R2(config)#service password-encryption
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R3(config)#line console 0

R3(config-line)#login local

R3(config-line)#username sadmin privilege 15 password cisco12345cisco
R3(config)#enable secret password ciscol12345cisco

R3(config)#enable secret username sadmin

R3(config)#service password-encryption

Figura 40. Comprobacion de usuario en nivel de
privilegio
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En todos los dispositivos (excepto R2), habilite AAA.

En todos los dispositivos (excepto R2), configure las especificaciones del servidor
RADIUS.

En todos los dispositivos (excepto R2), configure la lista de métodos de
autenticacion AAA.

Username: sadmin

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#aaa new-model

R1(config)#radius-server host 10.0.100.6 auth-port 1812 acct-port 1813
R1(config)#radius-server key $trongPass

R1(config)#aaa authentication login default group radius local
R1(config)# username raduser password upass123
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Username: sadmin

Password:

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#aaa new-model

R3(config)#radius-server host 10.0.100.6 auth-port 1812 acct-port 1813
R3(config)#radius-server key $trongPass

R3(config)#aaa authentication login default group radius local
R3(config)#username raduser password upass123

R3(config)#exit

D1(config)#aaa new-model

D1(config)#radius-server host 10.0.100.6 auth-port 1812 acct-port 1813
Warning: The CLI will be deprecated soon ‘radius-server host 10.0.100.6 auth-
port 1812 acct-port 1813

Please move to ‘radius server <name>' CLI.

D1(config)#radius-server key $trongPass

D1(config)#aaa authentication login default group radius local
D1(config)#username raduser password upass123

D1(config)#exit

D2(config)#aaa new-model

D2(config)#radius-server host 10.0.100.6 auth-port 1812 acct-port 1813
Warning: The CLI will be deprecated soon ‘radius-server host 10.0.100.6 auth-
port 1812 acct-port 1813' Please move to 'radius server <name>' CLI.
D2(config)#radius-server key $trongPass

D2(config)#aaa authentication login default group radius local
D2(config)#username raduser password upass123

D2(config)#exit

Username: sadmin

Password:

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#aaa new-model

Al(config)#radius-server host 10.0.100.6 auth-port 1812 acct-port 1813
Warning: The CLI will be deprecated soon ‘radius-server host 10.0.100.6 auth-
port 1812 acct-port 1813' Please move to 'radius server <name>' CLI.
Al(config)#radius-server key $trongPass

Al(config)#aaa authentication login default group radius local
Al(config)#username raduser password upass123

Al(config)#exit
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Figura 41. Comprobacion protocolo AAA en Al
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Figura 43. Verificacion de conexion-procesos AAA
en Al
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start pak: 0 start paks out
Byte/Packet Counts ti11 service . p:
re Bytes In = 0 e Bytes out
pre paks In = 0 Pre PNe ot
cumulative Byte/Packe( counts
ytes In Bytes out - 0
Paks ks out =

10:42:19 UTC Nov 14 2091
20311353 UTC Nov 14 2021

Authen: no dat.

Kerb: No data aval‘lalﬂe
meth: No data available
preauth: No Preauth data.

Vel h @

ble
Service profile: No Service profile data.
unkn: No data available
unkn: No data available

o data for type
No data For Tyhe Bxec

Umque id 13 is currenﬂy in use. I
4 No data for (ype CONN

o Session 1d=00000001 Unique 7d-00000000
Start sent=0 stop only-

Copyright (1) 2006- ZUZlGNSJTe:mu\ng\es p_has been senc-n

Use Help -> GNS3 Doctor to detect common issues. 10¢
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Figura 45. Verificacion de sesion AAA en D1
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" Bytes In Bytes out = 0
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"19:41:57 Ut nov 3 2081
20:06:13 UTC Nov 14 2021

Meth: No data available
Preauth: No Preauth data.
General: No General data.
R PerU: No data available
. am\on ||Service profile: No Service profile data.
unkn: No data available
unkn: No data available

e
.. data
H = e Kerb: No data available
>
&
20
s

thiaiiel {d1a7 1= et corly dhilise:

- 0 data for type
- i Type EXEC
] a No_data for type CONN

0000004 uUnique Id=00000011
RS Start sent=0 stop only=N
smﬁ has_been_sent=N

o

1i
F84E250 0 00000001 session- 1d(408) 4 4(4)

No data for type cMD

0% Telnet: 192.163.202.12¢| 44, 12 |44 Rows, 85 Cols | VT100 NUM|
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5260 palabras Inglés (Estados Unidos)
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L -y 103 (RN
4 INTERIM STOP
update method(s) :
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| outstanding stop Records : 0
- Dynamic_attribute 11
& = PRSI F 67085724 0 00000001  connect-progress(53) 4 Auth Timeout
2 o 67085734 0 00000001 pre-session-time(270) 4 63(3F)
. # Copurtomag | M K 3 - n X - 670B5744 0 00000001 elapsed_time(340)
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67085774 0 00000001 pre-paks-in(268) 4 0(0)
3 67085784 0 00000001 pre-paks-out (269) 4 0(0)
R No data for type EXEC
o No_data for type CONN
a ist:
B 67085724 0 00000001 session-1d(338) 4 1(1)
B Ttype CMD
H : type SYSTEM
9 Type R CALL
] - Type RM_VPDN
a Tpe Aumit pROXY
k type 8
] Type CALL
a Type VPDN-TUNNEL
Type VPDN-TUNNEL-LINK

] E No data for type 12
3 e st B wve No data for Type IPSEC-TUNNEL

- . " No data for type 1
b No data for Type RESOURCE
£ i No data available
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Figura 47. Verificacion de sesion AAA en R1

File Edit View Control Node Annotate Tools Help

e OF>-> HC FmiIo ./

File Edit View Options Tensfer Script Tools Window Help

Er

% Invalid nput detected at 'A' marker.

Rl#show aaa user all

unique id 3 is currently in use.
Accountin

T0g=0x18001

Events recorded :

1!
upda(e method(s) :

update {nterval = 0

outstanding stop Records : 0 k

Dynamic attribute 1ist |
67E7E9EC 0 00000001 connec( progress(s!) 4 Auth T1meout
67E7E9FC 0 00000001 pre-: 565510"-(1!"&(270) 4 419(1A:;

67E7EA3C 0 00000001 pre-paks-in(268) 4 0(0)
67E7EA4C 0 00000001 pre-paks-out(269) 4 0(0)
No data for type EXEC
No data for type CONN
NET: Username=(n/a)
session 1d=00000001 _Unique 1d-00000003
Start senc=0 stop o
has been sen(-N
Wethad L7st=0
Aetribute Tist:
G7E7E9EC 0 00000001 session-id(338) 4 1(1)
No data for type C
No data for type SeSrem
No data for type RM CALL
No data for Type RM VPDN
No data for type AUTH PROXY
No data for T
No data for type aur

JLE?B*D';@

<

O e No data for type VPDN-TUNNEL
Copyright (0) 2006-2021 GNS3 Technologies. No data for (ype vaN TUNNEL -LINK
Use Help -> GNS3 Doctor o detect common ssues No data for T

No data for type mssc TUNNEL
= 2 . No data for type

® 17°C Chubascos

Parte 6: Configure las funciones de

Administracion de Red

En esta parte, debe configurar varias funciones de administracion de red. Las
tareas de configuracion son las siguientes:

Tabla 8. Configuracion de funciones de administracion

dered

Tarea# | Tarea Especificacién

En todos los dispositivos, Configure el reloj local a la hora
6.1 configure el reloj local a la hora UTC actual.
UTC actual.
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6.2 maestro.

Configure R2 como un NTP

Configurar R2 como NTP
maestro en el nivel de estrato
3.

En todos los dispositivos, configure el reloj local a la hora UTC actual.

R1(config)#clock time UTC -5
R1#clock set 17:59:40 Nov 14 2021
R1#show clock

R2(config)#clock time UTC -5
R2#clock set 18:06:40 Nov 14 2021
R1#show clock

R3(config)#clock time UTC -5
R3#clock set 18:06:50 Nov 14 2021
R3#show clock

D1(config)#clock time UTC -5
D1#clock set 18:08:40 Nov 14 2021
D1(config)#exit

D2(config)#clock time UTC -5
D2#clock set 18:10:00 Nov 14 2021
D2(config)#exit

Al(config)#clock time UTC -5
Al#clock set 18:12:12 Nov 14 2021
Al(config)#exit
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Figura 48. Comprobacién de UTC R1

File Edit View Control Node Annotate Tools Help

& &

Rl#sh ow_clock

VAt OInh @

Console
Running GNS3 version 2.2.24 on Wi

Copyright (c) 2006-2021 GNS3 Technologies
Use Help -> GNS3 Doctor to detect common issues.

=m0 P § -

*12:58:32.307 GMT Sun Nov 14 2021
Bci]_o—|Ri#cTock Set 17:59:40 Nov 14 2021

©01[*Nov 14 22:59:40.000: %SYS-6-CLOCKUPDATE: System clock has been updated from 12:

59:47 GMT Sun Nov 14 2021 to 17:59:40 GMT Sun Nov 14 2021, configured from conso Servers
ie b{ sadmin on console.

R1#show clock
17:59:57.827 GMT sun Nov 14 2021
140

“| Topology Su.. @&

Node Consol¢

RI(config)#clock time GMT -5 ~ » @ Al telnet1
Rl(conﬁg)* » @ D1 telnetl

v 14 17:53:43.787: %SYS-6-CLOCKUPDATE: System clock has been updated from 12: P

53%3 Cotonn sun Nov 14 2021 to 12:53:43 GMT sun Nov 14 2021, configured from c b QD25 telnets|
onsole by sadmin on_console, » @ PC1 telnet ¢
::‘((unﬁg)#dn ah oclock @ PC2 telnet i
» ) PC3 telnet ¢

x Tivalid input detected at "A' marker. » @ PC4 telnet k¢
R1(config)#exit r a1 yistieth
#c » DR telnetl
INov 14 17:57:40.431: %SYS-5-CONFIG_I: Configured from console by sadmin on cons » @R telnetld

Sum.. @&
» @ GNS3WM...
» @ NERUCP..

24, 4 |24Rows, 80 Cols |VTI00

601 p.m.
14/11/2021

@ 16°C Uuvialigera A G Z Q) 4@ ESP

Configure R2 como un NTP maestro.

Username: sadmin
Password:
R2#conf t
Enter configuration commands, one per line. End with CNTL/Z.
R2(config)#ntp master 3
R2(config)#end

Tabla 9.

dered

Configuracion de funciones de administracion

Tarea#

Tarea

Especificacion

6.3

Configure NTP en R1, R3, D1,
D2,y Al

Configure NTP de la siguiente manera:
« R1 debe sincronizar con R2.
e R3, D1y Al para sincronizar la hora
con R1.
o D2 para sincronizar la hora con R3.

6.4

Configure Syslog en todos los
dispositivos excepto R2

Syslogs deben enviarse a la PC1 en
10.0.100.5 en el nivel WARNING.
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Configure SNMPv2c en todos Especificaciones de SNMPv2:
los dispositivos excepto R2 o Unicamente se usara SNMP en
modo lectura (Read-Only).
 Limite el acceso SNMP a la
direccion IP de la PC1.
« Configure el valor de contacto
SNMP con su nombre.
« Establezca el community string en
ENCORSA.
6.5 « En R3, D1, y D2, habilite el envio de
traps config y ospf.
o En R1, habilite el envio de traps
bgp, config, y
ospf.
« En Al, habilite el envio de traps
config.

Configure NTP en R1, R3, D1, D2, y Al.

Username: sadmin

Password:

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#ntp server 209.165.200.226

R1(config)#ntp update-calendar

R1(config)#exit

R1#show ntp associations

R3(config)#ntp server 10.0.13.1
R3(config)#ntp update-calendar
R3(config)#exit

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.

R1(config)#ntp peer 10.0.13.2

R1(config)#ntp peer 10.0.10.2

*Nov 15 20:36:33.155: %BGP-5-ADJCHANGE: neighbor 209.165.200.226 Down
BGP Notification sent

R1(config)#ntp peer 10.0.10.2
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*Nov 15 20:36:33.155: %BGP-3-NOTIFICATION: sent to neighbor
209.165.200.226 4/0 (hold time expired) O bytes

R1(config)#ntp peer 10.0.10.2

R1(config)#ntp peer 10.0.100.3

R1(config)#end

D1(config)#ntp peer 10.0.10.1
D1(config)#exit

Al(config)#ntp peer 10.0.10.1
Al(config)#end

Figura 49. Configuracion NTP y Comprobacion de
UTCR1

€

File Edit View Control Node Annotate Tools Help

= OF>-» "HC Emilw

File Edit View Options Transfer Script Tools Window Help

® fEonsol
RLF elnet 1
Rl#conf t elnet 1
r configuration commands, one per line. End with CNTL/z. elnet 1
= R1(config)#ntp server 209.165.200.226 .
« R1(config)#ntp update-calendar neti
R1(config)#end felnet ¢
Rlden : : elnet I¢
"qmv 15 20:05:09.879: %SYS-5-CONFIG_I: Configured from console by sadmin on cons |
o
Translating "end" B
Translating "end" elnet I
Translating "end"
% Bad Ip address or host name D
Qs % unknown command or computer name, or unable to find computer address
R1#wr 8%
(m, ] Building configuration...
VM.
R1#show ntp associations cp..
address ref clock st when poll reach delay offset disp
~209.165. 200. 226 127.127.1.1 3 62 64 0 0.000 0.000 15937,
* sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured
Ri#show clock
*15:06:42.491 UTC Mon Nov 15 2021
el9 R1#

Telnet: :1

< D
Console ®
Running GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PYQE 5. 12.3. -
Copyright (c) 2006-2021 GNS3 Technologies

Use Help -> GNS3 Doctor to detect common issues.

= 2

X 620V:255.02: 1.0

@ 14°C Luvialigera ~
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Figura 50. Comprobacion NTP R3

File Edit View Control Node Annotate Tools Help

mE OF>-)

BIRB - o X

File Edit View Options Tansfer Script Tools

[ authentication-key Authentication key for trusted time sources A
broadcastdelay Estimated round-trip delay
a1/0 clock-period Cength of hardware clock tick
Togging Enable NTP message Togging
master ACt as NTP master clo
nax-associations  set maxinun nunber of associations
eer configure NTP peer
server Configure NTP server
Configure interface for source address
el trusted-key Key numbers for trusted time sources
Update-calendar periodically update calendar with NTP time

R3(config)#ntp server Set maxinum number of associations
Translating
A
&

% Invalid input detected at marker.

R3(config)#ntp server 10.0.13.1
R3(config)#ntp update-calendar
R3(config)#ex

R!
*Nov 15 20:24:00.087: %SYS-5-CONFIG_:

: configured from console by sadmin on cons

At O @

R3#show ntp associations

address ref clock st when poll reach delay offset  disp

~10.0.13.1 64 4] 000 0.000 15937.
O Deer SOG4 CATATHAT Sy, ~ [OREIVEF, X FATSGE Cher vscr: CPAFIBUREA
R3#

VTI00

] D
Console a®
Running GNS3 version 2.2.24 on Windows (64-bit) with Python 3.6.8 Qt 5.12.10 and PyQt 5.12.3. -
Copyright (c) 2006-2021 GNS3 Technologes.

Use Help -> GNS3 Doctor to detect common issues.

Lluvia ligera

Figura 51. Comprobacién NTP asociacion R1

File Edit View Control Node Annotate Tools Help

Fm OF>-> "N

File Edit View Options Trensfer Sciipt Tools Window Help

Topology Su... @&

Node Consol¢
a o
8 “Nov 15 20144105.963 > @ A1 teinet]
R1(config)# » @ D1 telnet1
Rl((unﬁg)#end » @ D2 telnet1
.I Yran51at1ng “end" > 9 PCl telnet i
. » @ PC2 telnet ¢
Translating "end” b @ PC3 telnetll
Translating "end" > @ Pea telnetic
» @RI telnetlc
% Bad Ip address or host name @R el
% unknown command or computer name, or unable to find computer address
R » O R telnetld
0 “Nov 15 20:45:09.991: %SYS-5-CONFIG_T: Configured from console by sadmin on cons
ole
R1#wr
Building configuration... < v
Qe foK]
R1# L
=} Rl#show ntp associations
address ref clock st owhen poll reach delay offser  disp
~10.0.10.2 LINIT. 16 25 0.000 15937.
~10.0.13.2 < INIT. 16 = 64 0 0 000 0.000 15937.
~10.0.100.3 ST 16 - 64 0 0,000 0.000 15937.
10.0.13.3 16 10 64 0 0 000 0.000 15937.
~209.165. 200. 226 127 127 1.1 93 64 000 0.000 15937.

S Ve mees, FanTerrel: Tiaire, “ontlvs, Wiralsarisker. ©ioetcuned
R1#

VTI00

NUM| ]

El b
Console e
Use Help -> GS3 Doctor to detect common issues.

This could be an issue with the 10U image, using 3 different image may fix this

=>10U VM D1 process has stopped with retur code: -11 (segfault)
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Figura 52. Comprobacion NTP asociacion R3

E FINAL C v Herramientas de tabla Nestor Esps
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0 [ atibri (Cuerpo) -|[11 K K |Aa- %
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egar > N 1
9 @ Copiarfomato!| | (N K 8~ &k (B A- B fonar
Portapapeles 5 Fuente 5 address when—poTT e ay sp X
3 - S " Fi ~10.0.13.1 16 64 0 6-006 0,000 15035
5 e ., - 8 KR KM ) s ysipeer, # selected, + candidate, - Duﬂyer. x falseticker, ~ configured
1 S R3#con
E Enter configuration commands, one per Tine. End with cNTL/z.
B R3(config)#ntp peer 10.0.13.
H R3(config)#end
R3#
o "[(lov 15 20:44:08.455: %SYS-5-CONFIG_I: Configured from console by sadmin on cons
B ole
- 3#end
| Translating "end”
Y v SE Ty me ||transtating end”
s ) Translating "end"
] & % Bad Ip address or host name "
7 o % unknown command or computer name, or unable to find computer address
a R: r
2 o Building configuration...
] | [OK
o 8z R3#show ntp associations
] < address ref clock st when poll reach delay offser  disp
g 2 ~10.0.13.1 fEittas 16 24 000  0.000 15937.
o ~10.0.13.1 16 58 & & 0:800 5:000 13037,
o ayeipesr Salacved) . candidate, ~outlyer, % Falsedickers ~:cantigusen
B 5, 80 Cols_|VT100
] Configure Syslog en todos los Syslogs deben enviarse a la PC1 en 10.0.100.5 en el
K 64 dispositivos excepto R2 nivel WARNING.
Pagina 68 de 69 5442 palabras  [|X  Espafiol (Espafia) -] B -——&——+ 124%
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Figura 53. Comprobacion NTP asociacion Al

[ £ F s

File Edit View Control Node Annotate Tools Help

w= ON > )

A1 - SecureCRT - o X

"1 c
C z m 1and g Options  Transfer Script Tools Window Help

Topology Su... @&

® Node Consoll
)
1, changed state to down — Al Teeinet)
s » @01 tenet
oNov 16 01:42:36.426: SLING-3-UPDOWN: Interface Port-chamnell, changed state to » @ D2 telnett
= 3 jown
- *Nov 16 01:42:37.428: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port-chann » 9 PCl telnet
ell, changed state to down » @ PC2 telnet I
sf|AL# 5 » @ PC3 telneti¢
*Nov 16 01:42:42.341: %LINEPROTO-5-UPDOWN: Line protocol on Interface Ethernetl/ -4
1, changed state to up b PC4 telnet I¢
“Nov 16 01:42:42.581: %EC-5-L3DONTBNDL2: ET1/1 suspended: LACP currently not ena » @RI tenete
bled on the remote port @ i i
Nev 16 01:42:50.020: %LINK-3-UPDOWN: Interface Port-chamnell, changed state to » DR tenetle
“Nov 16 01:42:51.035: %LINEPROTO-5-UPDOWN: Line protocol on Interface Port-chann
el1, changed state to up
AL ‘ v
Qs Building configuration.
Compressed configuration from 2571 bytes to 1569 bytes[ok] Severs Sum... B8
=V} Al#show ntp assiations @ GBI
% Invalid input de(ec(ed at ‘A’ marker. » @ NERUCP...
? Al#show ntp associations
address ref clock st when poll reach delay offset disp
~10.0.10.1 16 60 64 0 0.000 0.000 15937.
S oye ot WFselactad) Focandidate, SOUCIVEE, XoFalsetichen, iconfigured
aL#
‘ v
Console ea®

Use Help -> GNS3 Doctor to detect common issues.

=> 10U VM "D1" process has stopped with retur code: -1 (segfault). This could be an issue with the 10U image, using a different image may fix this
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Figura 54. Comprobacién NTP asociacion D1

File Edit View Control Node Annotate Tools Help
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- . b3 —-— . [EEERAE  File Edit View Opti sfer Script Tools Window Help
| BB e8BS TR el @ B Topology Su.. B®

o vr1 vrs val Node. Consolt
R R R RRRRRRRRRRBRRRDRDRDRD[j___ » @ A1 telnetl

e o o
pl(config)#ntp peer 10.0.10.1 » D1 telnet1
d » @ D2 telnet1

01 (conf ig)#ent
o » @ PC telnetic
» @ PC2 telnet I¢
“Nov 16 01:43:55.464: %SYS-S5-CONFIG_I: Configured from console by sadmin on cons » @ PC3 telnet
oleCompressed configuration from 4982 bytes to 2651 bytes[OK] =

D1# » @ PCa telnetl¢
*Nov 16 01:44:34,767: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe » ORI telnetlc
rneto/0 (not full duplex), with RL Gigabitethernet0/0 (full duplex). V@R Handl
1L

D1#

*NOv 16 01:45:34.758: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe » O R3 telnetl
rnet0/0 (not full duplex), with RI GigabitEthernet0/0 (full duplex).

Dl#show ntp associations

Awr
Building configuration...

address ref clock st when poll reach delay offset disp

~10.0.10.1 LINIT. 16 61 4 0 0.000 0.000 15937.

“ sys.peer, # selected, + candidate, - outlyer, x falseticker, ~ configured Servers Sum... BE
D1# .
*Nov 16 01:46:34,761: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe » O GNSIVM...
rnet0/0 (not full duplex), with R1 Gigabitethernet0/0 (full duplex). » @ NERUCP..
D1#

“NOv 16 01:47:34.765: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe
rnet0/0 (not full duplex), with Rl Gigabitethernet0/0 (full duplex).
D1#

NaeO[On @

*NOv 16 01:48:34.765: %CDP-4-DUPLEX_MISMATCH: duplex mismatch discovered on Ethe
rnet0/0 (not full duplex), with Rl Gigabitethernet0/0 (full duplex).
D1#

0 eady elnet: 29, 4 |29 Rows, 80 Cols |VTI00

a®

-ess has stopped with return code: -11 (segfault). This could be an issue with the 10U image, using a different image may fix this.

Atreror
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e e ™ axr 4 @ 14°C Muynublado ~ & z ) w8 Ep TEE O]

Configure Syslog en todos los dispositivos excepto R2

R3(config)#logging 10.0.100.5
R3(config)#logging trap warnings
R3(config)#logging trap 4

R1(config)#logging 10.0.100.5
R1(config)#logging trap warnings
R1(config)#logging trap 4
R1(config)# end

D1(config)#logging host 10.0.100.5
D1(config)#logging trap warnings
D1(config)#logging trap 4
D1(config)#end

D2(config)#logging host 10.0.100.5
D2(config)#logging trap warnings
D2(config)#logging trap 4
D2(config)#end

Al(config)#logging host 10.0.100.5

Al(config)#logging trap warnings
Al(config)#logging trap 4
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Al(config)#exit
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View Control Node Annotate Tools
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Help

UetOnh @
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Console
10U VM "D1" process has stopped with retun code:

10U VM "D1" process has stopped with return code:

Figura 55. Comprobacién de Syslog R3
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filterin
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e aredad sequence AuMiber."disabled
filtering disabled 2
. I Log Buffer (8192 bytes): o8
-11 (segfault). This could be an issue with thef =
“Nov 17 16:59:06.107: % Error opening nvram:/ifIndex-table No such file or direcw
-11 (segfault). This could be an issue with they

Telnet: :1
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Fle Edit View Node Annotate Tools Help
= File Edit View Options Transfer Script Tools Window Help
= ON> ) c
—4 - [
®
RI(config)#exi =
*NOv 17 17:45:13.451: %SYS-5-CONFIG_I: Configured from console by sadmin on cons ft1
Bt1
RL#show Toggin E,
™Y 5¥5709 10089na° enabled (0 messages dropped, 3 messages rate-limited,
- 0 flushes, O overruns, xml disabled, filtering disabied) e
I
No Active Message Discriminator. Lo
Bt o
Q No Inactive Message Discriminator. *:‘
<
Btlc
0 console Togging: Jevel debugglng 70 messages Togged, xml disabled,
filtering
wonitor Togging: level de ugg1n : o messages Togged, xml disabled,
tering disabled
e Buffer logging: '\eve'\ del ug? g 71 messages logged, xml disabled, 12
- ermg sl ®
(=]} Logging Ex(epnon e = L
o ihesvan JoosTne moYssgts: disabled
Persistent logging: disabled
? No active filter modules.
ESM: 0 messages dropped
Trap Togging: Tevel warnings, 72 message lines 1o
gg?ng to 10.0.100.5 ~(udp port 514, audit ggsatﬂed
uthentication disabled, encryption disabled, Tink down),
" message lines logge:
0 meecageqlnes foddes m1(ed
0 message_Tines dropped-by-M
3] disabled, sequence nunber ' disabled
L Filtering disabled
2= ] ) - Log Buffer (8192 bytes): 3
10U VM D1" process has stopped with return code: -11 (segfault), This could be an issue with the 10U image, using 3 different

10U VM D1 process has stopped with retur code: -11 (segfault)

“This could be an issue with the 10U image, using a different image may fix this.

Liuvia ligera
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Figura 57. Comprobacién de Syslog Al
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EXCESS s ops 6 Btic
msg-body drops  EXCESSCOLL il
Ie
Ie

0 e1/3 €|no Inactive Message Discriminator.

d
e

: disabled
9

Tines logged
audit disabled,

Log Buffer (50000 bytes): ®

“Il#Noy 17 21:59:12.301: %SPANTREE-5-EXTENDED_SYSID: Extended Sysid enabled for typ
“1|#Nov 17 21:59:16.104: %LINK-3-UPDOWN: Interface Ethernet0/0, changed state to up v

avLh

# 2 ¢«mBEB B8RO O®® § ~ v ¢ @ F

= 601 pm.
AB zdD) =
ligera Geavwe B0

Configure SNMPv2c en todos los dispositivos excepto R2

R3#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R3(config)#snmp-server community string ENCORSA
R3(config)#snmp-server location ?

LINE The physical location of this node
R3(config)#snmp-server location Espinel
R3(config)#snmp-server contact Nestor_Arcangel
R3(config)#snmp-server host 10.0.100.5 version 2c string
R3(config)#ip access-list standard ENCORSA
R3(config)#snmp-server enable traps
R3(config)#snmp-server enable traps config
R3(config)#snmp-server enable traps ospf
R3(config-std-nacl)#permit 10.0.100.5
R3(config-std-nacl)#

R1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
R1(config)#snmp-server community string ENCORSA
R1(config)#snmp-server location Espinel
R1(config)#snmp-server contact Nestor Arcangel
R1(config)#snmp-server host 10.0.100.5 version 2c string
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R1(config)#ip access-list standard ENCORSA
D1(config)#snmp-server enable traps
D1(config)#snmp-server enable traps config
D1(config)#snmp-server enable traps bgp
D1(config)#snmp-server enable traps ospf
R1(config-std-nacl)#permit 10.0.100.5
R1(config-std-nacl)#exit

D1#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D1(config)#

D1(config)#snmp-server community string ENCORSA
D1(config)#snmp-server location Espinel
D1(config)#snmp-server contact Nestor Arcangel
D1(config)#snmp-server host 10.0.100.5 version 2c string
D1(config)#ip access-list standard ENCORSA
D1(config)#snmp-server enable traps
D1(config)#snmp-server enable traps config
D1(config)#snmp-server enable traps ospf
D1(config-std-nacl)#permit 10.0.100.5
D1(config-std-nacl)#exit

D2#

D2#conf t

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#snmp-server community string ENCORSA
D2(config)#snmp-server location Espinel
D2(config)#snmp-server contact Nestor Arcangel
D2(config)#snmp-server host 10.0.100.5 version 2c string
D2(config)#ip access-list standard ENCORSA
D2(config)#snmp-server enable traps
D2(config)#snmp-server enable traps config
D2(config)#snmp-server enable traps ospf
D2(config-std-nacl)#permit 10.0.100.5
D2(config-std-nacl)#exit

Username: sadmin

Password:

Al#conft

Enter configuration commands, one per line. End with CNTL/Z.
Al(config)#snmp-server community string ENCORSA
Al(config)#snmp-server location Espinel
Al(config)#snmp-server contact Nestor Arcangel
Al(config)#snmp-server host 10.0.100.5 version 2c string
Al(config)#ip access-list standard ENCORSA

79



Al(config)#snmp-server enable traps
Al(config)#snmp-server enable traps config
Al(config-std-nacl)#permit 10.0.100.5
Al(config-std-nacl)#exit

Figura 59. Comprobacién de SNMP R1
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Figura 61. Comprobacién de SNMP D2
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Location: Espinel
0 snp packets input
SNMP version errors
unknown community name
@ = 0 ﬂ'\ega'\ uperamon for community name supplied L] >
& 0 Encoding e X Servers Sum... B
(=] O Nusbar of requestad varfabies =
0 Number of altered variables » @ GNSIWM...
0 Get-request PDUS ' @
0 Get-next PDUS NERCP.
0 set-request Pou
Thput queue packet drops (Waximum queue size 1000)
36 sWp packets output
0'Too big errors (axinum packet size 1500)
0 No such name errors
0 Bad values errors
0 General errors
I 0 Response PoUS
T
Snp g'\obag TPap: enabled
swP Togging: enable -
< Logging to 10.0. 0.5, 162, 10/10, 19 sent, 7 dropped. [
02#
Console 02# &
WD P -1 (segfault), This cou fssue wit ima| “NOV 22 15:16:57.339: %COP-4-DUPLEX MISMATCH: duplex mismatch discovered on -
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Figura 62. Comprobacién de SNMP Al
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Ars » @ PC3 telnetIc
“Nov 22 15:14:28.079: %SYS-5-CONFIG_I: Configured from console by sadmin on » @ PCA telnet i
i""s" » @RI telnetk
Building configuration. » @ R2 telnetlc
Compressed configuration from 5793 bytes to 2735 bytes[ok] » @RI telnetl
AL#show snmp
Chassis: 2048003
Contact: Nestor Arcangel
Location: Espinel
e 0 SNMP pg(ke(s input L] >
0 Bad SNWP version errors
(=) 0 unknown community name Serves Um0
0 21legal operation for commnity name supplied » @ GNSIVM...
0 Encoding errors » @ NeRU CP.
0 Number of requested variables -
0 Number of altered variables
0 Get-request PDUS
0 Get-next PDUS
el 0 set-request PDI
0 Tnput queue packet drops (Maximum queue size 1000)
6 SNWP_packets output
0 100 big errors (aximum packet size 1500)
] 0 No such name error
0 Bad values errors
0 General errors
9 Kesporse Pous
L 6 T | ~
‘ swip global trap: enabled 0
Console swup Togging: enabled o®
10U VM D" process has stopped with return code: -1 (segfault). This could be an issue vith the I0Uimal| |, Logging to 10.0.100.5.162, 0/10, 6 sent, 0 dropped. =
10U VM "D1” process has stopped with return code: -11 (segfault). This could be an issue with the 10U imgl | AL# bd
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Figura 63. Comprobacién de SNMP D1
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CONCLUSIONES

Podemos concluir que en la realizacion de la actividad se presentaron
algunas problematicas respecto a la realizacion de la actividad ya que en el
entorno donde se desarrolld “GNS3” represento todo un reto ya que este
programa tiene muchas dificultades tanto al momento de realizar las
configuraciones como al momento de validarlas y al momento de ser
guardadas a que hay que realizar tanto la importacion como la exportacion
de las imagenes utilizadas, lo cual en ocasiones ocasionaba fallos en el

guardado.

El desarrollo de este diplomado permitié tener una mejor perspectiva frente
a problemas que pueden pasar en la practica y los cuales no siempre son
sencillos de solucionar gracias a lo aprendido se logro realizar multiples
configuraciones y de igualenmela muchas formas de poder comprobar las
distintas configuraciones realizadas, permitiendo de esta manera identificar
de manera mas precisa los posibles fallos encontrados, ser corregidos de

manera satisfactoria.

Se evidencia que este tipo de programe “GNS3” permite realizar ciertas
configuracion que otros programas como packet tracer no perite realizarlas
y de esta manera tener un mejor conocimiento del seguimiento a
problemas de la red, como de igual manera se detecta ciertas desventajas
el programa ya que se requiere cierto nivel de preparacién del mismo para
desarrollar de manera satisfactoria ciertos laboratorios que requieren de

imagenes especificas debido al nivel de aceptacion de ciertos comandos.

Como ultimo desde el punto de vista personal considero que por falta de
mejor manejo del entorno en el cual se trabajé considero que los

resultados pueden haber sido mejor en otro entorno o por el contrario con
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mas tiempo de preparacion esto debido a que se realiz6 multiples
simulaciones y pruebas para encontrar los dispositivos que realmente
tenian las aplicaciones necesarias para realizar las configuraciones
solicitadas, teniendo encuentra la cantidad de elementos y aplicaciones
que abarca este entorno de trabajo, me quedo con una satisfaccién un
sobresaliente ya que se logra presentar un trabajo parcial demostrando las

capacidades del estudiante para enfrentarse a entornos practicos.
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