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GLOSARIO

Conmutador (switch): es un dispositivo de enlace que realiza un puente entre
multiples puertos, tiene las propiedades de actuar eficientemente como dispositivo de capa
de enlace de datos. Dentro de sus funciones este elemento de la red realiza una verificacion
de errores antes de reenviar paquetes. divide el dominio de colision de los hosts, pero el
dominio de difusion sigue siendo el mismo.

Enrutadores (Router): estos elementos son dispositivos con la propiedad de enlazar dos o
mas redes diferentes, dentro de su estructura se pueden componer de diferentes tipos
de segmentos de red LAN. Este dispositivo, recibe paquetes de datos y selecciona dentro de
una tabla la ruta més eficaz para reenviar el paquete a traves de la red. La tabla es llamada
tabla de enrutamiento y es creada por el mismo dispositivo, estos dispositivos operan en el
nivel de capa de red del modelo 10S.

Protocolos: los protocolos de enrutamiento administran la actividad de enrutamiento en un
sistema, Estos protocolos son un conjunto de reglas utiliza un router cuando se comunica con
otros router con el fin de compartir y sincronizar informacion de enrutamiento. La finalidad
es mantener la informacion actualizada para construir las tablas de enrutamiento.

Etherchannel: Es una tecnologia de Cisco construida de acuerdo con los estandares 802.3
full-duplex Fast Ethernet. Permite la agrupacién logica de varios enlaces fisicos Ethernet,
esta agrupacion es tratada como un Unico enlace y permite sumar la velocidad nominal de
cada puerto fisico Ethernet usado y asi obtener un enlace troncal de alta velocidad. Los
puertos usados deben tener las mismas caracteristicas y configuracion.



RESUMEN

El aprendizaje y conocimientos basicos de computacion y redes son elementos
necesarios en el campo de trabajo de un profesional en tecnologias, por esta razon el
conocimiento en redes y comunicaciones forman uno de los principales pilares del
conocimiento técnico, la necesidad de acceder al diplomado en CCNP tiene como principal
finalidad el desarrollo de competencias que me permitan abordar desafios en el mundo
moderno, proyectos que parten basados en la construccion, evolucion y reparacion de redes
informaéticas, los conocimientos que nos ofrece la academia de aprendizaje CISCO con sus
programas a través de la Universidad Nacional Abierta y a Distancia nos permiten lograr este
objetivo.

Los sistemas informaticos estan presentes en todos los entornos tecnolégicos modernos y
gracias a ellos son una gran oportunidad de incursion de nuestra vida profesional. La
economia global gira entorno a redes informaticas, los sistemas productivos avanzan
alrededor basados en redes, hemos pasado de equipos que operaban en un gran porcentaje
con intervencién humana a equipos que tienen la capacidad de analizar y evaluar tareas
basados en aprendizaje para ejecutar procesos y que pueden comunicarse con otros equipos
ubicados a grandes distancias incluso fuera de nuestro planeta.

La certificacion en CISCO es una gran oportunidad de incursion en el mercado de las
comunicaciones y transporte de datos, la gran mayoria de arquitecturas operan bajo su
tecnologia.

Palabras Claves: Conmutacion, CCNP, Enrutamiento, CISCO, Redes, Datos, Tecnologias,
Protocolos, informatica.



ABSTRACT

Learning and basic knowledge of computing and networks are necessary elements in
the field of work of a professional in technologies, for this reason knowledge in networks
and communications form one of the main pillars of technical knowledge, the need to access
the diploma in CCNP Its main purpose is the development of competencies that allow me to
address challenges in the modern world, projects that start based on the construction,
evolution and repair of computer networks, the knowledge offered by the CISCO learning
academy with its programs through the National Open and Distance University allow us to
achieve this objective.

Computer systems are present in all modern technological environments and thanks to them
they are a great opportunity to foray into our professional life. The global economy revolves
around computer networks, productive systems move around based on networks, we have
gone from teams that operated in a large percentage with human intervention to teams that
have the ability to analyze and evaluate tasks based on learning to execute processes and that
they can communicate with other equipment located at great distances even outside our
planet.

Certification in CISCO is a great opportunity to enter the communications and data transport
market, the vast majority of architectures operate under its technology.

Keywords: Switching, CCNP, Routing, CISCO, Networks, Data, Technologies, Protocols,
computing..



INTRODUCCION

El mundo moderno y la sociedad actual requieren de persona con capacidades
técnicas y tecnologias que permitan la construccién segura de redes y centros informaticos
dedicados al resguardo eh intercambio de informacién. En todos los casos esta informacion
se debe mantener bajo resguardo y con proteccion de un administrador, lejos de manos de
personas o grupos que la puedan utilizar para generar dafio. El diplomado de CISCO nos
brinda esta oportunidad.

A lo largo del desarrollo de este taller de evaluacion de conocimientos nos encontraremos
con elementos de aprendizaje que abarcan desde el &mbito de interaccion de un software de
simulacion de redes como es el PACKET TRACER, la construccion de una red dentro de su
entorno de simulacion y la configuracion logica de dispositivos como swich, routers y
terminales, todo bajo el concepto de una red segura, eficiente, estable y logica.

Para lograr el objetivo de una red con las caracteristicas mencionadas anteriormente, se
requiere del conocimiento basicos y avanzado en formulacion de instrucciones y comandos
que realicen las tareas requeridas, gran parte del conocimiento es la capacidad de
asesoramiento a un cliente sobre los equipos mas eficientes a su necesidad que le implique
una inversion baja sin dejar de lado los conceptos anteriores, almacenamiento seguro,
transporte rapido eficiente, estable y seguro.

La estabilidad de la red es una de las principales caracteristicas que se debe ofrecer a un
cliente, las diferentes configuraciones fisicas en conjunto con los comandos a trabajar dentro
de este ejercicio de evaluacion nos permitirdn cumplir este requerimiento. Seria muy molesto
gue nos encontraramos en una transaccion importante muy delicada donde esté en juego una
gran inversion y nuestro sistema colapsara continuamente. Este ejercicio nos permitira darle
la robustes que se requiere ante posibles fallos



DESARROLLO

1. ESCENARIO 1

Loopback 0 (NTP )
BRGSAdSlefz 2222/32
2001:db8:2222::1/128
G0/0/0
2/:2

209.165.200.0/24
2001:db8:200::/64,
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llustracion 1 Topologia de Red



Tabla 1 Tabla de direccionamiento

Dispositivo Interfaz Direccion IPv4 Direccion IPv6 IPv6 Link-Local
R1 GO0/0/0 209.165.200.225/27 2001:db8:200::1/64 fe80::1:1
G0/0/1 10.0.10.1/24 2001:db8:100:1010::1/64 fe80::1:2
S0/1/0 10.0.13.1/24 2001:db8:100:1013::1/64 fe80::1:3
R2 G0/0/0 209.165.200.226/27 2001:db8:200::2/64 fe80::2:1
Loopback0 | 2.2.2.2/32 2001:db8:2222::11/128 fe80::2:3
R3 G0/0/1 10.0.11.1/24 2001:db8:100:1011::1/64 fe80::3:2
S0/1/0 10.0.13.3/24 2001:db8:100:1013::3/64 fe80::3:3
D1 G1/0/11 10.0.10.2/24 2001:db8:100:1010::2/64 fe80::d1:1
VLAN 100 10.0.100.1/24 2001:db8:100:100::1/64 fe80::d1:2
VLAN 101 10.0.101.1/24 2001:db8:100:101::1/64 fe80::d1:3
VLAN 102 10.0.102.1/24 2001:db8:100:102::1/64 fe80::d1:4
D2 G1/0/11 10.0.11.2/24 2001:db8:100:1011::2/64 fe80::d2:1
VLAN 100 10.0.100.2/24 2001:db8:100:100::2/64 fe80::d2:2
VLAN 101 10.0.101.2/24 2001:db8:100:101::2/64 fe80::d2:3
VLAN 102 10.0.102.2/24 2001:db8:100:102::2/64 fe80::d2:4
Al VLAN 100 10.0.100.3/23 2001:db8:100:100::3/64 fe80::al:l
PC1 NIC 10.0.100.5/24 2001:db8:100:100::5/64 EUI-64
PC2 NIC DHCP SLAAC EUI-64
PC3 NIC DHCP SLAAC EUI-64
PC4 NIC 10.0.100.6/24 2001:db8:100:100::6/64 EUI-64
OBJETIVOS

Part 1: Construir la red y configurar los ajustes basicos de cada dispositivo y el
direccionamiento de las interfaces

Part 2: Configurar la capa 2 de la red y el soporte de Host

Part 3: Configurar los protocolos de enrutamiento

Part 4: Configurar la redundancia del primer salto

Part 5: Configurar la seguridad

Part 6: Configurar las caracteristicas de administracion de red

ESCENARIO



En esta prueba de habilidades, debe completar la configuracion de la red para que haya una
accesibilidad completa de un extremo a otro, para que los hosts tengan un soporte confiable
de la puerta de enlace predeterminada (default gateway) y para que los protocolos
configurados estén operativos dentro de la parte correspondiente a la "Red de la Compafiia™
en la topologia. Tenga presente verificar que las configuraciones cumplan con las
especificaciones proporcionadas y que los dispositivos funcionen como se requiere.

Nota: Los routers usados son Cisco 4221 con CISCO 10S XE version 16.9.4 (imagen
universalk9). Los switches usados son Cisco Ctalyst 3650 con Cisco 10S XE versién 16.9.4
(imagen universalk9) y Cisco Catalyst 2960 con Cisco 10S version 15.2(2) (imagen
lanbasek9). Se pueden usar otras versiones de switches, routers y Cisco 10S. Dependiendo
del modelo y la version de Cisco I0S, los comandos disponibles y el resultado producido
pueden variar de lo que se muestra en las practicas de laboratorio.

Nota: Si trabaja directamente con equipos remotos, asegurese que los switches hayan sido
borrados y no tengan configuraciones de inicio.

Nota: La plantilla de Switch Database Manager (SDM) instalada por defecto en un switch
Catalyst 2960 no soporta IPv6. Debe cambiar la plantilla SDM por defecto a una plantilla
predeterminada dual-ipv4-and-ipv6 utilizando el comando de configuracion global sdm
prefer dual-ipv4-and-ipv6 default. Cambiar la plantilla requerira el reinicio del switch.

Recursos necesarios

o 3 Routers (Cisco 4221 con Cisco 10S XE version 16.9.4 imagen universal o comparable)
e 2 Switches (Cisco 3650 con Cisco I0S XE version 16.9.4 imagen universal o comparable)
e 1 Switch (Cisco 2960 con Cisco IOS version 15.2 imagen lanbase o comparable)

e 4 PCs (utilice el programa de emulacion de terminal)

e Los cables de consola para configurar los dispositivos Cisco 10S van a través de los
puertos de consola

e Los cables Ethernet y seriales van como se muestra en la topologia

Parte 1: Construir la red y configurar los parametros basicos de los dispositivos y el
direccionamiento de las interfaces

Paso 1: Cablear la red como se muestra en la topologia.

Conecte los dispositivos como se muestra en el diagrama de topologia y conecte los cables
seglin sea necesario.
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llustracion 2 Modelo distribucion de red y conexionado

Paso 2: Configurar los pardmetros basicos para cada dispositivo.

a. Mediante una conexion de consola ingrese en cada dispositivo, entre al modo de
configuracion global y aplique los parametros basicos. Las configuraciones de inicio
para cada dispositivo son suministradas a continuacion:

Router R1

hostname R1
ipv6 unicast-routing
no ip domain lookup
banner motd # R1, ENCOR Skills Assessment, Scenario 1 #
line con O
exec—-timeout 0 O
logging synchronous
exit
interface g0/0/0
ip address 209.165.200.225 255.255.255.224
ipv6 address fe80::1:1 link-local
ipv6 address 2001:db8:200::1/64
no shutdown
exit
interface g0/0/1
ip address 10.0.10.1 255.255.255.0
ipv6 address fe80::1:2 link-local
ipv6e address 2001:db8:100:1010::1/64

no shutdown
exit



interface s0/1/0
ip address 10.0.13.1 255.255.255.0
ipv6 address fe80::1:3 link-local
ipv6e address 2001:db8:100:1013::1/64
no shutdown
exit

Ll - [m] X

Physical ~ Config _ CLI_ Aftributes
—
10§ Command Line Interface

Rl Tcontig) #1ine con 0 =
R1(config-line) gexsc-timesut 0 0

-line)$logging synchronous

)#ipve address 2001:dbi
)¢nc shutdewn

SLINK-5-CHANGED: Interface GigabitZthernet(/0/L, changed state To up
ALINZDROTO-S-UEDOWN: Line protocol on Interface GigabitZthernetd/0/1, changed state to up

Rl (config-if) gexit
21 (config) #interface s0/1/0
)#ip address l0.C
)#1pve address £
)#ipvé address 2C
)#no shucdown

-1f) gexit v

Bl (config) 4

Gtri+F6 to exit CLI focus Gopy Paste

7o

>

20°C Uuvia lig... ~

Router R2

hostname R2
ipv6 unicast-routing
no ip domain lookup
banner motd # R2, ENCOR Skills Assessment, Scenario 1 #
line con O
exec-timeout 0 O
logging synchronous
exit
interface g0/0/0
ip address 209.165.200.226 255.255.255.224
ipv6 address fe80::2:1 link-local
ipv6 address 2001:db8:200::2/64
no shutdown
exit
interface Loopback 0
ip address 2.2.2.2 255.255.255.255
ipv6 address fe80::2:3 link-local
ipv6e address 2001:db8:2222::1/128
no shutdown



exit
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Terminal
Enter configuration commands, one per line. End with CNIL/Z.
Router (config) #hostname R2

R2 (config-if)2
SLINK-5-CHANGED: Interface GigabitZthernes0/0/0, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/0, changed state to up

22 (config-if) exit
%2 (config) #interface Loopback 0

22 (config-if)2
SLINK-5-CHENGED: Interface Loopbackl, changed state to up

ALINZPROTO-5-UBDOWN: Line protocol on Interface Loopbackd, changsd state to up

ip address

B2 (config) 3]

Cirl+F& to exit CLI focus. Copy Paste

Time: 00 )
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llustracion 4 Configuracion inicial Router R2

Router R3

hostname R3

ipv6 unicast-routing

no ip domain lookup

banner motd # R3, ENCOR Skills Assessment, Scenario 1 #

line con O
exec-timeout 0 O
logging synchronous
exit

interface g0/0/1
ip address 10.0.11.1 255.255.255.0
ipv6 address £fe80::3:2 link-local
ipv6 address 2001:db8:100:1011::1/64
no shutdown
exit

interface s0/1/0
ip address 10.0.13.3 255.255.255.0
ipv6 address £fe80::3:3 link-local
ipv6 address 2001:db8:100:1010::2/64
no shutdown
exit
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Router (config) #hostname 23
R3 (config) #ipvE unicast-routing

ig)#line con 0

ig-line) #logging synchronous
1g-line)gexit
ig)#interface go/0/1
if)#ip address 1C
ig-if)#ipvé address
ig-if) #ipvé address
R3 (config-if)#no shusdown

B3 (config-if) g
ALINK-3-CHANGED: Interface GigabitZthernetd/0/1, changed state to up

SLINZPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernet0/0/1, changed state To up

ig) #interface 50/1/0
ig-if) #ip address 10.0
R3(config-if) #ipvé address fe
R3 (config-if) #ipve addzess 20
R3(config-if) gno shutdoun

B3 (config-if) g
SLINK-5-CHANGED: Interface Serial0/1/0, changed state to up

R3 (config-if) gexit

ALINZPROTO-S-UBDOWN: Line protocol on Interface Seriald/1/0, changed state to up
R3 (config-if) gexit

B2 (config) 3

Ctri+F8 to exit CLI focus Paste

O op

Copper Straight-Through

218p.m

°C Lluvia lig..

llustracion 5 Configuracion inicial Router R3

Switch D1

hostname D1
ip routing
ipv6 unicast-routing
no ip domain lookup
banner motd # D1,
line con O
exec-timeout 0 O
logging synchronous
exit
vlan 100
name Management
exit
vlian 101
name UserGroupA
exit
vlan 102
name UserGroupB
exit
vlan 999
name NATIVE
exit
interface gl1/0/11
no switchport

ENCOR Skills Assessment,

Scenario 1 #

ip address 10.0.10.2 255.255.255.0
ipv6 address fe80::d1:1 link-local
ipv6 address 2001:db8:100:1010::2/64




no shutdown

exit

interface vlan 100
ip address 10.0.100.1

ipvo6
ipv6

address fe80::d1l

address 2001:db8:

no shutdown

exit

interface vlan 101
ip address 10.0.101.1

ipvo6
ipv6

address fe80::dl:
address 2001:db8:

no shutdown

exit

interface vlan 102
ip address 10.0.102.1

ip
ip
ip
ip
ip

ip

ipv6
ipv6

address fe80::dl:
address 2001:db8:

no shutdown

exit
dhcp
dhcp
dhcp
dhcp
dhcp

excluded-address
excluded-address
excluded-address
excluded-address
pool VLAN-101

255.255.255.0

:2 link-local

100:100::1/64

255.255.255.0
3 link-local
100:101::1/64

255.255.255.0
4 link-local
100:102::1/64

10.
10.
10.
10.

O O O O

network 10.0.101.0 255.255

exit
dhcp

network 10.0.102.0 255.255.255.
default-router 10.0.102.254

exit

pool VLAN-102

interface range gl1/0/1-10,

shutdown

exit

.101
.101
.102
.102

.255.
default-router 10.0.101.254

.1 10.0.101.109
.141 10.0.101.254
.1 10.0.102.109
.141 10.0.102.254
0

0

gl/0/12-24, gl/1/1-4
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Dl{config-if) #ipvé address 2001:db3:100:100::1/€4 "
g-if)#no shutdown
Dl(config-if) exit
Dl(config) #intersace vlan 101
Dl(config-if)s
$LINK-5-CHANGED: Interface VlaalOl, changed state to up
g-if) #ip address 10.0.101.1 5 o
g-if)#ipvé address fe80::dl:3 link-local
Dl{config-if)$ipvé address 2001:db8:100:101::1/€4
Dl{config-if)¢no shutdown
Dl(config-if) gexit
Dl{config)#interface vlan 1
Dl{config-if)$
SLINK-S5-CHANGED: Interface Vlanl02, changed state to up
Dl{config-if)#ip address 10.0.102.1 2 5.255.0
Dl{config-if) #ipvé address £e80::dl:4 link-local
Dl(config-if) $ipvé address 2001:db8:100:102::1/64
Dl(config-if)¢no shutdown
Dl{config-if) genit
Dl{config)#ip dhcp excluded-address 10.0.101.1 10.0.101.10%
g)#ip dhcp excluded-address 10.0.
fig) #ip dhcp excluded-address 10.0.
excluded-address 10.0.
pool VLAN-101
DI (dhep-config) #necwork 10.0.101.
DI (dhep-config) #defauls-router 10.0
Dl {dhep-config) #exit
Dl{config)#ip dhcp pool VLAN-1
= FCa Dl {dhep-config) #network 10.0.1
DI {dhcp-config) #default-router 10.0. 1
D1 {dhcp-config) fexit
Dl(config)#interface range gl/0/1-10, gl/0/ g1/1/1-8 v
Cirk+F8 to exit CLI focus Copy Paste
-
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: Interface GigabitEthernetl/0/2, changed state to administrasively down

ROTC-5-UPDOWN: Line protecol on Interface GigabitZthernetl/0/2, changed state to

SLINK-5-CHANI

: Interface GigabitZthernetl/0/3, changed state to administratively down

SLINE
down

ROTG-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/3, changed state to

SLINK-5-CHAN

: Interface GigabitZthernmetl/0/4, changed state to administratively down

SLINEPROTO-5-UBDOWN: Line protocol on Interface GigabitZthernetl/0/4, changed state to
down

SLINK-5-CHANGE

: Interface GigabitEthernetl/0/5, changed state to administrasively down

ZPROTO-5-UPDOWN: Line protocol on Interface CigabitZthernerl/0/5, changed state to

—
PC-PT
FC1

: Interface GigabitZthernetl/0/€, changed state to administratively down

ROTG-5-UPDOWN: Line protocol on Interface GigabitEthernetl/0/€, changed state to

hezrnetl/0.

: Interface Gigabi: , changed state to administratively down

ROTG-5-UBDOWN: Line protocel on Interface GigabitZthernetl/D/23, changed state to
FC3 PC4 dovn

Dl(config-if-range) gemit
Dl{configi -

Cirl+F#6 to exit CLI focus Copy Paste

[ Top
B 2]
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llustracion 7 Configuracion inicial Swich D1

Switch D2

hostname D2
ip routing
ipv6 unicast-routing



no ip domain lookup
banner motd # D2, ENCOR Skills Assessment,
line con O
exec-timeout 0 O
logging synchronous
exit
vlan 100
name Management
exit
vlan 101
name UserGroupA
exit
vlan 102
name UserGroupB
exit
vlian 999
name NATIVE
exit
interface gl/0/11
no switchport
ip address 10.0.11.2 255.255.255.0
ipv6 address fe80::d1:1 link-local
ipv6e address 2001:db8:100:1011::2/64
no shutdown
exit
interface vlan 100
ip address 10.0.100.2 255.255.255.0
ipv6 address fe80::d2:2 link-local
ipv6 address 2001:db8:100:100::2/64
no shutdown
exit
interface vlan 101
ip address 10.0.101.2 255.255.255.0
ipv6 address fe80::d2:3 link-local
ipv6 address 2001:db8:100:101::2/64
no shutdown
exit
interface vlan 102
ip address 10.0.102.2 255.255.255.0
ipv6 address fe80::d2:4 link-local
ipv6 address 2001:db8:100:102::2/64
no shutdown
exit
ip dhcp excluded-address 10.
ip dhcp excluded-address 10.
ip dhcp excluded-address 10.

o O O O

ip dhcp excluded-address 10.

ip dhcp pool VLAN-101
network 10.0.101.0 255.255.255.0
default-router 10.0.101.254

Scenario 1 #

.101.1 10.0.101.209
.101.241 10.0.101.254
.102.1 10.0.102.209
.102.241 10.0.102.254



exit

ip dhcp pool VLAN-102
network 10.0.102.0 255.255.255.0
default-router 10.0.102.254
exit

interface range gl1/0/1-10,
shutdown

gl/0/12-24

exit

, gl/1/1-4

Packet Trace OneDrive ado\D ado de P —
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config-if)#no shutdown ~
config-if) semit
s config)#interface wlan 101
i ] D2 (config-if) §
1SR43Z1 SLINK-5-CHANCED: Interface VlanlOl, changed state to up
R2 config-if) #ip address 10.0.101 3 s5.0
— = config-if)$ipve address a8 link-local
Fp—I ey contig-if) #ipve addrass 2001-dbo-100+101::2/64
1s_jaz1 1srbaz1 config-if)gno shutdown
D2 (config-if) fexit
D onfig)#intexface vlan 102
D2 (config-if) §
SLINK-5-CHANGED: Interface V1anl0Z, changed state to up
D2 (config-if)#ip address 10.0.1C 0
2650-2: o0-24P5 D2 (config-if) $ipve address fe0 link-local
o1 02 D2 (config-if) #ipvé address 2001:db3:100:102::2/64
D onfig-if) #no shutdown
=l D onfig-if) gexic
PC-PT L iad D: onfig)#ip dhep excluded-address 10.0.101.1 10.0.101.20%
PC1 = PC-PT D2 (config) #ip dhcp excluded-address 10.0.101.241 10.0.101
02" pc2 D2 (config)#ip dhop excluded-address 10.0.102.1 10.0.10
i D2 (configl#ip dhop excluded-address 10.0.1 0
D2 (config)#ip dhep peol VLAN-101
D2 (dhcp-config) #network 10.0.101.¢ a
D cp-config) #defaulct-router 10
D cp-config) #exit
fu; el D2 (config)#ip dhcp pool VLAN-
s ot D2 (dhep-config) $network 1 o
D2 (dhcp-config) §default-router 10
D2 (ahcp-config) sexit
D2 (configlginterface range gl/0/1-10, gl/0/12 g1r1/1-a
D2 (config-if-range) #shutdown ©
Cirl+F6 to exit CLI focus Copy Paste

O Top

Copper Straight-Through
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%LINK-5-CHANCED: Interface CigabitEthermetl/0/20, changed state to administratively down -~

SLINK-5-CHANGED: Interface GigabitEthermetl/0/2l, changed state to administratively down

SLINK-5-CHRNGED: Inverface GigabitEthernesl/0/22, changed State 5o administravively down

SLINK-5-CHANCED: Interface CigabitEthermetl/0/24, changed state to administratively down

SLINK-5-CHANGED: Interface GigabitEthernetl/l/l, changed stabe to administzatively down

SLINK-5-CHRNGED: Inverface GigabitEthermesl/l/2, changed stase So administrasively down

SLINK-5-CHRNGED: Inverface GigabitZthermesl/1/3, changed svase to administrasively down

SLINK-5-CHANGED: Interface GigabitEthermetl/l/4, changed state to administratively down

D2 (config- ange) #

SLINK-5-CHANGED: Interface GigabitEthernetl/0/5, changed stabe to administzatively down

SLINEPROTG-5-UPDOWN: Line protocsl on Inserface GigabitZthermesl/o/s, changed stase ©o

—

SLINK-5-CHANGED: Interface GigabitEthermetl/0/€, changed state to administratively down

SLINEPROTC-S-UBDOWN: Line protocol on Interface GigabitEthernetl/0/€, changed state to

down

SLINK-5-CHRNGED: Inverface GigabitEthernesl/0/23, changed state 5o administravively down

$LINEPROTO-5-UPDOWN: Line protocol on Iaverface GigabitEthernetl/0/23, changed state to

down

nfig-if-range) exit
nfig)# v

CirkF6 1o exct CLI focus Copy Paste

O op

Copper Straight-Through
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llustracion 9 Configuracion inicial Swich D2

Switch Al

hostname Al

no ip domain lookup

banner motd # Al,

line con O
exec-timeout 0 O

ENCOR Skills Assessment,

logging synchronous

exit

vlian 100
name Management
exit

vlian 101
name UserGroupA
exit

vlian 102
name UserGroupB
exit

vlan 999
name NATIVE
exit

interface vlan 100

Scenario 1 #

ip address 10.0.100.3 255.255.255.0
ipv6 address fe80::al:1 link-local
ipv6 address 2001:db8:100:100::3/64
no shutdown

exit



interface range f0/5-22

shutdown

exit

H/medmu

ol

Pc3

—
PC-PT

Aoc0 2N] e

PCs

Al(congigle

Rl(config)ginterface Fastitherneto/l
Al(config-ifig

Al(config-if)dexit
21(config)finterface Fastithernet(/Z
Al(config-ifig

Al(config-if)dexit
Al(senfig)ginterface Fastithernet(/3
Al(config-if)}

Al(config-if)dexit

Al(senfig) ginterface Fastithernet(/4
Rl(config-if)$ipvé address fesn::al:l link-local

& Invalid input detected at '~ marker.

Al(config)#
Al(eonfig) #pué address fed0

al:l link-loeal

& Invalid input detected at '~ marker.
Al(config)#ipvé address 2001:db8:100:100::3/64
& Invalid input detected at '~ marker.
Al(config)#no shutdown

% Invalid input detected at '~' marker.

Liconsizigevic
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Al(config)t -

Cirl+F6 to exit CLI focus.
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= ey >
SLINK-5-CHANGED: Interface FastSvhernesd/7, chenged state o administzacively down
SLINK-5-CHAN! nterface FastEthernet0/3, changed state o administzatively down
SLINK-5-CHANGED: Interface FastZthernet0/S, changed state %o administzatively down
SLINE-5-CHANGED: Interface FastZthernet0/10, changed state to administratively down
SLINK-5-CHANGED: Interface FastEtherneco/ll, changed state to administratively down
SLINK-5-CHANGED: Interface FastEtherneco/12, changed state to administratively down
SLINK-5-CHANGED: Interface FastEtherneci/13, changed state to administracivaly doun
SLINK-5-CHAN nterface FastEthernstn/l4, changed state to administracivaly doun
SLINK-5-CHANGED: Interface FastEthernsci/1S, changed state to administracivaly doun
SLINK-S-CHANGED: Interface FastEthernscn/lé, changed state to administracivaly down
SLINK-5-CHANGED: Interface FastEchernacd/17, changed state to administracivaly down
SLINK-5-CHANGED: Interface FastEchernacd/18, changed state to administracivaly down
SLINK-5-CHANGED: Interface FastEvherneod/13, changed suate to administracively down
Taterface FastBthernes0/20, changed state bo administrasively down
Interface FastZtherness changed state to administratively down
ncterface FastEthernect changed state to adminisvratively dovn
ge) gexic
v
Copy Paste

Copper Straight-Through
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Copie el archivo running-config al archivo startup-config en todos los dispositivos.

Configure el direccionamiento de los host PC 1 y PC 4 como se muestra en la tabla de

direccionamiento. Asigne una direccion de puerta de enlace predeterminada de
10.0.100.254, la cual sera la direccidn IP virtual HSRP utilizada en la Parte 4.
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P Configuration
O pHep @® Static
Pus Adress [oaim0s |
Subnet Mask [285.255.255.0 ]
Defaut Gateway [t0.0.100254 ]
DNS Server [0000 ]
IPv8 Configuration
O Automatic @ static
1Py Address. [2001:088:100:100:5 [ 7 [ee ]
PCFT
Fet Link Local Address |Feso:2e0:a3FF-FEBAS 13D ]
Defaut Gateway [ ]
/ A1 \ Dis Server [ ]
021X
g D [ use 802.1X Securiy
PCPT e Authentication [
pC3 Pos —
v
< Password >
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llustracion 12 Configuracion inicial PC1
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& ) S o Interface FastEtherneto ~ E
P Configuration 5
O pHcr @ Static
P4 Address. [10.01008 ]
Subnet Mask [255.255.255.0 |
Defaut Gateway [10.0.100254 ]
DNS Server [0000 ]

IPv& Configuration

O Automatic ® static
Pv6 Address. [2001:085:100:100:5 | 1 [5e
Link Local Address. [Feao-203 e4rrreB3 EB1E

Default Gateway [

DNS Server [

Al
\ B02.1X
g N\ [ use g02.1x Security
Authentication wps

Passwore rd v
bn
sdmFee f /7555 E 0

Capper Siraight-Through
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llustracion 13 configuracion inicial PC2

2 Parte 2: Configurar lacapa 2 de la red y el soporte de Host

En esta parte de la prueba de habilidades, debe completar la configuracion de la capa 2 de la
red y establecer el soporte basico de host. Al final de esta parte, todos los switches deben
poder comunicarse. PC2 y PC3 deben recibir direccionamiento de DHCP y SLAAC.

Las tareas de configuracion son las siguientes:



Tabla 2 Configurar la capa 2 de la red y el soporte de Host

Tarea# Tarea Especificacion
En todos los switches configure interfaces Habilite enlaces trunk 802.1Q entre:
51 troncales IEEE 802.1Q sobre los enlaces de e D1 and D2
' interconexion entre switches. e D1and Al
e D2and Al
29 En todos los switches cambie la VLAN nativa Use VLAN 999 como la VLAN
' en los enlaces troncales. nativa.
23 En todos los switches habilite el protocolo Use Rapid Spanning Tree (RSPT).
’ Rapid Spanning-Tree (RSTP)
En D1y D2, configure los puentes raiz RSTP Configure D1y D2 como raiz (root)
(root bridges) segun la informacién del para las VLAN apropiadas, con
2.4 diagrama de topologia. prioridades deapoyo mutuo en

D1y D2 deben proporcionar respaldo en caso caso de falla del switch.

de falla del puente raiz (root bridge).

En todos los switches, cree EtherChannels Use los siguientes nimeros de

LACP como se muestra en el diagrama de canales:

topologia. e D1 aD2 - Port channel 12

25 e D1 aAl - Port channel 1
D2 a Al — Port channel 2

En todos los switches, configure los puertos Configure los puertos de acceso

de acceso del host (host access port) que se con la configuracion de VLAN

conectan a PC1, PC2, PC3y PC4. adecuada, comose muestra en el
diagrama de topologia.

2.6 Los puertos de host deben pasar
inmediatamente al estado de reenvio
(forwarding).

Verifique los servicios DHCP IPv4. PC2y PC3 son clientes DHCP y
debenrecibir direcciones 1Pv4
vélidas.

2.7
PC1 deberia hacer ping con éxito a:
e D1:10.0.100.1
e D2:10.0.100.2
e PC4:10.0.100.6
PC2 deberia hacer ping con éxito a:
e D1:10.0.102.1
e D2:10.0.102.2
28 Verifique la conectividad de la LAN local PC3 deberia hacer ping con éxito a:

e D1:10.0.101.1




e D2:10.0.101.2
PC4 deberia hacer ping con éxito a:

e D1:10.0.100.1
e D2:10.0.100.2

PC1:10.0.100.5

2.1 En todos los switches configure interfaces troncales IEEE 802.1Q sobre los enlaces
de interconexion entre switches.

Configuracion Switch D1

D1 (config) #inter gl/0/1

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk

D1 (config-if) #inter gl1/0/2

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk

D1 (config-if) #inter g1/0/3

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk

D1 (config-if) #inter gl1/0/4

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk

D1 (config-if) #inter gl1/0/5

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk

D1 (config-if) #inter gl1/0/6

D1 (config-if) #switchport trunk encapsulation dotlg
D1 (config-if) #switchport mode trunk
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B ~
% Invalid input detected at '~ marker. E

address

er name, or unable to find computer address

commands, one per line. End with CNTL/Z.
er gl/0/1
gswitchport trunk encapsulation dotlg

id input detected at '~' marker.

PC1

tchport mode trunk
ex gl/ose
switchport mode trunk

Cirk+F8 to exit CLI focus. Copy. Paste. @

Top

Copper Straight-Through

& 10°C Despejado ~ O tm (Z 49 ESP 1057p.m. []

llustracion 14 configuracion interfaces troncales IEEE 802.1Q Swich D1

Configuracion Switch D2

D2 (config) #interface gl/0/1

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk

D2 (config-if) #interface gl/0/2

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk

D2 (config-if) #interface g1/0/3

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk

D2 (config-if) #interface gl/0/4

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk

D2 (config-if) #interface gl1/0/5

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk

D2 (config-if) #interface gl1/0/6

D2 (config-if) #switchport trunk encapsulation dotlg
D2 (config-if) #switchport mode trunk
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&LINK- CHANGED: Interface GigabitEtheznetl/l/4, changed state to administratively down ~
D2 (config-if-range)# exit
ig)#
D2 (config) fexit
D2¢starcup-consig
Translating "startup-coniig”
4 Unknown command or compucer name, or unabla to find computer address
D2#configure berminal
Enter configuration commands, cne per line. End with CNTL/Z.
D2 (config) #interface gl/0/1
D2 (comfigif) Fswitohport trunk emcapsulation dotlq
% Invalid inpub detected ac '~ marker.
D2 (cenfig-if) esvizohpest mede trunk
ig-if) pinc gl/0/2
D2 (config-if) fswicchport trunk encapsulation dotlq
% Invalid inpub detected ac ' marker.
D2 (config-if) esvitehport mode trunk
i) ¢inc glro/3
g-if) gswitchport mode trunk
(config-if)¢ine gl/o/t
(cenfig-i%) esvizohpert mede trunk
1g-i%)¢ans gl/0/%
1g-1f) gswicchpore mode trunk
g-if)#inc gl/ose
(config-if) gswibchpors mode trunk
D2 (config-if) ¢ A
< D2 (config-if) ¢ v
Ctri+F& to exit CLI focus Copy. Pasts
5% =
O ep
Copper Straight-Through

llustracion 15 configuracion interfaces troncales IEEE 802.1Q Swich D2

Configuracion Switch Al

Al (config) #interface f0/1

Al (config-if) #switchport mode trunk
Al (config-if) #interface f0/2

Al (config-if) #switchport mode trunk
Al (config-if)#interface £0/3

Al (config-if) #switchport mode trunk
Al (config-if)#interface f0/4

Al (config-if) #switchport mode trunk
Al (config-if)#
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SLINK-5-CAANGED: Interface Fastithernss0/17, changed stave o sdministravively dowm
SLINK-5-CHANGED: Interface FastZthernet0/18, changed state to administratively down
SLINK-S-CHANGED: Interface FastEthernes0/1S, changed stave to adminisvravively dewn
SLINK-5-CHANGED: Interface FastZthernet(/20, changed state to administratively down
SLINK-S-CHANGED: Interface FastEthernes0/21, changed stave to administravively dewn
SLINK-5-CHANGED: Interface FastIthernet(/22, changed state to administratively down
Alte -if-range)$ exit
SLINK-5-CHANGED: Interface Vianl0D, changed state to up
Ale ~if-rangs)® exit
Al(ce gl
Al(ce ig) gexit
aLs
$5YS-5-CONFIC I: Configured from conscle by console
Algstartup-config
Translating "startup-config”
% Unknoun command or corputer name, or unable to find computer address
Algconfigure terminal
Enter configuration cormands, one per line. End with CNTL/Z.

nterface 0/1

) #switchport mode trunk

)#interface £0/2

)#suitchpors mode trunk

)¥interface £0/3

)#switchpore mode Trunk

)#interface £0/

)#suitchpors mode trunk
Al(conzig-ic) 3l
Ctri+F6 to exit CLI focus Copy Paste

Otop

Copper Straight-Through

llustracion 16 configuracion interfaces troncales IEEE 802.1Q Swich A1

Configuracion Switch D1

D1 (config) #interface gl/0/1

D1 (config-if) #switchport trunk
D1 (config-if) #interface gl/0/2
D1 (config-if) #switchport trunk
D1 (config-if) #interface gl/0/3
D1 (config-if) #switchport trunk
D1 (config-if) #interface gl/0/4
D1 (config-if) #switchport trunk
D1 (config-if) #interface gl/0/5
D1 (config-if) #switchport trunk
D1 (config-if) #interface gl1/0/6
D1 (config-if) #switchport trunk

native

native

native

native

native

native

vlan 999

vlan 999

vlan 999

vlan 999

vlan 999

vlan 999

2.2 En todos los switches cambie la VLAN nativa en los enlaces troncales.
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Tocal vian. ~ i

Dl{(config-if) interface gl/0/3
D1{config-1if)switchport trunk native vlan 933

Dl{config-if) $3SPANTRE ECU_BVID_ERR: Received BPDU with inconsistent peer vlan id 1
on GigabitZthernetl/0/3 VLANSSS.

ASEANT!
local vlan.

-BLOCK_EVID LOCAL: Blocking GigabitZthernetl/0/3 on VLAND335. Inconsistent

Dl{config-if) #interface gl/0/4
Dl{(config-if)#switchport trunk native vlan 999

D1{config-if) $3SEANTRE SCV_DVID ERR: Received BEDU with inconsistent peer vlan id 1
on GigabitEthernesl/0/4 VLANSSS.

3650-2: £0-24P5 ASPANTREZ-2-BLOCK_DVID LOCAL: Blocking GigabitZthernetl/0/4 on VLANDSSS. Inconsistent
] b2 local vlan.

; Dl{config-if)#interface gl/0/5
PC-PT Dl{config-if)#switchport trunk native vlan 595

PC2 D1(config-if) #interface gl/0/f
4CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/1
(955), with D2 GigabitZthernesl/0/1 (1)

4CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/Z
(955), with D2 GigabitZthernesl/0/2 (1)

%CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/D/3
(999), with DZ GigabitZthernetl/0/3 (1)

%CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/D/d

(553), wich D7 Gigabicz Loss 0 e
CrisF8 o ext CLI focus. Copy Paste E
=5z Z Oros
>
Copper Straight-Through < >

llustracion 17 cambio la VLAN nativa en los enlaces troncales D1

Configuracion Switch D1

config) #interface gl/0/1

config-if) #switchport trunk native vlan 999
config-if)#interface gl/0/2

config-if) #switchport trunk native vlan 999
config-if)#interface gl/0/3

config-if) #switchport trunk native vlan 999
config-if) #interface gl/0/4

config-if) #switchport trunk native vlan 999
config-if)#interface gl1/0/5

config-if) #switchport trunk native vlan 999
config-if)#interface gl/0/6

)

config-if) #switchport trunk native vlan 999

2
2
2 (
2(c
2
2 (
2 (
2
2 (
2 (
2 (
2 (



® 02 - o X

Physical  Config _ CLI_ Atiributes

105 Command Line Interface
TZTconzig) Finterzase G1/07L s
D2 (config-if) #switchport trunk encapsulavion dotlg "
% Invalid input detected at '*' marker.
D2 (config-if) gswitehport mode trumk

D2 (config-if)#int g1/0/2
Dz (config-if) gswitehport trunk encapsulation dotlg

& Invalid input detected at '~" marker.

if) gswitchport mode trunk

if) ginc g1/0/3

1g-if) gswitchpert mode truak
if) ginc gl/0/4

g-if) gswitchport mede trunk

1g-if) gint gl/0/%

(config-if) #switchpors mode trunk

1g-if) gint gl/0/€

ig-if)#switchport mode trunk

ig-if)2
lconfig-if) dexit
ig)#inc gl/0/1

ig-if)#switchport trunk native vlan 533
(senfig-if) gint g1/0/2
if) gswitchport trunk native vlan 533
g-if) ¢int g1/0/3
ig-if) #switchport trunk nmative vlan 533
(config-if)#int gl/0/4
1g-if) gswitehport trunk native vlan 933
ig-if) #int gl/0/5
1g-if) gswitehport trunk native vlan 933 ”
(config-if)#int gl/0/€

Copy Paste

O Top

Copper Straight Through

llustracion 18 cambio la VLAN nativa en los enlaces troncales D2

Configuracion Switch Al

Al (config-if)#interface f0/1
Al (config-if) #switchport trunk native vlan 999
Al (config-if) #interface f0/2
Al (config-if) #switchport trunk native vlan 999
Al (config-if) #interface £0/3
Al (config-if) #switchport trunk native vlan 999
Al (config-if) #interface f0/4
Al (config-if) #switchport trunk native vlan 999
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R Tcontio 15 73 SEANTRES C UNBLOCK_CONSISI_FORT. Unblocking Fastichermeco/l on VIANGSSS. L
ort consistency restorsd.

~
$SDANTREE-2-UNBLOCK_CONSIST_BORT: Unblocking FastEchernetd/L on VLANODOL. Dort
consisteney restored
Al{config-if) sinverfacs 20,2
A1{config-if) gswitchpore trunk navive vian $55
Al {config-if) $1SPANTREZ-2-UNBLOCK CONSISI_FORT: Unblocking Fastithernes(/2 om VLAND9SS.
Port consistency restored.
SSPANTREE-2-UNELOCK_CONSIST_PORT: Usblocking FastEtheraet0/2 on VLANOOOL. Port
consistency restored
21{config-if) #inverface £0/3
Al{config-if) tswitchport trunk native vlan 553
21{config-if) $3SPANTRIZ-2-UNBLOCK_CONSIST_FORT: Unblocking FastIthernet0/3 on VLANDSSS.
ort consistency restorsd.
$SDANTREE-2-UNBLOCK_CONSIST_BORT: Usblocking FastEthernetd/3 on VLANODOL. Dort
consisteney restored
Al{config-if) sinverfacs 20/4
A1{config-if) gswitchpore trunk navive vian S99
A1 {config-if) $1SPANTREZ-2-UNBLOCK CONSISI_FORT: Unblocking FastithernesQ/4 om VLAND9SS.
Port consistency restored.
SSPANTREE-2-UNELOCK_CONSIST_PORT: Usblocking FastEtheraet0/4 on VLANOOOL. Port
consistency restore

v
Al{config-ifis hd
CHIsFE to ext CLI focus Copy Paste

< >

@ 19°C Chubascos

llustracion 19 cambio la VLAN nativa en los enlaces troncales A1

2.3 En todos los switches habilite el protocoloRapid Spanning-Tree (RSTP)

Configuracion Switch D1

Dl#configure termina

D1 (config) #spanning-tree mode rapid-pvst

EIERDdOricoAacy aaQaQaoBEB B=E
@il /s rme ¢ M

T
isRjaa1 isrkaz1
28502 £0-2¢PS
o1 02
=5
pC_pT —
PCt = PC-PT
pe2
0-2
Al
PC-PT =3
PCc3 PCe

0 deca o decs D it - A
L ] - o *
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TeenEigiTIE &

(config-if) gexit
(config) #interface GigabisEshernesl/0/4

. VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/S
(393), with Al FastEchermetO/l (1).

LCDP-4-NATTVE_VLAN MISMATCH: Native VLAN mismstch disecversd on GigabitSthernstl/0/€
(999), with Al FastEthernet(/2 (1.

Dl(config-if)#
LCDP-4-NATTVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigebisZthernesl/0/5
(599), with Al FastEchernet0/1 (1).

SCDP-4-NATTVE_VLAN MISMATCH: Native VLAN mismatch diseovered on GigabitEthernetl/0/€

(399), with Al FastEtherneto/’

D1 (=onfig-if) #3SEAN: ~UNBLOCK_CONSISI_PORT: Unblecking GigabitZthernstl/0/§ on
VLANOOOL. Pozt comsistency restored.

LSEANT: ~UNBLOCK_CONSIST_PORT: Unblocking GigabitZvhernesl/0/S on VIANO35S. Pors
consistency restored.

D1 {config-if) §+SDANT: ~UNBLOCK_CONSIST_PORT: Usblocking GigabitZthernetl/0/€ on
VLANOODL. Pert sonsistency restorsd

SSPANT! ~UNBLOCK_CONSIST_PORT: Unblocking GigabitZtheznetl/0/€ on VLANOSSS. Pers
consistency restored.

Dl(config-if)s
Dl (config-if) sexit

D1 {config) $spanning-tree mode rapid-pust

DI (=onfig)2 v

CirlsF6 to exit CLI focus Copy Paste

Copper Straight-Through

@ 19°C Chubascos - ESp

llustracion 20 configuracion rapid-pvst en D1



Configuracion Switch D2

D2#configure termina
D2 (config) #spanning-tree mode rapid-pvst

et Trace e A D 0 D e 2 AsO eno de. . B |
L33 - [m] x
p = b
ERTOLAPACY QQQOE E=EE Py comg _cu amees
ST @ /s rmed M 108 Command Line Interface
. : E
onfig) #interface Gigabitithernetl/0/é >y
e onfig-if)g
= 3CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernetl/0/§
(99%), with Al FastEshernes0/3 (1)
15R4321
4CDP-4-NATIVE_VLAN_MISMRTCH: Native VLAN mismatch discovered on GigabitEthernesl/0/€
Fc, — (59%), with Al FastEtheraet0s4 (1).
on GigabitZthernecl/0/5 VLANSSS.
sEANT BLOGK_PVID_LOGAL: Blocking GigabitEthernetl/0/§ on VIANOSSS. Inconsistent
local vian.
3650-2+ 50-24PS. D2 {config-if) §3SDANT 2-UNBLOCK_CONSIST_EORT: Unblocking GigabitSthernectl/0/S on
D1 D2 VLANGOOL. Port consistency restored
# sEANT UNBLOGK_GONSIST_PORT: Unblocking GigabitEthernetl/0/S on VLAN0SSS. Port
PCAT % consistency restored
PC1 == PCFT
Pc2
i’f {config-1i£) $3SDAIT -~UNBLOCK_CONSIST_DBORT: Unblocking GigabitZthernecl/0/€ on
VLANODO1. Port consistency restorsd
sEANT UNBLOCK_GONSIST_PORT: Unblocking GigabitSthernetl/0/€ on VLAN0SSS. Port
consistency restored
=
=
PC-PT PC-PT
PC3 =]
onfig) tspanning-tres mods rapid-pvst v
onfig)e v
Ciri+F6 to exit CLI focus Copy Paste
O Top
]
< >

Copper Straight-Through
@® 19°C Chubascos ~ P 3upm  BJ

llustracion 21 configuracion rapid-pvst en D2

Configuracion Switch Al

Al#configure termina
Al (config) #spanning-tree mode rapid-pvst
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~
4 SPANTREE-2-UNEBLOCK_CONSIST_FORT: Unblocking FastZthernet0/l on VIANOOOL. Port
consistency restored
Unblocking FastZthernet0/2 on VLANOSSS
astZthernet/2 on VLANOIOL. Port
/3
unk native vian 553
UNBLOCK_CONSIST_EORT: Unblocking FastZthernetd/3 on VLANOSSS
astithernet0/3 on VLANDOOL. Fort
: Unblocking FastZtheznet0/4 on VLAN0SSS.
4SDANTREE-2-UNBLOCK_CONSIST PORT: Umblocking FastSthernst0/4 cm ULANOODL. Dore
nsistancy
v
Copy Paste

Copper Straight-Through
@ 19°C Chubascos ~ & ) ESP 328p.m

llustracion 22 configuracion rapid-pvst en Al

2.4 En D1y D2, configure los puentes raiz RSTP(root bridges) segun la informacién
del diagrama de topologia.

D1y D2 deben proporcionar respaldo en casode falla del puente raiz (root
bridge).

Configuracion Switch D1

Dl#conf terminal
D1 (config) #spanning-tree vlan 100 root primary
D1 (config) #spanning-tree vlan 102 root primary
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TIENOG0I. Dort consictency restored. = i

~UNELOCK_CONSIST_PORT: Unblecking GigabitIthernetl/0/€ on VLANDSSS. Dore
cy restored.

Asmsm
K 2

ﬁr/ =
5

18
s s TS fencescace cegmmsczonsznas/ons
®
o o
| 1 o1
o | tincercace Gigsbictnernecl/oz
o

ic
erface GigabitZthernesl/0/3

exic

D1 )ginterface GigabicSthernsel/0/4
13 D1 )8
PC-PT D1
=3 D1 interface GigabitZthernecl/0/s

1) gexic
)¢inserface GigabitSshernesl/0/¢

D1 £)gemis
)espanning-tres vian 100 zeot primary

)$spanning-tree vlan 102 root primary

FC3

Copy Paste

Copper Straight-Through

@® 20°C Chubascos ~ G %3

llustracion 23 configuracion puente Raiz D1

Configuracion Switch D2

D2#conf terminal
D2 (config) #spanning-tree vlan 100 root primary
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EEREOLidACT QQQOBE B F Physical  Config  CLI  Afirbutes
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Consistency restorad.

D2 (config-if) $3SEANT! UNBLOCK_CONSIST_PORT: Unblocking GigabitEthernetl/0/€ on
1. Port consistency restorsd

2~UNELOCK_CONSIST_EORT: Usblocking GigabitEthernetl/0/€ on VLANDSS3. Porc
ey restored.

config-if
config) ginterface CigabitEthernetl/0/3

config-if) fesit
config) #interface GigabitZthernesl/0/4

config) fspanning-tree vlan 100 root primary
contig) 4] ¥

Ciri+F6 to exit CLI focus Copy Paste

=544

O Top

]

Copper Straight-Through

@ 20°C Chubascos ~ 3 %8

llustracion 24 configuracion puente Raiz D2

2.5 En todos los switches, cree EtherChannels LACP como se muestra en el diagrama
de topologia.



Configuracion Switch D1

Dl>enable
Dl#fconfigure terminal

D1 (config) #interface range gl/0/1-4
D1 (config-if-range) #switchport trunk native vlan 1
D1 (config-if-range) #channel-protocol lacp

D1 (config-if-range) #channel-group
D1 (config-if-range) #

12 mode active

Creating a port-channel interface Port-channel 12

D1 (config-if-range) #switchport trunk native vlan 999

D1 (config-if-range) #

D1 (config) #interface range gl/0/5-
D1 (
D1 (
D1 (

D1 (config-if-range) #

6

config-if-range) #switchport trunk native vlan 1
config-if-range) #channel-protocol lacp
config-if-range) #channel-group 1 mode active

Creating a port-channel interface Port-channel 1

D1 (config-if-range) #switchport trunk native vlan 999

L]
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%SPANTREZ-2-UNBLOCK_CONSIST_PORT:
consistency restored.

Unblocking GigebitEthernesl/0/2 on VLANDSSS. Port

SSPANTREZ-2-UNBLOCK_CONSIST_PORT: Unblocking GigabitZthernesl/0/2 on VLANOOOL. Pors

consistency restored.

%SPANTREZ-2-UNBLOCK_CONSIST_PORT:
consistency restored.

Unblocking GigebitEthernesl/0/4 on VLANDSSS. Port

4SEANTREZ-2-UNBLOCK_CONSIST_EORT:
consistency restored

Unblocking GigabitEthernstl/0/4 on VLANDOOL. Fort

-range) #interface range gl/0/5-6
-zange) #switchport trunk navive vlan 1
RECV_EVID_SRR: Received BEDU with inconsistent peer vlan
VLANLC

id 555 on CGigabitZthernetl/o,

4SPANTREZ-2-BLOCK_DVID_LOCAL: Blocking GigabitZthernetl/0/é on VLANDOOL. Imconsistent
local vlan.

D1 (config-if-zange) g
%CDP-4-NATTVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitEvhernesl/0/5 (11,
with AL FastETherneco/l (353).

%CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/€ (11,
with AL FastEthernsu/2 (s93).

Dl (config-if-range) dchannel-protocol lack

Creating a port-channel interface Port-channel 1

Cirl+F6 o exit CLI focus. Paste

Copper Straight-Through

@ 20°C Chubascos ~

llustracion 25 configuracion EtherChannels LACP D1

Configuracion Switch D2

D2>enable
D2#configure terminal

D2 (config) #interface range gl/0/1-4
D2 (config-if-range) #switchport trunk native vlan 1



D2 (config-if-range) #channel-protocol lacp

D2 (config-if-range) #channel-group 12 mode active

D2 (config-if-range) #

Creating a port-channel interface Port-channel 12

D2 (config-if-range) #switchport trunk native vlan 999
D2 (config-if-range) #

D2 (config) #interface range gl/0/5-6

D2 (config-if-range) #switchport trunk native vlan 1
D2 (config-if-range) #channel-protocol lacp

D2 (config-if-range) #channel-group 2 mode active

D2 (config-if-range) #

Creating a port-channel interface Port-channel 2

D2 (config-if-range) #switchport trunk native vlan 999

®
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With DI Port-chamnellZ (3597 >
= 2CDP-4-NATT | MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/3 (1),
) ’—'? with DL B channellZ (553 .
AR | MISMATCH: Navive VLAN mismatch discoversd on GigabitEthernetl//4 (1),
Ffi_:—mﬁﬁ
1sRj321 isrkaz1
] 1
| - P
— g a port-channel inu o el z
65021 £0-24p5) SLINZPROTO-S-UPDOWN: Line protocol on Interface GigabitZthernecl/0/S, changed state to
02
o1 W dovn
; SLINZPROTO-5-UPDOWN: Line protocol on Interface GigabitIthernetl/0/S, changed state to up
oot A\VZ =
Bet = PCPT SLINEPROTO-5-UPDOWN: Line protocol on Interface GigabitEthernetl/D/E, changed state to
pC2 down
0-2:
/ At \ SLINEPROTO-5-UDDOWN: Line protosol on Interface GigabitEthernetl/0/€, changed state to up
D2 (config-if-range)?
$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch diseovered on GigabitEthernetl/0/5 (1),
5 =
i with AL Fascthernst0/3 (899
PC-PT PC-PT
Fe3 PCe $CDE-4-NATTVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernetl/0/€ (1),
with AL FastZthernet0/d (s38)
1£-range) gswitchport trunk native wlan 999
~if-range) 4| v
CtrivF5 to exct CLI focus Copy Paste
Oon
<
Coper sz — | R | .

® 20°C Chubascos ~ 5 8 Z 4) ESP 354p.m

llustracion 26 configuracion EtherChannels LACP D2

Configuracion Switch Al

Al#configure terminal

Al (config) #interface range f0/1-2

Al (config-if-range) #switchport trunk native wvlan 1

Al (config-if-range) #channel-protocol lacp

Al (config-if-range) #channel-group 1 mode active

Al (config-if-range) #

Creating a port-channel interface Port-channel 1

Al (config-if-range) #switchport trunk native vlan 999
config-if-range)#interface range f0/3-4
config-if-range) #switchport trunk native vlan 1

Al ( )

Al ( )

Al (config-if-range) #channel-protocol lacp

Al (config-if-range) #channel-group 2 mode active
Al( )

config-if-range) #



Creating a port-channel interface Port-channel 2
Al (config-if-range) #switchport trunk native vlan 999
Al (config-if-range) #

L =
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ISTANIREZ-2-BLOCK_DVID_LOCAL: Blocking Fastithernet0/4 on VLANOOUL. Inconsistent local =
vilan.

4SPANTREZ-2-RECV_DVID_ERR: Received BEDU with inconsistent peer vlan id 999 on
FastZtherneto/3 ULANL

%SPANTREZ-2-BLGCK_PVID_LOCAL: Blocking FastEthernes0/3 on VLAND0OL. Inconsistent local

vian.

Al (cenfig-if-range)#channel-protocsl lacp
31 (config-if-range) fchannel-group 2 mode active

21(config-if-range)#

Cresting a pert-channel interface Pers-channel 2

ALINZPROTO-5-UEDOWN: Line protocol on Interface FastEthernetd/3, changed state to down
ALINZPROTO-S-UPDOWN: Line protocol on Interface FastEthernetd/3, changed state ©to up

SLINEPROTO-5-UPDOWN: Line protocol on Interface FastEthernes0/4, changed state to down

ALINZPROTO-5-UEDOWN: Line protocol on Interface FastEthernetd/4, changsd state to up

SLINE-S ED: Interface 12, changed state to up
SLINEPROTO-5-UPDOWN: Line protocol on Interface Pors—channel2, changed state to up

%CDE-4-NATIVE VLAN_MISMATCH: Native VLAN mismatch discovered on FastSthermetOs4 (1), with
D2 GigabitSthernecl/0/€ (335).
%CDE-4-NATIVE VLAN_MISMATCH: Native VLAN mismatch discovered on FastSthermetOs4 (1), with

D2 Bort-channel? (533).

AL(config-if-rangs) favitchport trumk mavive vlan 999
Bl (contiq iz zange)d]

Cirk+F5 to exit CLI focus. Copy Paste

5=l

Copper Straight-Through

@ 20°C Chubascos ~ & ) EP 40p.m BB

llustracion 27 configuracion EtherChannels LACP A1

2.6 En todos los switches, configure los puertos de acceso del host (host access port)
que se conectan a PC1, PC2, PC3y PCA4.

Configuracion Switch D1

Dl#configure terminal

D1 (config) #interface gl/0/23

D1 (config-if) #switchport mode Access

D1 (config-if) #switchport access vlan 100
D1 (config-if) #no shutdown
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TCOE- 4 TWATTUE_VIAN T SIETCH: Wative VIAN mismatch dlscoversd on GIgabItEThernsti/0/¢ -
(593), with Al Port-channell ().
Dl (config-if-range) s
3CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitZthernecl/0/1
(999), with DZ Port-chamnell? (l).
$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/2
(888), with D2 Porc-chamnellz (1).
$CDP-4-NATIVE_VLAN_MISMATGH: Native VLAN mismatch discovered on GigabitEthernetl/0/3
(899), with D2 Port-chammell2 (1).
3CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernecl/0/4
(999), with DZ Port-chamnell? (l).
4CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/§

3850-2 50-24P5 (99%), with Al Port-channell (1}
D1 2
$CDP-4-NATIVE_VLAN_MISMATGH: Native VLAN mismatch discovered on GigabitEthernetl/0/E
F (892), with AL Port-chammell (l).
PC-PT o
oot h:o PCPT D1(config-if-range) fexit
" rcz DI {config) tinterface gl/0/23
> D1{config-if) §switchport mode Access
Dl(config-if) fswitchport access vian 100
Dl{config-if)gno shutdoun
Dl(config-if)
ol —_ SLINK-S-CHANGED: Interface GigabitIthernetl/0/23, changed state to up
o PC-PT
pee SLINEEROTO-5-UEDOWN: Line protocol on Interface GigabitZthernetl/0/23, changed state to

up
D1(config-if) g v

Ciri+F6 o exit CLI focus.

Paste

Copper Straight-Through

@ 20°C Chubascos ~
llustracion 28 configuracion puertos de acceso del host D1
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ESP 405p.m.

Configuracion Switch D2

D2#configure terminal

D2 (config) #interface gl/0/23

config-if) #switchport mode Access
config-if) #switchport access vlan 102

D2 (
D2 (
D2 (config-if) #no shutdown
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with DI CigabitSthernecl/0/% (858).
nfig-if-rangs)fexit

2 (config) #interface gl/0/23

config-if) #switchpors mode Aoeess

D2 (congig-if) tswitchpors access vlan L02

D2 (config-if)

ACDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitEthernscl/0/€
(555}, with AL Forc-channel?z (1]

3CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEshernesl/0/§
(955), with Al Port-channel? (1)

D2 (config-if) tno shutdown
D2 (config-if)

ALINK-5-CHANGED: Interface GigabicZthernetl/0/23, changed state to up

up.

D2 (config-if)t

¥ 2 - [m]
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SCDL- £ WATIVE VIAN MISHATCH: Native VLAW rismetch discovered on GigabitEicthernecl/073 (11,
with D1 GigabitZthernesl/0/4 (955).

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/L (1),
with D1 GigabitEthernetl/Q/3 (989).

ACDD-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on CigabitEthernscl/0/2 (1),
with DI GigsbitSthernecl/0/3 (355).

%CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/3 (1),
with D GigabitZthernecl/0/3 (999) .

$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthermetls0/4 (1),

SLINEPROTO-S-UBDOWN: Line protocol on Interface GigabitEthernetl/0/23, changed state to

= E2 2

Cri+F8 1o ext CLI focus Copy

Paste

Copper Straight-Through

& 19°C Lluvia lig... ~ ) ESP &09p.m.

llustracion 29 configuracion puertos de acceso del host D1

Configuracion Switch Al

Al#configure terminal

Al (config) #interface £0/23

Al (config-if) #switchport mode Access
Al (config-if) #switchport access vlan
Al (config-if) #no shutdown

Al (config-if)#interface £f0/24

Al (config-if) #switchport mode Access
Al (config-if) #switchport access vlan
Al (config-if) #

101

100

$LINEPROTO-5-UPDOWN: Line protocol on Interface V1anl00, changed

state to up
Al (config-if) #no shutdown
Al (config-if)#
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SCDP-4-NATIVE VIAN MISMATCH: Native VIAN mismatch discovered on FastSthernes/Z (11, with
DL Port-chammell (593)
Al(zengig-isie
$CDP-4-IATIVE VLAN MISMATCH: Native VIAN mismatch discovezed on FastEthernesd/l (11, with
DI Gigspiczthermeti/o/s (559)-
4CDP-4-NATIVE VIAN MISHATCH: Nacive VIAN mismatch discovered on FastZtherneso/Z (1}, with
DL GigabitZthernetl/0/5 (555).
AL (config-if)#switchport mode Access
Al (config-if) sswizchport access vian 100
AL(zenfig-if)ne shuzdown
Al(zengig-if)¢
$CDE-4-IIATT { MISHMATCH: Native VIAN mismatch discovezed on FastZthernesi/t (11, with
D2 CigsbicIthernetl/0/€ (535).
4CDP-4-NATIVE VIAN MISHATCH: Nacive VIAN mismstch discovered on FastZcherneso/3 (11, with
D2 GigabitZthernetl/0/E (555).
Allconfig-if)#
4CDP-4-NATIVE_VLAN_MISMATCH: Navive VIAN mismstch discoversd on FascSthernmeso/d (11, with
D2 Port-chamnslz (399).
ACDP-4-NATIVE VLAN MISMATCH: Native VIAN mismatch discovered on Fastitherneso/3 (11, with
D2 Dort-channell (853)
4CDF-4-NATIVE VLAN MISMATCH: Native VIAN mismatch discovered on FastSthernet0/4 (11, with
D2 GigabitZthernesl/0/5 (599)
PCa PCs
4CDE-4-NATIVE_VLAN_MISMATCH: Navive VIAN mismstch discoversd on FassStherneso/3 (11, with
D2 GigsbitIthezmetl/0/5 (959 .
Al(config-iZ) 3 ~
Ctri+F& to exit CLI focus Copy. Pasts
SHIEAES vd\vd
O e

Copper Straight-Through

i) ESP

@ 19°C Lluvia lig..

414p.m.

=
llustracion 30 configuracion puertos de acceso del host A1

2.7 Verifique los servicios DHCP IPv4.

Configuracion DHCP IPv4 en PC2

Bpc2 - [m) *
?
Physical ~ Config _Desiop  Frogramming  Aftrbutes
Interface FastEthernet0 ~

P Configuration

@® pHep O static DHCP request successful.
IPud Address
Subnet Mask

Defaut Gateway

DNS Server

PvB Configuration

12eps @ Automatic Ipv6 request successful.
02

PCPT
PCl

PC3

IPv6 Address

Link Local Address.
Defaut Gateway
DNS Server

802.1X

[ use 8021 Securty

Authentication
Usemame

Password

164

[Fesn: 280:28FFFes2 9323

DS

Copper Straight-Through

Q) ESP

& 19°C Lluvia lig..

£20p.m

llustracion 31 DHCP IPv4 en PC2

Configuracion DHCP IPv4 en PC2
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¥ pc3

Ok a0 aaeaoE@ B=E

Physical  Config

Interface
P Configuration
@® DHeP
P4 Address.
Subnet Mask
Defaut Gateway
DNS Server
1Py5 Configuration
® Automatic
IPyS Address.
Link Local Address
Defaut Gateway
DNS Server
802.1X
[ use 802.1X Security
Authentication
Usemame

Password

3=zl

Desidop

Programming  Afiributes.

FastEthemnet)

O static

O static

DHCP request successful.

Ipv6 request successful

Ie

Configuration

3.2

[Fes0:208:24F FeAsTDET

Copper Straight-Through

& 19°C Lluvia lig.. dy ESP 423p.m.
llustracion 32 DHCP IPv4 en PC3
2.8 Verifique la conectividad de la LAN local
® pc1 - a X

Y —

B/ rmegd¢ um

ping 1

Pinging

quest time
ply from 10.0.1:

lcommand Prompt

Copper Straight-Through

Uuvia fig...

llustracion 33 Condiciones de conectividad PC1
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llustracion 34 Condiciones de conectividad PC2

3 Parte 3: Configurar los protocolos de enrutamiento

En esta parte, debe configurar los protocolos de enrutamiento IPv4 e IPv6. Al final de esta
parte, la red deberia estar completamente convergente. Los pings de IPv4 e IPv6 a la interfaz
Loopback 0 desde D1 y D2 deberian ser exitosos.

Nota: Los pings desde los hosts no tendran éxito porque sus puertas de enlace
predeterminadas apuntan a ladireccion HSRP que se habilitara en la Parte 4.

Las tareas de configuracion son las siguientes:

Tabla 3 Configurar los protocolos de enrutamiento

Tarea# Tarea Especificacion




3.1

En la “Red de la
Compaiiia” (es decir,R1,
R3, D1, y D2), configure
single- area OSPFv2 en
area 0.

Use OSPF Process ID 4 y asigne los siguientes router-
IDs:

e R1:0.04.1

e R3:0.04.3

e D1:0.0.4.131

e D2:0.0.4.132
En R1, R3, D1, y D2, anuncie todas las redes
directamente conectadas / VLANSs en Area O.

e EnR1, no publique la red R1 — R2.

e En R1, propague una ruta por defecto. Note que

laruta por defecto deberé ser provista por BGP.

Deshabilite las publicaciones OSPFv2 en:

e D1: todas las interfaces excepto G1/0/11

e D2:todas las interfaces excepto G1/0/11

3.3

3.2

Enla “Red de la
Compaiiia” (es decir,R1,
R3, D1, y D2), configure
classic single-area
OSPFv3 en area 0.

En R2 en la “Red ISP,
configure MP-BGP.

Use OSPF Process ID 6 y asigne los siguientes router-
IDs:
R1:0.0.6.1
R3:0.0.6.3
D1:0.0.6.131
D2:0.0.6.132
En R1, R3, D1, y D2, anuncie todas las redes
directamente conectadas / VLANs en Area 0.

e En R1, no publique la red R1 — R2.

¢ On R1, propague una ruta por defecto. Note que

laruta por defecto deberé ser provista por BGP.

Deshabilite las publicaciones OSPFv3 en:

¢ D1: todas las interfaces excepto G1/0/11

e D2:todas las interfaces excepto G1/0/11

Configure dos rutas estéaticas predeterminadas a
través de la interfaz Loopback O:

¢ Una ruta estética predeterminada IPv4.
¢ Una ruta estatica predeterminada IPv6.

Configure R2 en BGP ASN 500 y use el router-id
2.22.2.

Configure y habilite una relacion de vecino IPv4 e IPv6
con R1 en ASN 300.

En IPv4 address family, anuncie:
e Lared Loopback 0 IPv4 (/32).
¢ La ruta por defecto (0.0.0.0/0).

En IPv6 address family, anuncie:
e Lared Loopback O IPv4 (/128).

La ruta por defecto (::/0).




3.4

En R1 en la “Red ISP,
configure MP-BGP.

Configure dos rutas resumen estaticas a la interfaz
Null O:

e Una ruta resumen IPv4 para 10.0.0.0/8.

¢ Una ruta resumen IPv6 para
2001:db8:100::/48.Configure R1 en BGP ASN 300
y use el router-id 1.1.1.1.

Configure una relacién de vecino IPv4 e IPv6 con R2
en ASN 500.

En IPv4 address family:
e Deshabilite la relacion de vecino IPv6.
o Habilite la relacion de vecino IPv4.
e Anuncie lared 10.0.0.0/8.

En IPv6 address family:
e Deshabilite la relacion de vecino IPv4.
e Habilite la relacion de vecino IPv6.

Anuncie la red 2001:db8:100::/48.

3.1 En la “Red de la Compaiiia” (es decir, R1, R3, D1, y D2), configure single-area
OSPFv2 en area 0.

Configuracion Router R1

Rl#enable
Rl#configure terminal

Enter configuration commands,

Rl (config) #router ospf 4

R1 (
R1 (
R1 (
R1 (
R1 (

config-router) #

one per line. End with CNTL/Z.

config-router) #router-id 0.0.4.1
config-router) #network 10.0.10.0 0.0.0.255 area O
config-router) #network 10.0.13.0 0.0.0.255 area O
config-router) #default-information originate

)




L] - [m]

Physical ~ Config _ CLI_ Aftributes

10S Command Line Interface

TLINEFR0TO-5-UPDOWN: Line protocol on Interface Gigabitithernet0/0/1, changed state ©o P

RL{config-if) gexiz
Rl{eonfig) $interface s0/1/0
Rliconfig-if) #ip address 10.0
Rl{config-if)$ipvé address £
RL{config-if)#ipvé address 2
R1{config-if)#no shutdown

SLINK-S-CHANGED: Interface Serial0/1/0, changed state to down

R1({config-if)gexit

Rliconfig)#

SLINZPROTO-5-UPDOWN: Line protocol on Interface GigabitIthernet0/0/0, changed state to up

Rl{configl#
SLINK-5-CHANGED: Interface Serial0/1/0, changed state to up

SLINEPROTO-S-UPDOWN: Line protocol on Interface Seriald/1/0, changed state To up

Rliconfig) fexit
AL
45Y5-5-CONFIG I: Configured from console by console

Rlgrunning-config
Translacing "running-config”
% Unknown command or computer name, or unable to find computer address

Rlgeonfigure terminal
Enter configuration commands, cne per lime. End with CNTL/Z
Rliconfig) #router ospf &

21 tconfig-rouser) frouter—id 0.0_4.1
81 (eonfig-rourer) fnetwork 10.0.10.0 0 arsa 0
21 (config-router) fnecwork 10.0.13.0 0. area 0
21 teonfig-router) #default-information originate
< Bliconfig-router)® h
Ctri+F6 to exit CLI focus Copy Paste
O Top

Copper Straight-Through

& 18°C Lwvia lig... s asep.m. BB

llustracion 35 configuracion single-area OSPFv2 en area 0 en R1

Configuracion Router R3

R3#configure terminal

R3 (config) #router ospf 4

R3 (config-router) #router-id 0.0.4.3

R3 (config-router) #network 10.0.11.0 0.0.0.255 area O

R3 (config-router) #network 10.0.13.0 0.0.0.255 area O

R3 (config-router) #

00:34:29: %$0OSPF-5-ADJCHG: Process 4, Nbr 0.0.4.1 on Serial0/1/0
from LOADING to FULL, Loading Done
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B3 (config-router) 4|

TLINEPRGIO-5-UEDORN: Line

if)¢
SLINE-5-CHANGED: Interface Seri

Trotocel on Inmberface

tocol on Interface Seria

al0/1/0, changed state to up

10/1/0, changed state to up

from console by conso! le

unable to find computer address

one per lime. =nd with CNTL/Z.

erialoflso £z

em LOADING To FULL,

TIgebitithernet0/ 071, changed State To UP p

Cirl+F8 to ext CLI focus.

me: 0
' = 5.%,§ //

] e

rq <

] Copper Siraight-Through W <
=

& 18°C Uuwvialig.. ~ G

llustracion 36 configuracion single-area OSPFv2 en area 0 en R3

Configuracion Swich D1

Dl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #router ospf 4

config-router) #router-id 0.0.4.131

10.

config-router) #fnetwork
config-router) #network
config-router) #network
config-router) #network
config-router) #network

10.
10.
10.
10.

o O O O

0.

.10.0 0.0.0.255 area O

.100.
.101.
.101.
102.

config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface

#passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface

(
(
(
(
(
(
(
(
(
(
1 (config-router) #passive-interface
(
(
(
(
(
(
(
(
(
(config-router) #passive-interface
(

)
)
)
)
)
)
)
)
)
)
config-router)
)
)
)
)
)
)
)
)
)
)

config-router) #passive-interface

o O O O
o O O O
o'o'o'o
oo oo -

gl/O/l
gl/0/2
gl/0/3
gl/0/4
gl/0/5
gl/0/6
gl/0/7
gl/0/8
gl/0/9
gl/0/10
gl/0/12
gl/0/13
gl/0/14
gl/0/15
gl/0/16
91/0/17

.255
.255
.255
.255

area
area
area

O O O O

area



config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface

D1 ( )
D1 ( )
D1 ( )
D1 ( )
D1 ( )
D1 (config-router) #passive-interface
D1 (config-router) #passive-interface
D1 (config-router) #passive-interface
D1 (config-router) #passive-interface
D1 (config-router) #passive-interface
D1 ( )

config-router) #passive-interface

F2=z2042

gl/0/18
gl/0/19
gl/0/20
gl/0/21
gl/0/22
gl/0/23
gl/0/24
gl/1/1
gl/1l/2
gl/1/3
gl/1/4

Copper Straight-Through

L

Physical  Config _ CLI_ Atributes

10S Command Line Interface.

3CDE-4-NATIVE_VLAN MISMATCH: Native
955), with Al Bort-chanmell (1).

(599), with D2 Port-channellz (1).

3CDE-4-NATIVE VLAN MISMATCH: Native
995), with D2 Port-chamnmell2 (1).

4CDE-4-NATIVE VLAN MISMATCH: Native
(555), with D2 Port-channellz (1.

D1(config-router) $passive-interface
ute:

T

face gl/0/12

gL/0/13
al/o/1e
aL/0/18

VLAN mismatch disco

glso/23

VLAN mismatch disc

VLAN mismatch disco

VLAN mismateh disco

aL/o/22

vered on GigabitZthernstl/0/€

overed on GigabitSthernetl/0/1

%CDE-4-NATIVE VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitEZthernetl/0/2

wered on GigabitZthernetl/0/3

vered on GigabitSthernetls0/d

Cirl+F5 to exit CLI focus

O 7op

Paste.
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llustracion 37 configuracion single-area OSPFv2 en area 0 en D1

Configuracion Swich D2

D2#configure terminal

A G

Enter configuration commands, one per line. End with CNTL/Z.

D2 (config) #router ospf
config-router) #router-id 0.0.4.132
config-router) #network 10.0.11.0 0.0.0.255 area O
config-router) #network 10.0.100.0 0.0.0.255 area O
config-router) #network 10.0.101.0 0.0.0.255 area O
config-router) #network 10.0.102.0 0.0.0.255 area 0

gl/0/1

gl/0/2

gl/0/3

gl/0/4

gl/0/5

gl/0/6

D2 (

D2 ( )

D2 ( )

D2 ( )

D2 ( )

D2 (config-router) #passive-interface
D2 (config-router) #passive-interface
D2 (config-router) #passive-interface
D2 (config-router) #passive-interface
D2 (config-router) #passive-interface
D2 ( )

config-router) #passive-interface



config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
#passive-interface
#passive-interface

config-router

config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface

config-router

config-router) #passive-interface
config-router) #passive-interface
config-router) #passive-interface

( )
( )
( )
( )
( )
( )
( )
( )
( )
( )
2 (config-router)
( )
( )
( )
( )
( )
( )
( )
( )
( )
( )

config-router) #passive-interface

»
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#passive-interface

gl/0/7
gl/0/8
gl/0/9
gl/0/10
gl/0/12
gl/0/13
gl/0/14
gl/0/15
gl/0/16
gl/0/17
gl/0/18
gl/0/19
gl/0/20
gl/0/21
g1/0/22
gl/0/23
gl/0/24
gl/1/1
gl/1/2
gl/1l/3 ospf
gl/1l/4

¥
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SCDE-4-WATTVE_ VLN

ith AL Port-channel2 (1)

{555), with AL Port-channel2 (1)

, Nbr 0.0.4.131 on Vlanl0l fro

ive VLAN mismatch discovers

SCDP-4-NATIVE_VLAN MISMATCH: Native

ative VLAN mismatch disco

q1/0/10
g1/0/12
g1/0/13
g1/0/1

g1/0/14
g1/0/1%
gl/0/1e
gL/0/17
gl/0/18
gL/0/18

gl/0/24
al/1/1
aL/1/z
aL/1/3
aL/1/4

TIAN mismatch discovers d on Cigsbitithernet

m LOADING to

d on GigabitEtherns

wered on GigabitEtherns

vered on GigabitEthern:

7578 10T, &

etl/0/€

et1/0/5

esl/0/1 (1),

Faste
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@ 17°C Chubascos ~ O @ 7

llustracion 38 configuracion single-area OSPFv2 en area 0 en D2

Q) EP 520p.m.

3.2 En la “Red de la Compaiiia” (es decir, R1, R3, D1, y D2), configure classic single-

area OSPFv3 enarea 0

Configuracion Router R1




Rl#configure terminal
Enter configuration commands,
Rl (config) #ipv6 router ospf 6

config-rtr) #router-id 0.0.6.1

one per line.

End with CNTL/Z.

config-rtr) #default-information originate

R1 (
R1 (
Rl (config-rtr) #exit

Rl (config) finterface g0/0/1
R1 (

R1 (

R1 (

config-if) #ipv6 ospf 6 area 0

config-if)#interface s0/1/0

config-if)#ipv6 ospf 6 area O

EERSOrh 213 QAQaoEB BFE

Time: 03:04:1

& 55@5 vd

B R - [m)
Physical  Config _ CLI_ Aftributes

10S Command Ling hnterface

SLINEPR0IO-5-UPDOWN: Line Proteccl on Interface Serialn/l/0, changed State ©o Up

R1(config)gexit
Rz
45Y5-5-CONFIG_I: Configured from console by console

Rlgrunning-config
Translating "running-config™
% Unknown command or computer name, OF unable to find computer address

Rlgconfigure terminal
Enter configuration commands, one per lime. End with CNTL/Z
R1(config)$router ospf 4

R1{(config-zouter)frouter-id 0.0.4.1

config-router)#nevwork 10.0.10.0 0.0.0.255 area 0

R1(config-router)fnetwork 10.0.13.0 0.0.0.255 area 0
g-router) #default-information originate

g-router) 3

146: L0SPF-5-ADJCHG: Process 4, Nbr 0.0.4.2 on Serial0/l/0 from LOADING to FULL,

02z
Loading Done

Rl{config-router)
02:50:47: $OSPF-S-ADJCHG: Process 4, Nbr 0.0.4.131 on GigabitEthernet0/0/1 from LOADING
te FULL, Loading Done

21 (conag-zoutes) fexie
Rl{config) #ipvé router ospf €

21 (contigeree) tronterata 5.0 € 1

R (contiq rve) faefanis infommavion originate
21 (Contiqree) fenit

21 (contiq) $incorsane §3/011

R (conEig it fipvE oopf € area O

21 (contiguis) sancartase 237170

R (contigi5) fapee oopt € azes 0

B icontig i

Cirl+F§ to exit CLI focus. Copy Paste

Copper Siraight-Through

C T I

Configuracion Router R3

R3#configure terminal

Enter configuration commands,
R3(config) #ipv6 router ospf 6
R3(config-rtr) #router-id 0.0.6.3
R3 (config-rtr) ffexit

R3 (config) finterface g0/0/1
R3(config-if) #ipv6 ospf 6 area O
R3(config-if) #interface s0/1/0
R3(config-if) #ipv6 ospf 6 area O

one per line.

@ 17°C Chubascos ~ O =

llustracion 39 configuracion classic single-area OSPFv3 en area 0 en R1

q) ESP 526p.m.

End with CNTL/Z.
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T3 (contig) Bexit
R32
4SY¥S-5-CONFIG I: Configured from console by console

R3#running-config
Translating "running-config”
% Unknown command or computer name, or unable to find computer address

R3gconfigure terminal
End with CNTL/Z.

R
R
R
R
02:46:34: 30SPF-5-ADJCHG: Process 4, Nbr 0.0.4.1 on Serial0/1/0 from LOADING to FULL,
Loading Done

£ig-router) s

36: 30SPF-5-ADJCHG: Process 4, Nbr 0.0.4.132 on GigabitZthernec0/0/1 from LOADING

£ig-router) fexit
ig) $ipvé router ospf €
—rtr) érouter-id 0.0.6.3

R3(config-if) ¢ v

Cirk+F6 to extt CLI focus Copy Paste

dImFwe 5 A F 55 AL
—

Copper Straight-Through

@ 17°C Chubascos ~ & ) ESP 530p.m  EJ

llustracion 40 configuracion classic single-area OSPFv3 en area 0 en R3

Configuracion Swich D1

Dl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #ipv6 router ospf 6

D1 (config-rtr) #router-id 0.0.6.131
D1 (config-rtr) #exit

D1 (config) #interface gl1/0/11

D1 (config-if) #ipvé ospf 6 area 0
D1 (config) #inter v1anl00

D1 (config-if) #ipv6 ospf 6 area 0
D1 (config-if) #inter vlanlOl

D1 (
D1 (
D1 (

)
config-if) #ipv6 ospf 6 area 0
config-if) #inter vlanl02

)

config-if) #ipv6 ospf 6 area 0
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19597, with D2 Port-channellZ (L1 -

3CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismacch discovered on GigabitZthermetl/0/4
(999), with D2 Pert-channell2 (L.

Dl(config) $ipve router cspf €
Dl teonfig-ror) rouser-id 0.0.6.131
(config-ror) pexit

1g) tantersace g1/0/11
5g-i) #3pV6 0spE 6 axea 0

£)8
%0SPEV3-S-ADJCHG: Process €, Nbr 0.0.€.1 on GigabitSthernetl/0/11 from LOADING
%o FULL, Loading Done

D1(config-if) finter vlanlol
DLiconfig-if) #ipvé ospf 6 azea O

ACDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismacoh discovered on GigabitEthernetl/o/l

" B
=,
PCt = FeAT Wi ort-channe!
m’ oy (999, with DZ Pori-chamnell? (1)

/ ™ %CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GLigabitEthernetl/0/2
3 AN TR

=g )= | ATV YA IS ey A smateh, Gissevsssd o CissbisEehemmesi/o/3
, ‘ RIS

PC-PT

= o GO A AT i YA st Giscovered o GisspisEone et/

(553), with D2 Porc-channell? (1).

Dliconfig-if) #exit
D1(config)? v

Ciri+F6 1o ext CLI focus. Copy Paste.

)
B : 5
Copper Straght-Through
i L G

@® 17°C Chubascos ~ © Q) BP 535pm. B

llustracion 41 configuracion classic single-area OSPFv3 en area 0 en D1

Configuracion Swich D2

D2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D2(config)#ipv6 router ospf 6

config-rtr) #router-id 0.0.6.132

config-rtr) #

config-rtr) #fexit

config) #interface gl/0/11

config-if)#ipv6 router ospf 6 area 0

config-if)#ipv6 ospf 6 area O

config-if)#interface vl1anl0O

config-if)#ipv6 ospf 6 area O

config-if) #interface vlanlOl

config-if) #ipv6 ospf 6 area 0

onfig-if) #interface vlanl02

)

2 (
2 (
2
2
2
2 (
2
2 (
2 (
2
2(c
2 (

config-if) #ipv6 ospf 6 area 0
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TCDE-{-NATTVE VAN WISHRTCH. Wative VIAN mismatch discovered on Glgebitichernetl/o/Z 117, .
with D1 Port-channell2 (55%)

4CDD-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discovered on CigabitZthermetl//3 (1),
with D1 Port-channell2 (35%)

4CDD-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on CigabitZthermetl/0/4 (1),
with D1 Port-channell2 (35%)

D2 (config-ifld

3CDD-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discovered on CigabitZthermetl/0/1 (1),
with D1 CigabitZthernetl/0/4 (385)

3CDD-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discovered on CigabitZthermetl/0/2 (1),
with D1 GigabitZtheraetl/D/4 (385).

#CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/o/3 (1),
with D1 GigabitZtheraetl/0/4 (399).

$CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/o/4 (1),
with D1 GigabitZtheraetl/0/4 (399).

2 (config-if)ginterface vianlol

2 (config-if)$1pVE ospf € area 0

(config-if)ginterface vlanloZ

D2 (config-1£)gipve ospf € area O

D2 (config-if) texit

$CDP-4-NATIVE_VLAN_ MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/€
(999), with AL Port-channel2 (1.

$CDP-4-NATIVE_VLAN_ MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/S
(999), with AL Port-channel2 (1.

D2 (config-if) texit

D2 (configit hd
CtrleF8 to ext CLI focus. Copy Paste

Copper Straight-Through

@ 17°C Chubascos ~ z d)) ESP 540p.m

llustracion 42 configuracion classic single-area OSPFv3 en area 0 en D2

En R2 en la “Red ISP”, configure MP-BGP.

Configuracion Router R2

R2>enable
R2#configure terminal

R2 (config) #ip route 0.0.0.0 0.0.0.0 loopback O
config) #ipv6 route ::/0 loopback 0 predeterminada

config) #router bgp 500

config-router) #bgp router-id 2.2.2.2
config-router) #neighbor 209.165.200.225 remote-as 300
config-router)# neighbor 2001:db8:200::1 remote-as 300

config-router) #network 2.2.2.2
config-router) #network 0.0.0.0
config-router)# address-family

ipv4 unicast
mask 255.255.255.255
mask 0.0.0.0
ipv6 unicast

config-router-af)# network 2001:db8:200::1 /128

R2 (

R2 (

R2 (

R2 ( )
R2 ( )
R2 (config-router) # address-family
R2 ( )
R2 ( )
R2 (

R2 (

R2 (

config-router-af) # network ::
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TEfrunning conflg .
Translating “running-config”
% Unknown command or computer name, or unable to find computer address

R2gconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.

B2(config)#ip route 0.0.0.0 0.0.0.0 loopback 0

tDefault route without gateway, if not a point-to-point interface, may impact performance
B2 (config) $ipvé route ::/0 loopback 0

ig) ¢router bgp 500
ig-router) #bgp router—id
ig-router) fneighbor 205.1€5
ig-router) fneighbor 2001:db:

remote—as 300

remote-as 300

% Invalid input detected at '~' marker.
22 (config-router) faddress-family ipvé unicast

% Invalid input detected at '~' marker.

2 (config-router| fnetwork 2.2 2.2 mask
R2 (config-router) fnetwork 0.0.0.0 mask C
2 (config-router) faddress-family ipvé unicast

"

% Invalid input detected at '~' marker.
R2 (config-router) gnetwork 2001:db8:200::1 /128

% Invalid input detected at '~' marker.

PC3 P4 R2 (config-router) #network ::/0

& R2(config-router) 3 hd
Ctri+F6 to exit CLI focus Copy Paste.
- P4 e “ . 5 5 5 / /
IIdmfme < S
L 1 w
B - =
Copper Straight-Through < >

@ 15°C Parcsole. ~ O 3 EP spm B}

llustracion 43 configuracion MP-BGP en R2

3.4 EnR1 en la “Red ISP”, configure MP-BGP.

Configuracion Router R2

Rl>enable

Rl#configure terminal

Rl (config) #ip route 10.0.0.0 255.255.255.0 null O

Rl (config) #router bgp 300

Rl (config-router) #bgp router-id 1.1.1.1

Rl (config-router) #neighbor 209.165.200.226 remote-as 500
R2 (config-router) # address-family ipv4 unicast

Rl (config-router) # address-family ipv6 unicast

Rl (config-router-af) # network 2001:db8:200::1 /128
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5 I TeonEig TerIFeEiT —
P
Asmszw
/’ R2 €, Nbr 0.0.6.3 on Serialf/1/0 from LOADING to FULL,
\5:3321 1srka21 € Nbr 0.0.6.131 on GigabitZthernes0/0/1 from LOADING
| B
| 1 (oo
— route wi = poinct-to-point interface, may impact performance
/ 85021 £o-24p5) \ 2 -
02 2 = ~id 1.
Q/ o1 AN // 2 ) #neig: 05165 22¢ remote-as SoC
’ D 2 2P-5 = or 205.165.200.22
p;g:'r \S// ‘et Rlisensig-zoutes) faddress-family ipvi usizast
0-2: e % Invalid input detected ac '~ marker.
At
N\ 21 {eontig-router| faddress-family ipve unicast
A
FCFT BCFT R1{config-router) fnetwork 2001:db8:200::1 /128
PC3 PCe "
% Invelid input detected at '’ marker
2l teonfig-router) $exit
21 feonzig) 2] v
CirisF6 to ext CLI focus. Gopy Paste
Otep

Copper Siraight-Through

@ 5CPacsole. A~ O W 7z d) EP ENpm B

llustracion 44 configuracion MP-BGP en R1

4 Parte 4: Configurar la Redundancia del Primer Salto (First Hop Redundancy)

En esta parte, debe configurar HSRP version 2 para proveer redundancia de primer salto
para los host en la “Red de la Compaiia”.

Las tareas de configuracién son las siguientes:

Tabla 4 Configurar la Redundancia del Primer Salto (First Hop Redundancy)

Tarea# Tarea Especificacion




4.1

En D1, cree IP SLAs que
prueben la accesibilidad
dela interfaz R1 GO/0/1.

Cree dos IP SLAs.
¢ Use la SLA numero 4 para IPv4.
¢ Use la SLA numero 6 para IPv6.

Las IP SLAs probaréan la disponibilidad de la interfaz
R1GO0/0/1 cada 5 segundos.

Programe la SLA para una implementacion inmediata
sintiempo de finalizacién.

Cree una IP SLA objeto para la IP SLA 4 y una para
la IPSLA 6.

e Use el nimero de rastreo 4 para la IP SLA 4.
¢ Use el nimero de rastreo 6 para la IP SLA 6.

Los objetos rastreados deben notificar a D1 si el

estadode IP SLA cambia de Down a Up después
de 10 segundos, o de Up a Down después de 15
segundos.

4.2

En D2, cree IP SLAs que
prueben la accesibilidad
dela interfaz R3 GO/0/1.

Cree IP SLAs.

e Use la SLA nimero 4 para IPv4.
¢ Use la SLA numero 6 para IPv6.

Las IP SLAs probaran la disponibilidad de la interfaz
R3G0/0/1 cada 5 segundos.

Programe la SLA para una implementacion inmediata
sintiempo de finalizacién.

Cree una IP SLA objeto para la IP SLA 4 and one
for IPSLA 6.

e Use el nimero de rastreo 4 para la IP SLA 4.
e Use el nimero de rastreo 6 para la SLA 6.

Los objetos rastreados deben notificar a D1 si el

estadode IP SLA cambia de Down a Up después
de 10 segundos, o de Up a Down después de 15
segundos.




4.3

En D1 configure
HSRPv2.

D1 es el router primario para las VLANs 100 y 102;
por lotanto, su prioridad también se cambiara a 150..

Configure HSRP version 2.

Configure IPv4 HSRP grupo 104 para la VLAN 100:
Asigne la direccion IP virtual 10.0.100.254.

Establezca la prioridad del grupo en 150.

Habilite la preferencia (preemption).

Rastree el objeto 4 y decremente en 60.

Configure IPv4 HSRP grupo 114 para la VLAN 101:
¢ Asigne la direccion IP virtual 10.0.101.254.
o Habilite la preferencia (preemption).
¢ Rastree el objeto 4 para disminuir en 60.

Configure IPv4 HSRP grupo 124 para la VLAN 102:
Asigne la direccion IP virtual 10.0.102.254.
Establezca la prioridad del grupo en 150.

Habilite la preferencia (preemption).

Rastree el objeto 4 para disminuir en 60.

Configure IPv6 HSRP grupo 106 para la VLAN 100:

¢ Asigne la direccion IP virtual usando ipv6
autoconfig.

o Establezca la prioridad del grupo en 150.
¢ Habilite la preferencia (preemption).
¢ Rastree el objeto 6 y decremente en 60.

Configure IPv6 HSRP grupo 116 para la VLAN 101:

¢ Asigne la direccion IP virtual usando ipv6
autoconfig.

¢ Habilite la preferencia (preemption).
¢ Registre el objeto 6 y decremente en 60.

Configure IPv6 HSRP grupo 126 para la VLAN 102:

¢ Asigne la direccion IP virtual usando ipv6
autoconfig.

o Establezca la prioridad del grupo en 150.
¢ Habilite la preferencia (preemption).

Rastree el objeto 6 y decremente en 60.

4.1 En D1, cree IP SLAs que prueben la accesibilidad dela interfaz R1 GO/0/1.




4.2

Configuracion Swich D1

Dl#configure terminal

D1 (config) #ip sla 4

D1 (config-ip-sla) #icmp-echo 10.0.10.1 source-interface e2/1
D1 (config-ip-sla-echo)# frequency 5

D1 (config-ip-sla-echo) #fexit

D1 (config)#ip sla schedule 4 start-time now life forever

D1 (config) #track 4 ip sla 4 state

D1 (config-track) #delay up 10 down 15

D1 (config-track) #exit

D1 (config) #ip sla 6

D1 (config-ip-sla) #icmp-echo 2001:db8:100:1010::1 source-interface

e2/1

D1 (config-ip-sla-echo) #frequency 5

D1 (config-ip-sla-echo) ffexit

D1 (config) #ip sla schedule 6 start-time now life forever
D1 (config) #track 6 ip sla 6 state

D1 (config-track) #delay up 10 down 15

D1 (config-track) #exit

Nota: el comando SLA no es soportado en la configuracion del simulador

L
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- ~
51 $CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovezed on CigabitEthernesl/0/Z
(535), with DZ Fort—channellz (L)
CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/3
(998), with D2 Porc-chanmell2 ().
ative VLAN mismatch discovered on GigabitEthernesl/0/4
DL(contigr?
$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernesl/0/S
(593), with Al Port-channell (1)
$CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on Cigabitithernetl/0/€
(595), with Al Port-channell (1)
Dl(config)#
$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovezed on CigabitEthernesl/0/1
(535), with DZ Forc—channe it}
CDE-4-NATIVE VLN MISMATCH: Native VLAN mismatch discovered on GigabitEthernewl/0/Z
(998), with D2 Port-chanmell2
$CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovezed on GigabitEthernesl/0/3
(553), with DZ Porc-channellz
$CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on Cigabitithernetl/0/4
(595), with D2 Port-chanmellz (1)
Dl(config)#ip sla 4
% Invalid input detected at '~' marker.
D1 (config) §] Z
Ctr+F6 to exit CLI focus Copy Paste
[ Tep
= | T —
>
H Toggle PDI
Copper Straight-Through <

llustracion 45 accesibilidad de la interfaz R1 GO/0/1

En D2, cree IP SLASs que prueben la accesibilidad de la interfaz R3 G0/0/1.

Configuracion Swich D2

%) 16°C Muydes.. ~ O %@ 7 @) EP 721p.m




D2#configure termina

Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #ip sla 4

D2 (config-ip-sla) #icmp-echo 10.0.11.1 source-interface e2/1
D2 (config-ip-sla-echo) #frequency 5

D2 (config-ip-sla-echo) #fexit

D2 (config) #ip sla schedule 4 start-time now life forever

D2 (config) #track 4 ip sla 4 state

D2 (config-track) #delay up 10 down 15

D2 (config-track) #exit

D2 (confiqg) #

D2 (config) #ip sla 6

D2 (config-ip-sla) #icmp-echo 2001:db8:100:1011::1 source-interface
e2/1

D2 (config-ip-sla-echo) #frequency 5

D2 (config-ip-sla-echo) #fexit

D2 (config) #ip sla schedule 6 start-time now life forever

D2 (config) #track 6 ip sla 6 state

D2 (config-track) #delay up 10 down 15

D2 (config-track) f#exit

D2 (confiqg) #

L

¥z - o x
FEERSOLfARPANY QQaQoE BFE Physical  Config __CL_ Atriutes
Do a@a B/ me g [+ 10S Command Line nterface

With DI CigabitEehermetl/0/3 (988).

’ I
CDP-4-NATIVE_VLAN_MISMATCH: Native VAN mismatch discoversd on GigabitEthernesl/0/4 (L),
With Dl GigabitEthernetl/0/3 (59%).

+CDP-4-NATIVE_VLAN_MISMATCH: Native VAN mismatch discoversd on GigabitEvhernesl/0/1 (L),
with DI GigabitEthernetl/0/4 (353

4CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitZthernetl/0/2 (1),
with DI GigabitEthernetl/0/4 (353

4CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitZthernetl/0/3 (1),
with DI GigabitEthernetl/0/4 (353

4CDP-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitZthernetl/0/4 (1),
with D1 GigabitSthernetl/0/4 (559)

D2 (config) taccesibilidad de la interfaz RL G0/0/1°Z
2.
45Y5-5-CONFIG_I: Configured from console by console

D28

ot > PCPT SCDP-4-NATIVE_VIAN_MISMATCH: Native VLAN mismatch discovered on GigabitZshernesl/0/6
PC2 (35), with Al Port-channelZ (1).
0-24
/ BN 4CDE-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discoversd on GigabivEthernevl/0/S

(59%), with Al Port-chamnelZ (1)

=g tg S —
= U

Enter configuration commands, one per line.

s
FeAT PCAT D2 (config) #ip sla &
= pCa -

% Invalid imput decected at '-' marker

D2 (config) v

Ciri+F§ to exit CLI focus Copy Paste

O op

Copper Straight-Through

) 16°C Muy des.. s rupm B

llustracion 46 cree IP SLAs que prueben la accesibilidad de la interfaz R3 GO/0/1

4.3 En D1, configure HSRPv2.

Configuracion Swich D1



Grupo 104 vlan 100

Dl#configure terminal

D1 (config) #interface vlan 100

D1 (config-if) #standby version 2

D1 (config-if) #standby 104 priority 150

D1 (config-if) #standby 104 preempt

D1 (config-if) #standby 104 ip 10.0.100.254

D1 (config-if) #standby 104 track 4 decrement 60
D1 (config-if) #end

®
¥ [m] X
EERSO0rLic@adcy qaeaeaoE BEFE Physical  Config  CLI  Attributes
D@ B/ rme ¢ B 105 Command Line Interface
A
1 Dl{config) #interface vlan l00 i
Dl{config-if) ¢standby version 2
DI (config-if}$standby 104 priority 150
Dl{config-if) ¢standby 104 preempt
Dl(config-if)¢standby 104 ip 10.0.100.254
DI (config-if]d
#CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernetl/0/S
(555), with Al Porc-chamnell (1).
$CDP-4-NATIVE_VLAN MISMRTCH: Native VLAN mismatch discovered on GigabitEthernetl/0/€
(555), with Al Porc-chamnell (1).
D1(contig-if)g
3CDP-4-NATIVE_VLAN_MISMRTCH: Native VLAN mismatch discoversd on GigabitZthernetl/0/1
(999), with D2 Perc-chamnell2 (L).
SCDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitSthernesl/0/2
(989), with D2 Port-chamnell2 (L).
SCDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitIthernesl/0/3
(989), with D2 Port-chamnell2 (L).
CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitSthernesl/0/4
(895), with D2 Port-chamnelll (1).
DI(config-1f)gstandby 10¢ tzack 4 decremens €0
% Invalid inpuc detected at '~ marker
D1 (contig-if)zend
1s
%5YS-5-CONFIG_I: Configured frem console by conscle
D1 v
<
CHri+F6 to exit CLI focus Copy Paste
H2H =0 o

5|

Copper Straight Through

Muy des...

llustracion 47 Grupo 104 vlan 100

Grupo 114 Vlan 101.

Dl#configure terminal

D1 (config) #interface vlan 101

D1 (config-if) #standby 114 ip 10.0.101.254

D1 (config-if) #standby 114 preempt

D1 (config-if) #standby version 2

D1 (config-if) #standby 114 track 4 decrement 60
D1 (config-if) #end



EERSOrik @At a@aaoE BE=EE
Zoa@aX /s me @ M

36502 £0-24P5.
o1 02
=
PC-PT
PC1 = PC-PT
pC2
0-2
At
PCPT PC-PT
PC3 pCe

L)l

4 - a
Physical  Config _ CLI_ Aftributes

105 Command Ling Interface
Dl{config-if}?

VLAN mismatch discovered on GigabitZthernetl 0/l
$CDP-4-NATIVE_VLAN MISHATCH: Native VLAN mismatch discovered on GigabitSshernesl/0/2
(595), with D2 Port-channmellZ
4CDD-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on CigabitZthernetl/0/3
(859), with DZ Port-chanmelll (1).
+CDP-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEtheznetl/0/4
(999), with D2 Pors-chanmellZ (1).

Dliconfig-if)#standby 114 ip 10.0.101.254

Dl{config-if}#

$HSAP-¢-STATECHANGE: Vlanlod Grp 104 state Speak -> Standby
Dl{config-if)3

HSRP-6-STATECHANGE: V1anl0O Grp 104 state Standby -» Active
Dl{config-if)#standby 114 preemps

Dl{config-if)#standby version 2

Dl{config-if}#

$HSRP-¢-STATECHANGE: Vlanldl Grp 114 state Listen -» Imit
Dl{config-if)#standby 114 tzack 4 decrement €0

% Invalid input detected at '~' marker

Dl{config-if)fend

D13

45¥5-5-CONFIC_I: Configured from console by console

Dig
Cirl+FG to exit CLI focus. Copy Paste

Gopper Straight-Through

lustracion 48 Grupo 114 Vlan 101

Grupo 124 vlan 102.
Dl#configure terminal
Dl(config)#interface vlan 102
config-if) #standby
) #standby
) #standby
) #standby
)
)

version 2
config-if 124 preempt

onfig-i

#standby

1¢
1(
1(c
1 (config-1i
1(
( #end

f
f
config-if
conflg if

EERSO0rioarctr @aaanoB@ E=E
Zo @ f/srme @ M

=
PCt = PC-FT
PC2
0-2
A1
PLFT PCPT
PC3 PC4

124 priority 150
124 track 4 decrement 60
124 ip 10.0.102.254

L] - [m]
Physical ~ Config  CLI  Attributes
105 Command Line Interface
~
Dl{config) ¢intersface vlan 1
onfig-if) $standby version 2

Dl(consig-if)#
CDE-4-NATIVE_VLAN_MISMATCH: Navive VLAN mismatch discovezed on GigsbitZthernesl/0/S
(599), with AL Pert-channell (1).
$CDE-4-NATIVE_VLAN MISMATCH: Navive VLAN mismacch discovered on GigsbitZthernesl/0/€
(599), with AL Port-channell (1
Dliconfigif)%
$CDE-4-NATIVE VIAN mismstch discovered on GigabitZthernecl//1
(585}, with DI Dorc
$CDE-4-IATT VIAN mismatch discovered on GigabitEthernevl/0/Z
$95), with D2 Port-channellz
CDE-4-NATIVE_VLAN_MISMATCH: Navive VLAN mismacch discovered on GigsbitZthernesl/o/3
(999), with DZ Port-chanmell2 (1
$CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismstch discovered on GigsbitZthernetl/0/4
(585), with DI Dort-channell? (1

(config-if)#standby 124 presmpt

onfig-if)#standby 124 prioricy 130

(config-if) #standby track 4 decrement €0
% Invalid inpuc detected at '~' mazkez.
DI (congig-if)#standby 124 ip 10
Dl (congig-if)tend
12
$5YS-S-CONFIG I: Configured from comsole by consols
o1g v

Ctri+F5 to exit CLI focus Copy Paste.

Copper Straight-Through

llustracion 49 Grupo 124 vlan 102.




Grupo 106 vlan 100

D1 (config) #interface vlan 100
D1 (config-if) #standby version 2
D1 (config-if) #standby 106 priority 150

D1 (config-if) #standby 106 preempt

D1 (config-if) #standby 106 track 6 decrement 60
D1 (config-if) #standby ipv6 autoconfig

D1 ( )

config-if) #end

:V?DW - O
FEERSOLAACYT Qo BE BFBE Pysical  Config _CLI_ Adiributes
Qe

10S Command Line Interface

Enter COMELGuUration comBands, one per 1ime. End vith CRIL/Z.
Dl(coniig)ginterface vlan 100

DI(config-if) #standby version 2

Dl{config-if) sstandby 10€ priczity 150

DI{(congig-if)#

$CDD-4-NATIVE_VLAN MISMATCH: Native VLN mismatch discovered on CigabitEchernetl/0/S
(585}, wich AL Dorc-channell (1)

4CDE-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discovered on GigabitZthernecl/0/é
(355), with Al Port-chanmell (1)

Dl{config-if)
3CDE-4-NATIVE_VLAN MISMATCH: Navive VLAN mismatch discoversd on GigsbitZthernecl/0/1
(555), with DZ Port-channell? (1)

3CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernetl/0/2
(555), with DZ Port-channell? (1)

$CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitZthernesl/0/3
(555), with D2 Port-channell2 (1)

3CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/4
(999), with DZ Port-chammellz (1)

D1(config-if) ¢standby 106 preempt
Dl(config-if) ¢standby 106 track € decrement €0

% Invalid input detected at '~' marker.

Dl{config-if) $standby ipvé autoconfig
Dl{cenfig-if) fend

PC3 BCa o

#5¥S-5-CONFIG_I: Configured from comsole by comsole

D1g

Ctri+F6 to exit CLI focus.

Copper Straight-Through

@ 16°C Muydes.. ~ O @ 7 ) P 7Bp.m

llustracion 50 Grupo 106 vlan 100

Grupo 116 Vlan 101.

Dl#configure terminal

D1 (config) #interface vlan 101

D1 (config-if) #standby version 2

D1 (config-if) #standby 116 ipv6 autoconfig

D1 (config-if) #standby 116 preempt

D1 (config-if) #standby 116 track 6 decrement 60
D1 (config-if) #end



EERSO0OCLidacraaaozm B

Zo@aX fl/rme ¢ B

PC1 =

r
PCPT
PC3

L] - [m) X

Physical  Config  CLI _ Aftributes

10S Command Line Interface

THEAD-C-SIAISCHANGE: V1anld GZp U state Speak -> Scandby -
$HSRP-E-STATECHANGE: V1anlQQ Grp 0 state Standby -> Active E

D1{config-if)
4CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discovered on GigabitSthermecl/0/§
(355), with Al Bort-channell (1) .

%CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernstl/0/€
(555), with Al Port-channell (1) .

D1{config-if) #standby 116 ipvé autcconfig
+CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEshernesl/0/1
(999), with D2 Port-channell2 (l).

%CDP-4-NATIVE_VLAN_MISMATCH: Mative VLAN mismatch discovered on GigabitEthernetl/0/2
(2%%), with D2 Port-channell2 (l).

4CDD-4-NATTY
(555), with

VLAN MISMATCH: Native VLAN mismatch discovered on GigabitSthernetl/0/3
Porc-channell? (1).

%CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/4&
PCPT (555), with D2 Bort-channell? (1) .
PC2

D1{config-if) #standby 116 ipvé autoconfig
D1(config-if) ¢standby 116 preempt
D1(config-if)#standby 116 track € decrement €0
% Invalid input devected at '~ markex.

PCPT D1{(config-if) tend

45Y5-5-CONFIG_I: Configured from console by console

014 v

Cirl+F8 to ext CLI focus. Copy Paste

Copper Straight Through

llustracion 51 Grupo 116 Vlan 101.

Grupo 126 vlan 102

D1 (config) #interface vlan 102

(config-if) #standby
(config-if) #standby
1 (config-if) #standby
(config-if) #standby
(config-if) #standby
(conflg 1f)#end

iEREOCLfid A0 Q@aQoE B2

SoQ@Z /s me ¢ N

et ==

—
PCPT
PC3

version 2

126 ipv6 autoconfig

126 preempt

126 track 6 decrement 60
126 priority 150

L - [m] X
Physical  Config  CLI  Attributes
—
105 Command Line Interface
~
o1s l
4CDP-4-NATTVE_VLAN MISHATCH: Nacive VIAN mismacch discovered on GigabitZrhernecl/0/1

(555), with D2 Port-channell? (1).
%CDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/2
(593), with i

3CDE-4-NATTY
(555), with

VLAN MISMATCH: Native VIAN mismatch discoversd on GigabitEthernetl/0/3
Port-channellz (1).

3CDE-4-NATT
(853), with DI

VLAN MISMATCH: Native VLAN mismatch discovered on GigabitEthernetl/0/4
Port-channellZ (1).

Dlgconfigure terminal
Enter configuration commands, ome per line. Ind with CNTL/Z
D1{(config) ¢interface vlian Ll

D1{config-if) gscandby
D1{config-if) #standby
D1{(config-if) #standby
D1 (config-if) ¢standby

ipvé autoconfig
pree:
track € decrement 60

PCPT % Invalid input detected st '~ marker
PC2
Dl {config-if) #standby 12€ priority 150
DI (config-if) gend
p1g
45YS-S-CONFIG I: Configured from console by consele
7 p1g
PCPT SHSRE-6-STATECHANGE: Vlanl02 Grp 126 stabe Speak - Standby
P4

3HSRP-€-STATECHANGE: V1anl0Z Grp 12¢ state Standby -> Active

g v

Cirl+F6 to exit CLI focus Copy Paste

Copper Straight-Through

) e

llustracion 52 Grupo 126 vlan 102



Configuracion Swich D2

Grupo 104 vlan 100

D2#configure terminal

D2 (config) #interface vlan 100

D2 (config-if) #standby version 2

D2 (config-if) #standby 104 ip 10.0.100.254

D2 (config-if) #standby 104 preempt

D2 (config-if) #standby 104 track 4 decrement 60
D2 (config-if) #end

B2 - o X
EERSO0rXa @Ay a@aQaoE B F Physical  Confg _CLI_ Afrbutes
= — -d o

105 Command Line Interface

With DL Cigabitithernetl/0/2 (999) . o
3CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitEthernstl/0/1 (1), I
with DL GigabitZthernetl/0/4 (999)

ACDE-4-NATIVE_VLAN MISMATCH: Native VLAN mismatch di

with DL GigabitEthernetl/0/4 (%

netl/0/2 (13,

%CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/
with DL GigabitZthernetl/0/4 (553)

3CDR-4-NATT
with DL Gigabi: etl

ICH: Native VLAN mismatch discoversd om ernetl/o/e (1),
/074 (533)

3CDE-4-NATIVE_V
with DL Port-o

MISMATCH: Native VLAN mismatch discovered on

ellz (559) .

ernetl/o/l (1),

3CDE-4-NATIVE_VLAN_MISMATCH: Native VLAN mismatch di
with DL Port-channellZ (859).

ernetl/0/2 (1),

ACDE-4-NATIVE VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitEthernetl/0/3 (1),

with DL Port-channellZ (555)

4CDE-4-NATIVE VLAN_MISMATCH: Native VLAN mismatch discoversd on GigabitZthernetl/0/4 (1),
with DL Port-channellZ (999)

D2 (config-if) $standby 104 track 4 decremen €0
[ mazk
o2
Dz
25Y5-5-CONFIE_I: Configured from console by conso 1le
524 o
<
NS Cirl+F5 to exit CLI focus Copy Paste

samFAwe 2/ .7NE 5HE ] 0w
]

= g >
Taggle PDU L v
H Copper Straight-Through & < >

llustracion 53 Grupo 104 vlan 100

Grupo 114 Vlan 101.

D2 (config) #interface vlan 101

D2 (config-if) #standby version 2

D2 (config-if) #standby 114 ip 10.0.101.254

D2 (config-if) #standby 114 priority 150

D2 (config-if) #standby 114 preempt

D2 (config-if) #standby 114 track 4 decrement 60

Grupo 124 vlan 102.

D2#configure terminal

D2 (config) #interface vlan 102

D2 (config-if) #standby version 2

D2 (config-if) #standby 124 ip 10.0.102.254

D2 (config-if) #standby 124 preempt

D2 (config-if) #standby 124 track 4 decrement 60
D2 (config-if) #end



Grupo 106 vlan 100

D2#configure terminal

D2 (config) #interface vlan 100

D2 (config-if) #standby version 2

D2 (config-if) #standby 106 ipv6 autoconfig

D2 (config-if) #standby 106 preempt

D2 (config-if) #standby 106 track 6 decrement 60
D2 (config-if) #end

Grupo 116 Vlan 101.

D2#configure terminal

D2 (config) #interface vlan 101

D2 (config-if) #standby version 2

D2 (config-if) #standby 116 priority 150

D2 (config-if) #standby 116 preempt

D2 (config-if) #standby 116 track 6 decrement 60
D2 (config-if) #standby 116 ipv6 autoconfig

D2 (config-if) #end

Grupo 126 vlan 102

D2#configure terminal

D2 (config) #interface vlan 102

D2 (config-if) #standby version 2

D2 (config-if) #standby 126 ipv6 autoconfig

D2 (config-if) #standby 126 track 6 decrement 60
D2 (config-if) #standby 126 preempt

D2 (config-if) #end

[ T d cC -

® D2 - [m] X

Physical Config CLI Attributes

10S Command Line Interface
:

Time: 04:46; 44\. Ctri+F6 to exit CLI focus Copy Paste
(5" s <<
admFlwe 5| /.75 552
—— b

Bl

Copper Straight Through

5°C Muydes.. ~ @ ) EBP T47pm. B

llustracion 54 Grupo 126 vlan 102

5 Seguridad.



5.1 En todos los dispositivos, proteja el EXEC privilegiado usando el algoritmo de
inscripcion SCRYPT.

Configuracion Router R1

Rl (config) #enable algorithm-type scrypt secret ciscol2345cisco
Configuracion Router R2

R2 (config) #enable algorithm-type scrypt secret ciscol2345cisco
Configuracion Router R3

R3 (config) #enable algorithm-type scrypt secret ciscol2345cisco
Configuracion Switch D1

D1 (config) #enable algorithm-type scrypt secret ciscol2345cisco
Configuracion Switch D2

D2 (config) #enable algorithm-type scrypt secret ciscol2345cisco
Configuracion Switch Al

Al (config) #enable algorithm-type scrypt secret ciscol2345cisco

Nota: El comando no es soportado

® R - 0 X
. E H # . f h @ g :‘ 1 Q Q Q a E E i @ Physical Config CLI Aftributes
S @a@X f/rme ¢ B 105 Command Line Interface

T370¢:00° S0SDEv3-5-ADJCHG: Drocess €, Nbr U.0.€. 131 on Gigabitiibernet0/0/1 from LOADINE
to FULL, Lo

.

1SR4321
A
—t 0= i

\sﬂrlazw 15RE321

3 a1 £ ve unicas
walid o "ot marker

— %\ U —
/ 3650-2 50-24p5. \ % Invalid inpus detected ac '~' marker

PCPT ; 5 Invalid input detected at '~ marker.
pct PC-PT
pC2 21 (config-router)fexit
"z 21(confiq)#
/ \ $BGE-S-HOTIFICATION: semc to neighbor 205.1¢5.3c “ime expired) 0 byces
g D 21 (config) $¥BED-5-ADICHANCE : neighbor 205.1¢
e = ig)¢
PC-PT ig) fenable algorithm-type SCE secr
=] poe =
% Invalid input detected at '° marker.
B1(conigie 2
CirkeFE to exit CLI focus. Copy Paste i

= < 5]
m Copper Straight-Through

%D 15C Muydes. ~ T i@ 7 q) BP T8pm B

llustracion 55 proteja el EXEC privilegiado usando el algoritmo de inscripcion SCRYPT

5.2 En todos los dispositivos, cree un usuario local y protéjalo usando el algoritmo de
inscripcion SCRYPT.

Configuracion Router R1

Rl (config) #username sadmin privilege 15 secret ciscol2345cisco



Rl (config) #

*Nov 12 02:44:07.891: End-

>Password: PxFnRQHeDp9u3TLc8.Sw7QZ8GORUJ3TKPHA71beGWQs

Rl (config) #

Rl (config) #username sdmin privilege 15 algorithm-type scrypt secret
ciscol2345cisco

Configuracion Router R2

R2 (config) #username sadmin privilege 15 secret ciscol2345cisco
R2 (config) #

*Nov 12 02:45:23.645: End-

>Password: PxFnRQHeDp9u3TLc8.Sw7QZ8GORUJ3TKPHA71beGWQs

Configuracion Router R3

R3(config) #username sadmin privilege 15 secret ciscol2345cisco
R3 (confiqg) #

*Nov 12 02:47:50.572: End-

>Password: PxFnRQHeDp9u3TLc8.Sw7QZ8GORUJ3TKPHA71beGWQs

Configuracion Switch D1

D1 (config) #username sadmin privilege 15 secret ciscol2345cisco
D1 (config) #

Configuracion Switch D2

D2 (config) #username sadmin privilege 15 secret ciscol2345cisco

Configuracion Switch Al

Al (config) #username sadmin privilege 15 secret ciscol2345cisco

5.3 En todos los dispositivos (Excepto R2) habilite AAA

Configuracion Router R1

Rl#configure terminal
Rl (config) #aaa new-model

Configuracion Router R3

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #AAA new-model

R3 (config) #



Configuracion Switch D1

Dl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #AAA new-model

D1 (config) #

Configuracion Switch D2

D2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #AAA new-model

Configuracion Switch Al

Al#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Al (config) #AAA new-model

5.4 En todos los dispositivos (excepto R2) configure las especificaciones del servidor
RADIUS.

Configuracion Router R1

Rl#configure terminal
Rl (config) #radius-server host 10.0.100.6 auth-port 1812 acct-port
1813 key $trongPass

Configuracion Router R3

R3#configure terminal
R3 (config) #radius-server host 10.0.100.6 auth-port 1812 acct-port
1813 key S$StrongPass

Configuracion Switch D1

Dl#configure terminal
D1 (config) #radius-server host 10.0.100.6 auth-port 1812 acct-port
1813 key S$trongPass

Configuracion Switch D2

D2#configure terminal
D2 (config) #radius-server host 10.0.100.6 auth-port 1812 acct-port
1813 key S$trongPass

Configuracion Switch Al

Al#configure terminal



Al (config) #fradius-server host 10.0.100.6 auth-port 1812 acct-port
1813 key StrongPass

5.5 En todos los dispositivos (excepto R2), configure la lista de métodos de
autenticacion AAA.

Configuracion Router R1

Rl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #AAA authentication login default group radius local

Configuracion Router R3

R3#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
R3(config) #AAA authentication login default group radius local

Configuracion Switch D1

Dl#fconfigure terminal
Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #AAA authentication login default group radius local

Configuracion Switch D2

D2#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #AAA authentication login default group radius local

Configuracion Switch Al

Al#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
Al (config) #AAA authentication login default group radius local

5.6 Verifique el servicio AAA en todos los dispositivos (except R2).

6 Configure las funciones de Administracion de Red.

6.1 En todos los dispositivos, configure el reloj local a la hora UTC actual.

Configuracion Router R1
Rl#clock set 15:27:00 16 oct 2021



*Nov 16 20:29:57.168: %SYS-6-CLOCKUPDATE: System clock has been
updated from 20:29:57 UTC Tue Nov 16 2021 to 20:29:57 UTC Tue Nov
16 2021, configured from console by sadmin on console.

Configuracion Router R2

R2#clock set 15:27:00 16 oct 2021

*Nov 16 20:29:57.168: %SYS-6-CLOCKUPDATE: System clock has been
updated from 20:29:57 UTC Tue Nov 16 2021 to 20:29:57 UTC Tue Nov
16 2021, configured from console by sadmin on console.

Configuracion Router R3

R3#clock set 15:27:00 16 oct 2021

R3#

Nov 16 20:27:49.843: %SYS-6-CLOCKUPDATE: System clock has been
updated from 20:27:49 UTC Tue Nov 16 2021 to 20:27:49 UTC Tue Nov
16 2021, configured from console by sadmin on console.

Configuracion Switch D1

Dl#clock set 15:51:00 16 oct 2021
D1#

Configuracion Switch D2

Dl#clock set 15:51:00 16 oct 2021
D1#

Configuracion Switch Al

Dl#clock set 15:51:00 16 oct 2021
D1#

6.2 Configure R2 como un NTP maestro

Configuracion Router R2

R2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R2 (config) #ntp master 3

R2 (config) #

6.3 Configure NTP en R1, R3, D1, D2,y Al.

R1l. Sincroniza con R2
Rl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.



Rl (config) #ntp server 209.165.200.2
Rl (config) #end

R3 Sincroniza con R1

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #ntp server 10.0.13.1

R3 (config) #end

Dl1. Sincroniza con Rl

Dl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #ntp server 10.0.10.1

D1 (config) #end

Al. Sincroniza con Rl

Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Al (config) #ntp server 10.0.10.1

Al (config) #end

D2. Sincroniza con R3.

D2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #ntp server 10.0.11.1

D2 (config) #end

6.4 Configure Syslog en todos los dispositivos excepto en R2.

Configuracion Router R1

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #logging 10.0.100.5

Rl (config) #logging trap warnings

Configuracion Router R3

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3(config) #logging 10.0.100.5

R3 (config) #logging trap warnings

Configuracion Switch D1

Dl#configure terminal
Enter configuration commands, one per line. End with CNTL/Z.
D1 (config)#logging 10.0.100.5



D1 (config)#logging trap warnings

Configuracion Switch D2

D2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #logging 10.0.100.5

D2 (config) #logging trap warnings

Configuracion Switch Al

Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Al (config) #logging 10.0.100.5

Al (config) #logging trap warnings

6.5 Configure SNMPv2c en todos los dispositivos excepto R2.

Configuracion Router R1

Rl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Rl (config) #snmp-server community ENCORSA ro

Rl (config) #snmp-server contact Helman Alfonso

Rl (config) #snmp-server enable traps bgp

Rl (config) #snmp-server enable traps config

Rl (config) #snmp-server enable traps ospf

)
)
)
)

Configuracion Router R3

R3#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
R3 (config) #snmp-server community ENCORSA ro

R3 (config) #snmp-server contact Helman Alfonso

R3 (config) #snmp-server enable traps config

R3 (config) #snmp-server enable traps ospf

Configuracion Switch D1

Dl#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D1 (config) #snmp-server community ENCORSA ro

D1 (config) #snmp-server contact Helman Alfonso

D1 (config) #snmp-server enable traps config

D1 (config) #snmp-server enable traps ospf



Configuracion Switch D2

D2#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
D2 (config) #snmp-server community ENCORSA ro

D2 (config) #snmp-server contact Helman Alfonso

D2 (config) #snmp-server enable traps config

D2 (config) #snmp-server enable traps ospf

Configuracion Switch Al

Al#configure terminal

Enter configuration commands, one per line. End with CNTL/Z.
Al (config) #snmp-server community ENCORSA ro

Al (config) #snmp-server contact Helman Alfonso

Al (config) #snmp-server enable traps config



CONCLUSIONES

El desarrollo de la anterior evaluacidn de conocimientos nos ha permitido enriquecer
los conocimientos adquiridos hasta el momento donde observamos verdaderamente que
existen funciones amplias dentro del portafolio de comandos que permiten brindar
proteccion y seguridad a un determinado cliente que requiere servicios de
almacenamiento y transferencia de datos.

La seguridad informatica debe estar siempre a la vanguardia en el desarrollo de los
software y dispositivos tecnoldgicos de comunicacion, para ellos existen comandos que
protegen nos sistemas informaticos, realizan bloqueos de direcciones no confirmadas
dentro de sus tablas, eliminado el riego en la perdida de informacion.

El desarrollo d una red informatica puede abarcar un numero amplio de configuraciones,
todas y cada una de ellas dependen de los requerimientos de un determinado cliente y la
capacidad de inversion a la que se quiera llegar, estas configuraciones van desde redes
muy pequefias que se pueden hallar en un hoja o pequefia oficina, hasta las redes tan
amplias que maneas industrias y compariias que atraviesan grandes terrenos como se vio
anteriormente incluso fuera del planeta.

La eleccién de las configuraciones y equipos siempre estaran acorde a los
requerimientos del cliente, es importante resaltar que todos y cada uno de ello desde los
maés basicos hasta los grandes servidores deben contar con normas minimas legales de
operacion, funcionamiento y proteccidn a personas, brindando seguridad en el resguardo
de la informacidn que por ellos se mueve.
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